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Abst ract

Thi s docunent di scusses the need for defining a new on-path signaling
mechani sm and addresses the question “why can’t we use Explicit
Congestion Notification (ECN)” for the SCONE use-case.

The SCONE objective is to optinize user QOE for stream ng nedia/vi deo
servi ces through network assisted application-Ievel self-adaptation.
This requires a Communication Service Provider’ s (CSP’ s) network
device to send stream ng nedia/video traffic profile characteristics
(e.g. for allowed average nedi a/video bit-rate, burst rate etc.) with
the client application endpoint to enable content self adaptation

i mpl ementations by content application providers (CAPs).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 Novenber 2025.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. SCONE Background and I ntroduction

Currently Communi cation Service Provider (CSP) networks (mainly
cellular and satellite networks) performbit-rate throttling (shaping
or policing) of streaming video flows. The notivation behind
throttling nmay vary across CSPs. For exanple, the notivation can be:

* To support different data-rates based on the subscribers’ data
pl ans;

* To reduce egress (tonnage) towards radi o base-stations in the
downl i nk direction;
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* To limt the overall capacity/bandwi dth required and to manage
CAPEX requirements (e.g. the needs for nmore RF spectrum and
depl oynent of nore radi o base-stations);

* O other reasons.

Video traffic is already 70% of all traffic on the Internet and is
expected to grow to 80% by 2028. New formats |ike short form videos
have seen trenendous growh in recent years. Both in devel oped and
enmerging narkets video traffic forms 50-80% of traffic on nobile
networks. These growth trends are likely to increase with new
popul ati ons coming online on nobile-first markets and the observation
that unlike text content, video content consunption is not being
limted by literacy barriers. On the other hand, the el ectromagnetic
spectrumis a limted resource. 1In order to ensure that nobile

net wor ks continue functioning in a healthy state despite this
incredible growth, CSPs will be required to nmake infrastructure

i nvestnments such as nore |icensed spectrum cell densification,
massi ve M MO etc

In order to flatten the rate of growmh, CSPs in several markets
attenpt to identify and throttle video traffic based on user data
plans. CSPs currently use this throttling as a way to create service
differentiati on between users on different paynment plans and to
enforce fair usage plans. There are several problens with this kind
of throttling:

1. CSPs can not explicitly nmeasure the effect that throttling has on
the end user’ s quality of experience (QE) naking this an open
| oop approach. Throttling in the CSP network has a significant
negative i npact on streaning video application QE and al so
degrades User Equi pnent (UE) battery perfornmance.

2. Traffic detection and throttling for every flowis conpute
intensive for CSPs. Wth distributed UPF (user plane function)
in 5G nobil e networks nore nodes in CSP network may need to
support traffic detection and throttling. Traffic detection can
have i naccuraci es and these inaccuracies are expected to increase
as the content delivery industry noves towards end-2-end
encryption like TLS 1.3 and encrypted client hello (ECH. To
performthrottling, CSP networks need to detect stream ng video
fl ows, which needs deep packet inspection and trial decryption of
QU Cinitial packets in order to decode and read the Server Nane
Indication (SNI) field present in the CientHello nmessage. This
requires significant conpute resources and risks ossifying QU C
The throttling (shaping or policing) itself also requires non-
trivial conmpute and nenory resources.
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3. The unpredictabl e and non-transparent behavior of traffic
throttlers used by CSPs confuse the bandwi dth estinmation and
congestion control protocols being used within end-2-end video
delivery sessions between content server and client. This
results in poor quality of experience (QE) for the end user

4. Content and Application Providers (CAPs) are designing algorithns
to detect the presence of such traffic throttlers to counter
their detrinental effects. These algorithns have their own
i naccuracies in detection and add conpute resources on the CAP
side. CAPs do not and should not have access to subscri ber
paynment plan information, making these algorithns conplex to
create and maintain.

There is a need for a solution to these problens which achi eves both
superior user QOE for CAPs, along with supporting CSPs’ needs for
differentiated data Iimtations consistent with subscriber plans.

An alternative approach is for CAPs to self-adapt the traffic
corresponding to video flows. Since CAPs control the client and
server endpoints and can neasure end user (OE, they are in a better
position to do this self-adaptation in a close | oop manner. This
al ternative approach has al ready been proven to inprove user QOE in
producti on depl oynents [ YouTube].

For this alternative approach to work a standardi zed secure on-path
network interface is required which will enable CSP controll ed
network el enments to signal the desired traffic profile
characteristics to the CAP client/server endpoints. The Standard
Comuni cation with Network El ements (SCONE) protocol (previously
known as SADCDN and SCONEPRO) is an | ETF worki ng group

[ SCONE- Charter] notivated by this alternate approach.

Requirenents for a technical solution based on this approach are
described in [I-D.joras-sconepro-vi deo-opt-requirenents].

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
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3. ECN Overview
Explicit Congestion Notification (ECN) is an extension to the
Internet Protocol. ECN allows end-to-end notification of network
congestion wi thout dropping packets. ECNis an optional feature that
may be used between two ECN-enabl ed endpoi nts when the underlying
network infrastructure also supports it.

3.1. ECN IP Header Bits

ECN uses the two least significant (right-nost) bits of the Traffic

Class field in the IPv4 or |Pv6 header to encode four different code
poi nt s:

00 Not ECN- Capabl e Transport, Not-ECT

01 ECN Capable Transport(1), ECT(1) - For L4S ECN enabl ed Transport
10 ECN Capabl e Transport(0), ECT(0)

11 Congestion Experienced, CE. - To be set by a network el enent
whi ch can detect congestion in the |ink

3.2. ECN Principles
In general both classic ECN [ RFC3168] and L4S ECN RFC 9330 [ RFC9330],
RFC 9331 [ RFC9331] and RFC 9332 [ RFC9332] are mechani sms to send end-
to-end notification of network congestion. Use of ECNrelies on the
foll owi ng principles:

1. Sender to set the ECT code-points correctly for a particul ar
flow.

2. Receiver to send the feedback back to the sender correctly based
on CE val ue.

3. Network elements to set the CE bit correctly based on actua
congestion conditions in the network.

4. ECN codepoints are not bl eached or remarked within the network,
other than to set the CE bit when appropriate.

4. Questions
4.1. Wy can’'t we use ECN instead of defining a new SCONE signal ?

The CE bit in ECN is used by the network elenment to notify the
appl i cation end-points about the congestion in the network.
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SCONE i s addressing a use-case wherein the network el enent does
“intentional throttling” (shaping/policing) due to various reasons as
mentioned earlier in this document such as to create service
differentiation between users on different paynent plans, to enforce
fair usage plans, and to reduce egress (tonnage) towards radi o base-
stations in downlink direction. 1In order to replace throttling by
“application |evel self-adaptation” SCONE signaling is required to
carry video/nedia bit-rate etc. between network el enent and

application end-point (note: exact netadata and data-types are to be
defined during the solution definition phase of SCONE)

ECN signaling can not support this use-case due to reasons nmenti oned
bel ow

* In the case of intentional throttling, CSP networks throttle the
video flowto a fixed bit rate instantly. To replace the
throttling in the network by “self bitrate adaptation” , the CSP
network is required to send a specific video bitrate within SCONE
signaling meta-data to enable instant convergence of flow s bit
rate to a specific bit-rate. This is not possible with ECN
si gnal i ng.

* Throttling is a CSP’ s policy-based restriction of the flow rather
than a congestion-based one. Throttling is not based on queue
occupancy, conpeting traffic, contention for bandw dth/radio-
resource etc. SCONE signal is intended for application |ayer
adapt ati on whereas ECN i s designed for transport |ayer adaptation
Through ECN, the CSP network forces the sender’s transport rate to
be within a specific range, rather than comunicating what the
application layer nedia bitrate should be. This inplies that
usage of ECN will retain some of the negative effects of network
shapi ng such as delaying the video startup tine.

-  For exanple, a key part of the success of YouTube's Plan Aware
Stream ng [ YouTube] is that YouTube could still burst at a nuch
faster rate than the long termnedia bitrate. This is nore
efficient for CAPs’ servers, nore efficient on client devices,

and neans CAPs can still use existing ABR algorithms, and just
cap the quality based on the comunicated | ong term bandw dth
limt. This just isn't possible with ECN. |If one allows

sendi ng 10 Mips for sone period of tine, but not average, BBR
is going to think it can send that fast and the ABR al gorithm
is going to upswitch and then both are going to have a poor
experience when the delivery rate suddenly decreases. ECN
avoi ds sone packet |oss, but otherwise it can’t do anything
fundanmental | y new.
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4.

Tonmar,

Congestion based ECN signaling is typically performed at the

el ement which is next to the congested link so that it can detect
congestion and set the CE bits accordingly. To enable
subscriber’ s data-plan based bit-rate signaling as well as to
reduce egress towards radi o base-stations in downlink direction
for video streamng fl ows, SCONE signaling needs be perforned at
the el ement which has access to subscriber policy and which is
host ed between radi o base-stations and CDNs in downlink direction
In mobil e networks this network elenment is PGNWUPF in 4G 5G

net wor ks.

The primary targeted consuners of SCONE information are HITP
adptive bitrate video applications. The ABR decisions are
typically made on the client side by the video player itself.
Wil e these players could in principle take something |ike ECN
into account, this is not inline with current practices. There
is no JavaScript APl provided by browsers to get ECN infornmation
and none of the nost popular HTTP libraries used to build video
pl ayers in nobile applications expose ECN i nformati on as part of
their HITP API. ECN is largely consuned by transport protocols
(rather than applications) and actuated on by servers (rather than
clients).

SCONE i nformation is intended to be per flow, not per-packet Iike
ECN. Among typical transport protocols, only UDP and UDP-Lite
support application access to the ECN bits (because ot her standard
transport protocols typically inplement congestion contro

t hensel ves) [ RFC8803] [ RFC8804], though inplenentations may vary
in their capabilities. ECN APls, where they exist, are at the
socket | ayer for datagram protocols, and have senmantic binding to
gi ven packets. This does not match with the SCONE needs to signa
at the flowlevel and for QU C transport.

ECN bits within the IP header will not be enough to carry the
nmet a-data required to be exchanged between network el enent and
client endpoint.

- Note - In addition to SCONE, CAPs are actively exploring L4S,
but CAPs don’t believe that L4S addresses the use-case SCONE is
trying to solve

Can the SCONE signal be designed so that there is no incentive to
fake it, like with ECN?

Any networ k device which can alter ECN bits can sinply drop the
packets. And packet drop may have nore negative inpact on
application’ s performance conpared to using ECN bits to indicate
congestion in the network.
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Similarly any network device which can send SCONE signaling can
throttle the application flow. Throttling may have a nore negative

i npact on an application’ s performance conpared to using SCONE
signaling to influence the inconmng flow bit-rate fromthe sender

So like ECN, there should not be any incentive for the network device
to fake the SCONE signal

Regardi ng fal sely manipulating CE bit in ECN (either setting or
clearing the CE bit), there is no incentive either way, because both
cases may have nore negative inpact on application’ s performance
within the network faking the ECN signals

Similarly, there is no incentive for faking SCONE signaling (sending
i ncorrect neta-data) because sending incorrect meta-data may have
nmore negative inpact on an application’ s performance within the
networ k faking the SCONE signal s.

Security Considerations
General SCONE security considerations are discussed in the other
docunents covering the specific network-to-host signaling methods.
Thi s docunent only addresses questions regarding use of ECN for
SCONE
I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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