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Abst r act

Protocols that rely on C assic DNS have to account for considerations
that only apply to UDP, such as nessage fragnentation. However, DNS
i mpl ementations are already required to support both TCP and UDP, and
using TCP woul d all evi ate these considerations. This docunent
specifies that new protocols with a dependency on C assic DNS do not
need to account for the limtations of Cassic DNS over UDP and can

i nstead expect inplenentations to use C assic DNS over TCP.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 7 January 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Many uses of the DNS require nessage sizes |larger than conmon path
MIUs. This poses problems for C assic DNS over UDP by requiring
peers to handl e nessage fragnentation. This is usually addressed by
requiring peers to set the trucation bit and repeat the query using
Classic DNS over TCP, which wastes a round trip, introducing delay in
the network traffic that depends on the DNS data retrieval

However, there are also worse inplications, such as requiring IoT
devices to do polling Section 3.1 of [RFC9726], additiona
recomendations for avoiding |IP fragnentati on [ RFC9715] pl aci ng
transport-1like burdens on DNS i npl ementors, and nornative
requirenents that exist only to deter the attack described in the DNS
threat analysis [ RFC3833], such as having to consciously contro
source port selection when initializing a DNS resolver with primng
queries [ RFC9609].
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These conplications can be avoi ded by assuming O assic DNS over TCP
is the only formof C assic DNS that new protocols need to
accommodate. The Inplenmentation Requirenents for C assic DNS over
TCP [ RFC7766] already require DNS inplenentations to support C assic
DNS over TCP wherever they support C assic DNS over UDP and to treat
TCP as a first-class transport rather than only a fallback option
fromUDP. Therefore, it is safe to require protocols to assune
Classic DNS is always avail abl e over TCP wi t hout sone specific
scenario limtations being defined.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Termi nol ogy

Thi s docunent reuses terns defined in DNS Term nol ogy [ RFC9499],
including "C assic DNS".

4. Requirenments for new protocols

Thi s docunent does not directly define new normative requirements for
DNS i npl ementations. Instead, it defines requirenents that apply to
new docunents produced by the | ETF.

Aut hors of new | ETF docunents SHOULD NOT add normative requirenents
that are only necessary to accompdate C assic DNS over UDP that are
not necessary to accommpdate C assic DNS over TCP w t hout sufficient
expl aination for why UDP is a preferable transport to TCP (which
woul d deviate fromthe Inplenentation Requirenents for C assic DNS
over TCP [ RFC7766]).

Aut hors of new | ETF docunents SHOULD direct inplenmentations to use
Classic DNS over TCP first by default instead of Cl assic DNS over UDP
if the docunment defines any usage of Classic DNS that is expected to
need nmessage truncation. This will avoid a wasted round trip to
switch fromUDP to TCP. This requirenent does not in any way affect
preference between C assic DNS and encrypted DNS.

5. Security Considerations
Di scouragi ng protocols fromaccompdati ng Cl assic DNS over UDP

provi des a non-zero security benefit by defending against the attack
described in the DNS threat analysis Section 2.2 of [RFC3833].
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I ncreasi ng usage of C assic DNS using TCP will increase maintained
state, but this is not concerning because encrypted DNS protocols

al ready require connection mai ntenance and usage of C assic DNS over
TCP is already conmon due to increasing nessage sizes.

6. | ANA Consi derations

Thi s docunent has no | ANA acti ons.
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