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Abst ract

DHCP has a length limt of 255 on individual options because of its
one-byte length field for options. To acconmpdate | onger options,
splitting option data across multiple instances of the same Option
Type is defined by RFC 3396. However, this mechani smwas defined to
require support for all option types. This has led to real-world

i npl ementations in the years since the RFC was published to deviate
fromthese requirenents to avoi d breaking basic functionality. This
docunent updates RFC 3396 to be nore flexible regardi ng when DHCP
agents are required to concatenate options to reflect depl oyenent
experi ences.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 4 Septenber 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

[ RFC3396] defines how DHCP agents are to split and concatenate option
data within an DHCP nessage. This has proven to be valuable as nore
DHCP options are defined that require support for concatenation as
their data can exceed the 255 octet limt for options. Exanples

i nclude [RFC4702], [RFC6731] (as a MAY), [RFC7291], [RFC8572],

[ RFC8973], and [ RFC9463].

However, the way that [RFC3396] defined concatenation is not the way
it is supported by maj or DHCP agent i nplenentations today.
Additionally, [RFC3396] allows for non-sensical deploynents, such as
handling multiple Lease Tines, because it requires concatenations
whenever any option is duplicated. As a result, new or existing

i mpl ementors of DHCP will find real-world behavior differs fromthe
docunent ed st andard.
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Thi s docunent updates [ RFC3396] to clarify how option concatenation
works in practice along with why it needs to differ fromthe previous
standard. It is not intended to invent new DHCP mechani snms; rather
it clarifies with the benefit of hindsight how DHCP behaves in
practice and what inplenentors need to account for

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. Previ ous Definition of Concatenation

[ RFC3396] defines the ternms "concatenation-requiring" and "non-
concatenation-requiring” to describe DHCP Options. Wile at multiple
points in the docunent it requires inplenmentors to handle

concat enati on of Options defined as concatenation-requiring, it also
contains the follow ng text which effectively requires inplenmentors
to handl e concatenation of either Option type:

"However, an inplenmentation which supports any concatenati on-
requiring option MIUST be capabl e of concatenating received options
for both concatenation-requiring and non-concatenati on-requiring
options.”

4. 1 nplenentation Chall enges

In conbination with the only permtted use of duplicate instances of
an option type in the sane DHCP nessage being option data splitting

that then requires concatenation, this nmeans that there is no way to
recover fromreal -world DHCP depl oynent mi stakes that can ot herw se

be handl ed under Jon Postel’s Robustness Principle [ RFC791].

For exanple, if a DHCP server sends two instances of an option type
with fixed | ength, such as Option 51 (1P Address Lease Tine)

[ RFC2132], concatenating these into an eight-octet payload wll
result in a protocol violation: Option 51 has to be four octets |ong
exactly. I n common depl oynents of DHCP agents today, we observe that
this situation is handl ed by choosing one of the option instances
that has the correct length to accept as the Option 51 val ue and
ignoring the other instances. |If inplementations decided instead to
strictly adhere to always concatenating nultiple instances of the
sanme option type, this would entirely block |IPv4d network connectivity
for the network stack.
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5.

7

What Concat enation |Intends to Achieve

DHCP option concatenation is intended to allow option data to exceed
the 255 octet Iimt inposed by its single-octet length field. This
can al so be used for splitting options across DHCP nessage section
boundari es when the Overload Option indicates that the snanme field,
file field, or both also contain option data.

Changes to How Options are Split

To support the intention of option concatenation w thout causing the
chal | enges described in (Section 4), this docunent updates [ RFC3396]
to limt concatenation to concatenation-requiring options. DHCP
agents SHOULD NOT provide multiple instances of an option type unless
that option type is defined as concatenation-requiring. To split
non-concatenation-requiring options is out-of-spec behavior that

| eads to inplenentation-specific nessage processing.

Changes to How Options are Concatenat ed

When DHCP agents receive nmessages with split options that are
concatenati on- required options, they MJUST concatenate the duplicate
concatenati on-required options as described in [ RFC3396].

I f DHCP agents sendi ng nessages never split non-concatenation-
requiring options, no further guidance woul d be needed. However,
real -worl d depl oynents have seen out-of-spec behavior that clients
may wi sh to be defensive against and liberal in parsing. Therefore,
when DHCP agents receive nessages with split options that are not
concatenation-requiring options, they MAY make best-effort attenpts
to interpret the nmessage or fail processing entirely as a protoco
error. This is inplenmentation-specific, though sone reasonabl e
suggestions are broken down in this section based on four types of
situations invol ving non-concatenation- requiring options still being
split (even though they should not be).

1. Duplicates of Options with Defined Concatenati on Behavi or

Sone non-concatenation-requiring options may still define how they
are to be processed when DHCP agents receive multiple instances of
the option type. |In this case, DHCP agents SHOULD foll ow the

gui dance defined by the option’'s standard.
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7.2. Duplicates of Fixed-length Options

Fi xed-1ength options are options that only allow a single length

val ue, such as Option 51 Lease Tine which can only be four octets

| ong. DHCP agents receiving nessages with nore than one instance of
fi xed-1ength non-concatenation-requiring options MAY choose to
attenpt processing one of the instances if it has the correct |ength.

7.3. Duplicates of Miltiple-of-fixed-length Options

Mul tipl e-of-fixed-length options are options that are lists of fixed-
| ength el ements, such as Option 6 DNS Name servers which MJUST be a
multiple of four octets long. DHCP agents receiving nmessages with
more than one instance of multiple-of-fixed-Iength options MAY choose
to attenpt processing one of the instances if it has a correct

| engt h.

It MAY al so choose to concatenate the options if the length of the
concatenated option data is a correct length (which may indicate a
need to split a long list because the total length is |onger than 255
octets). DHCP agents MAY choose to only do this if the Iength of the
concatenated option data is greater than 255 octets if it wants to
reduce how permissive it is.

7.4. Duplicates of Arbitrary-length Options

Arbitrary-length options are options that nay have any non-zero octet
| ength, such as Option 114 Captive-Portal [RFC8910]. DHCP agents
recei ving nmessages with nore than one instance of arbitrary-1length
options MAY concatenate or choose one instance to process. |t MY
choose to do some validation of the content that would result from
each approach, meaning if the data only nakes sense in the context of
the option’s definition, it could use that to deci de which approach
to take.

8. Security Considerations

Thi s docunent changes the conditions under which a DHCP agent accepts
or rejects option data. The only way this m ght reduce a DHCP
agent’s security posture would be if it would have previously refused
to process data fromthe network that it will now process. However,
this was al ways possible for an attacker crafting DHCP nessages. Any
attacker capable of creating a mal forned nmessage could instead craft
a well-formed nessage (which would be processed in the same way
before and after this document). Therefore, this docunent does not

i ntroduce any additional security considerations beyond the previous
definitions of DHCP and option concatenation
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9. | ANA Consi derations

Thi s docunment has no | ANA acti ons.
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