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Abst r act

Thi s docunent defines the Monotonic Attestation Service (MAS), a
protocol for issuing cryptographically attested, nonotonically

i ncreasi ng sequence nunmbers wi thin named namespaces. Each
attestation includes a hash chain linking it to all prior entries in
t he nanespace, providing verifiable proof of ordering and

conpl eteness. MAS is designed to conpl enent RFC 3161 Trusted

Ti mest anpi ng: where RFC 3161 proves when an event occurred, MAS
proves in what order and that the sequence is conplete.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Cctober 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.

Todd Expires 3 Cctober 2026 [ Page 1]



Internet-Draft MAS

Tabl e of Contents

1.

NNDNDN -

ww

w

© o

©

9.

Appe
App

WUJW
OOI\.)I—‘

Todd

¢ ¢ i et
PW!\’!—‘<S”PP°!\’!—‘.Q“’P°P°S'°P°.‘*’.‘”P°!\’!“

U1 01 01 O

NNNNAN
OAWNR

I nt roduction

1.1. Relationship to RFC 3161
. 2. Term nol ogy . .

Dat a Mbdel

.1. Attestation Record .
.2. Canonical Serialization .
.3. Chain Genesis .

. 4. Cha|nlntegr|ty.

Pr ot ocol

Transport . . .

HTTPS Bi ndi ng . .
Request Attest atlon .
Attestati on Response .
Verify Single Attestation .
Verify Chain Segnent

Retrieve Chain Segnment . .
Retrieve Operator Public Key
SerV| ce Binding RPC Bi nding .
erat| onal Consi derations
Singl e-Witer Requirenent
Nanespace |sol ation .
Key Managenent
Per si st ence .
Cl ock Advisory
erification .
Si ngl e Attestatl on Ver|f| catl on .
Chain Verification
Gap Detection .
Fork Detection . . .
Interaction with RFC 3161 .
Security Consi derations .
Operator Trust
Deni al of Service .
Repl ay . .
Namespace Squattl ng .
Quant um Resi st ance
I ANA Consi derations .

NN
NoohkwnE=

Ref er ences .
.1. Normative Ref er ences
2. Infornmtive References

endix A. Reference |nplenmentation
endi x B. Exanple Chain

Genesi s (sequence 1)

Sequence 2

Verification

Expires 3 Cctober 2026

Retrieve Attestation by Sequence

April 2026

OCOOWWOONNOODODOOODODODOOUIAARMDMAWW

RPRRPRPRRPRRPRRPRRRRPRRPRPRRRPRRPRPRRRRERERRERRERRE
CUBRMDDERDRWWWWWWWNNNNRROOOOOO

[ Page 2]



I nternet-Draft MAS April 2026

Appendi x C. Acknow edgrents . . . . . . . . . . . . . . . . . . 15
Author’'s Address . . . . . . . . . . . . . . . . . . . . . . .. 15
1. Introduction

Many systens require proof that events occurred in a specific order
and that no events have been inserted, renoved, or reordered after
the fact. Wall-clock tinestanps (including RFC 3161 trusted

ti mestanps) prove tenporal existence but do not guarantee causa
ordering -- two events tinmestanped nilliseconds apart nmay have
arrived in either order, and a conprom sed cl ock can backdate events.

MAS addresses this gap by providing a nonotonic counter with hash
chain attestation per nanespace. Each attestation includes:

* A sequence nunber that strictly increases and never repeats
* A cryptographic hash of the payl oad being attested

* A cryptographic hash linking to the previous attestation in the
chain

* Adigital signature fromthe MAS operator

The conbi nati on of nonotoni c sequenci ng and hash chai ni ng provi des
two guarantees that timestanps al one cannot:

Total ordering: Event N happened before event N+1. Not "at roughly
the sane tine" -- before. Unanbi guously.

Conpl eteness: If the verifier has attestations 1 through Nwith a
valid hash chain, no attestations have been inserted or renoved.
The sequence is intact.

1.1. Relationship to RFC 3161
MAS i s designed to operate al ongside RFC 3161 [ RFC3161], not repl ace
it. A system MAY request both a MAS attestation (for ordering) and

an RFC 3161 tinestanp (for wall-clock anchoring) for the same event.
The conbi nation provides four independent guarantees:
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| Guarantee | Provider |
[} e ————————————— s p——_——r
| Wall-clock existence | RFC 3161 TSA |
O O +
| Causal ordering | MAS sequence numnber |
o e eeeeemeeeneaaaas o meeeeeeeeeecieaaaas +
| Sequence conpl eteness | MAS hash chain |
o e e e e o e e e e +
| Authority | MAS Ed25519 signature

O O +

Table 1

1.2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
Nanespace: A nanmed scope wi thin which sequence nunbers are issued.
Sequence nunbers are unique and nonotonically increasing within a
nanespace but independent across nanmespaces.

Attestation: A signed record binding a sequence nunber to a payl oad
hash wi thin a namespace, chained to the previous attestation

Chain: The ordered, hash-linked sequence of all attestations within
a nanespace

Qperator: The entity running the MAS instance and hol di ng the
si gni ng key.

Requester: The entity requesting an attestation for a payl oad.

Verifier: Any entity validating an attestation or chain of
attestations.

2. Dat a Model
2.1. Attestation Record

An attestation record contains the followi ng fields:
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Canoni cal Seri

unsi gned
i nt eger

t ext
string
unsi gned
i nt eger
(64-bit)
| byte
| string

byt e
string

| unsigned
| integer
| (64-bit)
I
|

| byte
| string

ali zation

serialization of an attestation for

MAS April

Descri ption

Prot ocol version. This docunent
defines version 1.

The nanespace this attestation
bel ongs to. UTF-8 encoded.

Monot oni cal | y i ncreasi ng sequence
nunber within the nanespace.
Starts at 1.

SHA- 256 hash of the payl oad being
attested. The MAS never sees the
payl oad itself.

SHA- 256 hash of the previous
attestation record in serialized
form For sequence 1, this is 32
zero bytes.

UNI X tinmestanmp in mlliseconds when

the attestation was issued. This

is the operator’s local tinme and is
NOT a trusted tinmestanp -- use RFC

3161 for trusted wall-clock tine.

Ed25519 signature over the
canoni cal serialization of al
preceding fields.

Table 2

2026

=+

hashi ng and si gni ng

is CBOR [ RFC8949] encoded as a definite-length array in field order

[

versi on,
namespace,
sequence,

payl oad_hash,
previ ous_hash,
ti mestanp

/1 unsigned integer

/] text string

/1 unsigned integer

/1l byte string (32 bytes, SHA-256)
/1 byte string (32 bytes, SHA-256)
/1 unsigned integer
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The signature is conmputed over the SHA-256 hash of this serialized
array. The signature itself is NOT included in the array that is
hashed.

2.3. Chain CGenesis

The first attestation in a namespace (sequence = 1) MJST use 32 zero
bytes as the previous_hash. This is the chain genesis.

2.4. Chain Integrity
For any attestation with sequence N > 1, the previous _hash field MJST
equal the SHA-256 [RFC6234] hash of the canonical serialization of
the attestation with sequence N-1.
A verifier can confirmchain integrity by iterating fromsequence 1
to N, verifying that each attestation’s previous_hash matches the
hash of the prior record

3. Protocol

3.1. Transport
MAS is transport-agnostic. This docunment defines bindings for HITPS
(Section 3.2) and Service Binding RPC (Section 3.3). Inplenentations
MAY define additional transport bindings.

3.2. HTTPS Bi ndi ng

3.2.1. Request Attestation

POST /attest HTTP/ 1.1
Cont ent - Type: application/cbor

{

"namespace": "com exanpl e. orders”,
"payl oad_hash": <32 bytes, SHA-256 of payl oad>

3.2.2. Attestation Response
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HTTP/ 1.1 200 &K
Cont ent - Type: appli cation/cbor

{
"version": 1,
"namespace": "com exanpl e. orders”,
"sequence": 4713,
"payl oad_hash": <32 bytes>,
"previous_hash": <32 bytes>,
"timestanp": 1710590400000,
"signature": <64 bytes, Ed25519>
}

3.2.3. Verify Single Attestation

POST /verify HITP/ 1.1
Cont ent - Type: application/cbor

"attestation": <attestation record>,
"operator_public_key": <32 bytes, Ed25519 public key>
}

Response:

HTTP/ 1.1 200 K
Cont ent - Type: application/cbor

"valid": true,
"sequence": 4713,
"namespace": "com exanpl e. orders”

}

3.2.4. Verify Chain Segnent
POST /verify-chain HITP/ 1.1
Cont ent - Type: appl i cation/cbor

"attestations": [<attestation 1> ... <attestation N>],
"operator_public_key": <32 bytes>
}

Response (conpl ete chain):
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HTTP/ 1.1 200 &K
Cont ent - Type: appli cation/cbor

{

"valid": true,
"namespace": "com exanpl e. orders”,
"start_sequence": 1,
"end_sequence": 4713,
"conplete": true,

} "gaps": []

Response (broken chain):

{

"valid": fal se,

"nanmespace": "com exanpl e. orders”,
"start_sequence": 1,

"end_sequence": 4713,

"conplete": fal se,

"gaps": [{"after”: 2001, "before": 2003}],
"first_break": 2002

}

3.2.5. Retrieve Attestation by Sequence

GET /attestation/{nanespace}/{sequence} HITP/ 1.1
3.2.6. Retrieve Chain Segnent

GET /chai n/ {namespace} ?from={start} & o={end} HITP/ 1.1
3.2.7. Retrieve Operator Public Key

GET /key HTTP/1.1

Response:
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3.

4.

4.

"al gorithn: "Ed25519",
"public_key": <32 bytes>,
"valid_froni: 1710590400000,
"valid until": null,
"previous_keys": |

"public_key": <32 bytes>,
"valid_fron: 1700000000000,
“valid_until": 1710590400000
}
]
}

3. Service Binding RPC Binding

For environments where the MAS operator runs on the sane
infrastructure as the requester (e.g., Coudflare Service Bindings,
AWS Lanbda extensions, sidecar containers), the sane request/response
format is used but transported via the platform s native RPC
mechani sm i nstead of HITPS

The serialization format (CBOR) and field semantics are identical

The transport binding sinply replaces the HTTP layer with the
platformis internal call nechani sm

This is the RECOWENDED bi ndi ng when the MAS is co-located with the
requester, as it elimnates TLS overhead and DNS resol ution.

Qper ational Considerations
1. Single-Witer Requirenent
A MAS instance MJST guarantee that sequence nunbers within a
nanespace are issued by exactly one witer. Concurrent witers on

t he same nanmespace woul d viol ate nonotonicity.

| mpl enent ati ons SHOULD use a nechani smthat provides single-witer
semantics natively, such as:

* A serialized process with exclusive access to the counter
* A database with serializable isolation on the counter row
* A distributed coordination primtive with | eader election

The specific mechanismis an inplenmentation choice and not specified
by this protocol.
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4.2. Nanespace |sol ation
Sequence nunbers in different namespaces are independent. An
operator MAY host many namespaces. There is no ordering relationship
between attestations in different namespaces.

4.3. Key Managenent

The operator SHOULD rotate signing keys periodically. When rotating,
t he operator MJST:

1. Publish the new public key via the /key endpoint before using it

2. Include the old key in the previous_keys array with its validity
period

3. Sign atransition attestation in the old key that references the
new key

Verifiers MJST use the key that was valid at the attestation’s
ti mestanp when verifying signatures

4.4. Persistence

The operator MJST persist all attestations durably. Loss of
attestation records breaks the hash chain for all subsequent records.

The operator SHOULD provide a retrieval APl (Section 3.2.5,
Section 3.2.6) so that verifiers can reconstruct and verify chain
segment s.

4.5. dock Advisory

The tinmestanp field is advisory only -- it reflects the operator’s
|l ocal clock and is NOT a trusted tinmestanp. Systens requiring
trusted wall-clock tine SHOULD additionally obtain an RFC 3161
timestanp for the sanme payl oad.
The tinestanp field exists to assist verifiers in correlating
attestations with real-world tinme ranges. It MJST NOT be used as the
sol e basis for tenporal clains.

5. Verification

5.1. Single Attestation Verification

To verify a single attestation, a verifier MJST:
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1. Obtain the operator’s public key that was valid at the
attestation’s tinestanp

2. Reconstruct the canonical serialization (Section 2.2) fromthe
attestation fields

3. Conpute the SHA-256 hash of the canonical serialization

4. \Verify the Ed25519 [RFC8032] signature over this hash using the
operator’s public key

A valid signature proves the operator issued this attestation with
these exact field val ues.

5.2. Chain Verification

To verify a chain segnment from sequence S to sequence E, a verifier
MJST:

1. Verify each individual attestation per Section 5.1

2. For each attestation with sequence N > S, verify that
previ ous_hash equal s SHA-256 of the canonical serialization of
attestation N-1

3. If S=1, verify that attestation 1 has previous_hash equal to 32
zero bytes

If all verifications pass, the chain segnent is conplete and
unnodi fi ed.

5.3. Gap Detection

If a verifier has attestations with non-conti guous sequence nunbers
(e.g., 100, 101, 103), this indicates either

* Attestation 102 was not provided (inconplete disclosure)
* Attestation 102 never existed (operator error)

The verifier SHOULD report the gap and MJUST NOT treat the chain as
conpl et e.
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5.4. Fork Detection
If a verifier encounters two different attestations with the sane
nanespace and sequence nunber but different content, this indicates a
fork -- the operator (or an attacker) issued conflicting
attestations. This is a critical integrity violation.

A verifier that detects a fork MJST reject both attestati ons and
SHOULD al ert the relying party.

6. Interaction with RFC 3161

A systemthat uses both MAS and RFC 3161 [ RFC3161] for the same event
has two i ndependent attestations:

1. MAS attestation: proves ordering and chain conpl et eness
2. RFC 3161 tinestanp token: proves wall-clock existence

These can be bundl ed together as a dual attestation:

{
"mas_attestation": <MAS attestation record>,
"rfc3161 token": <RFC 3161 tinmestanp token (DER-encoded) >,
"bi ndi ng_hash": <SHA-256 of (MAS canonical serialization ||
RFC 3161 token)>
}

The bi ndi ng_hash cryptographically links the two attestations,
preventing an attacker fromm xing attestations fromdifferent
events.

7. Security Considerations

7.1. Operator Trust
MAS requires trust in the operator. A conprom sed operator can issue
fal se attestations, skip sequence nunbers, or mmintain a shadow
chain. This is anal ogous to the trust nodel of RFC 3161 TSAs.
Mtigation: requesters MAY subnmit the sanme payload to nmultiple

i ndependent MAS operators and conpare sequence assi gnnments.
Di sagreenent indicates conproni se.
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7.2. Denial of Service

An attacker flooding the MAS with requests could exhaust sequence
space or degrade performance. Operators SHOULD i npl enent rate
limting per requester.

The 64-bit sequence space supports 2764 attestations per nanespace,
which is sufficient for all practical purposes.

7.3. Replay

Attestation responses are determnistic for a given input and state.
An attacker replaying an old attestation request will receive a new
attestation with a new sequence nunber, not a replay of the old
response. The hash chain prevents inserting the replayed response
into the chain.

7.4. Namespace Squatting
Nanespaces are first-cone-first-served within an operator. Operators
SHOULD i nmpl enent nanespace regi stration and access control to prevent
unaut hori zed use.

7.5. Quantum Resi st ance
Ed25519 is not quantumresistant. Future versions of this
speci fication MAY define additional signature algorithnms (e.g., M-
DSA / CRYSTALS-Dilithiunm) for post-quantum security. The version
field enables al gorithm negoti ati on.

8. | ANA Consi derati ons
Thi s docunent has no | ANA actions at this time. A future version nmay
request registration of a well-known URI (e.g., /.well-know/ms) and
a nmedia type for MAS attestations.
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Appendi x A. Reference | nplenentation

A reference inplenmentation is available as a C oudflare Durabl e
oject with Service Binding RPC transport. The inplenentation uses:

* ed25519-dal ek for Ed25519 signatures
* sha2 for SHA-256 hashing
* ciboriumfor CBOR serialization

* Durable Object SQ.ite for counter persistence and attestation
st or age

The reference inplenentation is approxinmately 300 |ines of Rust.
Appendi x B. Exanpl e Chain

B.1. Genesis (sequence 1)
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{
"version": 1,
"namespace”: "com exanpl e. orders”,
"sequence": 1,
"payl oad_hash": "alb2c3...",
"previous_hash": "00000000000000000000000000000000

00000000000000000000000000000000",

"timestanp": 1710590400000,
"signature": "ed25519:..."

}

B.2. Sequence 2

{ _
"version": 1,
"namespace": "com exanpl e. orders”,
"sequence": 2,
"payl oad_hash": "d4e5f6...",
"previous_hash": "sha256(canonical _serialization(

attestation_1))",

"timestanp": 1710590400050,
"signature": "ed25519:..."

}

B.3. Verification
A verifier with both records confirns:

1. Attestation 1: previous hash is 32 zero bytes (genesis).
Si gnature valid.

2. Attestation 2: previous_hash equals SHA-256 of attestation 1's
canoni cal serialization. Signature valid.

3. Sequence is contiguous (1, 2). Chain is conplete.

Appendi x C. Acknow edgnents
The concept of hash-chai ned nonotonic attestation draws from
Certificate Transparency [ RFC9162], bl ockchai n consensus nechani sns,
and the Merkle tree structures underlying distributed | edger
technologies. MAS sinplifies these into a single-witer nodel
suitable for centralized trust contexts where distributed consensus
i S unnecessary.
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