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Abst ract

DNS Service Discovery provides several nechani sns whereby hosts can
di scover and advertise services on an IP network. Such discovery can
be done using Miulticast DNS (nDNS) or DNS, and advertising can be
done with DNSSD Service Registration Protocol (SRP) or nDNS. This
docunent describes a way to provide a unified DNSSD proxy service
that allows hosts to advertise services using SRP and di scover

servi ces using unicast DNS via a Discovery Proxy rather than using of
nDNS, in scenarios where nDNS is currently the only option

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-tlnk-infra-dnssd/.

Di scussion of this docunent takes place on the DNSSD Wor ki ng G oup
mailing list (mailto:dnssd@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/dnssd/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/dnssd/.

Source for this draft and an issue tracker can be found at
https://github. com https://github. coml Abhayakara/draft-tl nk-infra-
dnssd.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Lenon & Kardous Expires 30 July 2026 [ Page 1]



I nternet-Draft DNSSD on I nfrastructure January 2026

Internet-Drafts are draft documents valid for a maxi num of six nonths
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time. It is inappropriate to use Internet-Drafts as reference
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This Internet-Draft will expire on 30 July 2026
Copyright Notice
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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1. Introduction

DNS Service Discovery (DNS-SD) [ RFC6763] is a general nechanismfor
advertising and discovering services on IP networks. nDNS is a
commonly used transport for DNS-SD. However, it has severa
shortcomngs: it relies entirely on nmulticast, which works sonewhat
poorly on WFi networks. Devices publishing services have to al ways
be avail able to answer nDNS queries, which can have significant
battery inpact. When doing service discovery, such devices may do
W Fi beacon skipping to save power, and in so doing, mss a |arge
percentage of multicast traffic, nmaking nDNS unreliable.

To address this, this docunent describes a way of conbining severa
exi sting technol ogies to reduce reliance on multicast. This can be
done in, for exanple, a CE router [RFC7084], or a SNAC Router
[I-D.draft-ietf-snac-sinple]. It can actually be done in any device
that is expected to be continuously operational on a network |ink and
has sufficient resources to provide the service.

There are four logical parts to the service: - The DNS [ RFC1035] zone
in which DNSSD i nformation will be stored - The SRP [ RFC9665]

service, which is used to add and update services in the DNS zone -
The Advertising Proxy [I-D.draft-ietf-dnssd-adverti si ng-proxy]

servi ce, which advertises the contents of the zone using nDNS on the
infrastructure link - The Discovery Proxy [RFC8766], which enables

di scovery of local services that are advertised using nDNS using the
uni cast DNS pr ot ocol

In addition, the service nust be advertised so that devices that
would |ike to make use of it can discover it.

1.1. Previous work
This specification relies on existing technol ogy and nakes reference
to that technol ogy assuming that the reader is already famliar with
it. Readers should familiarize thenselves with at |east the
foll owi ng docunents.
* The DNS specification [ RFCL035] which di scusses DNS zones

*  The SRP specification [ RFC9665] which explains howto register
services in the DNS without a pre-shared key

* The Advertising Proxy specification

[I-D.draft-ietf-dnssd-advertising-proxy] which explains howto
advertise the contents of a DNS zone usi ng nDNS

Lenon & Kardous Expires 30 July 2026 [ Page 3]



I nternet-Draft DNSSD on I nfrastructure January 2026

2

* The Discovery Proxy specification [ RFC8766] which describes howto
di scover nDNS services on a link using DNS queries

* The DNS Push Specification [ RFC8765] which describes how to
efficiently do long-lived DNS queries

* The DNS-SD specification [RFC6763] which describes how to di scover
services using the DNS and nDNS protocols

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Modes of depl oynent

Thi s service can be deployed either as a centralized service provided
by infrastructure, or as an ad-hoc service that takes advantage of
infrastructure but is not part of infrastructure. An exanple of the
first would be a Custonmer Edge router (CE Router) [RFC7084]. CE
routers are typically autononously operating devices--although they
can be configured by the end user, this is not typical. However,
since they are the basis for the network infrastructure of a home
networ k, we think of DNSSD service provided by a CE router as network
infrastructure

An exampl e of a device that provides full DNSSD service on an ad-hoc
basis would be a SNAC router. SNAC routers connect infrastructure
networks to stub networks on an ad-hoc basis and provide all four of
the services required for DNSSD service to the SNAC network, but only
provi de Advertising Proxy service to the infrastructure network

This means that devices on infrastructure can di scover devices on the
stub network, but not to register with SRP service nor use the SNAC
advertising proxy. A SNAC router that inplenments the behavior
described in this docunent no |onger has this limtation

Content of Service Advertisenent
The goal of advertising the service is to provide sufficient

i nformati on that, having resolved the service advertisenment, a user
of the service has all the informati on needed to use the service.
This includes at |east:

* Nanme of the donmain to use for service discovery
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* Name of the domamin to use for service registration
* Nanme of the host providing the DNSSD service

* Ports to use for the UDP DNS protocol when comrunicating with the
service

4.1. Service Advertisenent on Infrastructure

Servi ce advertisenent on infrastructure is provided using the

"dnssd. service.arpa.’ domain. This is a |locally-served donain

[ RFC6303]. The local DNS resolver on infrastructure MJUST answer
authoratively for queries in the dnssd.service.arpa zone. Because
this is an infrastructure-provided service, infrastructure advertises
only one service instance, with the service instance nane
"infrastructure." Therefore, an infrastructure-provi ded DNSSD
service advertises the infrastructure service instance in
dnssd. servi ce. arpa as foll ows:

infrastructure.’service-nane’.dnssd. service.arpa IN SRV ’data
infrastructure.’ service-nanme’.dnssd. service.arpa IN TXT 'data

The infrastructure DNSSD service MJST support [I-D.draft-ietf-dnssd-
multi-qtypes]. Therefore, this query can be done as a single nulti-
qtype query. Typical DNS servers will, when answering an SRV query,

i nclude additional data containing address [ RFC2782] pp 4-5. In such
situations, if the DNSSD service is provided by infrastructure, all

of the information required to discover it will be returned in
response to a single query.

4.2. Ad-Hoc Service Adverti sement

VWhat we nean by "ad hoc" is something that is not integrated into
infrastructure. Ad hoc servers do not have control of the |ocal DNS
resol ver, and therefore cannot be di scovered using DNS, and nust

i nstead be discovered using nDNS. Because there is no coordination,
it is possible (and in some cases likely) that there will be nore
than one such server, so the service instance nane shoul d be handl ed
normal |y [RFC6763] section 4.1.1

Therefore, when advertising with nDNS, the service instance will be
advertised as foll ows:

SRV ' dat a
TXT 'data

"instance-nane’ .’ service-nanme’'.|oca

I N
"instance-nane’ .’ service-name’.local IN
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4.3. Content of SRV record

nDNS APIs typically do not provide a way of setting the priority and
wei ght of the SRV record, and the infrastructure service always has
the highest priority. Therefore, these fields SHOULD be set to zero,
and MJST be ignored. The reason they MJST be ignhored is that since
they SHOULD be zero, and nost devices will not be able to set themto
any other value, treating themas described in [RFC2782] presents an
opportunity for an attack by advertising a service with a weight of
65535.

The port field should be set to the UDP port on which SRP service is
provi ded.

The target is the hostnane of the host providing the service.
4.4, Content of the TXT record

TXT records are made up of a series of name=value pairs. The
foll owi ng names are defined

srp-tcp="port’: the port nunber to use for SRP registrations using
the DNS Protocol over TCP. |If not present, this service is assuned
to be available on the port provided in the SRV record.

dns-udp="port’: the port nunber to use for DNSSD queries using the
DNS protocol over UDP. |If not present, this service is assuned to be
avail abl e on the port provided in the SRV record.

dns-tcp="port’: the port nunber to use for DNSSD queries using the
DNS protocol over TCP. |If not present, this service is assuned to be
avail abl e on the port provided in the SRV record.

srp-tls="port’: the port nunber to use for SRP registrations using
TLS. If not present, port 853 is assuned.

dns-tls="port’: the port nunber to use for DNSSD queries using the
DNS protocol over TLS. |If not present, port 853 is assuned.

reg-dn="domain’: the domain nane to use in SRP registrations. |f not
present, default.service.arpa is assuned.

domai ns="domain-list’: a comma-separated |ist of donmains in which

service discovery is available. |If not present, dnssd.service. arpa
and | ocal are assumed to be the only domai ns.
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"domai n’ =" ip-subnet-list’: a link-specific domain that can be used to
query services on that specific IPlink. The link is identified by a
comma-separated list of IPv4 and/or 1 Pv6 prefixes that are present on
that Ilink. See Section 4.4.1

priority="priority': a priority for this service. See Section 4.4.2
4.4.1. Interface-specific domains

A DNSSD service may support |ink-specific discovery proxy service.

In such cases, each IP |link nust have its own uni que domain, which is
specific to the individual DNSSD service. Each such domain nmust have
an nanme=val ue entry in the TXT record. This entry has as its nane a
domain nane. Its value is a comm-separated list of IP prefixes that
are on-link for the IPlink identified by the domain.

I P subnets are in the form'|IP address’/ ' prefix-length’. |IP
addresses are represented according to the IP address fanmly. |[|Pv4
addresses are in the dotted-decimal format as defined in [ RFC952] in
the section titled GRAMVATI CAL HOST TABLE SPECI FI CATION, in
subsection A under 'address’. |Pv6 addresses are represented as
described in [ RFC5952] .

As a special (common) case, if the service only provides discovery
proxy for a single link, and that is the |link on which the DNSSD
service is advertised, discovery of services on that |ink can use the
"l ocal”™ domain. 1In this case, no domains will be listed in the TXT
record; if "local" discovery is to be supported al ongsi de ot her
domai ns, then the "local" domain nust be included in the TXT record.
If a service DNSSD service is advertised on nore than one link, the
| ocal domain is specific to the link for which the destination
address for the query is on-link. |If the destination address is not
on-link for any link, queries in .local are not valid and MJST be
responded to with the REFUSED response code.

4.4.2. Service Priority

Infrastructure service is always the highest priority, and there can
be only one such service. When infrastructure service is discovered,
this is done using infrastructure. Consequently there is no need to
try to discover an ad hoc service, and no need to choose anbngst
services. The infrastructure service therefore MUST NOT include a
priority. Ad-hoc servers SHOULD include a priority. |If a priority
is not included, the priority of the Ad-Hoc service is assuned to be
65535.

Servi ces shoul d choose a priority based on their capabilities. The
following priorities are defined:
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0: Server is not constrained and is connected to a hi gh-speed wred
network link (that is, not WFi, probably Ethernet or a fiber optic
net wor k) .

100: Server is not constrained and is connected to a WFi |ink

200: Server is constrained, but otherwi se well able to provide
servi ce.

65535: Server can provide service if needed, but should not be
preferred.

5. Discovering the DNSSD service

A host that wishes to use the DNSSD service nust first discover it.
Di scovery follows a series of steps:

1. Attenpt to discover an infrastructure-provi ded DNSSD service
2. Failing that, browse for a list of Ad-Hoc services.

3. If one or nore Ad-Hoc services are returned by the browse, choose
one using the priority specified in the TXT record.

4. 1f no server is discovered, or if no discovered server appears to
work, fall back to nDNS-based DNSSD service

5.1. Advertising using RAs

DNSSD servers that send RAs MUST include a DNSSD- Service RA option in
RAs that they send when the DNSSD service is active. DNSSD clients
can distinguish infrastructure DNSSD service from ad-hoc service
because infrastructure routers have nonzero |ifetines.

It can be the case that there is nore than one infrastructure router
In sone cases these routers will be part of a managed infrastructure,
in which case DNSSD service provided by these routers MIST be a
common service

6. Dual -honmed infrastructure DNSSD service

In a dual -honed network, there is nore than one default router and
potentially nore than one DNSSD service. |In the case of nanaged
net wor ks, the network operator MJST ensure that there is a single
DNSSD service, even if it is advertised by nore than one default
router.
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6.1. Unmanaged networks

In an unmanaged network, there is no way for the operator to decide
whi ch default router will provide the DNSSD service when nore than
one default router is able to do so. So we have the follow ng
options:

1. One router defers to the other

2. The routers share a common DNS zone either using SRP replication
or DNS zone transfers with secondary fail over

3. SRP clients are required to register with both services

Practically speaking option 3 is the only easy option, although it

pl aces a greater burden on the client. Wth option 1, the SRP client
may take sonme tinme to notice that an SRP service has gone away and
then reregister, and this is not ideal. Option 2 requires nmechani sms
that are not yet described in a standard. Consequently, when nore
than one infrastructure DNSSD service is present, consuners of the
DNSSD service that will register their service using SRP MUST
register with all infrastructure DNSSD servers.

7. Service Availability Mnitoring

Once the consumer has registered with the DNSSD service, it is
inmportant to monitor the availability of the service.

If the service being used is provided by a router, whether it be a CE
router [ RFC7084] or a SNAC router [I-D.draft-ietf-snac-sinple], the
consumer MUST nonitor periodic RAs to ensure the service is stil
avai |l abl e.

If the service being used is provided by a non-router device that
relies on nDNS, the consuner nust nonitor the service provider to

ensure it is still available. This can be done by sending periodic
queries to the service provider, listening for Time-To-Live updates,
etc.

If the consumer detects that the service is no |longer available, it
must restart the service discovery process defined in this
speci fication.

8. Security Considerations

TODO Security
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9. | ANA Consi derations

Al l ocate ’service-nanme’, "_dnssd-server” is preferred
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