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Abst r act

Thi s docunent proposes the Deadline-aware Miltipath Transport

Prot ocol (DMIP) concept as an extension to the Miltipath Extension
for QUC (QU CGMITIPATH) as well as QU Citself. This extension
aims to support data streanms with strict |atency requirenents by
enabling the signaling of a streanis deadline and ideally by

conbi ning nul ti path scheduling, congestion control adaptations, and
optional forward error correction (FEC). Mbreover, DMIP | everages
the path identifiers introduced by the Miltipath Extension for QU C
to distinguish different end-to-end paths as they nay be offered in a
Path Aware Network (PAN) such as SCION. This allows an application
to select its preferred paths while maintaining interoperability with
standard endpoints using the Miultipath Extension for QUC In

conbi nation, DMIP enabl es endpoints to exchange and schedul e
deadl i ne-aware streans across nultiple network paths. Additionally,
this proposal also maintains conmpatibility with QUC itself, in order
to deliver its benefits - albeit with limted effectiveness - even in
scenarios where only a single path can or should be used.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
The | atest revision of this draft can be found at https://netsys-
| ab. gi t hub. i o/ mpqui c-dnt p-draft/draft-tjohn-quic-nultipath-dntp.htm.
Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-tjohn-quic-nultipath-dntp/.

Source for this draft and an issue tracker can be found at
https://github. com net sys-| ab/ npqui c-dnt p-draft.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Internet-Drafts are working docunents of the Internet Engineering

Task Force (1 ETF).
wor ki ng documents as Internet-Drafts
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Note that other groups may al so distribute
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Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
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It
mat eri al

This Internet-Draft will expire on 7 Decenber 2025.

Copyri ght Notice

is inappropriate to use Internet-Drafts as reference
or to cite themother than as "work in progress.”

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’s Lega

Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
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1. Introduction

The Multipath Extension for QU C [ QU C MIUTI PATH enhances
performance by sinultaneously utilizing rmultiple paths between
endpoints. However, both [QU C] and [ QUI C MJULTI PATH] currently | ack
support for strict deadline requirenents of real-time applications
such as tel eoperation, live video streaning, or interactive gam ng,
whi ch are becoming increasingly inportant. These applications denand
| ow and bounded | atency, and can often tolerate no or only partial
retransm ssi on of nissing data.

Previ ous and ongoi ng work on deadl i ne-aware protocols for [QU C

i ncludes the Deadline-aware Transport Protocol [QU C-DTP] as well as
Medi a over QUIC Transport [MOQT], both single-path-only approaches
that introduce deadlines for streams but do not exploit multipath
capabilities. Meanwhile, our [DMIP] approach additionally allows
taki ng advantage of multiple paths, combined with forward error
correction (FEC) and intelligent retransm ssions, to significantly
increase the fraction of packets neeting their deadlines, especially
in the presence of |ossy or high-latency |inks.

By integrating deadline-aware concepts into [ QU C MILTI PATH], we seek
to enabl e:

1. Miltipath streans with Deadlines: Scheduling and transmitting
data across nmultiple paths, with strict deadlines of streans
driving scheduling deci sions.

2. Option for Path-Aware Networking: Support for path selection as
offered in Path Anare Networks (e.g., [SCION]) by mappi ng each
potential path to an [ QU C MJULTI PATH] path identifier

3. Deadline-Based Retransmission / FEC. Conbi ning optional adaptive

FEC (such as [QUI G AFEC]) and "smart" retransm ssions only when
there may still be tine left to neet the deadline.
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Usi ng the deadline-aware concepts of this proposal together with
[QUIC] in a single-path scenario will still offer the advantage of
deadl i ne-based retransm ssions / FEC but Iimt its effectiveness to
t he boundaries set by the avail abl e path.

This draft specifies a miniml set of protocol extensions for

[ QUI G MIULTI PATH and [QUI C] respectively to exchange deadli ne
information at the transport |layer, so that endpoints can coordi nate
scheduling for multipath transmissions with strict tine constraints.
One goal of this proposal is to gather conmunity feedback and gauge
interest to guide future refinenents.

1.1. Modtivation and Applications

Real -time applications often produce data bl ocks (e.g., video franes
or control nessages) that are only valuable if delivered before a
specific deadline. Exanple use cases incl ude:

* Tel eoperation and Renote Control: Robotic control or tel epresence
systens require determnistic and |l ow | atency feedback. M ssed
control signals, sensor data or video frame deadlines can lead to
systeminstability or degraded user experience.

* Live Streaming and Interactive Media: Latency-sensitive video or
audio streans (e.g., for live concerts, online VR gaming, cloud
rendering) benefit fromleveraging multiple paths to sustain | ow
| at ency delivery even under varying network conditions.

* Online Gami ng: Miltiplayer networked ganmes exchange frequent,
time-critical state updates. Late updates are effectively wasted,
so an approach to drop or deprioritize old data can save bandwi dth
and inprove real -tine responsi veness.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Wthin this docunent:
* "Deadline-aware streans” refers to streanms in which an application

indicates a time by which data nust be delivered, beyond which
data is no | onger useful
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3.

3. 1

"Path" aligns with the [ QU C MJLTI PATH concept: Each path is
identified by a unique Path ID, and it may reference a specific
combi nation of source and destination IP:port tuples or a distinct
end-to-end path as they may be offered in a path aware network, as
defined by [ RFC9473].

A connection that is "multipath-capable" in the sense of this
draft is defined as a connection in which both endpoints negotiate
an initial _max_path_id transport paraneter from [ QU C MILTI PATH]
to a value greater than O.

A connection that is "multipath-active" in the sense of this draft
is defined as a connection that currently has two or nore
val i dated paths. Packets may be transmitted on any of these

pat hs.

Desi gn Overvi ew

Integrating Deadline-Aware Streans into QU G MJULTI PATH QUI C

Qur design goal is to extend [ QU C MILLTIPATH and [QUI C] respectively
with mnimal changes. The proposed extension enabl es endpoints to
signal a streanis deadline. |Inplenentations that support deadline-
awar e streans MJST support:

1.

Packet Scheduling: |nplenment scheduling algorithms that:
* Prioritize packets fromstreans with earlier deadlines

* Account for path characteristics when maki ng schedul i ng
deci si ons

* Consider current congestion state of avail abl e paths
Retransm ssion Control: |nplenent retransm ssion policies that:

* Evaluate whether retransnitted packets can neet renaining
deadl i nes

* Skip retransm ssions when deadl i nes cannot be net

* Consider path conditions when selecting retransm ssion paths
for a nultipath-capabl e connection

Deadl i ne Monitoring: Track deadline status and:

*  Detect when deadlines cannot be net
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* Signal deadline nisses to the application |ayer
* Allow applications to specify handling of nmssed deadlines

Additionally, Inplenentations supporting deadline-aware streans with
mul ti pat h- capabl e connecti ons MJST feat ure:

1. Path Selection: Select paths for transnmitting frames,
retransm ssi ons and acknow edgenents based on netrics relevant to
nmeeti ng deadl i nes, including:

* Path | atency neasurenents
* Estimation of avail abl e bandwi dth
* (Cbserved packet |oss rates

| mpl enent ati ons MAY al so choose to support:

1. Optional Forward Error Correction: MAY inplement FEC nechani sns
t hat :

* Reduce retransnm ssion overhead for deadline-sensitive streans
* Adapt FEC overhead based on path conditions

*  Apply FEC selectively based on streamrequirenents (e.g.
streamopriority)

3.1.1. Extensions to QU C MJLTI PATH QUI C
Qur extensions build on [QU C MILTIPATH's nultipath framework (e.g.,
paths, path IDs, and validation). It will, however, also work with
connections that are not nultipath-capable, be it with a reduced
feature set (see Section 3.1). This extension will add only:
* A transport paraneter to enabl e deadline-aware streans.
* A DEADLI NE_CONTROL frame to signal stream deadli nes.

* Optional support for an ACK EXTENDED franme for inproved per-path
del ay feedback.

* (Optional AFEC support via an extra transport paraneter and two
franmes for source and repair synbol netadata.
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3.

3.

3.

3.

2

3.

3.

3.

This preserves the original wire format, ensuring interoperability
with both [ QU C MILTI PATH and [ QUI C] endpoints that do not inplenent
t hese extensi ons.

Support for Path- Anare Networks (PAN)

When operating over a path-aware network in addition to

[ QUI G MULTI PATH], endpoints can di scover and utilize multiple
disjoint or partially disjoint paths. This can be provided, for
exanple, by [SCION] or other architectures such as [SR]. In such an
environment, a single source-destination address pair may yield

mul tiple distinct end-to-end paths, each with uni que perfornmance
characteristics (e.g., latency, loss rate). These paths can be
exposed to the transport layer via distinct Path IDs in

[ QUI G MULTI PATH] .

Thi s docunent does not prescri be how endpoi nts discover and enunerate
avail abl e paths at the network layer. Rather, it assunes that a PAN
can supply multiple viable routes between endpoints. Once

di scovered, each route is mapped to a unique Path ID, enabling the

[ DMIP] scheduling logic to treat themas distinct transport paths for
deadl i ne- awar e streans.

Mul tiple paths provided by [ QU C MILTIPATH on the one hand and path
diversity provided by PAN on the other hand enhance the effectiveness
of [DMIP]’'s scheduling, retransm ssion, and optional FEC mechani snms
in meeting strict deadlines, making support for PAN essential to the
desi gn of the proposed extension

Deadl i nes
1. Signalling Deadlines
To signal deadlines, endpoints use the DEADLI NE CONTROL frane (see
Section 4.2). This frane associates a specific deadline with a
stream indicating the relative tinme by when the data shoul d be
del i vered

2. Deadl i ne Semantics

* Deadline Representation: Deadlines are represented as a relative
time in mlliseconds fromthe tine the frane is sent.

* Stream Association: A deadline applies to a specific stream
identified by its StreamID
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3.

3. 4.

3.

* Transport Behavior: Upon receiving a DEADLI NE_CONTRCOL frane, the
transport layer SHOULD attenpt to schedule and retransmt packets
carrying data for the specified streamto neet the indicated
deadl i ne.

* Retransmi ssions and Schedul i ng: Endpoints MAY i npl enment custom
schedul ers and congestion controllers optim zed for deadline-aware
traffic, such as those based on [ DMIP] concepts.

3. Handling M ssed Deadline

If the transport |ayer determ nes that the deadline cannot be nmet, it
MAY choose to:

* Discard the data associated with the deadline-aware stream
* Informthe application of the m ssed deadline.
* Continue delivering the data if it is still deened useful

The specific behavior is inplenentation-specific and MAY be
configurable by the application.

Adaptive Forward Error Correction (FEC)

When deadlines are tight and packet |osses frequent, relying solely
on retransm ssions may cause data to miss its deadline. To mtigate
this risk, this extension optionally uses Adaptive FEC (AFEC) as
proposed in [ QU C AFEC]. AFEC can reduce the need for

retransm ssions, particularly in networks with random or bursty | oss
characteristics.

VWhen using AFEC in a nulti pat h-capabl e connection, the Tag Type of
the FEC Tag MJST be set to 1 to indicate "Long Flow Usage". In turn,
bot h source synbol packets and repair synbol packets MJIST carry the
FEC Tag frame so that repair packets can be correctly matched to
their correspondi ng source packets across different paths. Such a
constraint is not needed in a connection that is not nultipath-
capabl e.

In a nultipath-active connection, FEC repair packets SHOULD be sent
over a path different fromthe one carrying the source data. This
de-correl ates | osses and increases the |likelihood that repair synbols
arrive even if other paths experience congestion or packet |oss. The
coding rate (i.e., the ratio of repair synbols to source synbols) MAY
be configured on a per-stream basis, depending on the streanis

tol erance for overhead versus its deadline sensitivity.
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3.

3.

3.

5

6

6

Smart Retransm ssions

Smart retransm ssions in a deadline-aware context mean that | ost
franes are only retransmtted if there is still enough tinme left to
nmeet the deadline via one or - with a nultipath-active connection -
nmore paths. The sender conputes whether the frames can arrive on
time, factoring in the path’s estimted one-way delay or RTT. |If
not, the sender discards the frames rather than wasting congestion
wi ndow or schedul i ng capacity.

Path Metrics
To schedule traffic effectively, the sender SHOULD gat her

* One-Way Delays or RIT for determining if the data can reach its
destination before the deadline and in case of a nultipath-capable
connection for selecting the path(s) that can deliver data before
t he deadl i ne.

* Loss Rate: For deciding whether to apply adaptive FEC or nore
aggressi ve retransm ssi ons.

* Avail abl e Bandwi dth: So that sending on path(s) with insufficient
capacity does not cause additional delay.

1. Per Path Del ay

A crucial nmetric for DMIP is the one-way or round-trip delay of the
avail abl e path(s). This is used to deci de whether a new or
retransmitted packet can arrive before its deadline. In a path-aware
networ k, the one-way delay m ght be advertised or inferred from
routing information. O herw se, endpoints measure RTT or one-way
del ay thensel ves.

For accurate one-way del ay nmeasurenents, endpoints MAY use
synchroni zed clocks; if full clock sync is not feasible, a fallback
to round-trip tine neasurenents is still acceptable. For inproved
del ay tracking, the additional fields for the receive tinestanp of
the ACK EXTENDED frame as proposed in [QU C RECEI VE-TS] is used.

Wth a mul tipat h-capabl e connection, if endpoints have agreed on the

usage of the ACK EXTENDED franme with the additional receive tinestanp
fields (Bit 1 of extended ack features transport paraneter), packets

containing a PING (type=0x01) frame MJST be acknow edged on the sane

path that the packet was received on
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2. Gathering Path Metrics

1. Path-Aware Networks m ght provide direct metrics, such as path
| at ency or bandwi dth as part of path netadata.

2. Active Probing: If the underlying network does not provide

metrics, the endpoint MAY send periodic PING franes or snall test

packets al ong each active path.

3. Path Measurenent Franes: This draft uses the ACK EXTENDED frane

([ QU C RECEI VE-TS]) for deeper path measurenents, including

ti mestanps of packet receipts to estinate per path one-way del ay.

4. Congestion wi ndows, RTT estimtes, and packet |oss detection from
[ QUI G MIULTI PATH] ' s standard | oss recovery can inform schedul i ng.

Extension to QU C MULTI PATH QUI C

Thi s extension builds upon [ QU C MILTI PATH and [QUI C] respectively.

Bel ow we |ist the protocol additions and nodifications. Unless
otherw se noted, all rules of [QU G MILTIPATH or [QU C] remain.

Handshake Negoti ation and Transport Paraneter

Thi s extension defines a new transport paraneter, used to negotiate

the use of deadline-aware streams during the connection handshake,
specified in [QUC . The newtransport parameter is defined as
fol | ows:

* enabl e_deadl i ne_aware_streans (value TBD): A zero-length val ue

that, if present, indicates that the endpoint supports deadline-

awar e streans.

Endpoi nts negotiate the use of deadline-aware streans by including
the enabl e_deadl i ne_aware_streans transport parameter in the

handshake. Both endpoints MJST include this transport paraneter to

enabl e the use of deadline-aware streans. |f an endpoint receives
DEADLI NE_CONTROL frame wi thout having negotiated support, it MJST
treat this as a connection error of type PROTOCOL_VI OLATI ON

DEADLI NE_CONTRCL Frane
The DEADLI NE_CONTROL frame (type=TBD) is used to signal deadline-

awar eness for specific streams and to indicate their associated
deadl i nes.

as

a
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DEADLI NE_CONTRCL Frane {
Type (i) = TBD,
Stream I D (i),

Deadl ine (i),

}

The DEADLI NE_CONTROL frame contains the follow ng fields:

Stream I D: A variable-length integer indicating the StreamlID to
whi ch the deadline applies.

Deadline: A variable-length integer representing the relative
deadline in nmilliseconds fromthe tinme the frane is sent. An
endpoi nt sends a DEADLI NE_CONTROL frame to indicate that data on
the specified stream should be delivered by the given deadline.
Upon receiving this frame, the peer MIUST attenpt to schedul e and
deliver the data on the specified streamw thin the indicated
deadl i ne.

Usage Constraints:

* Endpoints MJST NOT send the DEADLI NE CONTROL frane unless both
endpoi nts have negoti ated support via the
enabl e_deadl i ne_aware_streans transport paraneter.

* | f an endpoint receives a DEADLI NE_CONTROL frame without having
negoti ated support, it MJIST treat it as a connection error of type
PROTOCCOL_VI OLATI ON

*  The DEADLI NE_CONTRCL franme MJST only be sent in 1-RTT packets.
5. AP

Though this draft primarily focuses on wre-|level protocol changes,
an i nplenmentation that exposes a user-level APl m ght provide:

*  CGet Deadl i neAwar eStreans(connection): Returns a set of tuples for
the gi ven connection (see Section 5.1) in the formof (stream.id,
deadl i ne_ns) where a value of 0 for the deadline_ns indicates,
that endpoi nts have agreed on using deadline-aware streans but no
DEADLI NE_CONTROL Franme has been sent (yet)

*  Set StreanDeadl i ne(connection, stream.id, deadline_ns): Infornms the
transport that data on stream.id nust arrive before deadline_ns.
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*  CGet Avai | abl ePat hs(connection): (Optional for use with PAN)
Retrieves the avail abl e pat hs between the endpoints fromthe
underlying PAN and returns themas a set of strings, each
representing one path. The representation of a path is dependent
on the used PAN

* Set Pat hs(connection, pan_paths): (Optional for use with PAN)
Defi nes the subset of available paths (a set of strings) to be
used. This applies to all the streans inside the connection
Dependi ng on the underlying PAN, the string(s) mght include
wi | dcards or other operators that can be interpreted by the PAN

* CGet StreanPat hs(connection, streamid): Returns a set of tuples in
the formof (path_id, role) where role describes the role of the
path in the stream Possible val ues are:

- data: The path(s) over which data is transmtted

- retransmission: The path that is used for retransni ssions and
acknow edgenent s

- backup: Path(s) that can be used if any data path(s) becone(s)
unavai | abl e

- none: Path(s) that will not be used

* Set StreanPat hs(connection, stream.id, paths): (Optional for use
with external optimzer) Alows defining, which paths should be
used for a given streamid. paths is a set of tuples in the form
of (path_id, role, fraction). Available paths that are onitted
here will receive the role none. fraction nmay only be used on
paths with the role data and is only effective if there is nore
than one data path.

*  CetPathMetrics(connection, streamid, path_id): Returns a set of
key-val ue pairs (KVP) which characterize the path. Possible KVPs
are:

- role: Describes the role of the path in the connecti on;
Possi bl e val ues: data, retransm ssion, backup, none

-  bandwi dth: the bandwidth in bits/s of the path as neasured or
as signaled by the PAN

- owd: One way delay in ns of the path as neasured or as signaled
by the PAN, MUST only be populated, if rtt is left enpty.

John & Riechard Expires 7 Decenber 2025 [ Page 12]



Internet-Draft Deadline Aware Streans in QU C Miltipath June 2025

5.

6

- rtt: Round trip time in ns of the path as neasured or as
signal ed by the PAN, MJST only be populated, if owd is |eft

enpty.
- loss_ rate: Loss rate of the path as neasured.

- costs: If ametric for the cost of a path is available, it my
be included here

OnM ssedDeadl i ne(connection, streamid): (Optional) callback that
the transport can invoke if data is considered inpossible to
deliver on tinme. The application can choose to send new data,

di scard, or do not hing.

These calls let an application specify deadlines and priorities
dynanmi cal | y.

1.

*

Conmonly Used Data Structures

Connection: The connection is the 4-tuple introduced by [ QU C]
which identifies a connection. It is structured like (source_IP,
source_port, destination_|IP, destination_port)

Security Considerations

This extension retains all the security features and considerations
of [QUC, [QUCTLS] and [QU C MULTIPATH]. Nevertheless, it
i ntroduces additional considerations:

*

Deadl i ne Signaling: Know edge of deadlines or priorities may be
sensitive if it reveals application timng patterns or critica
data intervals. Inplenentations SHOULD careful |y handl e net adata
(e.g., by encrypting frames in 1-RTT packets)

Resour ce Exhaustion and Fl oodi ng: The ability to manage nultiple
concurrent paths and to schedul e or drop data based on deadlines
must not weaken [QUIC]'s anti-anplification nmeasures. Endpoints
MUST still follow [QU C] path validation procedures, ensuring that
an attacker cannot exploit deadline-aware frames to anplify
traffic.

When enpl oyi ng ACK EXTENDED franmes for one-way del ay neasurenent
with clock synchronization, the clock synchronization nmust al so be
secured. Oherwi se, an attacker injecting false tinestanps could
m sl ead scheduling. Endpoints that rely heavily on these

measur enents should be aware of that risk and possibly cross-check
with neasured RTT or other heuristics.
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7. | ANA Consi derati ons

Thi s docunent defines a new transport paraneter for the negotiation
of deadline-aware streans for [QU C MILTIPATH or [QUI C], and one new
frane type. The draft defines provisional values for experinents.

The following entry in Table 1 should be added to the "QUI C Transport
Par armet ers" regi stry under the "QU C Protocol" headi ng.

[ bl e s el sy o}
| Value | Paraneter Nane. | Specification |
| TBD | enable_deadline aware_streams | Section 4.1 |
N o e e e e e e e meme oo o m e e e oo - +

Table 1. Addition to QU C Transport Paraneters Entries

The following frame types defined in Table 2 should be added to the
"QUI C Frane Types" registry under the "QU C Protocol" heading.

B oo sty e sty
| Val ue | Frame Nane | Specification |
R ety ety ety o
| TBD (1) | DEADLINE CONTROL | Section 4.2 |
Fo-m e - - I I I I I T +

Table 2: Addition to QU C Frame Types Entries
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