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Abst ract

Thi s docunent defines a nethod for efficiently distributing a
software update to nultiple target devices, by using end-to-end
secure group comruni cati on over UDP and IP nulticast. To this end,
the defined nethod relies on a nunber of building bl ocks devel oped in
the Constrai ned RESTful Environnents (CoRE) Wirking G oup of the

| ETF. Those especially include the Constrai ned Application Protoco
(CoAP), Bl ock-wi se transfers for CoAP, and the end-to-end security
protocol G oup Object Security for Constrai ned RESTful Environnents
(Group CSCORE). The method defined in this docunent is conpatible
with (but not dependent on) the architecture for software and
firmvare update devel oped in the Software Updates for Internet of
Things (SUT) Working G oup of the | ETF.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Thing-to-Thing
Research Goup mailing list (t2trg@rtf.org), which is archived at
https://mail archive.ietf.org/arch/ browse/t2trg/.

Source for this draft and an issue tracker can be found at
https://gitlab.com crinson84/draft-tiloca-t2trg-sw update-groupcomm

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Throughout the operational phase of their lifecycle, it is vital that
devi ces can effectively receive and install required software (SW
updates. This is inportant not only in order to add and extend
features or to inprove performance, but also and especially in order
to address and prevent security vulnerabilities. |In turn, the
distribution of SWupdates in itself has to be a secure and efficient
process that scales well with the size of the software update and
with the nunber of target devices.

Thi s docunent defines a nethod for efficiently distributing a SW
update to nmultiple target devices, by using end-to-end secure group
communi cation over UDP and IP nulticast. To this end, the defined
met hod relies on a nunber of building blocks devel oped in the
Constrai ned RESTful Environnents (CoRE) Working G oup of the | ETF.
Those especially include the Constrai ned Application Protocol (CoAP)
[ RFC7252], Bl ock-wi se transfers for CoAP [ RFC7959], and the end-to-
end security protocol Goup nject Security for Constrai ned RESTf ul
Environnents (Group OSCORE) [I-D.ietf-core-oscore-groupcommj.

The defined nethod | everages a CoAP-to- CoAP proxy depl oyed between
the CoAP target devices to update and a CoAP server acting as
Distributor of the SWupdate. The proxy comunicates with the

Di stributor using CoAP over TCP [RFC8323] and retrieves the next-in-
line "inner chunk" of the SWupdate fromthe Distributor, by using

Bl ock-wi se Extension for Reliable Transport (BERT) [RFC8323]. A CoAP
response originated by the Distributor and conveying an inner chunk
is protected end-to-end between the Distributor and the target

devi ces, by using G oup OSCORE
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When a target device contacts the proxy for obtaining the | atest SW
update, the proxy relies on the use of G oup OSCORE defined in
[I-D.ietf-core-cacheabl e-oscore]. That is, it retrieves the next-in-
line inner chunk fromthe Distributor if not already available in its
cache, and then caches the response that conveys the inner chunk
After that, building on concepts from
[I-D.ietf-core-observe-nulticast-notifications], the proxy replies to
the target device with an error response, inform ng about the time
when it is going to distribute the inner chunk and providing
transport-specific information for receiving that inner chunk

When that tinme comes, the proxy transmts the inner chunk to all the
target devices by further splitting it into smaller "outer chunks",
each of which is conveyed by a CoAP response over UDP and IP
mul ti cast using Bl ock-wi se transfer [RFC7959]. At the end of such
transfer, the target devices are allowed to selectively request outer
chunks that they have nmissed for the current inner chunk

After the proxy declares the transfer of the current inner chunk
compl eted, the process is repeated for the next inner chunk, which
the proxy retrieves fromthe Distributor and transmits to the target
devi ces as above. Eventually, the proxy conpletes the transfer of
the last inner chunk. After that, as a new request cones froma
target device to retrieve the |atest SWupdate, the proxy restarts
the process by retrieving the first inner chunk and providing it to
the target devices.

Thi s docunent al so defines how to counteract an attack agai nst
availability that an active adversary could easily perform by
mani pul ati ng the CoAP responses sent by the proxy to the target

devi ces and conveying the snmall outer chunks. The attack is
neutralized by having a short checksum val ue computed by the proxy
and included in such responses. By reconputing and verifying the
checksum target devices can thus pronptly detect a possible
mani pul ati on of an outer chunk and discard the response conveying it
as invalid.

The nethod defined in this docunment is compatible with (but not
dependent on) the architecture for SWand firnware update specified
in [RFC9019] and devel oped in the Software Updates for |nternet of
Things (SUT) Wrking Goup of the |IETF.
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1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Readers are expected to be famliar with the ternms and concepts
related to:

*  CoAP [ RFC7252], also used for group comruni cation
[1-D.ietf-core-groupcommbis] and over TCP [ RFC8323].

* The CoAP extensions bserve [RFC7641] and Bl ock-w se [ RFC7959].

* The security protocols OSCORE [ RFC8613] and G oup OSCORE
[I-D.ietf-core-oscore-groupcomr, and the use of the latter to
enabl e cacheability of protected CoAP responses
[1-D.ietf-core-cacheabl e-oscore].

* The Concise Data Definition Language (CDDL) [RFC8610], Concise
Bi nary Obj ect Representation (CBOR) [ RFC8949], and CBOR hj ect
Si gni ng and Encryption (COSE) [ RFC9052] [ RFCO053].

Thi

s docunent also relies on the follow ng term nol ogy:

* |Inmage: a binary that can contain the conplete SWof a device, or
part of it. The inmage mght be in turn structured in nultiple
i mges, and the corresponding SWmnight specifically be a firmare.
Al'so, it mght consist of a differential update in the interest of
per f or mance.

* Manifest: a collection of nmetadata about the i mage and aut hor.
The nmanifest is generated by the author and protected agai nst
nmodi fi cati ons.

* Author: the entity that generates the inage and the associ ated
mani f est .

* Device: target of a SWupdate as intended to obtain and consune an
i mage.

* Distributor: the entity that distributes the inmage and the
associ ated mani fest on behal f of the author.

Til oca Expires 11 July 2026 [ Page 5]
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* Manifest resource: a resource hosted at the Distributor, with a
mani fest as its representation. This resource is observable
[ RFC7641] .

* | nmage resource: a resource hosted at the Distributor, with an
imge as its representation.

Bui | di ng Bl ocks

The distribution nethod defined in this docunent largely relies on a
nunber of building blocks that are summari zed in the foll ow ng
subsecti ons.

1. CoAP

CoAP is a web-transfer protocol specified in [RFC7252]. It relies on
the client-server nessage exchange nodel and builds on the
Representational State Transfer (REST) paradigmfor accessing and
mani pul ati ng resource representati ons hosted at a server. CoAP
messages can be very conpact and, besides a payl oad and a mandatory
header, can include CoAP options that indicate the additional use of
protocol extensions and optional features. The mandatory header

i ncludes a variabl e-1 ength Token field whose value is used to
associate a response with a corresponding request. CoAP is typically
transported over UDP, but it can al so be used over reliable
transports such as TCP and WebSockets [ RFC8323].

CoAP natively supports proxi es depl oyed between origin client
endpoints and origin server endpoints. Min reasons to depl oy

proxi es include: relaying nessages between origin endpoints that
cannot directly interact with one another; caching response nessages
to serve requests fromorigin clients nmore efficiently and avoi di ng
repeatedly interacting with origin servers; and perform ng protoco
transl ation across different comunication | egs. Proxy operations
for CoAP are detailed in Section 5.7 of [RFC7252].

CoAP al so natively supports group conmuni cation
[I-D.ietf-core-groupcommbis]. That is, an origin client can send a
single group request targeting multiple recipient servers at once,
e.g., over UDP and IP nulticast. The servers can individually reply
to that group request by sending their unicast responses, each of
which is associated by Token value with the same group request.
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2.2. CoAP (bserve

bserve is an extension for CoAP specified in [ RFC7641]. When using
bserve, a client accesses a resource at a server by additionally
requesting to be registered as an observer for that resource. A
successful response fromthe server can confirmthe client to have
become a registered observer. In such a case, follow ng updates in
the resource representation will result in the server sending
notification responses to the client. Each of such notification
responses conveys the current resource representation and is

associ ated by Token value with the request originally sent by the
client to start the observation. This extension relies on the CoAP
observe option included in the original observation request and in
each notification response.

2.3. CoAP Bl ock-w se Transfer

Bl ock-wi se is an extension for CoAP specified in [RFC7959]. Wth the
intent to avoi d nmessage fragnentation at |ower |ayers, Block-w se
enabl es nmessage senders to split their |large-size application data to
transmt (body) into nultiple, smaller data units referred to as

bl ocks. This process occurs at the CoAP | ayer and results in
sequentially sendi ng each bl ock of the same body as the payl oad of a
di fferent CoAP message. The nessage recipient can re-assenble the
original body once all the corresponding bl ocks are received. This
extension relies on the CoAP Bl ockl and Bl ock2 options. Those are
appropriately included in request and response nessages to either
descri be the block conveyed in the present nessage or to control the
Bl ock-wi se transfer process.

For the case where CoAP is transported over reliable transports such
as TCP, [RFCB323] al so specifies Bl ock-w se Extension for Reliable
Transport (BERT). This still relies on the same CoAP Bl ockl and

Bl ock2 options as also explicitly indicating the use of BERT. In
practice, a BERT nessage conveys in its payl oad one or nore bl ocks of
size 1024 bytes, with the possible exception of the BERT nessage
conveying the |l ast block that can have a smaller size.

2.4. OSCORE

oj ect Security for Constrained RESTful Environments (OSCORE) is a
security protocol specified in [RFC8613]. OSCORE protects CoAP
messages end-to-end between the origin endpoint producing application
data and the other origin endpoint consum ng that data.

To this end, it takes as input an outgoi ng CoAP nessage and produces

as out put an OSCORE- protected CoAP nessage that includes the CoAP
OSCORE option. Wen receiving the OSCORE-protected nessage, the
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reci pi ent endpoint relies on the information in the OSCORE option to
attenpt decrypting and verifying the nessage. By using CBOR

[ RFC8949] for data encodi ng and COSE [ RFC9052] for security
operations, OSCORE has a |ightweight inpact on nessage sizes and

per f or mance.

OSCORE ensures end-to-end confidentiality, integrity, and source
aut henti cati on of nmessages, as well as replay protection. Each
OSCORE- prot ected response is cryptographically bound to the
correspondi ng request, al so when Qbserve [RFC7641] is used and thus
mul tiple notification responses are bound to the sane observation
request .

These security properties hold also in the presence of (untrusted)
proxi es depl oyed between the two OSCORE endpoints. Since OSCORE

sel ectively protects different parts of a CoAP nessage, it hides as
much as possible from possibly depl oyed proxies, while keeping the
proxies able to performtheir intended tasks. Furthernore, since the
OSCORE processing of a CoAP message results in another CoAP message,
OSCORE i s i ndependent of the specific transport underlying CoAP and
used to transport CoAP nessages (e.g., UDP or TCP). Therefore,
OSCORE wor ks wher ever CoAP wor ks

In order to use OSCORE, two CoAP endpoints have to first establish an
OSCORE Security Context including the necessary paraneters and keying
material. OSCORE is agnostic of how exactly the Security Context is
established. A possible way is the |ightweight authenticated key
exchange protocol Epheneral D ffie-Hellman Over COSE ( EDHOC)

[ RFC9528] .

2.5. Goup OSCORE

Goup OSCORE is a security protocol specified in
[1-D.ietf-core-oscore-groupcomm. By building on OSCORE [ RFC8613]
and extending its construct, G oup OSCORE protects CoAP nessages end-
to-end between endpoints that use CoAP in a group comunication setup
[1-D.ietf-core-groupcom bis].

Al so by relying on CBOR [ RFC8949] and COSE [ RFC9052], G oup OSCORE
ensures end-to-end confidentiality, integrity, and source

aut henti cation of nessages, as well as replay protection. Al the
protected responses originated by different servers and correspondi ng
to the same group request are cryptographically bound to such
request.
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Messages protected with G oup OSCORE al so include a CoAP OSCORE
option that indicates the recipient endpoint howto attenpt
decrypting and verifying an incom ng nmessage. Like OSCORE, G oup
OSCORE wor ks wherever CoAP works, also in the presence of proxies.

Group OSCORE provides two nodes for protecting nmessages, allowing to
choose the node to use on a per-nessage basis. The main difference
between the two nodes is about the way used to ensure source

aut henti cation of the protected nessage:

* \When using the group node (see Section 7 of
[I-D.ietf-core-oscore-groupcomm), the nessage is first encrypted
with keying material that every group menber can derive, and then
is signed by using the private key of the sender endpoint. The
resulting signature is placed at the end of the CoAP payl oad of
the protected nessage and then separately encrypted in order to
contrast tracking of endpoints across different groups. As a
result, all group nmenbers are able to decrypt the nessage and to
verify that the nessage sender is the alleged group nenber. The
group node is typically used to protect requests that are sent to
the whole group, i.e., that are intended to all CoAP servers in
t he group.

* \When using the pairwi se node (see Section 8 of
[1-D.ietf-core-oscore-groupconm), the nessage is protected by
usi ng an authenticated encryption algorithm The encryption key
to use is derived fromthe asymretric authentication credentials
of the sender endpoint and the single recipient endpoint, by neans
of a static-static Diffie-Hellnan key derivation perforned
locally. As aresult, only the intended recipient is able to
decrypt the nmessage and to verify that the nessage sender is the
al | eged group nenber. The pairwi se nmode is typically used to
protect a response that is individually sent by a server in the

group.

In order to use Group OSCORE, a CoAP endpoint has to join an OSCORE
group and effectively becone a nmenber. The join process is typically
assisted by a G oup Manager entity that is responsible for the OSCORE
group and that m ght enforce access control when decidi ng whether to
admt new endpoints requesting to join the group. As a result of a
successful join process, a CoAP endpoi nt obtains the necessary
paraneters and keying material to set up a G oup OSCORE Security

Cont ext and consequently use Group OSCORE with the other group
menbers. A possible realization of Goup Manager is specified in
[1-D.ietf-ace-key-groupcom oscore], where the join process is based
on the ACE franmework for authentication and authorization in
constrai ned environnents [ RFC9200].
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2.6. (Cbserve multicast notifications

According to the original use of CoAP (hserve [RFC7641], two CoAP
clients interested in registering a resource observation at a server
will yield two distinct observations.

However, some applications involve multiple clients that are al
interested in observing the sane resource at the sane server. Wile
the original approach remains usable, an alternative and nore

scal abl e approach is specified in
[1-D.ietf-core-observe-nulticast-notifications].

Thi s second approach takes advantage of group commruni cation for CoAP
and relies on the CoAP server to initiate a group observation at
itself, e.g., upon receiving a first traditional observation request
froma client. To this end, the server conposes a cosnetic phantom
observation request and sends it to itself without hitting the wire,
in order to start the correspondi ng group observation

When a client sends a traditional observation request targeting that
resource, the server replies with an informative error response
conveying: i) the phantom observation request associated with the
group observation; and ii) transport-specific information that is
needed for receiving the notification responses in the group
observation. That information includes the CoAP Token val ue used for
t he phant om observati on request and the nulticast address where
observe notifications will be sent to. This effectively aligns al
the interested clients to the sane combn know edge required for
participating in the group observation and receiving the multicast
notification responses.

Consequently, when the representation of the observed resource at the
server changes, the server sends a single observe notification
response over UDP and IP nulticast, thus targeting all the clients
that are taking part in the group observation. Al such observe
mul ti cast notifications include the same CoAP Token val ue used in the
phant om observation request. The recipient clients have been
instructed on how to receive such observe nmulticast notifications
when obtai ning the individual informative error response fromthe
server.
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The observe nulticast notifications can be protected end-to-end

bet ween the server and the clients, by using Goup OSCORE in group
mode [I-D.ietf-core-oscore-groupcommj. Since the server uses G oup
OSCORE al so to protect the phantom observation request that started
the group observation, all the observe notifications in the group
observation are cryptographically bound to such phant om observati on
request, and thereby verifiable to pertain to the group observation
in question.

2.7. Cacheabl e OSCORE

It is typically possible to rely on a deployed proxy to store inits
cache sone cl asses of CoAP responses received fromorigin servers
That all ows the proxy to quicker serve later requests from CoAP
clients that produce a cache hit, by replying with the cached
response instead of obtaining a new response fromthe origin server

I f CoAP nessages are protected with OSCORE [ RFC8613] or G oup OSCORE
[I-D.ietf-core-oscore-groupconm, effective caching of responses is
not achi evabl e anynore. That is, even if two clients wish to send
the sanme plain CoAP request, the two resulting protected requests
will be different and thus will not result in a cache hit at the
proxy. Therefore, separately for each of the two clients, the proxy
has to retrieve a new response fromthe origin server. The sane

hol ds al so when considering the sane client that wi shes to send the
same plain CoAP request at different points in tine.

In order to overcone this limtation, the approach defined in
[1-D.ietf-core-cacheabl e-oscore] builds on Group OSCORE and restores
the effective cacheability of protected responses.

According to this approach, any client in the OSCORE group can al so
act as a specific "Deterministic Client" and use the correspondi ng
keying material known to all the group nenbers. Wen acting as
Deterministic ient, any two clients in the group that protect the
same plain CoAP request will produce the sane protected
"Determnistic Request", which is thereby usable to produce a cache
hit at a caching proxy.

The construct that nakes this possible relies on the follow ng design
points: i) Deterministic Requests are conputed by using a variation
of the pairwi se nbde of G oup OSCORE; ii) responses to a
Determ ni stic Request are protected by using the group node of G oup
OSCORE

Thi s approach restores cacheability of protected responses while

sacrificing sone security properties of the protected Determnistic
Requests, which in fact are replays and have no source
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aut hentication. However, this is deemed acceptabl e and harnl ess for
the particular, narrow scope targeted by this approach, whose
applicability is limted to content retrieval through read-only
requests that are safe in the REST sense. Servers that want to be
even nore conservative can additionally limt thenselves to accept
only Deterministic Requests that target specific resources, or even
that match byte-by-byte with Determ nistic Requests that are known in
advance.

3. Architecture

This section describes the architecture considered in the rest of
thi s docunent when defining the nmethod for distributing SWupdates.
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Figure 1: Architecture Overview
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shown in Figure 1, the architecture consists of the follow ng
ors:

The Author is responsible for building and issuing the new version
of the image, together with the correspondi ng manifest.

The mani fest MJUST be signed by the author and MJST i ncl ude at
| east the follow ng information:

- The total size of the inmmge.

- Alocation URI, i.e., the URl of the inmage resource at the
Distributor fromwhere it is possible to retrieve the inmage.

- The Author’s digital signature computed over (a digest of) the
i mage.

A possible mani fest format that can be used is specified in
[ RFC9124], with its correspondi ng CBOR- based serialization format
specified in [I-D.ietf-suit-manifest].

The Distributor acts as a CoAP server, hosts the manifest and the
i mge issued by the Author, and distributes those to the target
Devi ces via the Proxy, as described in Section 4.

At the Distributor, the followi ng applies separately for each SW
component X that can be updat ed.

- The Distributor hosts one observabl e nmanifest resource. At any
point in tine, the representation of the manifest resource is
the |l atest manifest issued for X

- For each different image released for X, the Distributor hosts
one different inmage resource, whose representation is that
i mge of X

More generally, the Distributor stores any two rel eased i mages
of any SWconponent as representations of two different image
resources, hence identified by different URIs. For exanple,
the URIs can differ as to their path conponents or query
conponents.

Wth reference to the manifest available as current
representation of the manifest resource for X, the location URI
specified within that manifest identifies the inmage resource
whose representation is the image of X that has been rel eased

| atest and is associated with that nanifest.
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For simplicity, the architecture in Figure 1 refers to a
Distributor that is responsible for a single SWconponent,
whose | atest manifest is stored as the representation of the
mani fest resource at /manifest. Wthin that manifest, the

|l ocation URI for the imge associated with the manifest
identifies the resource at /inmage/foo, whose representation is
the |l atest released inage in question

The criteria for retaining and eventually deleting inmage
resources for old images are to be defined by application
polici es.

* The Proxy is responsible for retrieving the mani fest and the inage
fromthe Distributor and for practically sending those to the
target Devices, as described in Section 4.

The Proxy communi cates with the Distributor using CoAP over TCP

[ RFC8323]. In particular, the Proxy retrieves the inmage fromthe
Di stributor by using BERT [ RFC8323]. Each of such BERT responses
fromthe Distributor includes exactly one bl ock and conveys an
"inner chunk" of the inmage.

The Proxy conmuni cates with the target Devices using CoAP over

UDP. Specifically when providing the Devices with the inmage, the
Proxy sends CoAP responses over UDP and I P multicast, as described
in Section 4.3. Each of such responses uses Bl ock-w se transfer
for CoAP [ RFC7959] and conveys an "outer chunk"” of the currently
transferred i nner chunk of the inmage.

* The Devices obtain SWupdates of interest fromthe Distributor, by
directly interacting with the Proxy, as described in Section 4.

At a high-level, a Device first |earns about the availability of a
new i mage for a SWconponent of interest, by receiving the
correspondi ng manifest in an Cbserve notification response
pertaining to the mani fest resource at the Distributor

After that, each interested Device independently enrolls in a
distribution process driven by the Proxy. During that process,
the Device receives the inmage as a set of inner chunks that the
Distributor provides to the Proxy.

In particular, the Proxy provides the Devices with the inner
chunks by further splitting each of those into snaller outer
chunks, which constitute the actual unit of distribution. Each
outer chunk is conveyed by a Bl ock-wi se response sent by the Proxy
to all the enrolled target Devices over UDP and I P multicast.
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Once received all the inner chunks, the Devices rebuild the actua
i mage and perform further checks against the correspondi ng
mani f est before consum ng the i mge.

Secure conmuni cation is ensured end-to-end between the Distributor
and the Devices. To this end, the Distributor and the Devices have
to be nenbers of the same OSCORE group, and therefore able to protect
their exchanged nessage using the security protocol G oup OSCORE
[I-D.ietf-core-oscore-groupconm. |In particular, the foll ow ng
appl i es:

* Every response originated by the Distributor is protected by using
the group node of G oup OSCORE (see Section 7 of
[1-D.ietf-core-oscore-groupconm).

* Every request originated by the Devices and targeting a resource
at the Distributor are Determ nistic Requests protected with G oup
OSCORE, according to the construct defined in
[1-D.ietf-core-cacheabl e-oscore].

The process of joining the OSCORE group is driven by a responsible
Group Manager. For exanple, it can rely on the realization of the
Group Manager specified in [I-D.ietf-ace-key-groupcomm oscore], where
the join process is based on the ACE framework for authentication and
aut hori zation in constrained environnments [ RFC9200] .

The nethod defined in this docunment is agnostic of such a join
process and rel ated provisioning of keying material for G oup OSCORE
At the sanme tinme, it does benefit fromthe G oup Manager entity
taking care of the provisioning of keying material. In particular,
the Distributor does not need to know the exact Devices that are
menbers of the OSCORE group, or any keying material or authentication
credential related to those. This allows the Distributor to

seam essly distribute SWupdates over tine, wthout needing to be
awar e of possibl e nenbership changes within the OSCORE group

As ultimately in charge with the menbership of the OSCORE G oup, the
responsi bl e Group Manager has to appropriately adnmt/refuse new
menbers and evict current menbers as needed, thus ensuring that only
Devi ces that are supposed to obtain a SWupdate can effectively do
so.

4. Distribution Process
This section describes the distribution process in detail, building
on the architecture presented in Section 3. After an overview of its

design goals in Section 4.1, the process is presented as conposed of
two main parts.
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The first part is described in Section 4.2 and concerns the

adverti senent of a newy avail able SWupdate, by providing target
Devices with the correspondi ng manifest through Cbserve notification
responses.

The second part is described in Section 4.3 and concerns the actual
distribution of the image to the target Devices. This is based on
the Distributor providing | arge inner chunks of the inmage to the
Proxy, which further splits each of those into smaller outer chunks
that are sent to the target Devices.

For sinplicity, but with no | oss of generality, the follow ng
considers a Distributor as responsible for a single SWconponent and
only two Devices as target of updates for that SW conponent.

4.1. Design Goals
The distribution nethod builds on the foll ow ng design goals.

* Ensure end-to-end secure conmmuni cati on between the Devices and the
Di stri butor.

This goal is addressed by using G oup OSCORE
[I-D.ietf-core-oscore-groupcomm to protect the nessages exchanged
by the Devices and the Distributor through the Proxy.

The use of G oup OSCORE is facilitated by a Group Manager that
provi des the necessary paraneters and keying material to the

i nt ended group nenbers, which is therefore not a concern for the
Di stributor.

* Limt interactions and exchanges with the Distributor.

This goal is achieved by neans of the Proxy depl oyed between the
Devi ces and the Distributor and specifically relying on:

- Large-size inner chunks that the Distributor provides to the
Proxy, by using BERT [ RFC8323].

- Cacheabl e protected responses that are cached at the Proxy as
per the construct defined in [I-D.ietf-core-cacheabl e-oscore],
thereby sparing the retrieval of a cached inner chunk fromthe
Di stributor.

* Limt interactions and exchanges with the Devices.

This goal is achieved by neans of the Proxy depl oyed between the
Devi ces and the Distributor and specifically relying on:
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- Cacheabl e protected responses that are cached at the Proxy as
per the construct defined in [I-D.ietf-core-cacheabl e-oscore],
thereby enabling the Proxy to quicker serve Devices' requests
fromits cache

- Responses sent by the Proxy to the Devices over UDP and | P
mul ticast, building on concepts defined for observe multicast
notifications in
[I-D.ietf-core-observe-nulticast-notifications].

- Transferring outer chunks fromthe Proxy to the Devices in an
uni nterrupted, back-to-back fashion, thus avoiding the
downsi des of a synchronous, | ock-step process based on the
ori ginal Block-wi se transfer [RFC7959].

*  Accommbdat e Devi ces over constrai ned network |inks.

This goal is achieved by neans of the Proxy using snall outer
chunks (e.g., 64 bytes each in size) as the actual unit of
di stribution, when providing a SWupdate to the Devi ces.

Rel ease and Notification of SWUpdate

This part of the process is devoted to informthe Devices about a
new y rel eased SWupdate as avail able at the Distributor

A Device interested in obtaining SWupdates for that SWconponent has
to know the URI of the correspondi ng manifest resource at the
Distributor and be able to access that resource through the Proxy.

In order to be informed of a newy avail abl e SWupdate, the Device
performs the foll owing actions.

1. The Device conposes an observation request [RFC7641] targeting
the mani fest resource at the Distributor

2. The Device protects the observation request fromStep 1 with
G oup OSCORE, specifically using the construct defined in
[1-D.ietf-core-cacheabl e-oscore] and therefore producing a
Det erm ni sti ¢ Request.

3. The Device sends the Deterninistic Request from Step 2 to the
Pr oxy.
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If the Determnistic Request does not produce a cache hit at the
Proxy (e.g., as the first of this kind sent by any Device), the
Proxy forwards the Determ nistic Request to the Distributor,
thereby registering itself as the actual observer at the
Distributor. The Proxy caches the correspondi ng successfu
response fromthe Distributor and forwards it back to the Device.

O herwi se, the Proxy does not interact with the Distributor, but
instead pronptly replies to the Device, by using the response
stored in the identified cache entry.

4. Upon receiving a first successful notification response, the
Devi ce obtains the | atest manifest and is subscribed for
automatically receiving future manifests rel eased for the same SW
component .

When rel easing a new SWupdate, the Author uploads the correspondi ng
mani fest and image on the Distributor. As discussed in Section 3,

t hose beconme available at the manifest resource and at a new,

dedi cated i mage resource hosted by the Distributor, respectively.
After that, the Distributor sends a notification response to the
observer Proxy, conveying the newy rel eased nmanifest.

The Proxy stores the notification response in the cache entry that it
uses to store responses for that observation, by overwiting the
current content of the entry. Finally, the Proxy forwards that
notification response to the observer Devices. Upon receiving the
notification response, the observer Devices obtain the new nanifest,
thus becom ng aware of the new SWupdate and of the correspondi ng

i mge resource at the Distributor

In setups where nmultiple Proxies are depl oyed and each assists a
different set of Devices, the Distributor can use as a possible

optim zation the approach defined in
[1-D.ietf-core-observe-nulticast-notifications], whose use in network
setups that |everage proxies is described in
[I-D.ietf-core-nmulticast-notifications-proxy]. Consequently,
followi ng the rel ease of a new SWupdate, the Distributor sends a
singl e observe notification response over UDP and IP nulticast,
thereby providing all the observer Proxies at once with the | atest
mani f est corresponding to the newy rel eased SWupdate.

Figure 2 shows an exanpl e of nessage exchange where the two Devices
obtain the latest manifest fromthe Distributor through the Proxy.
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Devl Dev?2 Pr oxy Di stributor
I I I I
| Protected Det. Req. | | Protected Det. Req. |
| FETCH | | FETCH |
| Token: Oxaabb | | Token: Oxabcd |
| CObserve: O | | Observe: O |
| [Enc: GET /manifest] | | [Enc: GET /manifest] |
R D R >|
| | | |
| | | Protected Resp. |
| | | 2.05 |
| | | Token: Oxabcd |
| | | Cbserve: 42 |
| | | [Enc: { Manifest }] |
| | | <o +
I I I I
| | Response |
| | stored in |
| | the cache |
I I I I
| Protected Resp. | | |
| 2.05 | | |
| Token: Oxaabb | | |
| Cbserve: 42 | | |
| [Enc: { Manifest }] | | |
I e i + |
| | | |
I I I I
| | Protected Det. Req. | |
| | FETCH | |
| | Token: Oxccdd | |
| | Observe: O | |
| | [Enc: GET /manifest] | |
| e RRREEEEEEEEE > |
I I I I
| | Response |
| | found in |
| | the cache |
| | | |
| | Protected Resp. | |
| | 2.05 | |
| | Token: Oxccdd | |
| | Observe: 42 | |
| | [Enc: { Manifest }] | |
| | <-----mmmmmmme oo + |
I I I I
Figure 2: Exanple of Notification of SWUpdate
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4.3. Distribution of SWUpdate

The distribution of an image to target Devices is driven by the Proxy
and organi zed into epochs, each of which is in turn conposed of
di fferent phases, as shown in Figure 3.

Each epoch is devoted to transferring exactly one inner chunk of the
i mge, by providing the target Devices with all the corresponding
out er chunks.

After conpleting the epoch during which the last inner chunk of the
i mmge has been transferred, the next epoch is devoted to transfer
again the first inner chunk of the image, i.e., the transfer of the
whol e i mage i s repeat ed.

Epoch Epoch Epoch

start end start

| | I I [
t_A t B t_C

Tr ansf er Caim Tr ansf er

I I
[l I I [l
[l I I [l
[ | | [
| | I I I I I | |
|| Adm ssion | Full | Recovery | Recovery | Epil ogue | |
[l I I I I I [l
[ I I I I I [

Figure 3: Overview of a Transfer Epoch and its Phases

The foll owi ng describes in detail the operations perfornmed by a
Devi ce and by the Proxy during the transfer of an inage.

4.3.1. Device Operations
Fol | owi ng the reception of a nanifest as described in Section 4.2, a
Devi ce can ask the Proxy to distribute the next inner chunk of the
i mage.
To this end, the Device sends to the Proxy a protected Determnistic
Request as defined in [I-D.ietf-core-cacheabl e-oscore]. The
Determ nistic Request is conputed by using the Goup OSCORE Security
Cont ext shared between the Device and the Distributor. The origina
unpr ot ect ed CoAP request is such that:
* The request method is CET.

* The target is the inage resource at the Distributor
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Once produced the protected Deterministic Request, the Device

i ncludes the Bl ock2 option as an outer option intended for the Proxy.
Its value specifies NUM= 0, M= 0, and SZX = 2 (i.e., a block size
of 64 bytes).

When sendi ng such a request, the Device nmight not know what the
current phase of the current epoch is at the Proxy, or what inner
chunk is neant to be transferred in the current epoch. As defined in
Section 4.3.2, the Proxy guides the Devices about the next actions to
take, by providing infornmation on the current status of the inage
transfer. Froma high-level point of view, the following applies to
each epoch:

* A Device can enroll in the reception of the inner chunk for the
current epoch, by sending its Determnistic Request during the
" Admi ssi on" phase. Consequently, the Device obtains instructions
for receiving that inner chunk, which the Proxy distributes as
split into correspondi ng outer chunks during the inmediately
followi ng "Full Transfer" phase.

* A Device can ask the Proxy to re-send an outer chunk that was not
correctly received (e.g., it was lost in transm ssion or got
corrupted), by sending the Determnistic Request during the
"Recovery O ainl' phase and indicating the required outer chunk by
means of the NUMfield of the Block2 outer option. Consequently,
the Device obtains instructions for receiving the re-sent outer
chunk, which the Proxy distributes during the i mediately
foll owi ng "Recovery Transfer" phase.

* |f a Device has not enrolled during the "Adni ssion" phase but
attenpts to enroll on-the-fly later on during the epoch, that
Device will be instructed to enroll again at the next epoch.

A Device conpletes the retrieval of an inner chunk once it has
received all the correspondi ng outer chunks fromthe Proxy, rebuilt
the inner chunk fromthose, and successfully verified and decrypted
the rebuilt CoAP response protected with Goup OSCORE and conveyi ng
the inner chunk.

A Device conpletes the retrieval of the whole inmage once it has
received all the corresponding i nner chunks fromthe Proxy. The
Device is able to sinply verify whether that holds, by checking the
cunul ated size of the obtained i nner chunks against the total size of
the image that is specified within the manifest.

If required to, the Device is also able to correctly reorder the

obt ai ned i nner chunks. To this end, the Device relies on the
i ndi cation provided during each epoch by the Proxy through the
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paraneter "progress_indicator", which is included in responses sent

by the Proxy during the "Adm ssion" and "Recovery O ainf phases. As
detailed in Section 4.3.2, the paraneter indicates the index of the

i nner chunk transferred in the current epoch.

4.3.2. Proxy Operations
The foll owi ng describes the operations perforned by the Proxy.
4.3.2.1. Kick-Of

If the Proxy receives a Determnistic Request targeting the
Distributor and that does not produce a cache hit, the Proxy perforns
the foll owi ng steps.

For the considered Determ nistic Requests, this occurs only if the
Proxy has not distributed any inner chunk of the inage yet, i.e., it
has not retrieved any inner chunk of the image fromthe Distributor.

1. In the Deterninistic Request, replace the value of the Bl ock2
option so that NUM= 0, M= 0, and SZX = 7 (i.e., BERT is used).

2. Forward the Deterministic Request to the Distributor over TCP.

3. Once received a correspondi ng successful 2.05 (Content) response
fromthe Distributor, create a cache entry ENTRY and store the
response in ENTRY as the inner chunk to transfer in the first
epoch.

Note that the value of the Block2 option in the response
specifies NUM= 0 and SZX = 7 (i.e., BERT is used).

Before storing the response in ENTRY, the Proxy MJST renove from
the response the Pre- OSCORE-Data option and the associ ated CBOR

data item prepended to the OSCORE ci phertext in the CoAP payl oad,
whi ch were added by the Distributor (see Section 5.6).

4. Start an epoch with "Adm ssion" as its current phase and
associate it with ENTRY.

5. Initialize an unsigned integer INNER INDEX to O and associate it
wi t h ENTRY.

6. Determine the tine t_A when the i mediately follow ng "Full

Transfer" phase will start. Start a timer with expiration set at
t_A
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The Proxy perfornms Step 2 in Section 4.3.2.2, thus enrolling the
Devi ce that has sent the Deterministic Request in the upconi ng
transfer scheduled for the i mediately follow ng "Full Transfer”
phase.

4,.3.2.2. "Adm ssion" Phase

If the Proxy receives a Determnistic Request targeting the
Distributor and that produces a cache hit for the cache entry ENTRY
associated with an epoch with current phase "Adm ssion", the Proxy
perfornms the foll ow ng steps.

1.

Ti |l oca

If ENTRY is storing the inner chunk to transfer in the current
epoch, then nove to Step 2. Qherwi se, performthe foll ow ng
st eps.

* |In the Determnistic Request, replace the value of the Bl ock2
option so that NUM = INNER INDEX, M= 0, and SZX =7 (i.e.,
BERT is used).

* Forward the Determnistic Request to the Distributor over TCP.

* Once received a correspondi ng successful 2.05 (Content)
response fromthe Distributor, store the response in ENTRY as
the inner chunk to transfer in the current epoch, by
overwriting the current content of ENTRY.

Note that the value of the Block2 option in the response
specifies NUM = I NNER | NDEX and SZX = 7 (i.e., BERT is used).

Before storing the response in ENTRY, the Proxy MJUST renpve
fromthe response the Pre- OSCORE-Data option and the

associ ated CBOR data item prepended to the OSCORE ci phert ext
in the CoAP payl oad, which were added by the Distributor (see
Section 5.6).

* Determine the time t_A when the imediately follow ng "Full
Transfer” will start. Start a tinmer with expiration set at
t_A

* Move to Step 2.

Reply by sending a "Hol d-on Response", i.e., a 5.03 (Service
Unavail abl e) error response.
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This is specifically an informative response defined in
Section 4.2 of [I-D.ietf-core-observe-nulticast-notifications],
with Content-Format set to "application/informative-
response+chor” (see Section 14.2 of
[I-D.ietf-core-observe-nulticast-notifications]).

The payl oad of this informative response is a CBOR map that MJST
include the foll owi ng parameters

*

"tp_info", which is defined in
[I-D.ietf-core-observe-nulticast-notifications]. This
paraneter specifies the transport-specific information
required to correctly recei ve CoAP responses over UDP and IP
mul ticast, during the inmediately following "Full Transfer"
phase in this epoch. Each of those responses will convey one
outer chunk of the inner chunk distributed in this epoch

Per Section 4.2.1 of
[I-D.ietf-core-observe-nulticast-notifications], the "tp_info"
paraneter specifies addressing information as Constrai ned
Resource ldentifiers (CRIs) [I-D.ietf-core-href].

Furthernore, for each epoch, the "tp_info" parameter MJST
specify a different Token value to use for the multicast
responses. The same Token val ue MJUST NOT be reused in any
ot her epoch of the current transfer of the image or in any
epoch of the two followi ng transfers of the same inmage.

"next _not _before", which is defined in
[1-D.ietf-core-observe-nmulticast-notifications]. This
paraneter specifies the anbunt of seconds that will mnimlly
el apse before the "Full Transfer" phase of this epoch starts.
Such a value MJST NOT result in indicating that the "Ful
Transfer" phase starts before t_A

"progress_indicator", with value a nuneric indication of
progress, encoded as a CBOR unsignhed integer. This paraneter
is defined in this docunent and registered in Section 8. 2.

Thi s paraneter enables clients to unanbi guously interpret,
reorder, and process the content that will be sent per the
informati on specified in the "tp_info" paraneter, e.g., if
that content is split into parts identifiable by an index

val ue.

When used in this docunent, the "progress_indicator"” paraneter

MUST encode the current val ue of | NNER | NDEX, thereby
identifying the inner chunk that is transferred in this epoch.
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A Device receiving the "Hol d-on Response" can set itself up for
receiving the inner chunk during the i mediately follow ng "Ful
Transfer" phase of this epoch. |In particular, the Device becones
aware that the "Full Transfer" phase is scheduled to start not
before the anpbunt of seconds indicated by the "next_not before"
paraneter, that the inner chunk to be transferred is the one with
i ndex | NNER_I NDEX i ndi cated by the "progress_indicator"

paraneter, and that the responses conveying the correspondi ng
outer chunks will be sent per the information specified in the
"tp_info" paraneter.

Thi s phase finishes when the time t_Ais reached and the rel ated
timer expires. After that, the epoch noves to the "Full Transfer”
phase (see Section 4.3.2.3).

4.3.2.3. "Full Transfer" Phase

When this phase starts, the Proxy considers the response stored in
the cache entry ENTRY associated with the current epoch. Such a
response is the inner chunk to distribute in this phase, by using
Bl ock-wi se transfer [RFC7959] to further split the inner chunk into
smal | er outer chunks.

In particular, the i-th outer chunk is a CoAP response such that:

* It retains the same CoAP header of the inner chunk response, wth
the foll owi ng exceptions:

- The Message I D has a new val ue deternined by the Proxy;
- The message type MJST be Non-confirmable; and

- The Token Length and Token fields MJST specify the I ength and
the value of the Token to use for the nulticast responses to
send in this epoch, respectively. The Token val ue was
specified within the "tp_info" paraneter of the "Hol d-on
Response" that was sent during the "Adm ssion" phase of this
epoch (see Section 4.3.2.2).

* |t MJUST include a Block2 outer option, whose val ue specifies NUM =
i (i.e., the index of the present outer chunk) and SzX = 2 (i.e.,
a bl ock size of 64 bytes).

* It MJST include the Checksum option defined in Section 5.3, with

val ue a checksum conputed by the Proxy on the outer chunk, as
defined in Section 5
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Bef ore distributing the outer chunks, the Proxy determines the tine
t _C when the current epoch is expected to end. This takes into
account the expected duration of the current "Full Transfer" phase
and of the imediately follow ng "Recovery Caim and "Recovery
Transfer" phases.

Then, the Proxy sequentially sends the outer chunks to the enrolled
Devi ces, according to their indexes sorted in ascending order. That

is, the Proxy first sends the outer chunk with i = 0, then continues
with the outer chunk with i = 1, and so on until all the outer chunks
have been sent. In the |ast outer chunk, the value of the Bl ock2

outer option specifies M= 0.

Each outer chunk is transmitted as a response over UDP and IP

mul ticast, according to the addressing information specified within
the "tp_info" paraneter of the "Hol d-on Response"” that was sent
during the "Adm ssion" phase of this epoch (see Section 4.3.2.2).

Thi s phase finishes when the Proxy has sent all the outer chunks
corresponding to the inner chunk of this epoch. After that, the
epoch noves to the "Recovery O aint phase (see Section 4.3.2.4).

If the Proxy receives a Determnistic Request targeting the

Di stributor and that produces a cache hit for the cache entry ENTRY
associated with an epoch with current phase "Full Transfer", the
Proxy MJUST reply with a 5.03 (Service Unavail abl e) error response
that has no payload. The error response MJST include the Max-Age
option, with value the ambunt of seconds that will mnimally el apse
before the current epoch ends. The value of the Max-Age option MJST
NOT result in indicating that the current epoch ends before t C

4.3.2.4. "Recovery Caim Phase

When this phase starts, the Proxy creates a set of unsigned integers,
nanel y RECOVERY | NDEXES, and initializes it as enpty.

Al so, the Proxy determines the time t_B when the inmrediately

foll owi ng "Recovery Transfer" phase will start. This takes into
account the expected duration of the current "Recovery O ainf phase
and the already determined time t_C when the current epoch is
expected to end. |In particular, the tine t_B MJST NOT be after the
time t_C. Finally, the Proxy starts a tiner with expiration set at
t_B.

If the Proxy receives a Determnistic Request targeting the
Distributor and that produces a cache hit for the cache entry ENTRY
associated with an epoch with current phase "Recovery Clain', the
Proxy perforns the follow ng steps.
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The Proxy considers the received Determ nistic Request and in
particular its Block2 outer option. The value specified by the
NUM field of the option value is added to RECOVERY I NDEXES if it
is not included there already.

The Proxy replies by sending a 5.03 (Service Unavail abl e) error
response.

This is specifically an informative response defined in
Section 4.2 of [I-D.ietf-core-observe-nmulticast-notifications],
with Content-Format set to "application/infornmative-
response+cbhor" (see Section 14.2 of
[I-D.ietf-core-observe-nulticast-notifications]).

The payl oad of this informative response is a CBOR map that MJST
include the followi ng paraneters

* "tp_info", which is defined in
[1-D.ietf-core-observe-nulticast-notifications]. This
paraneter provides the sane information as in the "Hol d-on
Response" sent during the "Adm ssion” phase of the current
epoch (see Step 2 of Section 4.3.2.2), with the difference
that it includes only server-side information and it MJUST NOT
include client-side information.

That is, the paraneter still specifies server-side addressing
information related to the Proxy as the sender of rmnulticast
responses. However, the paraneter MJST NOT specify addressing
informati on as to where the nulticast responses are sent or

t he Token val ue used for those in this epoch

Consequently, only Devices that participated in the

i medi ately previous "Full Transfer" phase and m ssed sone
outer chunks will participate in the inmediately follow ng
"Recovery Transfer" phase. Instead, other Devices will be
pointed to the start of the next epoch, according to what is
speci fied by the Max-Age option (see bel ow).

*  "next_not_before”, which is defined in
[I-D.ietf-core-observe-nulticast-notifications]. This
paraneter specifies the anbunt of seconds that will mnimally
el apse before the "Recovery Transfer" phase of this epoch
starts. Such a value MJUST NOT result in indicating that the
"Recovery Transfer" phase starts before t_B.

* "progress_indicator", with value a nuneric indication of

progress, encoded as a CBOR unsigned integer. This paraneter
is defined in this docunent and registered in Section 8. 2.
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Li ke in the "Hol d-on Response" sent during the "Adnission”
phase of the current epoch (see Step 2 of Section 4.3.2.2),
the "progress_indicator" paraneter MJST encode the current

val ue of I NNER | NDEX, thereby identifying the inner chunk that
is transferred in this epoch

Furthernmore, the error response MJUST include the Max-Age option,
wi th value the anount of seconds that will mnimally el apse
before the current epoch ends. The value of the Max-Age option
MUST NOT result in indicating that the current epoch ends before
t_C

A Device receiving this error response gai ns know edge of when
the imediately foll owi ng "Recovery Transfer" phase starts and
when the next epoch starts.

The former information is useful for a Device that participated
in the imediately previous "Full Transfer" phase and m ssed sone
outer chunks. That Device can thus set itself up for receiving
such outer chunks, which will be distributed during the

i medi ately followi ng "Recovery Transfer" phase.

In particular, the Device becones aware that the "Recovery
Transfer" phase is scheduled to start not before the amount of
seconds indicated by the "next_not_before" paranmeter and that the
outer chunks to be transferred pertain to the inner chunk with

i ndex | NNER_I NDEX i ndi cated by the "progress_indicator"
paraneter. Having participated in the i mediately previous "Ful
Transfer" phase, the Device is aware that the responses
representing the outer chunks will be sent per the information
specified in the "tp_info" parameter of the "Hol d-on Response”
that the Device received during the "Adm ssion" phase of the
current epoch.

Thi s phase finishes when the tine t B is reached and the rel ated
timer expires. After that, the epoch noves to the "Recovery
Transfer" phase (see Section 4.3.2.5).

4.3.2.5. "Recovery Transfer" Phase

When this phase starts, the Proxy prepares a set of outer chunks,
namel y RECOVERY_CHUNKS. The set includes a selection of the outer
chunks that were sent during the "Full Transfer" phase of the current
epoch (see Section 4.3.2.3). In particular, each of such outer
chunks is added to RECOVERY_CHUNKS if and only if the val ue specified
by the NUMfield in the value of its Block2 outer option is an

el ement of the RECOVERY_| NDEXES set.
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After that, the Proxy distributes only the outer chunks included in
RECOVERY_CHUNKS, just like it distributed the outer chunks during the
"Full Transfer" phase of the current epoch (see Section 4.3.2.3). 1In
particular, the outer chunks are sent according to their indexes
sorted in ascending order. Their transm ssion occurs over UDP and IP
mul ti cast, according to the same information specified in the
"tp_info" paraneter of the "Hol d-on Responses" that were sent during
the "Adm ssion" phase of the current epoch.

The Proxy MJST NOT alter the tinme t_C that was determi ned during the
"Full Transfer" phase, as the tine when the current epoch is expected
to end.

After the Proxy has sent all the outer chunks that are an el ement of
RECOVERY_CHUNKS, the Proxy del etes the RECOVERY_| NDEXES and
RECOVERY_CHUNKS sets, and the epoch noves to the final "Epilogue"
(see Section 4.3.2.6).

If the Proxy receives a Determnistic Request targeting the
Distributor and that produces a cache hit for the cache entry ENTRY
associated with an epoch with current phase "Recovery Transfer” or in
its "Epilogue", the Proxy MIUST reply with a 5.03 (Service
Unavail abl e) error response that has no payload. The error response
MUST i ncl ude the Max- Age option, with value the anobunt of seconds
that will mnimally el apse before the current epoch ends. The val ue
of the Max-Age option MJUST NOT result in indicating that the current
epoch ends before t_C

4.3.2.6. Epilogue

To conclude the current epoch, the Proxy perfornms the follow ng
st eps.

1. The Proxy considers the response stored in the cache entry ENTRY
associated with the current epoch, and particularly the field M
in the value of the Bl ock2 option

2. The Proxy updates the value of | NNER I NDEX associated with ENTRY
as follows:

* |f Mis 1, then INNER INDEX is increnented by 1.
* |f Mis 0, then | NNER_I NDEX takes 0 as its new val ue.

3. Wen the time t_Cis reached, the Proxy concludes the current
epoch, starts a new epoch with "Adm ssion"” as its current phase,

del etes the associ ati on between the old epoch end ENTRY, and
associ ates the new epoch with ENTRY.
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5

Checksum on CQut er Chunks

This section defines how the Proxy conputes a checksum val ue over
each outer chunk that it sends to the target Devices during the "Ful
Transfer" phase (see Section 4.3.2.3) and the "Recovery Transfer"
phase (see Section 4.3.2.5).

As described in Section 5.4, the computed checksum value is specified
as the value of the CoAP Checksum option defined in Section 5.3,
which the Proxy includes in the response sent as outer chunk to the
Devi ces.

Upon receiving an outer chunk, a Device reconputes the checksum and
compares it against the value conveyed in the Checksumoption, in
order to check whether the outer chunk was altered in transit.

The checksum val ue of an outer chunk is conputed by using a checksum
key, whose derivation is defined in Section 5.2. The same checksum

key is used to conpute the checksum values for all the outer chunks

of the sane inner chunk, i.e., during a whole epoch (see

Section 4.3).

Wil e a checksum key is _used_ by the Proxy and the Devices, the
checksum key is _derived_ by the Distributor and the Devices, by
usi ng keying material in their shared G oup OSCORE Security Context.

The Distributor provides the Proxy with the checksum key to use
during the current epoch (see Section 5.6), when sending to the Proxy
a CoAP response over TCP as the inner chunk to distribute in that
epoch (see Section 4.3.2.1 and Section 4.3.2.2). |In particular, the
Di stributor waps the checksumkey in a CBOR data item and prepends
that data itemto the OSCORE ci phertext in the CoAP payl oad of the
response sent to the Proxy. The Distributor indicates the presence
of the prepended CBOR data itemby including in the response the CoAP
Pr e- OSCORE- Dat a opti on defined in Section 5.5.

The use of checksuns counteracts an attack against availability that
an active adversary could easily performby mani pul ati ng the CoAP
responses sent by the Proxy to the Devices as outer chunks. By
reconputing a checksum and verifying it against the one included in
the response received fromthe Proxy, target Devices can pronptly
detect a possible manipul ation of the outer chunk and di scard the
response as invalid.
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5.1. Root Checksum Key

When using the nmethod defined in this docunent, the G oup OSCORE
Security Context shared by the Distributor and the Devices is
extended with one additional parameter in the Conmon Context.

The new paraneter Root Checksum Key specifies a secret symmetric key.
This is used for deriving checksum keys that are in turn used for
computi ng checksuns of outer chunks (see Section 5.4).

The Root Checksum Key is derived as defined for the Sender/ Reci pi ent
Keys in Section 3.2.1 of [RFC8613], with the follow ng differences.

* The 'id element of the 'info' array is the enpty byte string.

* The 'type’ elenent of the "info array is "RCKey". The label is
an ASCI| string and does not include a trailing NUL byte.

* The 'alg_aead’ elenent of the "info' array specifies the G oup
Encryption Algorithmfromthe Common Context (see Section 2.1.7 of
[I-D.ietf-core-oscore-groupconm) encoded as a CBOR i nteger or
text string, consistently with the "Value" field in the entry of
the "COSE Al gorithms" Registry for this algorithm
[ COSE. Al gorit hns] .

* The L paraneter of the HKDF and the 'L’ element of the 'info
array are the length in bytes of the key for the G oup Encryption
Al gorithm specified in the Conmon Context. \While the obtained
Root Checksum Key is never used with the Group Encryption
Algorithm its length was chosen to obtain a matching | evel of
security.

5.2. Derivation of Checksum Keys

The sane checksum key K is used for conmputing the checksum val ue on
all the outer chunks of the sane inner chunk

In particular, Kis derived:

* By the Distributor, upon sending to the Proxy a CoAP response over
TCP as the inner chunk to distribute in the current epoch (see
Section 4.3.2.1 and Section 4.3.2.2).

Note that the Distributor provides the Proxy with the checksum key
K as enbedded in that response (see Section 5.6).
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* By each target Device, when receiving an outer chunk of the inner
chunk distributed in the current epoch (see Section 4.3.2.3 and
Section 4.3.2.5).

A checksum key K SHALL be derived as follows, by using the HKDF

Al gorithm fromthe Common Context of the Group OSCORE Security
Context (see Section 2.1.2 of [I-D.ietf-core-oscore-groupcomi),
whi ch consi sts of conposing the HKDF- Extract and HKDF- Expand steps
[ RFC5869] .

K = HKDF(salt, KM info, L)
The input paraneters of HKDF are as foll ows.

* salt takes as value the index of the inner chunk to distribute in
the current epoch, i.e., INNER INDEX, represented in the snallest
nunber of bytes needed.

Fromthe Distributor point of view, this value is specified by the
NUM field of the value of the Block2 outer option, which is
included in the response sent to the Proxy as the inner chunk.

Fromthe Device point of view, this value is encoded as a CBOR
unsi gned integer by the "progress_indicator" paranmeter, which is
conveyed in the payload of the error informative responses that
the Proxy sends during the "Adm ssion" phase (see Section 4.3.2.2)
and the "Recovery O aint phase (see Section 4.3.2.4).

* |KMis the Root Checksum Key fromthe Common Context (see
Section 5.1).

* info is the serialization of a CBOR array with the structure
defined below, follow ng the notation of [RFC8610]):

info = [
piv : bstr,
L : uint
]
wher e:

* pivis the Partial IV field in the OSCORE option of the follow ng
nessages:

- Fromthe Distributor point of view, the response that the

Distributor sends to the Proxy as the inner chunk to distribute
in the current epoch.
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Note that such a nmessage is specifically a response to a
Determ ni stic Request. Therefore, it always includes a Parti al
IVin the OSCORE option (see [I-D.ietf-core-cacheabl e-oscore]).

- Fromthe Device point of view, the responses received fromthe
Proxy during the "Full Transfer" phase (see Section 4.3.2.3)
and "Recovery Transfer" phase (see Section 4.3.2.5) as the
outer chunks of the inner chunk distributed in the current
epoch.

Note that all such responses include a Partial IV in the OSCORE
option. The value of the Partial IV is the sane one of the
Partial 1V in the OSCORE option of the response that the Proxy
received fromthe Distributor as the inner chunk to distribute
in the current epoch.

* The L paraneter of the HKDF and the 'L’ el enent of the 'info’
array are the length in bytes of the Root Checksum Key fromthe
Common Cont ext .

5.3. Checksum Option

The Checksum option defined in this section has the properties
summari zed in Table 1, which extends Table 4 of [RFC7252]. The
option is Elective, Safe-to-Forward, and part of the Cache-Key. The
option MJST NOT occur nore than once.

[ ety Sty el Sty Sl ety el ety sty o
| No | C| U] N| R| Nane | Format | Length | Default |
[ et ey et Cjjefe oo pem s paes o poes o = fu s fe el e pu e pe b pee e pee e
| TBD256 | | | | | Checksum | opaque | 1-8 | (none) |
+-------- I R s s e +-------- +-------- I +

Table 1. Checksum Option. C=Critical, U=Unsafe,
N=NoCacheKey, R=Repeat abl e

The option value is a checksum conmputed over (part of) the nmessage by
the endpoint that added the option, thereby enabling the nessage
recipient to performan integrity check on the message.

The Checksum option is of class U for OSCORE
[ RFC8613][I-D.ietf-core-oscore-groupcomi.
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5.4. Computation and Enbodi ment of Checksuns

The Proxy conmputes the checksum on an outer chunk before sending that
outer chunk to the target Devices, during the "Full Transfer" phase
(see Section 4.3.2.3) and "Recovery Transfer" phase (see

Section 4.3.2.5).

After having conmputed the checksum as defined bel ow, the Proxy
specifies it as value of the Checksum option (see Section 5.3) and
includes the option in the response sent as outer chunk to the
Devices. |If outer CoAP options were already included in the response
and their option nunber is greater than that of the Checksum option,
then the Proxy appropriately updates their Option Delta (see

Section 3.1 of [RFC7252]).

A Device conputes the checksum on an outer chunk upon receiving that
outer chunk fromthe Proxy, during the "Full Transfer" phase (see
Section 4.3.2.3) and "Recovery Transfer" phase (see Section 4.3.2.5).

In particular, the Device first renoves the Checksumoption fromthe
response received as outer chunk fromthe Proxy. After that, if
outer CoAP options are included in the response and their option
nunber is greater than that of the Checksumoption, then the Device
appropriately updates their Option Delta. Finally, the Device
comput es the checksumon the resulting response and conpares the
result against the checksum specified as value of the renoved
Checksum opti on.

If the two checksuns are not equal, the Device MJST discard the
response w thout further processing it. |f this happens during the
"Full Transfer" phase, the Device can send a request to the Proxy
during the inmredi ately follow ng "Recovery C ainm phase (see
Section 4.3.2.4), thus asking the Proxy to re-send the outer chunk
during the immedi ately follow ng "Recovery Transfer" phase.

G ven a response that the Proxy sends as outer chunk, the checksum on
that outer chunk is a 2-byte MAC that SHALL be conputed as follows by
usi ng the HKDF al gorithm HKDF SHA- 256, which consists of conposing

t he HKDF- Extract and HKDF- Expand steps [ RFC5869].

MAC = HKDF(salt, KM info, L)

The input paraneters of HKDF are as foll ows.

* salt takes as value the index of the inner chunk to distribute in

the current epoch, i.e., INNER INDEX, represented in the snallest
nunber of bytes needed.
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Fromthe Proxy point of view, |INNER_INDEX is stored and
consi stently updated throughout the different epochs of the inage
distribution (see Section 4.3.2).

Fromthe Device point of view, this value is encoded as a CBOR
unsi gned integer by the "progress_indicator" paranmeter, which is
conveyed in the payload of the error informative responses that
the Proxy sends during the "Adm ssion" phase (see Section 4.3.2.2)
and the "Recovery O aint phase (see Section 4.3.2.4).

* |KMis the Checksum Key to use for this inner chunk, which is
derived as defined in Section 5. 2.

* info is the serialization of the CoAP response that the Proxy has
to send as outer chunk.

The Proxy MJST use the CoAP response avail abl e before the addition
of the Checksum opti on.

The Devi ce MUST use the CoAP response avail able after:
- Renoving the Checksum option; and

- Updating the Option Delta of each outer option whose option
nunber is greater than that of the Checksum opti on.

* L has val ue 2.

5.5. Pre-OSCORE-Data Option
The Pre- OSCORE-Data option defined in this section has the properties
summari zed in Table 2, which extends Table 4 of [RFC7/252]. The

option is Critical, Safe-to-Forward, part of the Cache-Key, and
r epeat abl e.

et Sl Sl et S e fems oo oo e ey e e
| No YU N| R| Nane | Format | Length | Default |
[ ool Sl el S ool oo oo oo s ool e el sl oo -
| TBD257 | x| | | x| Pre-OSCORE-Data | uint | 0-4 | (none) |
+-------- R e e e S e +-------- +-------- +---- - - - +

Table 2: Pre-OSCORE-Data Option. C=Critical, U=Unsafe,
N=NoCacheKey, R=Repeat abl e

The presence of this option nmeans that, within the CoAP payl oad, the

OSCORE ci phertext is prepended by a CBOR data itemthat is intended
for the consuner of the option.
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The option value is an unsigned integer that identifies the semantics
of the data conveyed by the CBOR data item In particular, the
option value MIST be either X or (X + 1), where X is an odd val ue
taken fromthe 'Value’ colum of the "Pre-OSCORE Data Semantics" | ANA
registry defined in Section 8. 3.

Both values X and (X + 1) identify the same data semantics. However:

* The odd value X neans that the CBOR data itemis a CBOR byte
string, whose value is the data with the indicated senantics.

* The even value (X + 1) neans that the CBOR data itemis a CCSE
object, i.e., a possibly tagged COSE nessage as defined in
Section 2 of [RFC9052].

The data with the indicated semantics consists of what is
avai l abl e at the recipient once successfully conpleted all the
CCSE processing, e.g., the data is a plaintext recovered after a
decryption process.

Note that, although even val ues cannot be registered in the "Pre-
OSCORE Data Semantics" | ANA registry (see Section 8.3), those val ues
are neani ngful senmantics identifiers that can be used as option
value. That is, the even value Y identifies the same senantics
identified by its companion odd value X = (Y - 1).

The reci pient of a CoAP nessage including the Pre- OSCORE-Data option
MUST consune the option, i.e., it renoves and consunes the prepended
CBOR data item fromthe CoAP payl oad, after which it renpves the
option fromthe nessage.

The Pre- OSCORE-Data option MAY occur nultiple tines. |In such a case,
each occurrence of the option refers to one CBOR data item prepended

to the OSCORE ciphertext within the CoAP payload. |In particular, the
i-th occurrence of the option refers to the i-th prepended CBOR data

item

The Pre- OSCORE-Data option is of class U for OSCORE
[ RFC8613][I-D.ietf-core-oscore-groupcomj.

5.6. Provisioning of Checksum Keys to the Proxy

When the Distributor sends to the Proxy a CoAP response over TCP as
the inner chunk to distribute during an epoch (see Section 4.3), the
Distributor also provides the Proxy with a Checksum Key, i.e., the
one to use during that epoch for conputing the checksuns on the outer
chunks of that inner chunk
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The Distributor derives the Checksum Key as defined in Section 5.2
and includes it in the response sent to the Proxy, as a CBOR data
item prepended to the OSCORE ci phertext that is conveyed by the CoAP
payl oad of the response. |In order to indicate the presence of such
CBOR data item the response MJST include the Pre-OSCORE Data option
Section 5.5, whose value is set as defined bel ow

There are two possible ways for the Distributor to provide the
Checksum Key in the response to the Proxy as a prepended CBOR data
item

* The CBOR data itemis a CBOR byte string, whose value is the
Checksum Key. In such a case, the value of the Pre- OSCORE Dat a
option MJST be set to 1.

This alternative SHOULD be used by the Distributor, if the
response to the Proxy is protected by neans of a nutually

aut henti cat ed, secure communi cati on associ ati on between the
Distributor and the Proxy, in such a way that only the Proxy is
able to retrieve the protected content in plain.

* The CBOR data itemis a COSE object [RFCO052], which can be tagged
or untagged. In such a case, the value of the Pre-OSCORE Data
option MJST be set to 2.

The COSE bject is the result of using HPKE [ RFC9180] with COSE.
In particular, the HPKE Integrated Encryption Mde specified in
Section 3.1.1 of [I-D.ietf-cose-hpke] MJUST be used. The input pt
for the HPKE Seal operation is the Checksum Key. The resulting
COSE obj ect uses a COSE EncryptO structure [ RFC9052].

In order to ensure source authentication of the prepended CBOR
data item the Distributor can additionally rely on a COSE obj ect
that uses a COSE_Sign, COSE Signl, COSE MAC, or COSE_MACO
structure [RFC9052]. In such a case, the COSE EncryptO object is
used as payl oad of the COSE Sign, COSE Signl, COSE MAC, or
COSE_MACO structure.

This alternative MIST be used by the Distributor, unless the
response to the Proxy is protected by neans of a nutually

aut henti cated, secure comuni cati on associ ati on between the
Distributor and the Proxy, in such a way that only the Proxy is
able to retrieve the protected content in plain.

This alternative requires the Distributor to know

- The COSE-HPKE al gorithmto use with the Proxy (see Section 4 of
[1-D.ietf-cose-hpke]).
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- The static public key of the Proxy to use as the input pkR of
the HPKE Seal operation (see Section 3.1.1 of
[1-D.ietf-cose-hpke]).

Editor’s note: describe exanples of how the Distributor can obtain
the static public key of the Proxy and possibly select the right
one to use at runtine.

Secur e comuni cati on associ ati ons between the Distributor and the
Proxy can rely, for exanple, on a TLS [ RFC8446] channel where the
Di stributor has been authenticated during the secure channel
establishment, or on a pairw se OSCORE [ RFC8613] Security Context
shared between the Distributor and the Proxy, as defined in
[1-D.ietf-core-oscore-capabl e-proxies].

6. Pre-OSCORE Data Semmntics

Thi s docunent defines the follow ng senantics for data prepended to
the ci phertext conveyed in the CoAP payl oad of a nmessage protected
wi th OSCORE [ RFC8613] or Group OSCORE
[1-D.ietf-core-oscore-groupconm .

F =4 -+ —————————————————_————————+
| Value | Description | Reference |
E ool ool s s g
| 1 | Checksum key | [RFCG XXXX], Section 5.6 |
+------- I i T B T I I +

Tabl e 3: Pre-OSCORE Data Senmantics.
7. Security Considerations

Security considerations are inherited from|[RFC7252],
[1-D.ietf-core-groupcommbis], and [ RFC8323] as to the use of CoAP
al so for group conmunication and over reliable transports.

Security considerations are also inherited from[RFC7641] as to the
use of CoAP (bserve, from [RFC7959] as to the use of Bl ock-w se
transfer for CoAP, and from [RFC8323] as to the use of BERT.

Security considerations are also inherited from
[I-D.ietf-core-oscore-groupconni for the use of Group OSCORE and from
[1-D.ietf-core-cacheabl e-oscore] as to the specific use of protected
Determ ni stic Requests and the caching of correspondi ng protected
responses.

Furthernore, the follow ng security considerations also apply.
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Editor’s note: add nore security considerations.
8. | ANA Consi derations
Thi s docunent has the followi ng actions for | ANA

Note to RFC Editor: Please replace all occurrences of "[RFC XXXX]"
with the RFC nunber of this specification and delete this paragraph.

8.1. CoAP Option Nunmbers Registry
| ANA is asked to enter the follow ng option nunbers to the "CoAP

Option Nunmbers" registry within the "Constrai ned RESTful Environnments
(CoRE) Paraneters" registry group.

[ gt e o g e pu gty oo p—j——_—
| Nurber | Nane | Reference |
[ oo e el e e
| TBD256 | Checksum | [RFG XXXX] |
o e e e e e e e e e m e oo o S +
| TBD257 | Pre-OSCORE-Data | [ RFC XXXX] |
E R Fom e m oo - - +
Table 4. Registrations in the CoAP
Opti on Numbers Registry
8.2. Informative Response Parameters Registry

I ANA is asked to enter the following entry to the "Informative
Response Paraneters" registry defined in
[1-D.ietf-core-observe-multicast-notifications] within the
"Constrai ned RESTful Environments (CoRE) Paraneters" registry group.
* Nane: progress_indicator
*  CBOR Key: TBD23
*  CBOR Type: uint
* Reference: [ RFC XXXX]

8.3. Pre-OSCORE Data Semantics Registry
Thi s docunent establishes the "Pre- OSCORE Data Semantics" registry

within the "Constrained RESTful Environments (CoRE) Paraneters”
registry group.
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The registration policy is either "Private Use", "RFC Required Wth
Expert Review', or "Specification Required" per [RFC8126]. "Expert
Revi ew' gui delines are provided in Section 8.4.

Al'l assignments according to "RFC Required Wth Expert Review' are
made on an "RFC Required" basis per Section 4.7 of [RFC8126] with
"Expert Review' additionally required per Section 4.5 of [RFC8126].
The procedure for early I ANA allocation of "standards track code

poi nts" defined in [RFC7120] al so applies. Wen such a procedure is
used, ANA will ask the designated expert(s) to approve the early

al |l ocation before registration. |In addition, working group chairs
are encouraged to consult the expert(s) early during the process
outlined in Section 3.1 of [RFC7120].

The colums of this registry are:

* Value: This field contains the value used to identify the
semantics of the data that is prepended to the ciphertext conveyed
in the CoAP payl oad of a nessage protected with OSCORE [ RFC8613]
or Goup OSCORE [I-D.ietf-core-oscore-groupcommj. These val ues
MJST be uni que. The value MJST be an odd unsigned integer, wth
m ni mum val ue 1 and nmaxi num val ue 4294967293 (i.e., 2732 - 3).

Qdd unsi gned i nteger values from1l to 255 are designated as "RFC
Required Wth Expert Review'. Odd unsigned integer values from
257 to 4294965293 are designated as "Specification Required'. dd
unsi gned i nteger val ues from 4294965295 to 4294967293 are marked
as "Private Use".

* Description: This field contains a brief description of the
semanti cs.

* Reference: This field contains a pointer to the public
specification defining the semantics, if one exists.

This registry has been initially populated by the values in
Section 6.

8.4. Expert Review Instructions

"RFC Required Wth Expert Review' and "Specification Required" are
two of the registration policies defined for the | ANA registry
established in this docunent. This section gives some genera

gui delines for what the experts should be |ooking for, but they are
bei ng designated as experts for a reason, so they should be given
substantial |atitude.
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* Point squatting should be discouraged. Reviewers are encouraged
to get sufficient information for registration requests to ensure
that the usage is not going to duplicate one that is already
registered and that the point is likely to be used in depl oynents.
The zones tagged as "Private Use" are intended for testing
pur poses and cl osed environnments. Code points in other ranges
shoul d not be assigned for testing.

* Specifications are required for the "RFC Required Wth Expert
Revi ew' range of point assignnent. Specifications should exist
for "Specification Required" ranges, but early assignnent before a
specification is available is considered to be permi ssible. Wen
speci fications are not provided, the description provided needs to
have sufficient information to identify what the point is being
used for.

* Experts should take into account the expected usage of fields when
approvi ng point assignnent. The fact that there is a range for
RFC docunents does not nean that an RFC docunent cannot have
poi nts assigned outside of that range. The length of the encoded
val ue shoul d be wei ghed agai nst how many code points of that
length are left, the size of device it will be used on, and the
nunber of code points left that encode to that size.
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