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Abst ract

The |ightwei ght authenticated key exchange protocol Epheneral D ffie-
Hel | man Over COSE (EDHOC) allows two peers to conpute a shared secret
session key. Once the session key is available, the two peers can
use the EDHOC Exporter interface, e.g., to derive keying material for
an application protocol. This document defines an in-band approach
that can be used by the two peers to agree about the | engths of the
out puts produced with the EDHOC Exporter interface. The defined
approach relies on an EDHOC External Authorization Data (EAD) item
that can be exchanged in the first two EDHOC nessages of an EDHOC
sessi on.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Lightweight
Aut henti cat ed Key Exchange Working G oup mailing |ist
(lake@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/l ake/.

Source for this draft and an issue tracker can be found at
https://gitlab.conmcrinmson84/draft-til oca-|ake-exporter-output-
| engt h.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

OCOOWWWOONNOOPWN

Epheneral Diffie-Hell man Over COSE (EDHOC) [RFC9528] is a |ightweight

aut henti cated key exchange protocol, especially intended for use in
constrai ned scenari os.

Two peers participate in the EDHOC protocol, i.e., a peer acts as

EDHOC I nitiator and starts an EDHOC sessi on with another peer acting

as EDHOC Responder. The main output of a successfully conpleted
EDHOC session is the shared secret session key PRK out (see
Section 4.1.3 of [RFC9528]).
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After having established PRK out, the two peers can use the

EDHOC Exporter interface defined in Section 4.2.1 of [RFC9528], e.g.,
to derive keying material for an application protocol. Anmong its

i nputs, the EDHOC Exporter interface includes "exporter |abel" as a
registered nunmeric identifier of the intended output and "length" as
the length in bytes of the intended output.

At the time of witing, notable uses of the EDHOC Exporter interface
i nclude the derivation of:

* The Master Secret and Master Salt to use for establishing a
Security Context for the security protocol Object Security for
Constrai ned RESTful Environments (OSCORE) [ RFC8613]. These
derivations are specified in Appendix A 1 of [RFC9528].

* A symretric Pre-Shared Key rPSK to use for session resunption in
EDHOC and the corresponding credential identifier rlD CRED PSK
[1-D.ietf-1lake-edhoc-psk]. These derivations are specified in
Section 6 of [I-D.ietf-I|ake-edhoc-psk].

When using the EDHOC Exporter interface, it is crucial that the two
peers agree about the length in bytes of each intended output, in
order to ensure the correctness of their operations. To this end,
the two peers can rely on pre-defined default |engths, or agree out-
of -band on alternative |l engths. However, the two peers m ght need or
prefer to explicitly agree about specific output |engths to use on a
per - sessi on basi s.

Thi s docunent defines an in-band approach that the two peers can use
to agree about the lengths of the outputs produced with the

EDHOC Exporter interface. The defined approach relies on an EDHOC
External Authorization Data (EAD) item (see Section 3.8 of

[ RFC9528]), which the two peers can exchange in the first two EDHOC
messages of an EDHOC sessi on.

1.1. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Readers are expected to be famliar with the ternms and concepts

related to EDHOC [ RFC9528], Concise Data Definition Language (CDDL)
[ RFC8610], and Concise Binary (bject Representation (CBOR) [RFC8949].
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Exanpl es t hroughout this docunent are expressed in CBOR diagnostic
notation as defined in Section 8 of [RFC8949] and Appendi x G of

[ RFC8610]. Diagnostic notation conments are often used to provide a
textual representation of the nuneric paraneter nanes and val ues.

2. EAD Item "EDHOC Exporter Qutput Lengths"

This section defines the EDHOC EAD item "EDHOC Exporter Qutput
Lengths"”, which is registered in Section 5.1 of this docunent.

The EAD item MAY be incl uded:

* In the EAD 1 field of EDHOC nessage_1, in order to specify the
output lengths that the Initiator wishes to use with the
EDHOC Exporter interface in the present EDHOC sessi on.

* |Inthe EAD 2 field of EDHOC nessage 2, in order to specify the
output | engths that the Responder wi shes to use with the
EDHOC Exporter interface in the present EDHOC sessi on.

Wthin an EAD 1 field or EAD 2 field, the EAD item MJUST NOT occur
nmore than once. The EAD item MJUST NOT be included in the EAD fields
of EDHOC nessage 3 or nessage 4.

When the EAD itemis present, its ead_|abel TBD EAD LABEL MJST be
used only with negative sign, i.e., the use of the EAD itemis al ways
critical (see Section 3.8 of [RFC9528]).

The EAD item MJST specify an ead_value, as a CBOR byte string with
val ue the binary representation of a CBOR sequence [ RFC8742], nanely
EXP_LEN SEQ As specified bel ow, the CBOR sequence is composed of
pairs of itens, with the order of pairs having no meaning.

Each pair (X, Y) of the CBOR sequence MJUST be as foll ows.

* The first element X is a CBOR unsigned integer, specifying the
value to use as first argunent "exporter _|abel" when invoking the
EDHOC Exporter interface (see Section 4.2.1 of [RFC9528]).

The unsigned integer value is taken fromthe 'Label’ colum of the
"EDHOC Exporter Label s" registry within the "Epheneral Diffie-
Hel | man Over COSE (EDHOC)" registry group [ EDHCC. Exporter. Label s].

* The second element Y is a CBOR unsigned integer, specifying the
value to use as third argunent "l ength" when invoking the
EDHOC Exporter interface using the value specified by X as first
argunent "exporter |abel" (see Section 4.2.1 of [RFC9528]).
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The val ue specified by Y MUST be a valid value to use as "l ength"
when using the value specified by X as "exporter_|abel". For
exanpl e, when X specifies 0 as the "exporter_label” to derive an
OSCORE Master Secret [RFC8613], Y is required to be not |ess than
the "length" default value defined in Appendi x A 1 of [RFC9528],
i.e., the key length (in bytes) of the application AEAD Al gorithm
of the selected cipher suite for the EDHOC sessi on.

In the EAD item ead_value MJST NOT specify nmultiple pairs that
encode the sane unsigned integer value in their first elenment X

The CDDL grammar [ RFC8610] describing the ead value for the EAD item
"EDHOC Exporter CQutput Lengths" is provided in Figure 1.

ead _val ue = << EXP_LEN SEQ >>

; This defines an array, the elenments of which
; are to be used in the CBOR Sequence EXP_LEN SEQ
EXP_LEN SEQ = [* pair]

pair = (
exporter | abel: uint,
| engt h: uint

)

Figure 1: CDDL Definition of ead _value for the EAD Item
"EDHOC _Exporter CQutput Lengths"

An exanpl e of ead value in CBOR diagnostic notation is provided in
Figure 2. In the exanple, ead_value indicates the wish to use the
EDHOC Exporter interface to derive an OSCORE Master Secret and an
OSCORE Master Salt [RFC8613] as per Appendi x A 1 of [RFC9528], such
t hat :

* the OSCORE Master Secret (exporter_label: 0) has a |l ength of 32
byt es; and

* the OSCORE Master Salt (exporter label: 1) has a length of 16
byt es.

<< 0, 32, 1, 16 >>

Fi gure 2: Exanmpl e of ead_value for the EAD |Item " EDHOC Exporter
Qut put Lengths" in CBOR Di agnostic Notation

Tiloca, et al. Expi res 8 January 2026 [ Page 5]



I nternet-Draft EDHOC Exporter Qutput Lengths July 2025

That is, assuming the second argunent "context" of the EDHOC Exporter
interface to be the enpty CBOR byte string (i.e., h’’ in CBOR
di agnostic notation), the exanple above is consistent with performng
the following two invocations of the EDHOC Exporter interface:

EDHOC Exporter (0, h'’', 32)
EDHOC Exporter(1, h'’', 16)

3. Processing at the Recipient Side

In case the recipient peer supports the EAD item the recipient peer
MUST silently ignore the EAD item "EDHOC Exporter Qutput Lengths" if
this is specified in the EAD 3 field of EDHOC message_3 or in the
EAD 4 field of EDHOC nessage_A4.

Upon receiving an EDHOC nessage_1 or EDHOC nessage 2 whose EAD field
i ncludes the EAD item "EDHOC Exporter CQutput Lengths", the recipient
peer MJST abort the EDHOC session and MUST reply with an EDHOC error
message with error code (ERR CODE) 1, if any of the foll owing occurs:

* the EAD field includes multiple occurrences of the EAD item
"EDHOC Exporter CQutput Lengths";

* ead _value is mal forned or does not conformw th what is defined in
Section 2;

* the recipient peer does not recognize the value encoded by the
first element X of a pair (X, Y) as a valid "exporter_label" to be
used when invoking the EDHOC Exporter interface;

* in apar (X Y), the value encoded by the second elenment Y is not
valid to be used as "l ength" when invoki ng the EDHOC Exporter
interface using the value encoded by the first elenment X as
"exporter | abel"; or

* for apair (X, Y), the recipient peer is not going to be able to
i nvoke the EDHOC Exporter interface using the val ues encoded by X
and Y as the first argument "exporter_label" and the third
argunent "l ength", respectively.

If the Responder has received an EDHOC nessage 1 including the EAD
item "EDHOC Exporter Qutput Lengths" and the Responder includes the
EAD item "EDHOC Exporter CQutput Lengths" in EDHOC nessage_2, then the
followi ng applies. Wthin ead _value of the EAD itemincluded in
EDHOC message_2, the Responder MUST NOT specify any pair (X, Y) such
that the unsigned integer val ue encoded by X was encoded by the first
el ement of a pair of the EAD itemincluded in the recei ved EDHOC
nessage_1.
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If the Initiator receives an EDHOC nessage_2 including the EAD item
"EDHOC Exporter CQutput Lengths" after having sent an EDHOC nessage 1
including the EAD item "EDHOC Exporter Qutput Lengths", then the
following applies. The Initiator MJST abort the EDHOC sessi on and
MUST reply with an EDHOC error nessage with error code (ERR CODE) 1
if ead value of the EAD itemincluded in EDHOC nessage 2 specifies
any pair (X, Y) such that the unsigned integer val ue encoded by X was
encoded by the first element of a pair of the EAD itemincluded in
the sent EDHOC nessage_1.

I n an EDHOC session during which the EAD item "EDHOC Exporter CQutput
Lengt hs" has been included in EDHOC nessage_1 and/or nessage 2, the
follow ng applies.

* The Initiator (Responder) considers the successful verification of
EDHOC nessage_2 (nmessage_3) as a confirned agreenent with the
ot her peer about how to i nvoke the EDHOC Exporter interface, once
the session key PRK out for the present EDHOC session is
avail abl e.

That is, for each pair (X, Y) specified by the exchanged EAD
itens, the two peers MJST use the unsigned integer val ues encoded
by X and Y as the first argunent "exporter label" and the third
argunent "length", respectively.

* |f a particular "exporter_|abel" value is not specified by the
exchanged EAD itens, then a possible invocation of the
EDHOC Exporter interface using that value as its first argunent
takes as value for its third argunent "length" a pre-defined
default value, or an alternative val ue agreed out - of - band.
4. Security Considerations

The sane security considerations for EDHOC from [ RFC9528] hold for
this docunment. Furthernore, the follow ng considerations apply.

TBD
5. | ANA Consi derations
Thi s docunent has the followi ng actions for | ANA

Note to RFC Editor: Please replace all occurrences of "[RFC XXXX]"
with the RFC nunber of this specification and delete this paragraph.

Tiloca, et al. Expi res 8 January 2026 [ Page 7]



I nternet-Draft EDHOC Exporter Qutput Lengths July 2025

5.1. EDHOC External Authorization Data Registry

IANA is asked to register the following entry in the "EDHOC Exter nal
Aut hori zation Data" registry within the "Epheneral D ffie-Hellman
Over COSE (EDHOC)" registry group defined in [ RFC9528].

* Name: EDHOC Exporter Qutput Lengths
* Label: TBD EAD LABEL (range 0-23)

* Description: Set of output lengths to use with the EDHOC Exporter
interface

* Reference: [RFC XXXX]
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