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Abst r act

The security protocol Object Security for Constrained RESTful

Envi ronments (OSCORE) provides end-to-end protection of nessages
exchanged with the Constrai ned Application Protocol (CoAP). Messages
protected with OSCORE i nclude a CoAP OSCORE option, where the
"Partial IV'" field specifies the sequence nunber val ue used by the
nmessage sender and the "kid" field specifies the identifier of the
message sender. In order to reduce the information exposed on the
wire that can be used for fingerprinting traffic and for tracking
endpoints, this docunent defines a |ightweight add-on nethod that
obfuscates certain fields of the OSCORE option, by encrypting the
"Partial IV' field and overwiting the "kid" field with a stand-in
identifier. Therefore, it updates RFC 8613. Wth m nor adaptations,
the defined nmethod is applicable also to the security protocol G oup
Obj ect Security for Constrained RESTful Environnents (G oup OSCORE)
that protects group comruni cati on for CoAP.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Constrai ned RESTf ul
Envi ronments Working Group mailing list (core@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/core/.

Source for this draft and an issue tracker can be found at
https://gitlab. com crinmson84/draft-til oca-core-oscore-piv-enc.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1. Introduction

The security protocol Object Security for Constrained RESTfu

Envi ronments (OSCORE) [ RFC8613] provides end-to-end protection of
messages exchanged with the Constrai ned Application Protocol (CoAP)
[ RFC7252]. OSCORE operates at the application |ayer by using CBOR
oj ect Signing and Encryption (COSE) [ RFC9052] and is independent of
the specific transport used to exchange CoAP nessages.

Messages protected with OSCORE include the CoAP OSCORE option, which
specifies information for the nessage recipient to correctly perform

decryption and verification upon nessage reception. In particular,
sonme of the fields that can be included in the OSCORE option
conpri se:

* The "Partial I'V' field, which specifies the sequence nunber val ue
used by a sender endpoi nt when protecting an out goi ng nessage.
This field is always present in request nessages, while it is
typically absent in response nessages, with a few exceptions
mandating its presence.

* The "kid" field, which specifies the identifier of the sender
endpoi nt protecting an outgoi ng nessage (i.e., the sender
endpoint’s OSCORE Sender ID). This field is always present in
request nessages, while it is typically absent in response
nmessages.

Fol  owi ng a message protection with OSCORE, the OSCORE option added
to the nmessage is not encrypted, since its content provides a

reci pient endpoint with information for processing the OSCORE-
protected i ncom ng nessage
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However, the information conveyed in plaintext by the "Partial |V
and "kid" fields could be used for fingerprinting traffic from OSCORE
endpoints, e.g., by giving hints about the order of nmessages sent by
an endpoi nt, from which behavioral patterns could be inplied. Al so,
such information could be used to performtrivial tracking of OSCORE
endpoi nts across different network paths, by correlating the val ues
of those fields that are observed in those network paths (e.g.,
followi ng a network path migration, possibly across different network
segnments) .

In order to reduce the information exposed on the wire that can be
used for fingerprinting traffic and for tracking endpoints, this
docunent updates [ RFC8613] and defines a |ightweight add-on mnethod
that obfuscates certain fields of the OSCORE option, by encrypting
the "Partial V' field and overwiting the "kid" field with a stand-
inidentifier.

Thi s method does not require an in-band signaling and its use does
not arbitrarily change on a per-nessage basis. Instead, upon

est abli shing an OSCORE Security Context, the comunicati ng OSCORE
endpoi nts al ready have an agreenent about obfuscating the two fields
of the OSCORE option when that Security Context is used, for every
OSCORE- pr ot ect ed nessage that includes the "Partial IV field or the
"kid" field.

Li ke for the overall protection of messages with OSCORE, this nethod
is agnostic of how exactly the OSCORE Security Context was
establ i shed and of how the agreenent on using this nethod was
reached. Neverthel ess, this docunent al so defines neans that
endpoints can use to reach that agreenent. Absent an explicit
agreenment, the "Partial V' and "kid" fields in the OSCORE option are
not obfuscated and retain their original values, in order to preserve
interoperability.

Wth mnor adaptations, the nmethod defined in this docunent is
applicable also to the security protocol G oup Object Security for
Constrai ned RESTful Environnents (G oup OSCORE)
[I-D.ietf-core-oscore-groupcomm that protects group conmmunication
for CoAP [I-D.ietf-core-groupcommbis]. 1In the interest of such a
case, this docunment al so defines nmeans to align the nenbers of an
OSCORE group about obfuscating the "Partial 1V' and "kid" fields of
prot ect ed nessages exchanged within the group
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1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Readers are expected to be famliar with the ternms and concepts
related to CoAP [ RFC7252], Concise Data Definition Language (CDDL)
[ RFC8610], Concise Binary Object Representation (CBOR) [ RFC8949],
COSE [ RFC9052], OSCORE [ RFC8613], and G oup OSCORE
[1-D.ietf-core-oscore-groupcon.

2. (Obfuscation Key

When obfuscation is enabled for the "Partial 1V' and "kid" fields of
the OSCORE option, the (Group) OSCORE Security Context is extended
with one additional paraneter in the Comobn Context.

The new paraneter Cbfuscation Key specifies the encryption key for
deriving two separate keystreans, nanely PlIV_KEYSTREAM and

KI D_KEYSTREAM On the sender side, PlIV_KEYSTREAM and Kl D_KEYSTREAM
are used to obfuscate the "Partial |1V' and "kid" fields,
respectively, when those are included in an outgoing nessage
protected with (Group) OSCORE. On the recipient side, the sane
keystreams are used to reverse the obfuscation of the two fields.

The Obfuscation Key is derived as defined for the Sender/ Reci pi ent
Keys in Section 3.2.1 of [RFC8613], with the follow ng differences.

* The 'id element of the 'info' array is the enpty byte string.

* The '"type' elenent of the "info array is "OBFKey". The label is
an ASCI| string and does not include a trailing NUL byte.

* |f the Security Context is used for G oup OSCORE and the G oup
Encryption Algorithmin the Cormon Context is set (see
Section 2.1.7 of [I-D.ietf-core-oscore-groupconmj), then:

- The "alg_aead’ elenent of the 'info' array specifies the Goup
Encryption Al gorithmfromthe Conmon Context encoded as a CBOR
integer or text string, consistently with the "Value" field in
the entry of the "COSE Al gorithms" Registry for this algorithm
[ COSE. Al gori t hns] .
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- The L paraneter of the HKDF and the 'L’ elenent of the ’"info
array are the length in bytes of the key for the G oup
Encryption Algorithmspecified in the Coormon Context. Wile
the obtai ned Obfuscation Key is never used with the G oup
Encryption Algorithm its length was chosen to obtain a
mat chi ng | evel of security.

* |If the Security Context is used for G oup OSCORE and the G oup
Encryption Algorithmin the Cormon Context is not set (see
Section 2.1.7 of [I-D.ietf-core-oscore-groupcomj), then:

- The 'alg aead’ elenent of the 'info' array specifies the AEAD
Al gorithm fromthe Conmon Context (see Section 2.1.1 of
[1-D.ietf-core-oscore-groupcomr) encoded as a CBOR i nteger or
text string, consistently with the "Value" field in the entry
of the "COSE Al gorithnms" Registry for this algorithm
[ COSE. Al gorit hns].

- The L paraneter of the HKDF and the 'L’ elenent of the ’"info
array are the length in bytes of the key for the AEAD Al gorithm
specified in the Commopn Context. While the obtained
of uscation Key is never used with the AEAD Algorithm its
| ength was chosen to obtain a matching | evel of security.

3. Processing in OSCORE

This section describes how the nethod defined in this docunent is
specifically enployed for nmessages protected with OSCORE [ RFC8613].

3.1. Sender Side

When a sender endpoint uses a fresh Sender Sequence Nunber val ue from
its own Sender Context to protect an outgoi ng nessage, that Sender
Sequence Nunber val ue MJUST be at | east 65536. Consequently, the
"Partial V' field of the OSCORE option will have a |length of at

| east 3 bytes. As an exception, this requirenment does not apply to
the special case discussed in Section 3.3.1.

When conposing a protected outgoing nessage MSG the OSCORE option
MUST NOT include the "s" and "kid context" fields. As an exception,
this requirenent does not apply to the special case discussed in
Section 3.3.3.

Once conposed MSG if at |east one anpbng the "Partial V' and "kid"

fields is included in the OSCORE option (see Section 6.1 of
[ RFC8613]), the sender endpoint perforns the follow ng steps.
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1. Compose SAMPLE 1 as the first N bytes of the CoAP payl oad of MG
where N = mi n(LENGIH, 16) and LENGTH denotes the length in bytes
of the CoAP payl oad of MG

Not e that the CoAP payload is the ciphertext of the COSE object
and LENGTH i s guaranteed to have a nini num val ue of 9.

2. Comnpose the 16-byte INPUT_1 as foll ows:

* |f the length of SAMPLE 1 is less than 16 bytes, INPUT 1 is
obtai ned by left-padding SAMPLE 1 with zeroes to exactly 16
byt es.

* |If the length of SAMPLE 1 is 16 bytes, then INPUT_1 takes
SAMPLE_1.

If the OSCORE option of MSGincludes the "Partial IV' field, nove
to Step 3. Oherw se, nove to Step 6.

3. Conpute the 16-byte PIV_KEYSTREAM as bel ow
Pl V_KEYSTREAM = AES- ECB( ENC_KEY, | NPUT_1)
wher e:
* AES-ECB is the AES algorithmin ECB node [ AES].
* ENC KEY is the bfuscation Key fromthe Comobn Context of the
Security Context used to produce MSG (see Section 2). ENC KEY
is used as the encryption key for the AES-ECB encryption.

* INPUT_1 is the result of Step 2. It is used as the plaintext
for the AES-ECB encryption.

4. Conpute the ENC PIV value, by XORing with each other:

* The PIV value encoded within the "Partial IV' field of the
OSCORE option of MsSG and

* The Q bytes from PIV_KEYSTREAM s start, where Qis the length
in bytes of the "Partial IV' field and PIV_KEYSTREAM is the
result of Step 3.

For exanple, if the PIV value encoded within the "Partial |V
field of the OSCORE option of MSG is 0x001122 (Q = 3 bytes) and
Pl V_KEYSTREAM i s Oxffeeddccbbhaa99887766554433221100 (16 bytes),
then the bytes of PIV_KEYSTREAMto XOCR with the PIV value are
Oxf f eedd.
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5. In the "Partial IV' field of the OSCORE option of M5G replace
its current PIV value with the ENC PIV val ue conmputed at Step 4.

If the OSCORE option of MSG includes the "kid" field, nove to
Step 6. Oherwise, termnate this algorithm

6. Conpose the 16-byte INPUT_2, by taking INPUT_1 from Step 2 and
negating its last bit.

7. Conmpute the 16-byte KI D KEYSTREAM as bel ow:
KI D_KEYSTREAM = AES- ECB( ENC KEY, | NPUT_2)
wher e:
* AES-ECB is the AES algorithmin ECB node [AES].

* ENC_KEY is the Obfuscation Key fromthe Common Context of the
Security Context used to produce MSG (see Section 2). ENC KEY
is used as the encryption key for the AES-ECB encryption.

* |INPUT_2 is the result of Step 6. It is used as the plaintext
for the AES-ECB encryption.

8. Conpute the 2-byte STAND IN KID val ue, by XORi ng with each other:

* The 2 bytes from LATEST PIV' s start, where LATEST PIV is
determ ned as foll ows.

- |If the OSCORE option of MSG includes the "Partial |V
field, then LATEST PIV is the ENC PIV val ue conputed at
Step 4. O herw se,

- MBGis a response and LATEST PIV is the val ue encoded
within the "Partial IV' field of the OSCORE option of the
correspondi ng request as it was sent on the wire (i.e., in
its obfuscated form.

* The 2 bytes from KI D KEYSTREAM s start, where KID KEYSTREAM i s
the result of Step 7.

9. In the "kid" field of the OSCORE option of MSG replace the
current KID value with the STAND I N KID val ue conputed at Step 8.

Unl ess the original KID value had a length of 2 bytes, this step
alters the length of the OSCORE option value. In such a case,
the sender endpoint MJST update the "Option Length" field of the
OSCORE option accordingly (see Section 3.1 of [RFC7252]).
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Once conpl eted the steps above, the sender endpoint transnits MSG as
expect ed.

3.2. Recipient Side

Upon receiving a protected i ncom ng nessage MsG the recipient
endpoi nt has to determine the OSCORE Security Context to use for
decrypting and verifying M5G (see Section 3.2.1).

If a Security Context CTX is found and this includes an Cbfuscation
Key in the Conmon Context, the recipient endpoint uses CTX to reverse
the obfuscation of the "Partial IV' and "kid" fields in the OSCORE
option of MSG (see Section 3.2.2). Finally the recipient endpoint
uses CTX to decrypt and verify MG

3.2.1. Retrieving the Security Context to Use

If the recipient endpoint is a client, hence MSGis a response, the
Security Context CTX to use is the one associated with the CoAP Token
value that is specified in the "Token" field of M5G and was specified
in the "Token" field of the corresponding request. Then, the
followi ng two cases are possi bl e:

* CTX does not include an Obfuscation Key in the Cormon Context. In
this case, the client uses CIX to decrypt and verify MSG as
defined in Section 8.4 of [RFC8613].

* CTX includes an Obfuscation Key in the Common Context. 1In this
case, the client perforns the steps defined in Section 3.2.2, in
order to reverse the obfuscation of the "Partial V' and "kid"
fields in the OSCORE option of MSG by using CTX. Building on the
result, the client uses CTX to decrypt and verify MSG as defined
in Section 8.4 of [RFC8613].

If the recipient endpoint is a server, hence MSGis a request, the
Security Context CTX to use is deternined as follows.

1. In case the server stores at |east one Security Context that
does not include an Obfuscation Key in the Conmmon Context, then
nmove to Step 2. O herwise, nove to Step 3.

2. The server assumes that the "Partial V' and "kid" fields in the
OSCORE option of MSG were not obfuscated. Then, the server
attenpts to retrieve a Security Context as defined in
Section 8.2 of [RFC8613].
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If this results in retrieving a Security Context CTX that does
not include an Obfuscation Key in the Commopn Context, the server
uses CTX to decrypt and verify MSG as defined in Section 8.2 of
[ RFC8613]. In case of successful decryption and verification,
this algorithmterm nates and the server continues processing
MSG as expect ed.

Instead, if no such CTX is found or if decryption and
verification of M5G fail, then nove to Step 3.

3. In case the server stores at |east one Security Context that
i ncludes an Obfuscation Key in the Cormobn Context, then nove to
Step 4. O herwi se, nove to Step 12.

4. Conpose SAMPLE 1 by neans of the sanme nethod at Step 1 of
Section 3.1, with reference to the present incom ng nessage MSG

5. Conpose I NPUT_1 by neans of the same nethod at Step 2 of
Section 3.1, using as SAMPLE 1 the result of Step 4 of the
present al gorithm

6. Conpose the 16-byte INPUT_2, by taking INPUT_1 from Step 5 and
negating its last bit.

7. Sel ect a Security Context CTX that includes an ofuscati on Key
in the Commobn Context and has not been selected yet during this
execution of the present algorithm |If no such CTX is found,
then nove to Step 12. Oherwi se, nove to Step 8.

8. Conput e the 16-byte KI D _KEYSTREAM by neans of the same nethod at
Step 7 of Section 3.1. |In particular:

* ENC KEY is the Obfuscation Key fromthe Common Context of the
| atest CTX selected at Step 7 of the present algorithm

* INPUT_2 is the result of Step 6 of the present algorithm

9. Conpute the 2-byte STAND IN KID value, by XORi ng with each
ot her:

* The 2 bytes fromENC PIV's start, where ENC PIV is the val ue
encoded within the "Partial |V' field of the OSCORE option of
MG

* The 2 bytes from KI D KEYSTREAM s start, where KI D _KEYSTREAM
is the result of Step 8.
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3.

10.

1

1

2.

1.

2.

2.

If the STAND I N KID value conputed at Step 9 is not equal to the
val ue encoded in the "kid" field of the OSCORE option of MG
then nmove to Step 7.

O herwise, the latest CTX selected at Step 7 is the Security
Context to use for decrypting and verifying MSG and this
al gorithm noves to Step 11.

Run the algorithmin Section 3.2.2, in order to reverse the
obfuscation of the "Partial IV' and "kid" fields in the OSCORE
option of MSG by using the Security Context CTX determ ned at
Step 10.

Buil ding on the result, the server uses CIX to decrypt and
verify MSG as defined in Section 8.2 of [RFC8613]. 1In case of
successful decryption and verification, this algorithm

term nates and the server continues processi ng MSG as expect ed.

O herwi se, in case of failed decryption and verification, the
foll owi ng appli es:

* The OSCORE option of MSGis restored to be as it was before
running the algorithmin Section 3.2.2.

* This algorithmnoves to Step 7.

The server perforns the sanme error handling defined in
Section 8.2 of [RFC8613] for the case where a Security Context
i s not found.

Reversing the Field Obfuscation

G ven a Security Context CTX that includes an Obfuscation Key in the
Conmon Context and was retrieved according to what is specified in
Section 3.2.1, the recipient endpoint perforns the follow ng steps,
in order to reverse the obfuscation of the "Partial IV' and "kid"
fields in the OSCORE option of the protected incom ng nessage MSG

1.

If the OSCORE option of MSG includes the "kid" field, nove to
Step 2. Oherwise, nove to Step 3.

In the "kid" field of the OSCORE option of MSG replace the
current STAND_IN KID value with the Recipient ID specified in the
Reci pi ent Context of CTX
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Unl ess the Recipient ID has a length of 2 bytes, this step alters
the length of the OSCORE option value. 1In such a case, the

reci pi ent endpoi nt MJST update the "Option Length" field of the
OSCORE option accordingly (see Section 3.1 of [RFC7252]).

3. If the OSCORE option of MSG includes the "Partial IV' field, nove
to Step 4. Oherwise, termnate this algorithm

4. Conpute the 16-byte PIV_KEYSTREAM by neans of the sane nethod
defined at Step 3 of Section 3.1. In particular:

* ENC_KEY is the Obfuscation Key fromthe Common Context of the
Security Context CTX that is used during this execution of the
present al gorithm

* |INPUT_1 is conposed by neans of the same nethod defined at
Step 5 of Section 3.2.1. Note that, if the recipient endpoint
is a server, then INPUT_1 was al ready conputed when actually
performing Step 5 of Section 3.2.1.

5. Compute the PIV value, by XORing with each other:

* The ENC PIV val ue encoded within the "Partial IV' field of the
OSCORE option of MsSG and

* The Q bytes from PIV_KEYSTREAM s start, where Qis the length
in bytes of the "Partial V' field and PIV_KEYSTREAM is the
result of Step 4.

6. In the "Partial IV' field of the OSCORE option of MSG replace
its current ENC PIV value with the PIV value conputed at Step 5.

3.3. Special Cases

Thi s section discusses sone special cases where the use of the nethod
defined in this docunent deviates fromwhat is specified in
Section 3.1 and Section 3.2.

3.3.1. EDHOC + OSCORE Request

Two endpoints can run the authenticated key agreenent Epheneral
Diffie-Hell man over COSE (EDHOC) [RFC9528] in order to establish an
OSCORE Security Context (see Appendix A .1 of [RFC9528]). In
particul ar, EDHOC nessages can be transported over CoAP (see
Appendi x A 2 of [RFC9528]).
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When doing so, if the endpoint that sends the first EDHOC nessage
acts as a CoAP client, it is possible to use the optim zed workfl ow
defined in Section 3 of [RFC9668]. 1In such a case, the first OSCORE-
protected CoAP request sent by the client additionally enbeds the
final EDHOC nessage, and it is protected with the OSCORE Security
Cont ext established fromthe present and still ongoing EDHOC sessi on

Upon receiving such an EDHOC + OSCORE request, the server first
extracts and processes the EDHOC nmessage enbedded therein, conpletes
the EDHOC sessi on, establishes the OSCORE Security Context, and
finally uses the latter to decrypt and verify the OSCORE-protected
CoAP request.

When using this optimzed workflow, the nmethod defined in this
docunent cannot be used to obfuscate the "Partial V' and "kid"
fields in the OSCORE option of the EDHOC + OSCORE request.

Therefore, the follow ng applies for the OSCORE option of that
specific request:

* The "Partial V' field conveys the Sender Sequence Nunber of the
client in plaintext. As an exception to the requirenent defined
in Section 3.1, the "Partial IV' field can have a length smaller
than 3 bytes. In fact, it is expected to have a length of 1 byte
and to encode the Sender Sequence Number O.

* The "kid" field conveys the actual OSCORE Sender |ID of the client,
whi ch the server offered earlier in the EDHOC session as its own
EDHOC connection identifier C R  Upon receiving the EDHOC +
OSCORE request, the server needs to retrieve such an identifier
as-is fromthe request, in order to correctly retrieve the EDHOC
session and conplete it, before establishing the OSCORE Security
Context shared with the client.

Note that, if EDHOC is instead run as per the original workflow
(see Appendix A 2.1 of [RFC9528], the OSCORE Sender |D of the
client is anyway exposed at | east once, since C R is prepended to
EDHOC message_3 within the CoAP payl oad of a request sent by the
client.

2. KUDGCs
Two endpoints can use Key Update for OSCORE (KUDOS)
[I-D.ietf-core-oscore-key-update], a |ightweight procedure for

updating their OSCORE keying material by establishing a new OSCORE
Security Context.
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3.

3.

G ven the Security Context CTX OLD to be replaced, there are two
possi bl e types of KUDOS nessages that are exchanged during a KUDOS
executi on:

* A divergent KUDOS nessage is protected with a tenporary OSCORE
Security Context CTX TEMP, which is derived from CTX COLD.

* A convergent KUDCS nmessage is protected with the OSCORE Security
Context CTX NEW which is derived from CTX OLD and is intended to
repl ace CTX _OLD.

When using the nethod defined in this docunent to obfuscate the
"Partial I'V' and "kid" fields in the OSCORE option of a KUDCS
message, the foll ow ng applies.

*  The bfuscation Key to use MJIST be the one specified in the Common
Context of the Security Context CTX OLD, fromwhich the Security
Context CTX TEMP (CTX NEW is derived for protecting a divergent
(convergent) KUDOS nessage.

That is, with reference to a divergent (convergent) KUDOS nessage,
the ofuscation Key to use is not the one specified in the Common
Context of the Security Context CTX TEMP (CTX NEW that is used to
protect the nessage.

3. 6Ti SCH

The Constrained Join Protocol (CoJP) defined in [ RFC9031] specifies a
"secure join" solution for a new device, called a "pledge", to
securely join a 6Ti SCH network where communi cations are protected
with OSCORE. The Join process is assisted by a central entity called
Joi n Regi strar/ Coordi nator (JRC).

In particular, as defined in Section 7.3 of [RFC9031], the follow ng
hol ds for a given pl edge and the JRC usi ng OSCORE:

* The OSCORE ID Context in the shared OSCORE Security Context is set
to the pledge identifier.

* The OSCORE Sender ID of the pledge is set to the enpty byte
string.

* The OSCORE Sender ID of the JRCis set to the byte string 0x4a5243
("JRC' in ASCII).

In the Join Request that the pledge sends to the JRC, the OSCORE
option includes the "s" and "kid context" fields, with the latter
encodi ng the OSCORE | D Cont ext.
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4.

4.

When using the nethod defined in this docunent to obfuscate the
"Partial I'V' and "kid" fields in the OSCORE opti on of CoJP nessages,
the follow ng applies:

* |f the "s" and "kid context" fields are present in the OSCORE
option of an outgoing CoJP nessage, the sender endpoint MJST
renove the "kid context" field and MJST update the "s" field to
encode the val ue 0.

This step alters the length of the OSCORE option val ue.
Therefore, the sender endpoint MJST update the "Option Length”
field of the OSCORE option accordingly (see Section 3.1 of

[ RFC7252]).

* |f the OSCORE option of an incom ng CoJP nmessage MSG does not
include the "kid context" field and includes the "s" field
encodi ng the value 0, the recipient endpoint perforns the
following steps in addition to those conpiled in Section 3.2.2:

- Add the "kid context" field to the OSCORE option of MG

- In the "kid context" field of the OSCORE option, set as val ue
the ID Context that is specified in the OSCORE Security Context
CTX to be used for decrypting and verifying MSG

- Inthe "s" field of the OSCORE option, set as value the length
in bytes of the "kid context” field.

Unl ess the I D Context has a length of 0O bytes, this step alters
the length of the OSCORE option value. In such a case, the
reci pi ent endpoi nt MJST update the "Option Length" field of the
OSCORE option accordingly (see Section 3.1 of [RFC7252]).

Processing in Goup OSCORE

Thi s section describes how the nethod defined in this docunment is
specifically enployed for nessages protected with G oup OSCORE
[1-D.ietf-core-oscore-groupcon .

In particular, the followi ng presents the differences that apply with
respect to the case where OSCORE is used (see Section 3).

Keyi ng Materi al

The Group OSCORE Security Context is extended with one additiona
paraneter Obfuscation Sender Key in the Sender Context (see
Section 4.1.1) and with one additional paraneter Obfuscation
Reci pi ent Key in each Recipient Context (see Section 4.1.2).
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4.

4.

1.

1.

1. bfuscation Sender Key

Wthin the Sender Context, the new paraneter Obfuscation Sender Key
specifies the encryption key for deriving the keystreans

Pl V_KEYSTREAM and Kl D _KEYSTREAM when those are used to obfuscate the
"Partial V' and "kid" fields in the OSCORE option of an outgoing
nmessage.

The Obfuscation Sender Key is derived as the output OKM of an HKDF-
Expand step [ RFC5869], i.e., OKM = HKDF- Expand(PRK, info, L), where:

* The used HKDF is the HKDF Al gorithm specified in the Conmon
Cont ext .

* PRKis the bfuscation Key fromthe Common Context.
* infois the Sender ID specified in the Sender Context.

* Lis the length in bytes of the Obfuscation Key fromthe Common
Cont ext .

2. (Obfuscation Recipient Key

Wthin a given Recipient Context, the new paraneter Obfuscation
Reci pi ent Key specifies the encryption key for deriving the
keystreams Pl V_KEYSTREAM and KI D_KEYSTREAM when those are used to
reverse the obfuscation of the "Partial V' and "kid" fields in the
OSCORE option of an inconm ng nessage.

The Obfuscation Recipient Key is derived as the output OKM of an
HKDF- Expand step [ RFC5869], i.e., OKM = HKDF- Expand(PRK, info, L),
wher e:

* The used HKDF is the HKDF Al gorithm specified in the Common
Cont ext .

* PRK is the Obfuscation Key fromthe Common Context.
* infois the Recipient ID specified in the Recipient Context.

* Lis the length in bytes of the Obfuscation Key fromthe Conmmon
Cont ext .
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Sender Side

When conposi ng a protected outgoing nessage MSG the OSCORE option
includes the "s" and "kid context" fields according to what is
specified for Goup OSCORE in [I-D.ietf-core-oscore-groupcomr. That
is, the OSCORE option always includes those fields in a request and
may include those fields in a response.

Once conposed MSG if at |east one anbng the "Partial V' and "kid"
fields is included in the OSCORE option (see Section 6.1 of

[ RFC8613]), the sender endpoint performs the sane steps of

Section 3.1, with the follow ng differences:

* At Step 1, LENGIH is guaranteed to have a m nimumvalue of 9. In
particul ar:

- If MSGis protected with the group node of G oup OSCORE (see
Section 7 of [I-D.ietf-core-oscore-groupcommi), then the CoAP
payl oad is the ciphertext of the COSE object concatenated with
the encrypted countersignature.

- If MSGis protected with the pairw se node of G oup OSCORE (see
Section 8 of [I-D.ietf-core-oscore-groupcommi), then the CoAP
payl oad is the ciphertext of the COSE object.

* At Step 3, ENC KEY is the (bfuscation Sender Key fromthe Sender
Cont ext .

* At Step 7, ENC KEY is the Obfuscation Sender Key fromthe Sender
Cont ext .

Reci pi ent Si de

Upon receiving a protected i ncom ng nessage MSG the recipient
endpoi nt determ nes the G oup OSCORE Security Context CTX to use
according to what is specified in [I-D.ietf-core-oscore-groupcomi,
i.e.:

* |f MSGis a request, CIX is retrieved by |everaging the G oup
Identifier value (G d) of the group, which is encoded within the
"kid context" field in the OSCORE option of MG

* |If MSGis a response, CTX is retrieved by | everagi ng the CoAP
Token value that is specified in the "Token" field of MSG and was
specified in the "Token" field of the corresponding request. The
possi bl e presence of the "kid context” field in the OSCORE option
can further aid the client, e.g., in case the group has been
rekeyed and its G d has changed.
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If the retrieved Goup OSCORE Security Context CTX includes an

of uscation Key in the Common Context, then the method defined in
this document is used to obfuscate the "Partial 1V' and "kid" fields
in the OSCORE option of every protected nessage exchanged within the

group.

Consequently, within CTX, the recipient endpoint has to determ ne the
speci fic Recipient Context REC CTX to use for decrypting and
verifying MSG (see Section 4.3.1).

Then, the recipient endpoint uses REC CTX to reverse the obfuscation
of the "Partial V' and "kid" fields in the OSCORE opti on of MSG (see
Section 4.3.2). Finally the recipient endpoint uses REC CTX to
decrypt and verify MG

4.3.1. Retrieving the Recipient Context to Use

G ven the retrieved Group OSCORE Security Context CTX, the follow ng
descri bes how the recipient endpoint retrieves from CTX the specific
Reci pi ent Context REC CTX to use.

If the recipient endpoint is a client, hence MSGis a response, the
client is able to sinply retrieve the Recipient Context REC CTX to
use, in case both the follow ng conditions apply:

* The request corresponding to M5G was protected with the pairw se
mode of Group OSCORE.

* The "kid" field is not included in the OSCORE option of MG

In such a case, REC CTX is the Recipient Context associated with the
ot her endpoint for which the request corresponding to M5G was
protected. That is, this client protected such request by using its
Pai rwi se Sender Key associated with that other endpoint.
Consequently, the client perforns the steps defined in Section 4. 3.2,
in order to reverse the obfuscation of the "Partial V' field (if
present) in the OSCORE option of MSG by using REC CTX. Building on
the result, the client uses REC CTX to decrypt and verify MSG as
defined in [I-D.ietf-core-oscore-groupconnj. The specific operations
to perform depend on whether MSGis protected with the group node or
with the pairw se node of G oup OSCORE.

In any other case, the recipient endpoint deternines the Recipient
Context REC CTX to use as follows.

1. Conpose SAMPLE 1 as the first N bytes of the CoAP payl oad of

MSG where N = mi n(LENGTH, 16) and LENGTH denotes the length in
byt es of the CoAP payl oad of MG
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The sane consi derations about LENGTH from Section 4.2 apply.

2. Conpose INPUT_1 by nmeans of the same method at Step 2 of
Section 3.1, using as SAMPLE 1 the result of Step 1 of the
present al gorithm

3. Conpose the 16-byte INPUT_2, by taking INPUT_1 from Step 2 and
negating its last bit.

4. Wthin CTX, select a Recipient Context REC CTX that has not been
sel ected yet during this execution of the present algorithm |If
no such REC CTX is found, then nove to Step 9. O herw se, nove
to Step 5.

5. Conpute the 16-byte KID KEYSTREAM by means of the sane nethod at
Step 7 of Section 3.1. In particular:

* ENC KEY is the hfuscation Recipient Key fromthe | atest
REC CTX selected at Step 4 of the present algorithm

* INPUT_2 is the result of Step 3 of the present algorithm

6. Conpute the 2-byte STAND IN KID val ue, by XORi ng with each
ot her:

* The 2 bytes from LATEST PIV' s start, where LATEST PIV is
determ ned as foll ows.

- |If the OSCORE option of MSG includes the "Partial |V
field, then LATEST_PIV is the val ue encoded within that
field. O herw se,

- MG is a response and LATEST PIV is the val ue encoded
within the "Partial V' field of the OSCORE option of the
correspondi ng request as it was sent on the wire (i.e., in
its obfuscated form.

* The 2 bytes from KI D KEYSTREAM s start, where KI D KEYSTREAM
is the result of Step 5.

7. If the STAND IN KID val ue conputed at Step 6 is not equal to the
val ue encoded in the "kid" field of the OSCORE option of MG
then nove to Step 4.

O herwi se, the latest REC CTX selected at Step 4 is the

Reci pi ent Context to use for decrypting and verifying MSG and
this algorithmnoves to Step 8.
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10.

11.

Run the algorithmin Section 4.3.2, in order to reverse the
obfuscation of the "Partial 1V' and "kid" fields in the OSCORE
option of MSG by using the |atest REC CTX determ ned at Step 7.

Buil ding on the result, the recipient endpoint uses REC CTX to
decrypt and verify MSG as defined in
[I-D.ietf-core-oscore-groupcomr. The specific operations to
perform depend on whether MSGis protected with the group node
or with the pairw se node of G oup OSCORE.

In case of successful decryption and verification, this
algorithmtermnates and the recipient endpoint continues
processi ng M5SG as expect ed.

O herwi se, in case of failed decryption and verification, the
foll owi ng appli es:

* The OSCORE option of MSGis restored to be as it was before
running the algorithmin Section 4.3.2.

* This algorithmnoves to Step 4.

If the application adnits the dynanic derivation of new
Reci pi ent Contexts and the recipient endpoint intends to take
advant age of that, nove to Step 10. Qherwi se, nove to Step 17.

The reci pi ent endpoint contacts the G oup Manager responsible
for the OSCORE group (see Section 12 of
[I-D.ietf-core-oscore-groupconni) and retrieves a set of pairs P
= (ID, CRED), where ID and CRED in each pair P are the Sender ID
and the public authentication credential of a current group
menber .

Dependi ng on the particular realization of Goup Manager, it can
al so be possible to retrieve a sel ected subset of those pairs,
e.g., such that the ID specified therein is not part of a |ist
provided in the request to the G oup Manager. The realization
of Group Manager specified in

[1-D.ietf-ace-key-groupcomm oscore] makes it possible to do so.

Fromthe set obtained at Step 10, select a pair P such that:

* P has not been selected yet during this execution of the
present al gorithm and

* The ID specified within Pis not the Recipient ID stored in
any of the Recipient Contexts within CTX
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12.

13.

14.

15.

If no such Pis found, then nove to Step 17. Qherw se, nove to
Step 12.

Wthin CTX, establish a new Recipient Context REC CTX associ ated
with the sane other group nenber with which the latest pair P
selected at Step 11 is associated. That is, within REC CTX, ID
and CRED from P are stored as the Recipient |ID and

aut hentication credential associated with the other group
memnber .

Conpute the 16-byte KID KEYSTREAM by neans of the sane nethod at
Step 7 of Section 3.1. |In particular:

* ENC KEY is the Obfuscation Recipient Key fromthe | atest
REC CTX established at Step 12 of the present algorithm

* |INPUT_2 is the result of Step 3 of the present algorithm

Conpute the 2-byte STAND IN KID value, by XORi ng with each
ot her:

* The 2 bytes from LATEST PIV' s start, where LATEST PIV is the
sanme one determ ned at Step 6.

* The 2 bytes from KI D KEYSTREAM s start, where Kl D _KEYSTREAM
is the result of Step 13.

If the STAND IN KID val ue conputed at Step 14 is not equal to
the value encoded in the "kid" field of the OSCORE option of
MSG then the follow ng applies:

* Depending on what is specified by the application, the
reci pi ent endpoint MAY delete the | atest REC CTX established
at Step 12.

If REC CTX is deleted in this particular circunstance, then
this deletion does not require the recipient endpoint to
initialize as invalid the Replay Wndow of any new Reci pi ent
Context created later within CTX (see Section 2.6.1.2 of
[1-D.ietf-core-oscore-groupconm).

* This algorithmnoves to Step 11.
O herwi se, the |atest REC CTX established at Step 12 is the

Reci pi ent Context to use for decrypting and verifying MSG and
this algorithmnoves to Step 16.
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4. 3.

16.

17.

2.

Run the algorithmin Section 4.3.2, in order to reverse the
obfuscation of the "Partial 1V' and "kid" fields in the OSCORE
option of MSG by using the latest REC CTX determ ned at Step
15.

Buil ding on the result, the recipient endpoint uses REC CTX to
decrypt and verify M5G as defined in
[I-D.ietf-core-oscore-groupcomr. The specific operations to
perform depend on whether MSGis protected with the group node
or with the pairw se node of G oup OSCORE.

In case of successful decryption and verification, this
algorithmtermnates and the recipient endpoint continues
processi ng MSG as expect ed.

O herwise, in case of failed decryption and verification, the
foll owi ng appli es:

* Depending on what is specified by the application, the
reci pi ent endpoi nt MAY del ete the | atest REC CTX deterni ned
at Step 15.

If REC CTX is deleted in this particular circunstance, then
this deletion does not require the recipient endpoint to
initialize as invalid the Replay Wndow of any new Reci pi ent
Context created later within CTX (see Section 2.6.1.2 of
[I-D.ietf-core-oscore-groupconm).

* The OSCORE option of MSGis restored to be as it was before
running the algorithmin Section 4.3.2.

* This algorithmnoves to Step 11.

The reci pient endpoint perfornms the same error handling defined
in[I-D.ietf-core-oscore-groupcommi for the case where a

Reci pi ent Context is ultimately not found.

Reversing the Field Obfuscation

G ven a Recipient Context RX CTX that was retrieved according to what
is specified in Section 4.3.1, the recipient endpoint perforns the
followi ng steps, in order to reverse the obfuscation of the "Parti al
V' and "kid" fields in the OSCORE option of the protected incomni ng
nmessage MSG

1.

If the OSCORE option of MSG includes the "kid" field, nove to
Step 2. Qherwise, nove to Step 3.
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2. In the "kid" field of the OSCORE option of MSG replace the
current STAND IN KID value with the Recipient 1D specified in
RX_CTX.

Unl ess the Recipient ID has a length of 2 bytes, this step alters
the length of the OSCORE option value. |In such a case, the

reci pi ent endpoi nt MJST update the "Option Length" field of the
OSCORE option accordingly (see Section 3.1 of [RFC7252]).

3. If the OSCORE option of MSG includes the "Partial IV' field, nove
to Step 4. Oherwise, termnate this algorithm

4. Conpute the 16-byte PlIV_KEYSTREAM by neans of the same net hod
defined at Step 3 of Section 3.1. In particular:

* ENC KEY is the bfuscation Recipient Key fromthe RX CTX that
is used during this execution of the present algorithm

* |NPUT_1 is conmposed by means of the sane nmethod defined at
Step 2 of Section 4.3.1. Note that, except for the particul ar
case di scussed at the beginning of Section 4.3.1 where the
reci pient endpoint is a client, INPUT_1 was al ready conputed
when actually performng Step 2 of Section 4.3.1.

5. Compute the PIV value, by XORing with each other:

*  The ENC PIV val ue encoded within the "Partial 1V' field of the
OSCORE option of MG and

* The Q bytes from PIV_KEYSTREAM s start, where Qis the length
in bytes of the "Partial IV' field and PIV_KEYSTREAMis the
result of Step 4.

6. In the "Partial IV' field of the OSCORE option of MSG replace
its current ENC PIV value with the PIV value conputed at Step 5.

4.4. External Signature Checker
TBD
Editor’s note: describe howto ensure that an external signature
checker (see Section 7.5 of [I-D.ietf-core-oscore-groupcomm) can

still performits intended operations, when the "Partial |IV' and
"kid" fields of the OSCORE option are obfuscated.
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5.

Agreement on Obfuscating Fields in the OSCORE Option

If an endpoi nt does not have an explicit agreement with its peer(s)
about enpl oyi ng the nmethod specified in this docunent when using a
(Group) OSCORE Security Context CTX, the followi ng applies in order
to preserve interoperability:

*

The endpoi nt MJUST NOT obfuscate the "Partial V' and "kid" fields
in the OSCORE option of its outgoing messages protected with CTX

The endpoint MJUST NOT attenpt to reverse the obfuscation of the
"Partial V' and "kid" fields in the OSCORE option of incom ng
messages protected with CTX

The rest of this section defines nmeans that endpoints can use to
reach an agreenent about obfuscating the "Partial IV' and "kid"
fields as per the nethod specified in this docunent.

5.1

Agreenent for OSCORE

TBD

Editor’s note: expected means to cover incl ude:

*

5. 2.

Pr e- provi si oni ng

I n EDHCC

In the OSCORE profile of the ACE franework
In OVA Li ghtwei ght Machi ne-to-Machi ne (Lw2M

Agreenent for G oup OSCORE

TBD

Editor’s note: expected nmeans to cover incl ude:

*

*

The OSCORE G oup Manager based on the ACE franmework
- Messages to (candi date) group nenbers

- Messages to external signature verifiers

- Message to/from an Admi ni strator

A CoAP server supporting observe nulticast notifications and self-
managi ng the OSCORE group for its group observations.
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6. Security Considerations

The sane security considerations from|[RFC8613] and
[1-D.ietf-core-oscore-groupcomm hold for this document when nessages
are protected with OSCORE or Group OSCORE, respectively.

Furthernore, the follow ng considerations al so apply.

6.1. MninmmLength of Sender Sequence Numbers

As per Section 3.1, a Sender Sequence Nunber value has to be at |east
65536 when using the nethod defined in this docunent.

This ensures that the "Partial |IV' field of the OSCORE option has a
length of at least 3 bytes. In turn, this defeats possible attenpts
to track an endpoint or to fingerprint its traffic that |everage a
transition of the length of the "Partial IV' field from1l to 2 bytes,
or from2 to 3 bytes.

An exception applies to the special case discussed in Section 3.3.1,
where the requirement above does not apply for the one-off EDHOC +
OSCORE request [ RFC9668]. However, the requirement does apply for
all the nmessages that the two endpoints exchange after the EDHOC +
OSCORE request and that are protected with the sane OSCORE Security
Cont ext .

6. 2. Limtations

The nethod defined in this docunent provides confidentiality
protection of the Partial |V against passive adversari es.

An active adversary could guess the plain Partial IV and have a
reci pi ent OSCORE endpoi nt confirmthe guesses, e.g., taking advantage
of timng side channels. For instance, this can be the case when the
reci pi ent endpoi nt discards an incom ng nessage that is detected as a
replay, i.e., without attenpting to decrypt and verify the nessage
and hence revealing information through tim ng side channels.

Simlarly, depending on whether the processing of an inconing request
message fails due to a replay detection or instead to a failed
decryption and verification, the recipient endpoint would foll ow up
by sending different, unprotected error response nessages, which the
adversary can | everage to confirmthe guesses.
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6

3. Encryption Robustness

VWhen performng the steps at Section 3.1 and Section 3.2, using the
same (bfuscation Key and SAMPLE 1 nore than once risks conpronising
the encryption of the PIV value in the "Partial V' field. That is,
encrypting the PIV_A and PIV_B values of two different "Partial IV
fields by | everaging the sanme Obfuscation Key and SAMPLE 1 reveal s
the exclusive OR of PIV_A and PIV_B.

Assum ng that SAMPLE 1 is consistent with the outconme of a
pseudorandom function (PRF), if L bits are sanpled, then the odds
that two SAMPLE 1 byte strings of length L are identical approach P =
27(-L/2), that is, the birthday bound. For nessages protected with
(Group) OSCORE, SAMPLE 1 has a minimumlength L_MN of 72 bits and a
maxi mum | ength L_MAX of 128 bits. Therefore, P is at |east 2736
(when the CoAP payload has a length of L MN bits) and at nost 2764
(when the CoAP payl oad has a length of L MAX bits or nore).

6.4. |Inpact on Endpoint Trackability

8.

8.

The tracking of an OSCORE endpoint that mgrates to a new network
path can be largely counteracted by using the nethod defined in this
docunent, if conbined with the use of new source addressing

information (e.g., |P address and |ink-layer address). |[|f addressing
i nformati on does not change upon network migration, an on-path
adversary might still be able to track an endpoint.

Even if conbined with the change of addressing information upon
network migration, the nethod defined in this docunent does not
prevent other properties of network packets, e.g., their timng or
I ength, frombeing used to correlate activities of the sanme endpoint
across different network paths.

I ANA Consi derations
TBD

Editor’s note: expected actions are registrations of new parameters
that effectively enable the nmeans defined in Section 5.
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