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Abst ract

Group communi cati on over the Constrained Application Protocol (CoAP)
can be secured by nmeans of G oup Object Security for Constrained
RESTf ul Environnents (Group OSCORE). At deploynent tinme, devices may
not know the exact security groups to join, the respective G oup
Manager, or other information required to performthe joining
process. This docunent defines how a CoAP endpoi nt can use
descriptions and |inks of resources registered at the CoRE Resource
Directory to discover security groups and to acquire information for
joining themthrough the respective G oup Manager. A given security
group can be used to protect comunications in nmultiple application
groups, which are separately announced in the Resource Directory as
sets of endpoints sharing a pool of resources. This approach is
consistent with, but not Iimted to, the joining of security groups
based on the ACE franmework for Authentication and Authorization in
constrai ned environments.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Constrai ned RESTf ul
Envi ronments Working Group mailing list (core@etf.org), which is

archived at https://mailarchive.ietf.org/arch/browse/core/.

Source for this draft and an issue tracker can be found at
https://gitlab.com crinmson84/draft-til oca-core-oscore-di scovery.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 3 Septenber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Constrai ned Application Protocol (CoAP) [RFC7252] supports group
communi cation [I-D.ietf-core-groupcommbis], e.g., over IP nulticast,
to inprove efficiency and | atency of comuni cation and reduce

bandwi dth requirenments. A set of CoAP endpoints constitutes an
application group by sharing a common pool of resources, which can be
efficiently accessed through group commruni cation. The menbers of an
application group can be nenbers of a security group, thus sharing a
common set of keying material to secure group commruni cation

The security protocol G oup bject Security for Constrai ned RESTf ul
Envi ronments (Group OSCORE) [I-D.ietf-core-oscore-groupcomi builds
on OSCORE [ RFC8613] and protects CoAP nessages end-to-end in group
communi cati on contexts through CBOR hject Signing and Encryption
(CCSE) [ RFC9052] [ RFCO053]. An application group can rely on one or
nore security groups, and a security group can be used by nultiple
application groups at the same tine.

A CoAP endpoint relies on a Goup Manager (GV) to join a security
group and obtain the correspondi ng group keying material. The
joining process specified in [I-D.ietf-ace-key-groupcomtoscore] is
based on the ACE framework for Authentication and Authorization in
constrai ned environments [ RFC9200], with the joining endpoint and the
GM acting as ACE client and resource server, respectively. That is,
the j oi ni ng endpoi nt accesses the group-nenbership resource exported
by the GM and associated with the security group to join.
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Typi cally, devices store a static X 509 IDevlD certificate installed
at manufacturing tine [ RFC8995]. This is used at deploynent tinme
during an enroll ment process that provides the devices with an
Qperational Certificate, possibly updated during the device lifetine.
Qperational Certificates may specify information to join security
groups, especially a reference to the group-nenbership resources to
access at the respective G\.

However, it is usually inpossible to provide such precise information
to freshly depl oyed devices, as part of their (early) Operationa
Certificate. This can be due to a nunber of reasons: (1) the
security group(s) to join and the responsible GVNs) are generally
unknown at manufacturing time; (2) a security group of interest is
created, or the responsible GMis deployed, only after the device is
enrolled and fully operative in the network; (3) information rel ated
to existing security groups or to their Gw has changed. This
requires a nmethod for CoAP endpoints to dynamically discover security
groups and their GM and to retrieve relevant infornmation about

depl oyed groups.

To this end, CoAP endpoints can use descriptions and |inks of group-
menbership resources at Gvs, to discover security groups and retrieve
the information required for joining them Wth the discovery
process of security groups expressed in terns of links to resources,
the remaining problemis the discovery of those links. The CoRE
Resource Directory (RD) [RFC9176] nakes it possible to perform such
di scovery in an efficient way and it is expected to be used in nany
setups that woul d benefit of security group discovery.

Thi s docunent builds on that approach and defines how CoAP endpoints
can use the RDto performthe link discovery steps, in order to

di scover security groups and retrieve the information required to
join themthrough their GM 1In short, the GMregisters as an
endpoint with the RD. The resulting registration resource includes
one link per security group under that GV specifying the path to the
rel ated group-nmenbership resource to access for joining that group

Addi tional descriptive information about the security group is stored
with the registered link. 1In an RD based on the Constrai ned RESTf ul
Envi ronnents (CoRE) Link Format [RFC6690] as defined in [ RFC9176],
this information is specified as target attributes of the registered
link and includes the identifiers of the application groups that use
that security group. This enables a | ookup of those application
groups at the RD, where they are separately announced by a
Conmi ssi oni ng Tool (see Appendix A of [RFCI9176]).
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When querying the RD for security groups, a CoAP endpoint can use
CoAP observation [ RFC7641]. This results in automatic notifications
on the creation of new security groups or on the update of existing
groups. Thus, it facilitates the early depl oyment of CoAP endpoints,
i.e., even before the GMis deployed and security groups are created.

Interaction exanples are provided in the CoRE Link Format as well as
in the Constrai ned RESTful Application Language CoRAL
[I-Dietf-core-coral] with reference to a CoRAL-based RD

[1-D. hartke-t2trg-coral -reef].

The exanples in CoRAL are expressed in the Concise Binary Object
Representati on (CBOR) extended di agnostic notation as defined in
Section 8 of [RFC8949] and Appendi x G of [RFC8610] ("diagnostic
notation"), and they refer to values fromexternal dictionaries using
Packed CBOR [I-D.ietf-cbor-packed]. D agnostic notation coments are
often used to provide a textual representation of the nuneric
paraneter nanes and val ues. Section 1.2 introduces the notation and
assunptions used in the CoRAL exanpl es.

The approach defined in this docunent is consistent with, but not
limted to, the joining of security groups defined in
[1-D.ietf-ace-key-groupcomm oscore].

1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

Readers are expected to be famliar with the terms and concepts from
the follow ng specifications.

* The CoRE Link Format [ RFC6690] and the CoRE Resource Directory
[ RFCO176] .

* The Constrained RESTful Application Language (CoRAL)
[I-D.ietf-core-coral] and Constrai ned Resource ldentifiers (CRIS)
[I-D.ietf-core-href].

*  CBOR [ RFC8949] and Packed CBOR [I-D.ietf-cbor-packed].

*  CoAP [RFC7252], also in group conmunication scenari os
[1-D.ietf-core-groupcombis].
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* The security protocol Goup Object Security for Constrained
RESTf ul Envi ronnments (G oup OSCORE)
[I-D.ietf-core-oscore-groupconmm and the joining of security
groups defined in [I-D.ietf-ace-key-groupconm oscore].

Consistently with the definitions from Section 2.1 of
[1-D.ietf-core-groupcommbis], this docunent also refers to the
foll owi ng term nol ogy.

* CoAP group: a set of CoAP endpoints that are all configured to
recei ve CoAP multicast nessages sent to the group’s associated IP
mul ti cast address and UDP port nunber. An endpoint can be a
menber of multiple CoAP groups by subscribing to nmultiple IP
mul ti cast addresses.

* Security group: a set of CoAP endpoints that share the sane
security material and use it to protect and verify exchanged
messages. A CoAP endpoint can be a nenber of nultiple security
groups. Between CoAP groups and security groups, there can be a
many-t o- many, one-to-nmany, many-to-one, or one-to-one
rel ati onshi p.

Thi s docunent especially considers a security group to be an
OSCORE group, i.e., all nmenbers share one Group OSCORE Security
Context to protect group comuni cation with G oup OSCORE
[I-D.ietf-core-oscore-groupcomr. However, the approach defined
in this docunent can be used to support the discovery of different
security groups than OSCORE groups.

* Application group: a set of CoAP endpoints that share a common set
of resources. An endpoint can be a nmenber of nultiple application
groups. Between application groups and security groups, there can
be a many-to-nmany, one-to-many, many-to-one, or one-to-one
relati onship. Application groups are announced in the RD by a
Conmi ssi oni ng Tool, according to the RD-Groups usage pattern (see
Appendi x A of [RFC9176]).

Like [I1-D.ietf-core-oscore-groupconm, this docunment al so uses the
following term

* Authentication credential: information associated with an entity,
including that entity's public key and paraneters associated with
the public key. Exanples of authentication credentials are CBOR
Web Tokens (CWs) and CW d ainms Sets (CCSs) [ RFC8392], X 509
certificates [RFC5280], and C509 certificates
[1-D.ietf-cose-cbhor-encoded-cert].
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Term nol ogy for constrai ned environnents, such as "constrained
devi ce" and "constrai ned-node network", is defined in [ RFC7228].

1.2. Notation and Assunptions in the CoRAL Exanpl es

As per Section 2.4 of [I-D.ietf-core-coral], CoRAL expresses Uniform
Resource ldentifiers (URIs) [ RFC3986] as Constrai ned Resource
Identifier (CRI) references [I-D.ietf-core-href].

Thr oughout this docunment, the exanples in CoRAL use the follow ng
not ati on.

When using the CURIE syntax [CURI E-20101216], the follow ng applies.

* linkformat’ stands for http://ww.iana. org/assi gnments/
I'i nkf ormat/

This URI is to be defined with | ANA, together with other URI s that
build on it through further path segments, e.g.,
http://wwv. i ana. or g/ assi gnnent s/ 1 inkformat/rt

* ’'rel’ stands for http://ww.iana.org/assignments/rel ation/

This URI is to be defined with | ANA, together with other URI s that
build on it through further path segments, e.g.,
http://ww. i ana. or g/ assi gnnent s/rel ati on/ hosts

* ‘'reef’ stands for http://coreapps.org/reef

When using a URI http://ww.iana. org/assignments/Iinkfornmat/SEGL/ SEQ

* The path segnment SEGL is the name of a web link target attribute.
Nanes of target attributes used in the CoRE Link Format [RFC6690]
are expected to be coordi nated through the "Target Attributes”
registry [Target. Attributes] defined in [ RFC9423].

* The path segment SE& is the value of the target attribute.

When using a URI http://ww.iana.org/assignments/relation/SEG, the
pat h segnment SEG denotes a Wb Linking relation type [ RFC3288].

The application-extension identifier "cri" defined in Section 3.4 of
[I-D.ietf-cbor-edn-literals] is used to notate a CBOR Ext ended

Di agnostic Notation (EDN) literal for a CRI or CRI reference. This
format is not expected to be sent over the network.
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Packed CBOR [I-D.ietf-cbor-packed] is also used, thus reducing
representation size. The exanples especially refer to the val ues
fromthe three shared itemtables in Appendix B.

Finally, the exanples use the CoAP Content-Format | D 65087 for the
medi a type "application/coral +cbor".

2. Registration of G oup Manager Endpoints

During deploynent, a G oup Manager (GW can find the CoRE Resource
Directory (RD) as described in Section 4 of [ RFC9176].

Afterwards, the GMregisters as an endpoint with the RD, as described
in Section 5 of [RFCO9176]. The GM SHOULD NOT use the Sinple
Regi stration approach described in Section 5.1 of [RFC9176].

When registering with the RD, the GMal so registers the links to all
t he group-menbership resources that it has at that point in tinme,
i.e., one for each of its security groups.

In the registration request, each link to a group-nmenbership resource
has as target the URI of that resource at the GM Also, it specifies
a nunber of descriptive paraneters as defined in Section 2. 1.

Furthernmore, the GM MAY additionally register the link to its
resource inplementing the ACE authorization information endpoint (see
Section 5.10.1 of [RFC9200]). A joining node can provide the GMwith
its own access token by sending it in a request targeting that
resource, thus proving to be authorized to join certain security
groups (see Section 6.1 of [I-D.ietf-ace-key-groupcomoscore]). In
such a case, the link MJST include the paraneter 'rt’, with val ue
"ace.ai" (see Section 8.2 of [RFC9200]).

2. 1. Paranet ers

For each registered link to a group-nenbership resource at a GM the
foll owi ng paraneters are specified together with the Iink.

In the RD defined in [ RFC9176] and based on the CoRE Link Format,
each paraneter is specified in a target attribute with the sane nane.

In an RD based on CoRAL, such as the one defined in

[1-D. hartke-t2trg-coral -reef], each paraneter is specified in a
nested element with the sane nane.
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"ct’, specifying 261 as the ID of the CoAP Content-Format used for
interactions with the group-nenbership resource at the G oup
Manager. This is associated with the nmedia type "application/ace-
groupcommtcbor" and is registered in Section 11.2 of [ RFC9594].

"rt’, specifying the resource type of the group-nmenbership
resource at the Group Manager, with value "core.osc.gm registered
in Section 17.10 of [I-D.ietf-ace-key-groupcomm oscore].

"if', specifying the interface description for accessing the
group- nenber ship resource at the G oup Manager, with val ue
"ace.group” registered in Section 11.5 of [RFC9594].

"sec-gp’, specifying the name of the security group of interest as
a stable and invariant identifier, such as the group nanme used in
[1-D.ietf-ace-key-groupcomtoscore]. This paraneter MJST specify
a single val ue.

"app-gp’, specifying the name of an application group associated
with the security group of interest indicated by 'sec-gp’'. This
par anet er MJUST occur once for each application group associ ated
with the security group, and each occurrence MJST specify only a
singl e application group

When a security group is created at the GM the nanes of the
application groups using it are also specified as part of the
security group configuration (see [I-D.ietf-ace-oscore-gmadmn][I
-D.ietf-ace-oscore-gmadm n-coral]). Thus, when registering the
links to its group-nenbership resource, the GMis aware of those
application groups and their nanes.

If a different entity than the GMregisters the security groups to
the RD (e.g., a Commissioning Tool), this entity has to al so be
aware of the application groups and their nanes to specify. To
this end, it can obtain themfromthe GMor fromthe Adm nistrator
that created the security groups at the GM (see [I-D.ietf-ace-o0sco
re-gmadnmin][1-D.ietf-ace-oscore-gmadm n-coral]).

Optionally, the follow ng paraneters can also be specified. |If the
CoRE Link Format is used, the value of each of these parameters is
encoded as a text string.

*

"hkdf’, specifying the HKDF al gorithmused in the security group,
e.g., aligned with the paraneter HKDF Algorithmin the G oup
OSCORE Security Context (see Section 2 of
[I-D.ietf-core-oscore-groupcomm). |If present, this paraneter
MUST specify a single value, which is taken fromthe ’'Val ue
colum of the "COSE Al gorithnms" Registry [COSE. Al gorithmns].
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* ‘'cred-fm’, specifying the format of the authentication
credentials used in the security group, e.g., aligned with the
paraneter Authentication Credential Format in the G oup OSCORE
Security Context (see Section 2 of
[I-D.ietf-core-oscore-groupcomm). |If present, this paraneter
MUST specify a single value, which is taken fromthe ' Label’
columm of the "COSE Header Paraneters" Registry
[ COSE. Header . Paraneters]. Acceptabl e values denote a format that
MJST explicitly provide the public key as well as the
conprehensive set of information related to the public key
algorithm including, e.g., the used elliptic curve (when
appl i cabl e).

At the time of witing this specification, acceptable formts of
aut hentication credentials are CBOR Wb Tokens (CWMs) and COAT
Claim Sets (CCSs) [RFC8392], X.509 certificates [RFC5280], and
C509 certificates [I-D.ietf-cose-cbhor-encoded-cert]. Further
formats may be available in the future, and would be acceptable to
use as long as they conply with the criteria defined above.

[ As to C509 certificates, there is a pending registration
requested by draft-ietf-cose-cbor-encoded-cert. ]

* 'gp-enc-alg’, specifying the encryption algorithmused to encrypt
messages in the security group when these are al so signed, e.g.,
aligned with the parameter G oup Encryption Algorithmin the G oup
OSCORE Security Context (see Section 2 of
[I-D.ietf-core-oscore-groupconmi) to be used with the group node
of Group OSCORE (see Section 7 of
[I-D.ietf-core-oscore-groupcomm). |If present, this paraneter
MUST specify a single value, which is taken fromthe ' Val ue’
columm of the "COSE Al gorithnms" Registry [ COSE. Al gorithns].

* ’'sign-alg', specifying the algorithmused to sign nessages in the
security group, e.g., aligned with the paraneter Signature
Algorithmin the G oup OSCORE Security Context (see Section 2 of
[I-D.ietf-core-oscore-groupconm) to be used with the group node
of G oup OSCORE (see Section 7 of
[I-D.ietf-core-oscore-groupcomm). |If present, this paraneter
MUST specify a single value, which is taken fromthe ' Val ue’
columm of the "COSE Al gorithns" Registry [ COSE. Al gorithns].

* ’sign-key-kty', specifying the key type of signing keys used to
sign nmessages in the security group. |If present, this parameter
MJUST specify a single value, which is taken fromthe ' Val ue’
columm of the "COSE Key Types" Registry [ COSE. Key. Types].
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* ’sign-key-crv', specifying the elliptic curve (if applicable) of
si gni ng keys used to sign nmessages in the security group. |If
present, this parameter MJST specify a single value, which is
taken fromthe 'Value' colum of the "COSE Elliptic Curves"

Regi stry [COSE. El li ptic. Curves].

* alg', specifying the encryption algorithmused to encrypt
messages in the security group when these are encrypted with
pai rwi se encryption keys, e.g., aligned with the paranmeter AEAD
Algorithmin the Goup OSCORE Security Context (see Section 2 of
[I-D.ietf-core-oscore-groupcomm) to be used with the pairw se
nmode of Group OSCORE (see Section 8 of
[I-D.ietf-core-oscore-groupcomm). |If present, this paraneter
MJST specify a single value, which is taken fromthe ’Val ue
columm of the "COSE Al gorithnms" Registry [ COSE. Al gorithns].

* ‘'ecdh-alg', specifying the ECDH al gorithmused to derive pairw se
encryption keys in the security group, e.g., aligned with the
paraneter Pairw se Key Agreenent Algorithmin the G oup OSCORE
Security Context (see Section 2 of
[I-D.ietf-core-oscore-groupconm) to be used with the pairw se
node of Group OSCORE (see Section 8 of
[I-D.ietf-core-oscore-groupcomm). |If present, this paraneter
MUST specify a single value, which is taken fromthe ’'Val ue
colum of the "COSE Al gorithnms" Registry [COSE. Al gorithmns].

* 'ecdh-alg-crv’', specifying the elliptic curve for the ECDH
al gorithmused to derive pairw se encryption keys in the security
group. |If present, this paraneter MJST specify a single val ue,
which is taken fromthe 'Value' colum of the "COSE Elliptic
Curves" Registry [COSE. Elliptic.Curves].

* ecdh-key-kty', specifying the key type of keys used with an ECDH
algorithmto derive pairw se encryption keys in the security
group. |If present, this paraneter MJST specify a single val ue,
which is taken fromthe ’Value' colum of the "COSE Key Types"
Regi stry [ COSE. Key. Types].

* ecdh-key-crv’', specifying the elliptic curve of keys used with an
ECDH al gorithmto derive pairwi se encryption keys in the security
group. |If present, this paraneter MJST specify a single val ue,
which is taken fromthe 'Value' colum of the "COSE Elliptic
Curves" Registry [COSE. Elliptic.Curves].

* det-hash-al g, specifying the hash algorithmused in the security
group when producing determnistic requests, e.g., as defined in
[1-D.ietf-core-cacheabl e-oscore]. |If present, this paraneter MJST
specify a single value, which is taken fromthe 'Value' colum of
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the "COSE Al gorithnms" Registry [COSE. Algorithns]. This paraneter
MUST NOT be present if the security group does not use
determni stic requests.

* 'rekeyi ng-schene’, specifying the rekeying schene used in the
security group for distributing new group keying neterial to the
group nenbers. |f present, this paraneter MJST specify a single
val ue, which is taken fromthe 'Value' colum of the "ACE
G oupconm Rekeyi ng Schenes" registry defined in Section 11.13 of
[ RFC9594] .

If the security group does not recur to nmessage signing, then the
paraneters 'gp-enc-alg’, 'sign-alg , ’'sign-key-kty' , and ’sign-key-
crv’ MJST NOT be present. For instance, this is the case for a
security group that uses G oup OSCORE and uses only the pairw se node
(see Section 8 of [I-D.ietf-core-oscore-groupcomi).

If the security group does not recur to nmessage encryption through
pai rwi se encryption keys, then the paranmeters 'alg , 'ecdh-alg’,
"ecdh-al g-crv’', ’'ecdh-key-kty', and ’'ecdh-key-crv’ MJST NOT be
present. For instance, this is the case for a security group that
uses Group OSCORE and uses only the group node see Section 7 of
[1-D.ietf-core-oscore-groupconm).

Note that the values registered in the COSE Registries

[ COSE. Al gorithms] [ COSE. El i ptic. Curves] [ COSE. Key. Types] are strongly
typed. On the contrary, the CoRE Link Format is weakly typed and
thus does not distinguish between, for instance, the string val ue
"-10" and the integer val ue -10.

Thus, in RDs that return responses in the CoRE Link Format, string
val ues which look like an integer are not supported. Therefore, such
val ues MUST NOT be advertised through the correspondi ng paraneters
above.

A CoAP endpoint that queries the RD to discover security groups and
their group-menbership resource to access (see Section 4) woul d
benefit fromthe information above as foll ows.

* The values of 'cred-fm’', 'sign-alg’, 'sign-key-kty', 'sign-key-
crv’', 'ecdh-alg , 'ecdh-alg-crv', 'ecdh-key-kty', and 'ecdh-key-
crv’ related to a group-nenbership resource provide an early
know edge of the format of authentication credentials as well as
of the type of public keys used in the security group

Thus, the CoAP endpoi nt does not need to ask the GMfor this

information as a prelimnary step before the joining process, or
to performa trial-and-error joining exchange with the GM Hence,
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2

2

at the very first step of the joining process, the CoAP endpoi nt
is able to provide the GMwith its own authentication credenti al
in the correct expected format and including a public key of the
correct expected type.

* The values of 'hkdf’', 'gp-enc-alg, 'sign-alg’, 'alg', and 'ecdh-
alg’ related to a group-nmenbership resource provide an early
know edge of the algorithns used in the security group

Thus, the CoAP endpoint is able to decide whether to actually
proceed with the joining process, depending on its support for the
i ndi cated al gorithns.

2. Rel ation Link to Authorization Server

For each registered link to a group-nenbership resource, the GV MAY
additionally specify the link to the ACE authorization server (AS)

[ RFC9200] associated with the GM and that issues authorization
credentials to join the security group as described in
[1-D.ietf-ace-key-groupcom oscore].

The link to the AS has as target the URI of the resource where to
send an authorization request to.

In the RD defined in [ RFC9176] and based on the CoRE Link Format, the
link to the AS is separately registered with the RD and includes the
foll owi ng paraneters as target attributes

* ’'rel’, with value "authorization_server".

* Tanchor’, with value the target of the link to the group-
menber ship resource at the GM

In an RD based on CoRAL, such as the one defined in

[1-D. hartke-t2trg-coral -reef], this is napped (as describe there) to
alink fromthe registration resource to the AS, using the
<http://ww.iana. org/assi gnments/rel ati on/ aut hori zati on_server> |ink
relation type.

3. Registration Exanpl e

The exanpl e bel ow shows a GM with endpoi nt nanme "gml" and address
[ 2001: db8::ab] that registers with the RD

The GM specifies the value of the 'sec-gp’ paraneter for accessing

the security group with nane "feedca570000". The security group is
used by the application group with nanme "groupl" specified with the
val ue of the 'app-gp paraneter.
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The signature algorithmused in the security group is Ed25519 (-19),
i.e., the EADSA al gorithmused with the elliptic curve Ed25519 (see
[ RFCO864]) .

Aut hentication credentials used in the security group are X 509

certificates [RFC5280], which is indicated through the COSE Header
Par amet er "x5chain" (33). The ECDH al gorithmused in the security
group is ECDH SS + HKDF-256 (-27), with elliptic curve X25519 (4).

In addition, the GM specifies the link to the ACE authorization
server associated with the GM to which a CoAP endpoi nt should can
send an Aut horization Request for obtaining an authorization
credential to use for joining the correspondi ng security group (see
[1-D.ietf-ace-key-groupcomm oscore]).

2.3.1. Exanple in Link Format
Request: GM -> RD

Req: POST coap://rd. exanpl e. com r d?ep=gni
Content-Format: 40 (application/link-format)

Payl oad:

</ ace- group/ f eedca570000>; ct =261; rt ="core. osc. gn'; i f ="ace. group";
sec- gp="feedca570000"; app- gp="groupl";
cred-fnt="33"; gp-enc-al g="10";
sign-al g="-19"; al g="10";
ecdh-al g="-27"; ecdh-al g-crv="4",

<coap:// as. exanpl e. conf t oken>; rel ="aut hori zati on-server";

anchor ="coap://[2001: db8: : ab] / ace- gr oup/ f eedca570000"

Response: RD -> GM

Res: 2.01 (Created)
Location-Path: /rd/ 4521

2.3.2. Exanple in CoRAL

Request: GM -> RD

Tiloca, et al. Expi res 3 Septenber 2026 [ Page 14]



I nternet-Draft OSCORE group di scovery with the CoRE RD March 2026

Req: POST coap://rd. exanple.comrd
Content - Format: 65087 (application/coral +cbor)

Payl oad:
[

[1, cri’coap://[2001:db8::ab]'],
[2, 6(-22) /| item59 for reef:ep /, "gml"],
[

2, 6(-20) / itemb55 for reef:#rd-item/,
cri’/ace-group/feedca570000’,

[

[2, sinmple(8) / item8 for linkformat:ct /, 261],
[

2, simple(6) / item6®6
6(200) / item 416 for

1.

[
2, sinmple(7) / item7
6(250) / item516 for

1,

[2, 6(-3) / item21 for
[2, 6(3) [/ item?22 for
[2, 6(4) [ item24 for
[2, 6(-5) / item 25 for
[2, 6(5) [/ item 26 for
[2, 6(-7) / item 29 for
[2, 6(7) [/ item30 for
[2, 6(-8) / item 31 for
[

2, simple(l) / iteml
cri’ coap://as. exanpl e.
]
]
]
]

Response: RD -> GM

Res: 2.01 (Created)
Location-Path: /rd/ 4521

for linkformat:rt /,
cri’ http://wwv. i ana. org/assi gnnent s/
linkformat/rt/core.osc.gm /

for linkformat:if /,
cri’http://ww. i ana. org/assi gnnents/
I'inkformat/if/ace.group’ /

i nkformat:sec-gp / , "feedca570000"],
i nkf ormat:app-gp / , "groupl"],

i nkformat:cred-fm / , 33],

i nkf ormat: gp-enc-alg / , 10],
inkformat:sign-alg / , -19],
inkformat:alg / , 10],
nkformat:ecdh-alg / , -27],

nkf ormat : ecdh-al g-crv / , 4],

for rel:authorization-server / |,
com t oken’
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3.

3.

Addi tion and Update of Security G oups

The GMis responsible to refresh the registration of all its group-
menbership resources in the RD. This neans that the GM has to update
the registration withinits lifetine as per Section 5.3.1 of

[ RFCO176] and that it has to change the content of the registration
when a group-nenbership resource is added/renoved, or if its
paraneters have to be changed, such as in the follow ng cases:

* The GV creates a new security group and starts exporting the
rel ated group-nmenbership resource.

*  The GM dism sses a security group and stops exporting the rel ated
gr oup- nenber shi p resource

* |Information related to an existing security group changes, e.g.,
the list of associated application groups.

To performan update of its registrations, the GM can re-register
with the RD and fully specify all links to its group-nenbership
resour ces

Al ternatively, the GM can performa PATCH i PATCH [ RFC8132] request to
the RD, as per Section 5.3.3 of [RFC9176]. This requires new nedia
types to be defined in future standards, to apply a new docunent as a
patch to an existing stored docunent.

1. Addition Exanple

The exanpl e bel ow shows how the GM from Section 2 re-registers with
the RD. VWhen doing so, it specifies:

* The sane previous group-nenbership resource associated with the
security group with nane "feedca570000".

* An additional group-nmenbership resource associated with the
security group with nane "echOech00000". The security group is
used by the application group with name "group2"

* A third group-nenbership resource associated with the security
group with nanme "abcdef 120000". The security group is used by two
application groups with nane "group3" and "group4"

Furthernore, the GMrel ates the sane authorization server also to the
security groups "ech0ech00000" and "abcdef120000".
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3.1.1. Exanple in Link Format
Request: GM -> RD

Req: POCST coap://rd. exanpl e. com r d?ep=gni
Content-Format: 40 (application/link-fornmat)

Payl oad:
</ ace- group/ f eedca570000>; ct =261; rt ="core. osc. gnt'; i f =" ace. group”;
sec-gp="feedca570000"; app- gp="groupl”;
cred-fnt="33"; gp-enc-al g="10";
sign-al g="-19"; al g="10";
ecdh-al g="-27"; ecdh-al g-crv="4",
</ ace- group/ ech0ech00000>; ct =261; rt ="core. osc. gn'; i f ="ace. group";
sec- gp="echOech00000"; app- gp="gr oup2";
cred-fnt="33"; gp-enc-al g="10";
sign-al g="-19"; al g="10";
ecdh-al g="-27"; ecdh-al g-crv="4",
</ ace- group/ abcdef 120000>; ct =261; rt ="core. osc. gn'; i f ="ace. group";
sec- gp="abcdef 120000"; app- gp="gr oup3";
app- gp="group4"; cred-fnt="33";
gp-enc-al g="10"; si gn-al g="-19"; al g="10";
ecdh-al g="-27"; ecdh-al g-crv="4",
<coap:// as. exanpl e. conf t oken>; rel ="aut hori zati on- server";
anchor ="coap://[2001: db8: : ab] / ace- gr oup/ f eedca570000",
<coap: // as. exanpl e. conf t oken>; rel =" aut hori zati on- server";
anchor ="coap://[2001: db8: : ab] / ace- gr oup/ echOech00000",
<coap:// as. exanpl e. conf t oken>; rel ="aut hori zati on-server";
anchor ="coap://[2001: db8: : ab] / ace- gr oup/ abcdef 120000"

Response: RD -> GM

Res: 2.04 (Changed)
Locati on-Path: /rd/ 4521

3.1.2. Exanple in CoRAL
Request: GM -> RD

Req: POST coap://rd. exanple.comrd
Content-Forrmat: 65087 (application/coral +chor)

Payl oad:
[
[1, cri’coap://[2001:db8::ab]’],
[2, 6(-22) / item59 for reef:#ep /, "gnl"],

2, 6(-20) / itemb55 for reef:#rd-item/,
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cri’/ace-group/feedca570000’,

[
[2, simple(8) / item8 for linkformat:ct /, 261],
[2, sinmple(6) / item®6 for linkformat:rt /,
6(200) / item 416 for cri’http://ww.iana.org/assignnments/
l'inkformat/rt/core.osc.gm /
],
[2, simple(7) / item7 for linkformat:if /,
6(250) / item516 for cri’http://ww.iana. org/assignments/

linkformat/if/ace.group’ /

Til oca, et al.
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],
[2, 6(-3) / item?21 for linkformat:sec-gp / , "feedca570000"],
[2, 6(3) [/ item22 for linkformat:app-gp / , "groupl"],
[2, 6(4) [/ item24 for linkformat:cred-fnt / , 33],
[2, 6(-5) / item?25 for |inkformat:gp-enc-alg / , 10],
[2, 6(5) [/ item26 for linkformat:sign-alg / , -19],
[2, 6(-7) / item?29 for linkformat:alg / , 10],
[2, 6(7) [/ item30 for |linkformat:ecdh-alg / , -27],
[2, 6(-8) / item31 for |linkformat:ecdh-alg-crv / , 4],
[
2, simple(l) / item11 for rel:authorization-server / ,
cri’ coap://as. exanpl e. com t oken
]
]
][,
2, 6(-20) / itemb55 for reef:#rd-item/,
cri’/ace-group/ ech0ech00000’,
[
[2, sinmple(8) / item8 for linkformat:ct /, 261],
[
2, simple(6) / item6 for linkformat:rt /,
6(200) / item 416 for cri’http://ww.iana. org/assignments/
linkformat/rt/core.osc.gm /
],
[
2, simple(7) / item?7 for linkformat:if /,
6(250) / item516 for cri’http://wwv. iana. org/assi gnments/
l'inkformat/if/ace.group’ /
1,
[2, 6(-3) / item?21 for linkformat:sec-gp / , "echOech00000"],
[2, 6(3) [/ item22 for linkformat:app-gp / , "group2"],
[2, 6(4) [/ item24 for linkformat:cred-fnt / , 33],
[2, 6(-5) / item25 for |inkformat:gp-enc-alg / , 10],
[2, 6(5) [/ item?26 for linkformat:sign-alg / , -19],
[2, 6(-7) / item?29 for linkformat:alg / , 10],
[2, 6(7) [/ item30 for |inkformat:ecdh-alg / , -27],
[2, 6(-8) / item31 for |linkformat:ecdh-alg-crv / , 4],
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2, simple(l) / item11 for rel:authorization-server / ,
cri’ coap://as. exanpl e. con t oken
]
]
][1
2, 6(-20) / item55 for reef:#rd-item/,
cri’/ace-group/abcdef 120000’ ,
[
[2, sinmple(8) / item8 for linkformat:ct /, 261],
[2, sinple(6) / item6 for linkformat:rt /,
6(200) / item 416 for cri’http://wwv. iana. org/assi gnments/
i nkformat/rt/core.osc.gm /
]1
[

2, simple(7) / item7 for linkformat:if /,
6(250) / item516 for cri’http://ww.iana.org/assignnments/
I'inkformat/if/ace.group’ /

6-(8) / item31 for |inkformat:ecdh-alg-crv / , 4],
sinple(l) / item11 for rel:authorization-server / ,
i’ coap://as. exanpl e. com t oken

],

[2, 6(-3) / item?21 for linkformat:sec-gp / , "abcdef120000"],
[2, 6(3) [/ item22 for linkformat:app-gp / , "group3"],
[2, 6(3) [/ item22 for linkformat:app-gp / , "groupd"],
[2, 6(4) [ item24 for linkformat:cred-fnt / , 33],

[2, 6(-5) / item25 for linkformat:gp-enc-alg / , 10],
[2, 6(5) [/ item?26 for linkformat:sign-alg / , -19],
[2, 6(-7) / item?29 for linkformat:alg / , 10],

[2, 6(7) [/ item30 for |inkformat:ecdh-alg / , -27],

[2

[2

(9]
=

[a—
[a—
[a—

]
Response: RD -> GM

Res: 2.04 (Changed)
Locati on-Path: /rd/ 4521

4. Discovery of Security G oups
A CoAP endpoint that wants to join a security group, hereafter
denoted as joi ning node, might not have all the necessary information

at deploynent tinme. Also, it mght want to know about possible new
security groups created afterwards by the respective G oup Managers.
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To this end, the joining node can performa resource | ookup at the RD
as per Section 6.1 of [RFC9176], in order to retrieve the m ssing

pi eces of information that are needed to join the security group(s)

of interest. The joining node can find the RD as described in
Section 4 of [RFC9176].

The joining node uses the follow ng paraneter value for the | ookup
filtering.

* 'rt’ = "core.osc.gm', specifying the resource type of the group-
menbership resource at the Group Manager, with value "core. osc. gni
registered in Section 17.10 of
[1-D.ietf-ace-key-groupcom oscore].

The joining node may additionally consider the foll ow ng paraneters
for the | ookup filtering, depending on the information that it
al ready has.

* 'sec-gp', specifying the name of the security group of interest.
Thi s paraneter MJST specify a single val ue.

* 'ep', specifying the registered endpoint of the GM

* Tapp-gp’, specifying the nane of an application group associ ated
with the security group of interest. This paraneter MAY be
included multiple tines and each occurrence MJST specify the name
of one application group

* 'jif’', specifying the interface description for accessing the
group- nenber ship resource at the G oup Manager, with val ue
"ace.group" registered in Section 11.5 of [RFC9594].

The response fromthe RD may include |links to a group-menbership
resource specifying multiple application groups, as all using the
same security group. In this case, the joining node is already
expected to know t he exact application group of interest.

Furt hernmore, the response fromthe RD may include links to different
group- nenber ship resources, all specifying a same application group
of interest for the joining node, if the corresponding security
groups are all used by that application group

In this case, application policies on the joining node should define
how to determ ne the exact security group to join (see Section 2.1 of
[I-D.ietf-core-groupcommbis]). For exanple, different security
groups can reflect different security algorithns to use. Hence, a
client application can take into account what the joining node
supports and prefers, when selecting one particular security group
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anong the indicated ones, while a server application would need to
join all of them Later on, the joining node will be anyway able to
join only security groups for which it is actually authorized to be a
menber (see [I-D.ietf-ace-key-groupcomm oscore]).

Note that, with RD-based discovery, including the 'app-gp’ paraneter
multiple tines would result in finding only the group-nenbership
resource that serves all the specified application groups, i.e., not
any group-menbership resource that serves either. Therefore, a
joining node needs to perform N separate queries with different

val ues for "app-gp’, in order to safely discover the (different)
group- nenber ship resource(s) serving the N application groups.

The di scovery of security groups as defined in this docunent is
appl i cabl e and useful to other CoAP endpoints than the actual joining
nodes. |In particular, other entities can be interested in

di scovering and interacting with the group-nenbership resource at the
Group Manager. These include entities acting as signature checkers,
e.g., internediary gateways, that do not join a security group but
can retrieve authentication credentials of group menbers fromthe

G oup Manager, in order to verify counter signatures of group
messages (see Section 12.3 of [I-D.ietf-core-oscore-groupcomi).

4.1. Discovery Example #1
Consistently with the exanples in Section 2 and Section 3, the
exanpl es bel ow consi der a joining node that wants to join the
security group associated with the application group "groupl”, but
that does not know the nane of the security group, the responsible
GV and the group-nenbership resource to access.

4.1.1. Exanple in Link Format
Request: Joi ning node -> RD

Req: GET coap://rd. exanpl e.coni rd-| ookup/res
?rt=core. osc. gmapp- gp=gr oupl

Response: RD -> Joi ni ng node

Res: 2.05 (Content)

Payl oad:

<coap://[2001: db8: : ab] / ace- gr oup/ f eedca570000>; ct =261
rt="core.osc.gn;if="ace. group”; sec-gp="feedca570000";

app- gp="groupl"; cred-fnt="33"; gp-enc-al g="10";
sign-al g="-19"; al g="10"; ecdh-al g="-27"; ecdh-al g-crv="4"
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By performing the separate resource | ookup bel ow, the joining node
can retrieve the link to the ACE authorization server associated with
the GM where to send an Authorizati on Request for obtaining an

aut hori zation credential to use for joining the corresponding
security group (see [I-D.ietf-ace-key-groupcomm oscore]).

Request: Joi ning node -> RD
Req: GET coap://rd. exanpl e.conird-I| ookup/res

?rel =aut hori zati on-server &

anchor =coap: //[2001: db8: : ab] / ace- gr oup/ f eedca570000
Response: RD -> Joi ni ng node
Res: 2.05 (Content)
Payl oad:
<coap:// as. exanpl e. conf t oken>; rel =aut hori zati on- server;

anchor ="coap://[2001: db8: : ab] / ace- gr oup/ f eedca570000"

In order to retrieve the nmulticast I P address of the CoAP group used
by the application group "groupl"”, the joining node perforns an
endpoi nt | ookup as shown below. The follow ng assunes that the
application group "groupl" has been previously registered as per
Appendi x A of [RFC9176], with ff35:30:2001:db8::23 as multicast IP
address of the associated CoAP group.
Request: Joi ning node -> RD

Req: GET coap://rd. exanpl e.conird-| ookup/ep
?et =core. rd- gr oup&ep=gr oupl

Response: RD -> Joi ni ng node

Res: 2.05 (Content)

Payl oad:

</ rd/ 501>; ep="groupl"; et ="core.rd-group"”;

base="coap://[ff35:30:2001: db8::23]";rt="core.rd-ep"

4.1.2. Exanple in CoRAL

Request: Joi ning node -> RD

Req: GET coap://rd. exanpl e.conird-I| ookup/res

?rt=core. osc. gn&app- gp=groupl
Accept: 65087 (application/coral +cbor)
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Response: RD -> Joi ni ng node

Res: 2.05 (Content)
Content-Format: 65087 (application/coral +chor)

Payl oad:
[
[1, cri’coap://[2001:db8::ab]’],
2, 6(-20) / itemb55 for reef:#rd-item/,
cri’/ace-group/feedca570000’,
[
[2, simple(8) / item8 for linkformat:ct /, 261],
[2, simple(6) / item®6 for linkformat:rt /,
6(200) / item 416 for cri’http://ww.iana. org/assignments/
linkformat/rt/core.osc.gm /
] i)
[2, sinple(7) / item7 for linkformat:if /,
6(250) / item516 for cri’http://wwmv. iana. org/assi gnments/

I'inkformat/if/ace.group’ /

Til oca, et al.

]

[2, 6(-3) / item?21 for linkformat:sec-gp / , "feedca570000"],
[2, 6(3) [/ item22 for linkformat:app-gp / , "groupl"],

[2, 6(4) [ item24 for linkformat:cred-fnt / , 33],

[2, 6(-5) / item25 for linkformat:gp-enc-alg / , 10],

[2, 6(5) [/ item?26 for linkformat:sign-alg / , -19],

[2, 6(-7) / item?29 for linkformat:alg / , 10],

[2, 6(7) [/ item30 for |inkformat:ecdh-alg / , -27],

[2, 6(-8) / item31 for |inkformat:ecdh-alg-crv / , 4],

[2, sinple(l) / item1 for rel:authorization-server / ,

cri’coap://as. exanpl e. com t oken
]
]
]
]

In order to retrieve the multicast
by the application group "groupl", the joining node perfornms an
endpoi nt | ookup as shown bel ow. The follow ng assunes that the
application group "groupl" has been previously registered, with
ff35:30: 2001: db8:: 23 as multicast |IP address of the associ ated CoAP

group.

| P address of the CoAP group used

Request: Joi ning node -> RD

Req: GET coap://rd. exanpl e.conird-| ookup/ep
?et =core. rd- gr oup&ep=gr oupl

Accept: 65087 (application/coral +cbor)
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Response: RD -> Joi ni ng node

Res: 2.05 (Content)
Content-Format: 65087 (application/coral +chor)

Payl oad:
[

2, 6(20) / itemb56 for reef:#rd-unit /, cri’/rd/ 501,

[
[2, 6(-22) / item59 for reef:#ep /, "groupl"],
[2, 6(21) / item58 for reef:#et [/, "core.rd-group"],
[

2, 6(22) /| item60 for reef:#base /,
cri’coap://[ff35:30:2001: db8:: 23]’

] i)
[2, 6(-21) / item57 for reef:#rt /, "core.rd-ep"],

4.2. Discovery Exanple #2

Consistently with the exanples in Section 2 and Section 3, the
exanpl es bel ow consi der a joining node that wants to join the
security group with nane "feedca570000", but that does not know the
responsi ble GM the group-nmenbership resource to access, and the
associ ated application groups.

The exanpl es al so show how the joi ni ng node uses CoAP observation

[ RFC7641], in order to be notified of possible changes to the
paraneters related to the group-nmenbership resource. This is also
useful to handl e the case where the security group of interest has
not been created yet, so that the joining node can receive the
requested infornati on when it becones available at a later point in
tinme.

4.2.1. Exanple in Link Format
Request: Joi ning node -> RD
Req: GET coap://rd. exanpl e.coni rd-| ookup/res
?rt=core. osc. gm&sec- gp=f eedca570000

Cbserve: O

Response: RD -> Joi ni ng node
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Res: 2.05 (Content)
Observe: 24

Payl oad:
<coap://[2001: db8: : ab] / ace- gr oup/ f eedca570000>; ct =261
rt="core.osc.gm';if="ace. group"; sec-gp="feedca570000";
app- gp="groupl"; cred-fnt="33"; gp-enc-al g="10";
sign-al g="-19"; al g="10"; ecdh-al g="-27"; ecdh-al g-crv="4"

Dependi ng on the search criteria, the joining node performng the
resource | ookup can get |arge responses. This can happen, for

i nstance, when the | ookup request targets all the group-nmenbership
resources at a specified GM or all the group-nenbership resources of
all the registered GVs, as in the exanple bel ow

Request: Joi ning node -> RD

Req: GET coap://rd. exanpl e.con rd-I| ookup/res?rt=core.osc.gm
Response: RD -> Joi ni ng node

Res: 2.05 (Content)

Payl oad:
<coap://[2001: db8: : ab] / ace- group/ f eedca570000>; ct =261
rt="core.osc.gm';if="ace. group"; sec-gp="feedca570000";
app- gp="groupl"; cred-fnt="33"; gp-enc-al g="10";
sign-al g="-19"; al g="10"; ecdh-al g="-27"; ecdh-al g-crv="4",
<coap://[2001: db8: : ab] / ace- gr oup/ ech0ech00000>; ct =261
rt="core.osc.gm';if="ace. group"; sec-gp="ech0ech00000";
app- gp="group2"; cred-fnt="33"; gp-enc-al g="10";
sign-al g="-19"; al g="10"; ecdh-al g="-27"; ecdh-al g-crv="4",
<coap://[2001: db8: : ab] / ace- gr oup/ abcdef 120000>; ct =261
rt="core.osc.gn';if="ace. group"; sec-gp="abcdef 120000";
app- gp="group3"; app- gp="group4"; cred-fnt="33";
gp- enc-al g="10"; si gn-al g="-19"; al g="10"; ecdh-al g="-27";
ecdh-al g-crv="4"

Therefore, it is RECOWENDED that a joining node which perforns a
resource | ookup with the CoAP Cbhserve option specifies the val ue of
the paraneter 'sec-gp’ in its GET request sent to the RD.

4.2.2. Exanmple in CoRAL

Request: Joi ning node -> RD
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Req: GET coap://rd. exanpl e.coni rd-I| ookup/res
?rt=core. osc. gn&sec- gp=f eedca570000

observe: O

Accept: 65087 (application/coral +cbor)

Response: RD -> Joi ni ng node

Res: 2.05 (Content)
Qoserve: 24
Content - Format: 65087 (application/coral +chor)

Payl oad:

[
[1, cri’coap://[2001:db8::ab]’],

2, 6(-20) / itemb55 for reef:#rd-item/,
cri’/ace-group/feedca570000’,
[

[2, simple(8) / item8 for linkformat:ct /, 261],

[2, simple(6) / item®6 for linkformat:rt /,

6(200) / item 416 for cri’http://ww.iana. org/assignments/
linkformat/rt/core.osc.gm /
],

[2, sinple(7) / item7 for linkformat:if /,
6(250) / item516 for cri’http://wwv. iana. org/assignments/
I'inkformat/if/ace.group’ /

item 30 for |
item 31 for |

6(7)
6(-8)

nkformat:ecdh-alg / , -27],
nkf ormat : ecdh-al g-crv / , 4],

, 6(-3) / item?21 for linkformat:sec-gp / , "feedca570000"],
, 6(3) [/ item22 for linkformat:app-gp / , "groupl"],
, 6(4) [/ item24 for linkformat:cred-fnt / , 33],
6(-5) / item?25 for linkformat:gp-enc-alg / , 10],
, 6(5) [/ item26 for linkformat:sign-alg / , -19],
, 6(-7) [/ item?29 for linkformat:alg / , 10],
/
/

NMNNOMNNNMNMNNNS

2, sinple(1) / item1 for rel:authorization-server / ,
cri’coap://as. exanpl e. com t oken
]
]
]
]

5. Use Case Exanple Wth Full Discovery
This section describes the discovery of security groups to support

the process of a lighting installation in an office building. The
descri bed process is a sinplified version of one of many processes.
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The process described in this section is intended as an exanpl e and
does not have any particular anbition to serve as recomrendati on or
best practice to adopt. That is, it shows a possible workfl ow

i nvol ving a Commi ssioning Tool (CT) used in a certain way, while it
is not neant to prescribe how the workfl ow shoul d necessarily be.

Assunme the existence of four lumnaires that are nmenbers of two

application groups. |In the first application group, the four
I um naires receive presence nessages and light intensity nmessages
fromsensors or their proxy. |In the second application group, the

four lumnaires and several other pieces of equipnent receive
bui | di ng state schedul es.

Each of the two application groups is associated with a different
security group and with a different CoAP group that has its own
dedi cated nul ticast | P address.

The Fairhair Aliance describes how a new device is accepted and
commi ssioned in the network [Fairhair], by neans of its certificate
stored during the manufacturing process. Wen comm ssioning the new
device in the installation netwrk, the new device gets a new
identity defined by a newy allocated certificate, follow ng the
BRSKI specification [ RFC8995].

Then, consistently with Section 7.1 of [RFCI9176], the CT assigns an
endpoi nt nanme based on the CN field (CN=ACME) and the serial nunber
of the certificate (serial number = 123x, with 3 < x < 8).

Cor respondi ng ep-names ACME- 1234, ACME- 1235, ACME-1236, and ACME- 1237
are al so assuned.

It is conmon practice that |locations in the building are specified
according to a coordinate system After the acceptance of the
lum naires into the installation network, the coordi nate of each
device is communicated to the CI. This can be done manual |y or
aut omati cal ly.

The mappi ng between | ocation and ep-nane is calculated by the CT

For instance, on the basis of grouping criteria, the CT assigns: i)
application group "grp_R2-4-015" to the four lumnaires; and ii)
application group "grp_schedule" to all schedul e requiring devices.
Al so, the device with ep name ACME-123x has been assigned | P address:
[2001:db8:4::x]. The RDis assigned |IP address: [2001:db8:4:ff].

The used mul ticast addresses are: [ff05::5:1] and [ff05::5:2].

The foll owi ng assunmes that each device is pre-configured with the
nane of the two application groups it belongs to. Additiona
mechani sns can be defined in the RD, for supporting devices to

di scover the application groups they belong to.
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Appendi x A provides this sane use case exanpl e using CoRAL.

kkk kkhkk kkk kkk kkhkk kkk kkk kkk *kkk kkk kkk kkk kkhk*k kkk *kkk k*kk *k*k

The CT defines the application group "grp_R2-4-015", with resource
/1ight and base address [ff05::5:1], as foll ows.

Request: CT -> RD
Req: POST coap://[2001: db8:4::ff]/rd

?ep=gr p_R2- 4- 015&et =cor e. rd- gr oup&base=coap: //[ff05::5: 1]
Content-Format: 40 (application/link-fornmat)

Payl oad:
</light>rt="oic.d.light"

Response: RD -> CT

Res: 2.01 (Created)
Location-Path: /rd/501

Al so, the CT defines a second application group "grp_schedule", wth
resource /schedul e and base address [ff05::5:2], as follows.

Request: CT -> RD
Req: POST coap://[2001: db8:4::ff]/rd

?ep=gr p_schedul e&et =cor e. rd- gr oup&ase=coap://[ff05::5: 2]
Content-Format: 40 (application/link-fornmat)

Payl oad:
</ schedul e>;rt="oic.r.time. period"

Response: RD -> CT

Res: 2.01 (Created)
Location-Path: /rd/502

*kkk kkhkk kkk kkk kkhkk kkk kkk kkk *kkk kkk kkk *kkk kkhkk *kk *kkk k*kk *k*k

Finally, the CT defines the corresponding security groups. In
particul ar, assuming a G oup Manager responsible for both security
groups and with address [2001: db8::ab], the CT specifies:

Request: CT -> RD
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Req: POST coap://[2001:db8:4::ff]/rd
?ep=gml&base=coap://[2001: db8: : ab]
Content-Format: 40 (application/link-format)

Payl oad:

</ ace- group/ f eedca570000>; ct =261; rt ="core. osc. gn'; i f ="ace. group";
sec- gp="f eedca570000";
app- gp="gr p_R2- 4- 015",

</ ace- group/ f eedsc590000>; ct =261; rt ="core. osc. gnt'; i f =" ace. group”;
sec- gp="f eedsc590000";
app- gp="gr p_schedul e"

Response: RD -> CT

Res: 2.01 (Created)
Locati on-Path: /rd/ 4521

kkk Khkk Kkkk *kkk kkk kkk kkk *khkk *hkk *kk *kkk kkk kkk *kk *kkx *hkkx K*x%

The device with | P address [2001:db8:4::x] can retrieve the multicast
| P address of the CoAP group used by the application group
"grp_R2-4-015", by perform ng an endpoint | ookup as shown bel ow.
Request: Joi ning node -> RD

Req: GET coap://[2001:db8:4::ff]/rd-1o0okup/ep
?et =core. rd- group&ep=gr p_R2- 4- 015

Response: RD -> Joi ni ng node

Res: 2.05 (Content)
Content-Format: 40 (application/link-format)

Payl oad:

</rd/501>; ep="gr p_R2-4-015"; et="core. rd-group";
base="coap://[ff05::5:1]";rt="core.rd-ep"

Simlarly, to retrieve the multicast | P address of the CoAP group

used by the application group "grp_schedul e", the device perforns an

endpoi nt | ookup as shown bel ow.

Request: Joi ning node -> RD

Req: GET coap://[2001:db8:4::ff]/rd-1ookup/ep
?et =core. rd- gr oup&ep=gr p_schedul e

Response: RD -> Joi ni ng node
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Res: 2.05 (Content)
Content-Format: 40 (application/link-format)

Payl oad:
</ rd/ 502>; ep="gr p_schedul e"; et="core. rd-group"”;
base="coap://[ff05::5:2]";rt="core.rd-ep"

kkk kkk Khkk *kk kkhkk kkk *kk k*kk *kk kkk k*kk *kkk kkhk*k *kk *k*k **kk **k%

Consequently, the device learns the security groups that it has to
join. In particular, it does the followi ng for app-
gp="grp_R2-4-015".

Request: Joi ning node -> RD

Req: GET coap://[2001:db8: 4::ff]/rd-1ookup/res
?rt=core. osc. gmkapp- gp=gr p_R2-4-015

Response: RD -> Joi ni ng Node

Res: 2.05 (Content)
Content-Format: 40 (application/link-fornmat)

Payl oad:

<coap://[2001: db8: : ab] / ace- group/ f eedca570000>; ct =261
rt="core.osc.gm';if="ace. group"; sec-gp="feedca570000";
app-gp="grp_R2-4-015"

Simlarly, the device does the follow ng for app-gp="grp_schedul e".

Req: GET coap://[2001:db8:4::ff]/rd-Iookup/res
?rt=core. osc. gn&app- gp=gr p_schedul e

Response: RD -> Joi ni ng Node

Res: 2.05 (Content)
Content-Format: 40 (application/link-format)

Payl oad:

<coap://[2001: db8: : ab] / ace- gr oup/ f eedsc590000>; ct =261
rt="core.osc.gnm';if="ace. group"; sec-gp="feedsc590000";
app- gp="grp_schedul e"

kkk kkk Kkkk *kkk kkhkk kkk *kk k*kk *kk kkk k*kk *kk kkhk*k k*kk *k*k **kk **k%

After this last discovery step, the device can ask permission to join
the security groups and can effectively join themthrough the G oup
Manager, e.g., according to [I-D.ietf-ace-key-groupcomm oscore].
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6

7

7

Security Considerations

The security considerations as described in Section 8 of [RFC9176]
apply here as well.

I ANA Consi derations
Thi s docunent has the followi ng actions for | ANA

Note to RFC Editor: Please replace all occurrences of "[RFC XXXX]"
with the RFC nunber of this specification and del ete this paragraph

Li nk Rel ation Type Registry

IANA is asked to register the following entry in the "Link Relation
Type" registry as per [ RFC8288].

* Relation Nane: authorization-server

* Description: Refers to a resource at an authorization server for
requesting an authorization credential to access the link’s
cont ext

*  Reference: [ RFC XXXX]

* Notes: None

* Application Data: None

2. Target Attributes Registry

I ANA is asked to register the following entries in the "Target
Attributes" registry within the "Constrai ned RESTful Environnments
(CoRE) Paraneters" registry group, as per [RFC9423]. For al
entries, the Change Controller is |ETF and the reference is [RFC

XXXX] .
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| Attribute Name | Brief Description |
[ ooy oo s oo e o ey o}
| sec-gp | Nanme of the security group that can |
| | be joined through this resource |
o e e oo o m e e e e e e e e e ee e +
| app-gp | Narme of an application group |
| | associated with a security group |
o e e e oo oo e m e e e e e e e e e e e e mm e mmmaa o - +
| hkdf | The HKDF al gorithmto use |
o e e e oo o m e e e e e e e e e eee e +
| cred-fmnt | The format of authentication |
| | credential to use |
o e e e e oo - o e e e e e e e e e e e e e e mmemamao o +
| gp-enc-alg | The encryption algorithmto use for |
| | encrypting signed nessages |
o e e e oo o m e e e e e e e e e eee e +
| sign-alg | The signature algorithmto use |
o o m e e e e e e e e e e e +
| sign-key-kty | The key type of the used signing |
| | keys |
o e e e e oo o e m e e e e e e e e e e e m—— oo oo +
| sign-key-crv | The curve of the used signing keys

o e e oo o m e e e e e e e e e ee e +
| alg | The encryption algorithmto use for |
| | encrypting non-signed nmessages |
o e e e oo oo e m e e e e e e e e e e e e mm e mmmaa o - +
| ecdh-alg | The ECDH al gorithmto use |
o e e e oo o m e e e e e e e e e eee e +
| ecdh-alg-crv | The elliptic curve of the used ECDH |
| | algorithm |
o e e e e oo - o e e e e e e e e e e e e e e mmemamao o +
| ecdh-key-kty | The key type of the used ECDH keys |
o e e e e oo o e m e e e e e e e e e e e m—— oo oo +
| ecdh-key-crv | The curve of the used ECDH keys |
o e e oo o m e e e e e e e e e ee e +
| det-hash-alg | The hash algorithmto use for |
| | computing determnistic requests |
o e e e oo oo e m e e e e e e e e e e e e mm e mmmaa o - +
| rekeying-scheme | The rekeying scheme used to |
| | distribute new keying materi al |
o e e oo o m e e e e e e e e e ee e +

Table 1: Registrations in "Target Attributes" Registry
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Appendi x A. Use Case Exanple Wth Full Discovery (CoRAL)

Thi s section provides the same use case exanple of Section 5 but
using CoRAL [I-D.ietf-core-coral].
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The CT defines the application group "grp_R2-4-015", with resource
/1ight and base address [ff05::5:1], as foll ows.

Request: CT -> RD

Req: POST coap://[2001:db8:4::ff]/rd
Content - Format: 65087 (application/coral +cbor)

Payl oad:

[
[1, cri’coap://[ff05::5:1]"],
[2, 6(-22) / item59 for reef:#ep /, "grp_R2-4-015"],
[2, 6(21) / item58 for reef:#et [/, "core.rd-group"],

2, 6(-20) / itemb55 for reef:#rd-item/, cri’/light’,

[
2, simple(6) / item®6 for linkformat:rt /,

6(-201) / item 417 for cri’http://ww.iana. org/assi gnments/
linkformat/rt/oic.d.light’ /
]

]
]

Response: RD -> CT

Res: 2.01 (Created)
Location-Path: /rd/501

Al so, the CT defines a second application group "grp_schedule", wth
resource /schedul e and base address [ff05::5:2], as foll ows.
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Request: CT -> RD

Req: POST coap://[2001: db8:4::ff]/rd
Content-Format: 65087 (application/coral +chor)

Payl oad:

[
[1, cri’coap://[ff05::5:2]"],
[2, 6(-22) / itemb59 for reef:#ep /, "grp_schedule"],
[2, 6(21) / item58 for reef:#et [/, "core.rd-group"],

2, 6(-20) / itemb55 for reef:#rd-item/, cri’'/schedule’,

[
2, simple(6) / item®6 for linkformat:rt /,

6(201) / item 418 for cri’http://ww.iana. org/assi gnments/
linkformat/rt/oic.r.tinme.period /
]

]
]

Response: RD -> CT

Res: 2.01 (Created)
Location-Path: /rd/502

kkk kkk Khkk *kk kkhkk kkk *kkk k*kk *kk kkk k*kk *kkk kk*k *kk *k*k **kk **k%

Finally, the CT defines the corresponding security groups. In
particul ar, assuming a G oup Manager responsible for both security
groups and with address [2001: db8::ab], the CT specifies:

Request: CT -> RD
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Req: POST coap://[2001:db8:4::ff]/rd
Content - Format: 65087 (application/coral +cbor)

Payl oad:
[
[1, cri’coap://[2001:db8::ab]'],
[2, 6(-22) / item59 for reef:#ep /, "gml"],

2, 6(-20) / itemb55 for reef:#rd-item/,
cri’/ace-group/feedca570000’,

[
[2, sinmple(8) / item8 for linkformat:ct /, 261],
[

2, simple(6) / item®6 for linkformat:rt /,
6(200) / item 416 for cri’http://ww.iana. org/assignments/
linkformat/rt/core.osc.gm /
]1
[

2, simple(7) / item?7 for linkformat:if /,
6(250) / item516 for cri’http://ww. iana. org/assi gnments/
I'inkformat/if/ace.group’ /

] i)
[2, 6(-3) / item?21 for linkformat:sec-gp / , "feedca570000"],
[2, 6(3) [/ item?22 for linkformat:app-gp / , "grp_R2-4-015"]

]
][1
2, 6(-20) / itemb55 for reef:#rd-item/,
cri’/ace-group/feedsc590000’,
[
[2, simple(8) / item8 for linkformat:ct /, 261],
2, simple(6) / item6 for linkformat:rt /,
6(200) / item 416 for cri’http://ww.iana.org/assignnents/
l'inkformat/rt/core.osc.gm /
]1
2, simple(7) / item7 for linkformat:if /,
6(250) / item516 for cri’http://ww.iana. org/assignments/
linkformat/if/ace.group’ /
]1
[2, 6(-3) / item?21 for linkformat:sec-gp / , "feedsc590000"],
[2, 6(3) [/ item?22 for linkformat:app-gp / , "grp_schedul e"]
]
]

]

Response: RD -> CT
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Res: 2.01 (Created)
Location-Path: /rd/ 4521

khkk Khhkk kxkk kkk kkk kkk kkk khkk khkk khkk kkk kkk kkk kkkx kkkx kkkx kxx

The device with | P address [2001: db8:4::x] can retrieve the multicast
| P address of the CoAP group used by the application group
"grp_R2-4-015", by perform ng an endpoi nt | ookup as shown bel ow.

Request: Joi ning node -> RD

Req: GET coap://[2001:db8: 4::ff]/rd-1ookup/ep
?et =core. rd- gr oup&ep=gr p_R2-4- 015

Response: RD -> Joi ni ng node

Res: 2.05 (Content)
Content - Forrmat: 65087 (application/coral +chor)

Payl oad:

[
[1, cri’coap://[2001:dbh8:4::ff]/rd" ],

2, 6(20) / itemb56 for reef:#rd-unit /, cri’/501",

[

6(-22) / item59 for reef:#ep /, "grp_R2-4-015"],

6(21) / item58 for reef:#et /, "core.rd-group"],

6(22) /| item60 for reef:#base /, cri’coap://[ff05::5:1]/"],
6(-21) / item57 for reef:#rt /, "core.rd-ep"],

NN N

Simlarly, to retrieve the nmulticast | P address of the CoAP group
used by the application group "grp_schedul e", the device perforns an
endpoi nt | ookup as shown bel ow.

Request: Joi ning node -> RD

Req: GET coap://[2001:db8: 4::ff]/rd-1ookup/ep
?et =core. rd- gr oup&ep=grp_schedul e

Response: RD -> Joi ni ng node
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Res: 2.05 (Content)
Content - Format: 65087 (application/coral +cbor)
Payl oad:
[
[1, cri’coap://[2001:db8:4::ff]/rd" ],

2, 6(20) / itemb56 for reef:#rd-unit /, cri’/502
[

6(-22) / item59 for reef:#ep /, "grp_schedul e"],

6(21) / itemb58 for reef:#et [/, "core.rd-group"],

6(22) /| item60 for reef:#base /, cri’'coap://[ff05::5:2]/"],
6(-21) / item57 for reef:#rt /, "core.rd-ep"],

NN N

kkk Khkk Kkkk *kkk kkk kkk kkk *khkk *hkk *kk *kkk kkk kkk *kk *kkx *hkkx K*x%

Consequently, the device |learns the security groups that it has to
join. In particular, it does the follow ng for app-

gp="gr p_R2-4-015".

Request: Joi ning node -> RD

Req: GET coap://[2001:db8:4::ff]/rd-1ookup/res
?rt=core. osc. gnm&app- gp=gr p_R2- 4- 015

Response: RD -> Joi ni ng Node
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Res: 2.05 (Content)
Content - Format: 65087 (application/coral +cbor)

Payl oad:

[
[1, cri’coap://[2001:db8::ab]'],

2, 6(-20) / item55 for reef:#rd-item/,
cri’/ace-group/feedca570000’,

[
[2, sinmple(8) / item8 for linkformat:ct /, 261],

[2, sinple(6) / item6 for linkformat:rt /,

March 2026

6(200) / item 416 for cri’http://wwv. iana. org/assi gnments/
i nkformat/rt/core.osc.gm /

]1
[2, simple(7) / item7 for linkformat:if /,

6(250) / item516 for cri’http://ww.iana.org/assignnments/

l'inkformat/if/ace. group’

1.

/

[2, 6(-3) / item?21 for linkformat:sec-gp / , "feedca570000"],
[2, 6(3) [/ item?22 for linkformat:app-gp / , "grp_R2-4-015"]

]
]
]

Simlarly, the device does the follow ng for app-gp="grp_schedul e".

Req: GET coap://[2001:db8: 4::ff]/rd-1ookup/res
?rt =core. osc. gmkapp- gp=gr p_schedul e

Response: RD -> Joi ning Node
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Res: 2.05 (Content)
Content - Format: 65087 (application/coral +cbor)

Payl oad:

[
[1, cri’coap://[2001:db8::ab]'],

2, 6(-20) / item55 for reef:#rd-item/,
cri’/ace-group/feedsc590000’,
[

[2, sinmple(8) / item8 for linkformat:ct /, 261],

[2, sinple(6) / item6 for linkformat:rt /,

6(200) / item 416 for cri’http://wwv. iana. org/assi gnments/

i nkformat/rt/core.osc.gm /
]

[2, simple(7) / item7 for linkformat:if /,

6(250) / item516 for cri’http://ww.iana.org/assignnments/
l'inkformat/if/ace.group’ /

]1

[2, 6(-3) / item?21 for linkformat:sec-gp / , "feedsc590000"],
[2, 6(3) [/ item?22 for linkformat:app-gp / , "grp_schedul e"]
]
]
]

kkk kkk Khkk *kk kkhkk kkk *kkk k*kk *kk kkk k*kk *kkk kk*k *kk *k*k **kk **k%

After this last discovery step, the device can ask permission to join
the security groups and can effectively join themthrough the G oup
Manager, e.g., according to [I-D.ietf-ace-key-groupcomm oscore].

Appendi x B. Shared itemtables for Packed CBOR
Thi s appendi x defines the three shared itemtables that the exanples
in this docunent refer to for using Packed CBOR
[1-D.ietf-cbor-packed].
The application-extension identifier "cri" defined in Section 3.4 of
[I-D.ietf-cbor-edn-literals] is used to notate a CBOR Ext ended
Di agnostic Notation (EDN) literal for a CRI.

B.1. Conpacting CoRAL predicates with Packed CBOR

The following shared itemtable is used for conpacti ng CoRAL
predi cates, as per Section 2.2 of [I-D.ietf-cbor-packed].
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S e m o e e e e e e e e e e e e e e e e e e e e e e e e e e e eem e +
| I'ndex | Item |
R, o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e +
| O | cri’http://wwv iana.org/assignnents/rel ation/hosts’ |
Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e eeme e +
| 1 | cri’http://ww.iana.org/assignnents/relation/ |
| | aut hori zati on-server’ |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| 6 | cri”http://wwv. iana.org/assignments/linkformat/rt’ |
AR, o +
| 7 | cri’http://ww.iana.org/assignments/linkformat/if’ |
Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e meee e +
| 8 | cri’http://wwmv. iana.org/assignments/!|inkformat/ct’ |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| 9 | cri’”http://wwmv. iana.org/assignments/!|inkformat/anchor’ |
AR, o +
| 10 | cri’http://ww.iana.org/assignnments/linkformat/rel’ |
Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e meee e +
| 21 | cri’http://wwv. iana.org/assignments/linkformat/sec-gp’ |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| 22 | cri”http://ww. iana. org/assignments/|inkformat/app-gp’ |
AR, o +
| 23 | cri’”http://ww.iana.org/assignnments/|inkformat/hkdf’ |
Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e meee e +
| 24 | cri’http://wwv. iana.org/assignments/linkformat/cred-fnt’ |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| 25 | cri”http://wwmv. iana.org/assignnments/|inkformat/ |
I I gp-enc-al g I
Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e eeme e +
| 26 | cri’http://ww.iana.org/assignnments/linkformat/sign-alg’ |
S e m o e e e e e e e e e e e e e e e e e e e e e e e e e e e eem e +
| 27 | cri”http://wmv iana. org/assignnments/|inkformat/ |
| | si gn- key-kty’ |
AR, o +
| 28 | cri’”http://ww.iana.org/assignnments/|inkformat/ |
| | si gn- key-crv’ |
S e m o e e e e e e e e e e e e e e e e e e e e e e e e e e e eem e +
| 29 | cri’http://wwmv. iana.org/assignments/linkformat/alg’ |
R, o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e +
| 30 | cri’http://wwv iana.org/assignnents/|inkformat/ecdh-alg |
Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e eeme e +
| 31 | cri’http://wmv iana.org/assignnents/|inkformat/ |
| | ecdh-al g-crv’ |
N o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| 32 | cri”http://wwv. iana.org/assignnments/|inkformat/ |
| | ecdh- key- kty’ |
Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e eeme e +
| 33 | cri’”http://ww.iana.org/assignnments/linkformat/ |
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| | ecdh- key-crv’

N o e e e e e e e e e e e e e e e e e e e e e emaeao -
| 34 | cri”http://wwv. iana.org/assignments/|inkformat/
| | det - hash-al g’

Fomm o - o m e e e e e e e e e e e e e e e e e eeee e

| 35 | cri’”http://ww.iana.org/assignnments/linkformat/
| | r ekeyi ng- schene’

N o e e e e e e e e e e e e e e e e e e e e e emaeao -

| 55 | cri”http://coreapps.org/reef#rd-item

AR, oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo

| 56 | cri’http://coreapps.org/reef#rd-unit’

Fomm o - o m e e e e e e e e e e e e e e e eeee e

| 57 | cri’http://coreapps.org/reef#rt’

N o e e e e e e e e e e e e e e e e e e e e e emaeao -

| 58 | cri”http://coreapps.org/reef#et’

AR, oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo

| 59 | cri’http://coreapps.org/reef#ep

Fomm o - o m e e e e e e e e e e e e e e e eeee e

| 60 | cri’http://coreapps.org/reef#base

N o e e e e e e e e e e e e e e e e e e e e e emaeao -
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Figure 1: Shared Item Table for Conpacting CoRAL Predi cates.

B.2. Conpacting Values of the rt= Target Attribute with Packed CBOR

The followi ng shared itemtable is used for conpacting val ues of the
rt= target attribute, as per Section 2.2 of [I-D.ietf-cbor-packed].

S S T +
| Index | Item |
Fommma - T e +
| 416 | cri’http://wwmv. iana.org/assignments/linkformat/rt/ |
| | core. osc. gm |
AR, o +
| 417 | cri’http://wwv.iana.org/assignments/linkformat/rt/ |
| | oic.d.light’ |
Fommma - T e +
| 418 | cri’http://wwmv. iana.org/assignments/linkformat/rt/ |
| | oic.r.time.period |
AR, o +

Figure 2: Shared Item Table for Conpacting Values of the rt=

Target Attribute.

B.3. Conpacting Values of the if= Target Attribute with Packed CBOR

The followi ng shared itemtable is used for conpacting val ues of the
if=target attribute, as per Section 2.2 of [I-D.ietf-cbor-packed].
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S o m m e e e e e e e e e e e e e e e e e e e e e e e e eaa oo +
| I'ndex | Item |
R, T +
| 516 | cri’http://ww.iana.org/assignnents/linkformat/if/ |
| | ace. group’ |
Fomm o - e m m e e e e e e e e e e e e e e e e e e e e e e e eeao o +

Figure 3: Shared Item Table for Conpacting Values of the if=
Target Attribute.
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