ACE Wor ki ng G oup M Tiloca

I nternet-Draft Rl SE AB
Updates: 9200 (if approved) G Sel ander
I ntended status: Standards Track Eri csson AB
Expires: 3 Septenber 2026 2 March 2026

Bi di rectional Access Control in the Authentication and Authorization for
Constrai ned Environnments (ACE) Framework
draft-til oca-ace-bi di -access-control -02

Abst ract
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Constrai ned Environments (ACE) framework, for which it defines a
met hod to enforce bidirectional access control by neans of a single
access token. Therefore, this docunent updates RFC 9200.
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Source for this draft and an issue tracker can be found at
https://gitlab.com crinson84/draft-til oca-ace-bidi-access-control.
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This Internet-Draft is submtted in full conformance with the
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
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material or to cite themother than as "work in progress."
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1.

I nt roducti on

The Authentication and Authorization for Constrained Environments
(ACE) framework [RFC9200] defines an architecture to enforce access
control for constrained devices. A client (C requests an assertion
of granted perm ssions froman authorization server (AS) in the form
of an access token, then uploads the access token to the target
resource server (RS), and finally accesses protected resources at the
RS according to the perm ssions specified in the access token

The ACE franmework has as main building blocks the QAuth 2.0 franework
[ RFC6749], the Constrained Application Protocol (CoAP) [RFC7252] for
message transfer, Concise Binary (bject Representation (CBOR)

[ RFC8949] for conpact encodi ng, and CBOR Object Signing and
Encryption (COSE) [ RFC9052][ RFC9053] for self-contained protection of
access tokens.

Separate profile docunents define in detail how the participants in
the ACE architecture comuni cate, especially as to the security
protocols that they use. Profiles of ACE include, for instance,
those described in [RFC9202], [RFC9203], [RFC9431],
[1-D.ietf-ace-edhoc-oscore-profile], and
[1-D.ietf-ace-group-oscore-profile]

In sone depl oynments using the ACE framework, two devices DEV1 and
DEV2 m ght wish to access each other’s protected resources. That is,
DEV1 wi shes to access protected resources hosted at DEV2 and DEV2

wi shes to access protected resources hosted at DEVL.

In such a case, bidirectional access control can clearly be achieved
by nmeans of two separate access tokens, each of which is used to
enforce access control in one direction. That is:

* A first access token is requested by and issued to DEV1, for
accessing protected resources at DEV2. Wth respect to this
access token, DEV1 is an ACE client, while DEV2 is an ACE RS

* A second access token is requested by and issued to DEV2, for
accessing protected resources at DEV1. Wth respect to this
access token, DEV2 is an ACE client, while DEV1 is an ACE RS

The two access tokens have to be separately requested and handl ed by
DEV1 and DEV2, separately uploaded at DEV1 and DEV2, and separately
managed by the AS (e.g., for providing token introspection, retiring
access tokens when they become invalid, or notifying about early

t oken revocation [ RFC9770]).
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Wiile this nodel results in a clean split between the two directions
of access control, it also yields substantial interactions and
communi cati on overhead for both DEV1 and DEV2.

Therefore, it can be desirable to achieve the sane bidirectiona
access control w thout such downsi des, by neans of a single access
token that is requested by and issued to a single device.

In order to enable that, this docunent updates [ RFC9200] as foll ows:

* |t defines additional paraneters and encodings for the QAuth 2.0
token endpoint at the AS (see Section 2). These paraneters
i ncl ude:

- "rev_audi ence", used by Cto provide the AS with an identifier
of itself as a reverse audience, and by the AS to optionally
confirmthat identifier in a response to C

A correspondi ng access token claim namely "rev_aud", is also
defined in this docunent.

- "rev_scope", used by Cto ask the AS that the requested access
token specifies additional access rights as a reverse scope,
all owi ng the access token’'s audi ence to accordingly access
protected resources at C. This paraneter is also used by the
AS to provide Cwith the access rights that are actually
granted as reverse scope to the access token' s audi ence.

A correspondi ng access token claim namely "rev_scope", is al so
defined in this docunent.

* It defines a nethod for the ACE framework to enforce bidirectiona
access control by means of a single access token (see Section 3),
buil ding on the two new paraneters "rev_audi ence" and "rev_scope"
as well as on the correspondi ng new access token clains "rev_aud"
and "rev_scope".

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here
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Readers are expected to be famliar with the terns and concepts
related to the ACE framework for Authentication and Authorization

[ RFC9200] [ RFC9201], as well as with the terns and concepts related to
CBOR Wb Tokens (CWIs) [ RFC8392].

The terminology for entities in the considered architecture is
defined in QAuth 2.0 [RFC6749]. In particular, this includes client
(O, resource server (RS), and authorization server (AS)

Readers are al so expected to be fanmiliar with the terns and concepts
related to CoAP [ RFC7252], Concise Data Definition Language (CDDL)
[ RFC8610], CBOR [ RFC8949], and COSE [ RFC9052] [ RFC9053] .

Note that the term"endpoint” is used here following its QAuth
definition [ RFC6749], ained at denoting resources such as /token and
/introspect at the AS, and /authz-info at the RS. The CoAP
definition, which is "[a]ln entity participating in the CoAP protocol"
[ RFC7252], is not used in this document.

Furt hermore, this docunment uses the following termoriginally defined
in [I-D.ietf-ace-workfl ow and- parans].

* Token series: a set of access tokens, all of which are bound to
the sane proof-of - possessi on (PoP) key and are sequentially issued
by the sane AS for the sane pair (client, audience) per the sane
profile of ACE. A token series ends when the | atest access token
of that token series becones invalid (e.g., when it expires or
gets revoked).

Profiles of ACE can provide their extended and specialized
definition, e.g., by further taking into account the public
aut hentication credentials of C and the RS

CBOR [ RFC8949] and CDDL [RFC8610] are used in this docunment. CDDL
predefined type names, especially bstr for CBOR byte strings and tstr
for CBOR text strings, are used extensively in this docunent.

Exanpl es t hroughout this docunent are expressed in CBOR diagnostic
notation as defined in Section 8 of [RFC8949] and Appendi x G of

[ RFC8610]. Diagnostic notation conmments are often used to provide a
textual representation of the paraneters’ keys and val ues.

In the CBOR diagnostic notation used in this docunent, constructs of
the forme” SOVE_NAME are replaced by the val ue assigned to SOVE_NAME
in the CDDL nodel shown in Figure 2 of Appendix A For exanpl e,
{e’'rev_audience’ : "rsl", e rev_scope parami : h'00ff’'} stands for
{56 : "rsl1l", 57 : h'00ff’'}.
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Note to RFC Editor: Please delete the paragraph i medi ately precedi ng
this note. Also, in the CBOR diagnhostic notation used in this
docunent, pl ease replace the constructs of the forme’ SOVE_NAVE w th
the val ue assigned to SOVE NAME in the CDDL nodel shown in Figure 2
of Appendix A Finally, please delete this note.

2. New ACE Paraneters

The rest of this section defines a nunber of additional paraneters
and encodings for the QAuth 2.0 token endpoint at the AS.

2.1. rev_audience

The "rev_audi ence" parameter can be used in an access token request
sent by Cto the token endpoint at the AS (see Section 5.8.1 of

[ RFC9200]) as well as in an access token response sent as reply by
the AS (see Section 5.8.2 of [RFC9200]). |In particular, the
followi ng applies:

* The "rev_audi ence" paraneter is OPTIONAL in an access token
request. The presence of this paraneter indicates that C w shes
the requested access token to specify additional access rights.
These access rights are intended for the access token’'s audi ence
to access protected resources at C. That is, Cis the access
token’ s reverse audi ence.

Thi s paraneter specifies such reverse audience as a text string
identifier of C. Wen the access token request is encoded in
CBOR, the value of this paraneter is encoded as a CBOR text
string. Wen the access token request is encoded in JSON, the
val ue of this parameter is encoded as a JSON string.

* The "rev_audi ence" paraneter is OPTIONAL in an access token
response. |f present, it has the sane neani ng and encodi ng that
it has in the access token request.

Fundanental |y, this parameter has the same semantics of the

"audi ence" parameter used in the ACE franmework, with the difference
that it conveys an identifier of C as a host of protected resources
to access, according to the access rights granted as reverse scope to
the access token’s audi ence.

The use of this paranmeter is further detailed in Section 3.
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2.2. rev_scope

The "rev_scope" parameter can be used in an access token request sent
by Cto the token endpoint at the AS (see Section 5.8.1 of [RFC9200])
as well as in an access token response sent as reply by the AS (see
Section 5.8.2 of [RFC9200]). |In particular, the foll owi ng applies:

* The "rev_scope" paranmeter is OPTIONAL in an access token request.
The presence of this paraneter indicates that C wi shes the
requested access token to specify additional access rights. These
access rights are intended for the access token's audi ence to
access protected resources at C  That is, Cis the access token's
reverse audi ence.

Thi s paraneter specifies such access rights as a reverse scope.
When the access token request is encoded in CBOR, the value of
this parameter is encoded as a CBOR text string or a CBOR byte
string. Wen the access token request is encoded in JSON, the
val ue of this parameter is encoded as a JSON string.

* The "rev_scope" parameter is OPTIONAL in an access token response.
If present, this paraneter specifies the access rights that the AS
has actually granted as a reverse scope to the access token's
audi ence, for accessing protected resources at C (i.e., at the
access token’'s reverse audi ence).

Fundanental ly, this parameter has the same semantics of the "scope”
paraneter used in the ACE framework, with the difference that it
conveys the access rights requested/granted as reverse scope for/to
the access token’s audi ence to access protected resources at the
access token' s reverse audience.

The use of this parameter is further detailed in Section 3.
3. Bidirectional Access Contro

The rest of this docunment considers two devices DEV1 and DEV2 that
wi sh to access each other’s protected resources, and it defines a
met hod that DEV1 and DEV2 can use to enforce bidirectional access
control by neans of a single access token

It is assuned that the access token is requested by and issued to
DEV1 acting as ACE client. The access token is intended to specify
access rights concerning both the access of DEV1 to protected
resources hosted at DEV2 and the access of DEV2 to protected
resources hosted at DEV1. |In particular
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* The access token expresses access rights according to which the
requesting ACE client DEV1 can access protected resources hosted
at the ACE RS DEV2.

For this first direction of access control, the target DEV2 is
speci fied by neans of the "audi ence" paraneter and the
correspondi ng access token claim"aud", while the access rights
are specified by neans of the "scope" paraneter and the
correspondi ng access token claim"scope".

This is the original, primary direction of access control, over
which the ACE client DEV1 that requests the access token wi shes to
obtain access rights for accessing protected resources at the ACE
RS DEV2.

This requires the ACE client DEV1 to act as CoAP client, and the
ACE RS DEV2 to act as CoAP server.

* The same access token can additionally express access rights
according to which the ACE RS DEV2 can access protected resources
hosted at the ACE client DEVI.

For this second direction of access control, the target DEV1 is
specified by nmeans of the "rev_audi ence" paraneter defined in
Section 2.1 and the correspondi ng access token claim"rev_aud"
(see Section 4.2). Also, the access rights are specified by means
of the "rev_scope" parameter defined in Section 2.2 and the
correspondi ng access token claim"rev_scope" (see Section 4.2).

This is the new, secondary direction of access control, over which
the ACE client DEV1 that requests the access token al so w shes
that access rights are granted for the ACE RS DEV2 to access
resources at DEVI.

This requires the ACE client DEV1 to also act as CoAP server, and
the ACE RS DEV2 to al so act as CoAP client.

Li ke for the original case with a single access control direction,
the access token is uploaded to the ACE RS DEV2, which processes the
access token as per Section 5.10 of [RFC9200] and according to the
profile of ACE used by DEV1 and DEV2.

The protocol workflow is detailed in the follow ng Section 4 and

Section 5, in case only one authorization server or two authorization
servers are invol ved, respectively.
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4.

4.

Scenario with One Authorization Server

This section considers the scenario shown in Figure 1, with a single
aut hori zation server AS. Both devices DEV1 and DEV2 are registered
at AS, with perm ssions to access protected resources at the other
device. In the following, DEV1 acts as ACE client by requesting an
access token from AS

- DEV1 is registered as: +----+
- Device authorized to access DEV2; and
- Device that can be accessed by DEV2

I

I

I

- DEV2 is registered as: |
- Device that can be accessed by DEV1; and

- Device authorized to access DEV1 |

|

N
I
|
I
\'
DEV2 DEV1
-t S——
| RS | Semmmmmmmm e e e >| C
oo+ +-- -+

Figure 1: Bidirectional Access Control with One Authorization Server.
1. Access Token Request

As to the access token request that DEV1 sends to AS, the follow ng
appl i es.

* The "audi ence" and "scope" paraneters are used as defined in
[ RFC9200], according to the profile of ACE used by DEV1 and DEV2.

In particular, "audi ence" specifies an identifier of DEV2, while
"scope" specifies access rights that DEV1 wi shes to obtain for
accessing protected resources at DEV2.

That is, the two paranmeters pertain to the primary direction of
access control
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* The "req_cnf" paraneter defined in [RFC9201] can be incl uded.
When present, it specifies the key that DEV1 wishes to bind to the
requested access token

* The "rev_audi ence" and "rev_scope" paraneters defined in
Section 2.1 and Section 2.2 can be incl uded.

In particular, "rev_audience" specifies an identifier of DEV1
whil e "rev_scope"” specifies access rights that DEV1 wi shes DEV2 to
obtain for accessing protecting resources at DEVI.

That is, the two paraneters pertain to the secondary direction of
access control

If DEV1 wishes that the requested access token al so provi des DEV2
with access rights pertaining to the secondary direction of access
control, then the access token request has to include at |east one of
the two paraneters "rev_audi ence" and "rev_scope"

4.2. Access Token Response

When receiving an access token request that includes at |east one of
the two paraneters "rev_audi ence" and "rev_scope", AS processes it as
defined in Section 5.8.2 of [RFC9200], with the foll owi ng additions:

* |f the access token request includes the "rev_scope" paraneter but
not the "rev_audi ence"” paraneter, then AS assunes that the
identifier of DEV1 (i.e., the access token's reverse audience) is
the default one, if any is defined.

* |f the access token request includes the "rev_audi ence" paraneter
but not the "rev_scope" paraneter, then AS assumes that the access
rights requested as reverse scope for DEV2 (i.e., the access
token’ s audience) to access DEV1 are the default ones, if any are
def i ned.

* AS checks whether the access rights requested as reverse scope for
DEV2 can be at |least partially granted, in accordance with the
installed access policies pertaining to the access fromDEV2 to
protected resources at DEVL.

That is, AS perforns the same evaluation that it would performif
DEV2 sent an access token request acting as an ACE client, with
the intent to access protected resources at DEV1 that acts as an
ACE RS
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It is REQU RED that such eval uati on succeeds, in order for ASto
i ssue an access token and reply to DEV1 with an access token
response.

As to the access token response that AS sends to DEV1, the follow ng
appl i es:

*

The "audi ence" and "scope" parameters are used as defined in
[ RFC9200] and according to the profile of ACE used by DEV1 and
DEV2.

In particular, "audience" specifies an identifier of DEV2, while
"scope" specifies the access rights that AS has granted to DEV1
for accessing protected resources at DEV2.

The "scope" paraneter has to be present in the access token
response if: i) it was present in the access token request and the
access rights granted to DEV1 are different fromthe requested
ones; or ii) it was not present in the access token request and
the access rights granted to DEV1 are different fromthe default
ones.

If the "scope" paraneter is not present in the access token
response, then the granted access rights are those requested by
the "scope" paraneter in the access token request if present
therein, or the default access rights otherw se.

The "rs_cnf" paraneter defined in [RFC9201] can be included. Wen
present, it specifies information about the public key that DEV2
uses to authenticate.

The "rev_audi ence" parameter defined in Section 2.1 can be
i ncluded. When present, it specifies an identifier of DEV1 (i.e.,
the access token’s reverse audi ence).

If the "rev_audi ence" paraneter is present in the access token
response and it was also present in the access token request, then
the paraneter in the access token response MJST have the same

val ue specified by the paraneter in the access token request.

The "rev_scope" paranmeter defined in Section 2.2 can be included
and specifies the access rights that AS has granted to DEV2 (i.e.,
the access token’s audi ence) for accessing protected resources at
DEV1 (i.e., the access token's reverse audience).

The "rev_scope" parameter MJST be present in the access token
response if: i) it was present in the access token request and the
access rights granted to DEV2 are different fromthe requested
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ones; or ii) it was not present in the access token request and
the access rights granted to DEV2 are different fromthe default
ones.

If the "rev_scope" paraneter is not present in the access token
response, then the access rights granted to DEV2 are those
requested by the "rev_scope" paraneter in the access token request
if present therein, or the default access rights otherw se.

The issued access token MJST include information about the reverse
audi ence and reverse scope pertaining to the secondary access contro
direction. |In particular:

*

The access token MJST contain a claimspecifying the identifier of
DEV1 (i.e., the access token’ s reverse audience).

If the access token response includes the "rev_audi ence"
paraneter, then the claimspecifies the same informati on conveyed
by that paraneter.

If this is not the case, then the claimspecifies the same

i nformati on conveyed by the "rev_audi ence" paraneter of the access
token request if present therein, or the default identifier of
DEV1 ot herwi se.

When CWIs are used as access tokens, this informati on MJUST be
transported in the "rev_aud" claimregistered in Section 8.4.

The access token MJST contain a claimspecifying the access rights
that AS has granted to DEV2 (i.e., the access token' s audi ence)
for accessing protected resources at DEVL.

If the access token response includes the "rev_scope" paraneter,
then the claimspecifies the sane information conveyed by that
par amet er .

If this is not the case, then the claimspecifies the same

i nformati on conveyed by the "rev_scope" paraneter of the access
token request if present therein, or the default access rights for
DEV2 to access DEV1 ot herwi se.

When CWI's are used as access tokens, this informati on MJST be
transported in the "rev_scope" claimregistered in Section 8.4.
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4.3. Access to Protected Resources

As to the secure comruni cati on associ ati on between DEV1 and DEV2, its
est abl i shment and mai ntenance do not deviate fromwhat is defined in
the profile of ACE used by DEV1 and DEV2.

Furt hermore, comuni cati ons between DEV1 and DEV2 MJST rely on such
secure conmuni cation association for both directions of access
control, i.e., when DEV1 accesses protected resources at DEV2 and
vi ce versa

After having received an access token response fromAS, DEV1 MJUST
mai ntain and enforce the informati on about the access rights granted
to DEV2 and pertaining to the secondary access control direction

In particular, DEV1I MJST prevent DEV2 from accessi ng protected
resources at DEV1, in case access requests from DEV2 are not

aut hori zed as per the reverse scope specified by the issued access
token, or after having purged the issued access token (e.g.,
following its expiration of revocation).

As to maintaining and enforcing the information about the access
rights granted to DEV1 and pertaining to the primary access contro
direction, there is no deviation fromwhat is defined in the ACE
framework and the profile of ACE used by DEV1 and DEV2.

5. Scenario with Two Aut horization Servers
TBD
6. Practical Considerations

VWhen enforcing bidirectional access control by neans of a single
access token, the follow ng considerations hol d.

* The access token can be uploaded to the ACE RS DEV2 by the ACE
client DEV1 per the original ACE workflow, or instead by the AS
that has issued the access token per the Short Distribution Chain
(SDC) workflow defined in [I-D.ietf-ace-workfl ow and- parans].

* Since the access token is requested by the ACE client DEV1, only
DEV1 can request for a new access token in the same token series,
in order to dynamically update the access rights concerning its
own access to protected resources hosted by DEV2 (on the primary
access control direction) and/or the access rights concerning the
access of DEV2 to protected resources hosted by DEV1 (on the
secondary access control direction).
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7. Security Considerations
The sane security considerations fromthe ACE framework for
Aut henti cation and Authorization [ RFC9200] apply to this docunent,
together with those fromthe specific profile of ACE used.
Editor’s note: add nore security considerations.

8. | ANA Consi derations

Thi s docunent has the followi ng actions for | ANA

Note to RFC Editor: Please replace all occurrences of "[RFC XXXX]"
with the RFC nunber of this specification and delete this paragraph.

8.1. CQAuth Paraneters Registry

I ANA is asked to add the following entries to the "QAuth Paraneters”
registry within the "QAuth Paraneters" registry group.

* Name: rev_audi ence
* Parameter Usage Location: token request and token response
* Change Controller: |IETF

* Reference: [ RFC XXXX]

* Nanme: rev_scope
* Parameter Usage Location: token request and token response
* Change Controller: |IETF
* Reference: [RFC XXXX]

8.2. (QAuth Paraneters CBOR Mappi ngs Registry
I ANA is asked to add the following entries to the "QAuth Paraneters
CBOR Mappi ngs" registry within the "Authenticati on and Authorization
for Constrained Environments (ACE)" registry group, follow ng the
procedure specified in [ RFC9200].

*  Nane: rev_audi ence

*  CBOR Key: TBD
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* Val ue Type: text string
* Reference: [ RFC XXXX]

* (Original Specification: [ RFC XXXX]

*  Name: rev_scope
*  CBOR Key: TBD
* Value Type: text string or byte string
* Reference: [ RFC XXXX]
* Original Specification: [ RFC XXXX]
8.3. JSON Web Token C ains Registry
I ANA is asked to add the following entries to the "JSON Wb Token
Clains" registry within the "JSON Web Token (JWN)" registry group,
followi ng the procedure specified in [ RFC7519].
* CaimNane: rev_aud
* CaimDescription: The reverse audi ence of an access token

* Change Controller: |IETF

* Reference: [RFC XXXX]

* Cl aimNane: rev_scope
* CaimDescription: The reverse scope of an access token
* Change Controller: |IETF
* Reference: [ RFC XXXX]
8.4. CBOR Wb Token (CW) dainms Registry
I ANA is asked to add the following entries to the "CBOR Wb Token

(CWIN) dains" registry within the "CBOR Wb Token (CW) d ai ns"
registry group, follow ng the procedure specified in [ RFC8392].
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* CaimNane: rev_aud

* CaimDescription: The reverse audi ence of an access token
* JWI CaimName: rev_aud

* ClaimKey: TBD

* C aimVal ue Type: text string

* Change Controller: |IETF

* Reference: [RFC XXXX, Section 4.2]

* CaimNane: rev_scope

* (CaimDescription: The reverse scope of an access token

* JWI ClaimNanme: rev_scope

* (CaimKey: TBD

* (CaimValue Type: text string or byte string

* Change Controller: |IETF

* Reference: [ RFC- XXXX, Section 4.2]
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Appendi x A. CDDL Mbdel
This section is to be renoved before publishing as an RFC

; QAut h Paraneters CBOR Mappi ngs
rev_audi ence = 56
rev_scope_param = 57

; CBOR Wb Token (CQWI) d ai s
rev_aud = 43
rev_scope_claim= 44

Figure 2: CDDL Mbdel
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