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Abstract

Thi s docunent provides guidance for application devel opers and
software as a service providers on how to approach |IPv6 testing in
Dual - Stack (I Pv4+l Pv6), and |Pv6-only scenarios, including "true

| Pv6-onl y" scenarios. It discusses conmon mi sconceptions about the
degree to which operating systens and |libraries can abstract |Pv6

i ssues away and expl ains comon regressions to avoi d when depl oyi ng
| Pv6 support.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the | Pv6 Operations
Working Group mailing list (veops@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/v6ops/.

Source for this draft and an issue tracker can be found at
https://github. com phil sbl n/ipv6-app-testing.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

For the last 20 years, enabling applications for |Pv6 has focused on
coexi stence with 1Pv4 and allowing traffic to shift towards |Pv6

wi t hout breaking | Pv4 operation. Wth the US mandate to nove al
governnental agencies to "IPv6-only" [M21-07], this target for |Pv6
support changed to being fully functional in the absence of |Pv4 and
transition technol ogi es providing connectivity to the I Pv4d Internet.
Therefore, today’s applications are expected to function regardl ess
of whether they are used in an | Pv4-only environnent, a Dual - Stack
environment, or an | Pv6-only environment, with or without
connectivity to the IPv4 Internet. To achieve this, applications
need to be verified against all these scenari os.

While the availability of | Pv6 support in applications has a

consi derabl e i npact on the success of |IPv6, there exists no
docunent ed best current practices howto do so. Testing |IPv6
conpliance of network gear and operating systens has been docunented
extensively. Wile the | ETF does not define conpliance tests, best
current practice exists for the behavior of general |Pv6 nodes

[ RFC8504] and Customer Edge (CE) routers
[I-D.draft-ietf-v6ops-rfc7084bis].

To fill that gap, this docunent provides guidance for application
devel opers and cl oud application providers on how to approach |Pv6
testing. It described which scenarios they shoul d consider

val i dati ng agai nst, and which conmon regressions to avoid when addi ng
| Pv6 support. \While many application devel opers assume that the
networ k abstractions of the operating system (0OS), comunication
libraries, and application frameworks will handle the transition
towards | Pv6 transparently, |eaky abstractions within these
frameworks will nake it difficult for an application devel oper to
wite address fam|y-independent code for features such as all ow deny
lists and logging. In addition to that challenge, nodern cl oud
applications are typically conposed of hundreds to thousands of

m cro- and nmacro-services, formng a conplex distributed systemthat
requires intricate communication and orchestration infrastructure to
operate. Enabling these applications to conmuni cate over |Pv6
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requires careful analysis of data flows within all services and
proper | Pv6 support in all conponents that may require I Pv6 traffic,
as well as IPv6 addresses as netadat a.

2. Conventions and Definitions
2.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2.2. Base Connectivity Scenari os

Wthin this docunent, we define the follow ng four "base connectivity
scenarios" in which applications ought to be verified for
availability and functional correctness.

I Pv4d-only: A node or application that has native connectivity
towards all endpoints relevant for the test scenario using |Pv4d
and no connectivity towards any relevant |Pv6 endpoints.

Dual - Stack: A node or application that has native connectivity
towards all endpoints relevant for the test scenario using |IPv4 as
wel | as using | Pv6.

| Pv6-only with NAT64: A node or application that has native
connectivity towards all endpoints relevant for the test scenario
using I Pv6 and connectivity towards | Pv4 endpoints using a
transition technol ogy |ike NAT64, e.g., NAT64 in comnbination wth
CLAT, DNS64, or |ocal address synthesis.

True | Pv6-only: A node or application that has native connectivity
towards all endpoints relevant for the test scenario using |Pv6
and no connectivity towards any rel evant |Pv4 endpoints.

2.3. Lifecycle Functions

Orthogonal to the Base Scenarios, we define |lifecycle functions,
i.e., the phases in which an application is approached during a
sinplified lifecycle of the application, in accordance to

[ NI ST. SP. 500- 267Ar 1] as foll ows:

* |Installation: The installation of the application including any

initial configuration required for getting the application in a
state where renote services are operational
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* User Interface: Al forms of interactive access to the application
(e.g., Wb U, API).

* Managenent: Al forns of renpte nmanagenent and nonitoring
functions.

* Update: Al forms of update functions, including both automatic
and manual update mechani sms.

Testing bjectives

As a basic principle, I1Pv6 application testing should al ways be
derived fromfunctional and integration testing. Therefore, the goa
is to verify that the expected behavior is consistent across al
connectivity scenarios, i.e., the application functions correctly in
| Pv4-only, Dual-Stack, |Pv6-only with NAT64 and True | Pv6-only
settings. The follow ng sections provide gui dance on which
connectivity scenarios to include in a testing canpai gn and how to
approach testing conplex cloud applications.

1. Connectivity Scenarios

Table 1 lists the conbinations of connectivity scenarios that
application testing should generally consider. Note, while the

i nvol ved parties are listed here as "client" and "server" to reflect
the mobst conmon case, the conbinations can be used the sanme way when
consi dering peer-to-peer applications wth "client" representing
the initiating or first acting party.

The first five scenarios marked as _base_ should cover all mmjor code
pat hs and fall back conditions. These include Dual-Stack clients
combined with IPv4-only and a True | Pv6-only server, to test wither
the additional address famly confused the client. W also include
then cases with Dual -Stack Server and Single-Stack clients, to test
whet her a single address fanmly at client side works as anti ci pated
and | ook at the transition case using NAT64. W have no speci al
scenarios for 464XLAT [ RFC6877] and | Pv6-Mostly
[I-D.draft-ietf-v6ops-6nops], as these architectures are fromthen
client side indistinguishable fromthe Dual - Stack (464XLAT or

| Pv6-Mostly with CLAT) or |Pv6-only with NAT64 (I Pv6-Mstly w thout
CLAT) .

For the I Pv6-only datacenter case, where servers nmay be exposed to
the I Pvd-only Internet using NAT64, it is also advisable to consider
the case marked as |1 Pv6-only-DC in Table 1.
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The ot her conbinations are unlikely to exhibit additional problens
for client-server-based applications and therefore are nmarked as
extended in Table 1. For peer-to-peer applications and applications
wi th conpl ex connection handling |ike using STUN [ RFC5389] or TURN

[ RFC5766], skipping these scenarios is strongly di scouraged.

| dient | Server | dassification |
[} g ——————————— Ll —_———————_———————_— Ll —_—(——————
| Dual - St ack | I'Pv4-only | base |
R R . +
| Dual - St ack | True | Pv6-o0nly | base |
domemmemeeeemeaeeaaas e mmemeeemeaeeaaas . +
| I'Pv4-only | Dual - St ack | base |
T T o e +
| 1Pv6-only with NAT64 | | Pv4-only | base |
R R . +
| True | Pv6-o0nly | Dual - St ack | base |
e mmemeeemeaeeaaas domemmemeeeemeaeeaaas . +
| I'Pv4-only | I'Pv6-only with NAT64 | |Pv6-only-DC |
T T o e +
| Dual - St ack | Dual - St ack | ext ended |
R R . +
| I'Pv4-only | I'Pv4-only | ext ended |
T T . +
| I'Pv6-only with NAT64 | True | Pv6-only | ext ended |
T T o e +
| True IPv6-only | True IPv6-only | ext ended |
. +

Table 1: Connectivity scenari o conbinations to consider
Testing with Internmediaries (e.g., Proxies)

Many application protocols support conmunicating across

i ntermedi ates, nost comonly HTTP, HTTP-Connect, SOCKS, or MASQ
proxies. Peer-to-peer applications often support TURN [ RFC5766] as
an intermediary to traverse NAT and provi de connectivity between

I Pv4d-only and I Pv6-only hosts. Wen testing connectivity scenarios
for an application, additional test cases including a proxy are
recomended; As a proxy can convert between address fanilies, al
conbi nations shown in Table 2, consisting of base scenarios towards
the proxy and (assuming the same scenarios on both sides of the
proxy) the respective base scenarios fromthe proxy to the server,
shoul d be consi dered for testing.
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| dient | Proxy | Server |
[ gt ——————————— e —_————————— Ll —_—(—(——(—(————r
| Dual - St ack | I'Pv4-only | Dual - St ack |
R . . +
| Dual - St ack | True I Pv6-only | Dual - St ack |
domemmemeeeemeaeeaaas . . +
| I'Pv4-only | Dual - St ack | | Pv4-only |
T o e o e +
| I'Pv4-only | Dual - St ack | True IPv6-only |
R . . +
| IPv6-only with NAT64 | | Pv4-only | Dual - St ack |
T . . +
| True IPv6-only | Dual - St ack | | Pv4-only |
T o e o e +
| True IPv6-only | Dual - St ack | True IPv6-only |
. . +

Tabl e 2: Base scenari o comnbi nations including a proxy
to consider for IPv6 testing

3.3. Testing with Partially Broken Connectivity

In Dual - Stack depl oynents, situations rmay ari se where comunication
is partially broken for one or nore address families: Fromthe
Conmuni cati on endpoints that are expected to be reachabl e using both
address famlies, some may only be reachabl e by one address famly,
while others may only be reachable by the other. Testing
appl i cations agai nst these scenari os can becone a key enabler for
users’ acceptance of | Pv6, especially during a transition phase where
partially broken connectivity is expected nore frequently. This
section provides a brief overview of several comon scenari 0s.

3.3.1. Mssing DNS Records

Wil e a server endpoint is intended to support dual -stack
connectivity, the A or AAAA DNS records for the endpoint may be

m ssing, e.g, due to msconfiguration or broken tooling, or does not
reach the client endpoint, e.g., because it got filtered out by a

m ddl e box or |ocal resolver

Whi | e depl oynent and integration testing should try to test for this
ki nd of broken connectivity, this scenario is usually

i ndi stinguishable froman |IPv4-only or an | Pv6-only server endpoint,
and therefore already addressed by testing the base scenarios above.
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3.3.2. Partial Blackholing, MIU, and Fragnentation |ssues

VWhen multiple address fanmilies are avail abl e, network packets may

traverse different paths depending on the address famly. Even when
the sane path is traversed, the path can exhibit distinct behaviors,
e.g., dropping all or particular packets, especially in the presence

of m ddl e-boxes. |n some cases, connectivity issues may only becone
apparent late in the comrunicati on process, for exanple, after a
successful TCP handshake but before a TLS handshake succeeds. In

such scenarios, clients restricted to a single address fam |y—such as
True | Pv6-only clients—nmay experience conplete | oss of connectivity
in these scenarios, while dual-stack clients often mask such failures
by automatically falling back to another address famly.

In addition to partial blackholing, MU issues may only arise on one
address famly or behave differently with respect to MIU avail abl e,
droppi ng of fragmented packets, | CMP nessages, and due to on-path
fragmentation in | Pv4.

It is advisable to test for partial blackholing and MIU i ssues during
depl oynent and integration testing by testing with IPv4-only and True
I Pv6-only clients to detect such blackholes. |In case these issues
can occur outside the testers’ circle of control, it is advisable to
sinulate this type of failure and ensure that the application’s
behavi or supports the detection and analysis of these errors.

3.4. Testing Lifecycle Function Considerations

To cover the whole |lifecycle of an application including
installation, user interface, nanagenent, and update, it is
recomrended to test that the lifecycle functions defined in

Section 2.3 are operational within the connectivity scenarios defined
in Table 1.

In particular keep the followi ng considerations in mind:

* Installation: Installation may require comunications with renote
first-party services (e.g., activation/license server) or renote

third-party services (e.g., package repositories). In these
scenarios, the installer acts as the client, and the renote
service acts as the server. |In cases of renpte third-party

services, testing all server scenarios in Table 1 may not be
feasible, and inpact the client scenarios that can be supported.
For exanple, if a third-party service is |Pv4-only, then
supporting a True I Pv6-only client is not feasible.
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* User Interface: User interfaces can be incredibly conplex with
nuner ous contexts, views, APl endpoints, CLI comrands, etc. When
testing non-web-based user interfaces, it is recommended to focus
on conponents of the interface that involve comrunications wth
renote services, and those that handle network configuration
paraneters. For exanple, a network configuration interface may
only accept |1Pv4 address literals for certain paraneters. For
testi ng web-based user interfaces, see Section 3.6.

* Managenent: Dependi ng on the application, managenent functions nmay
be provided via the user interface. However, the application may
have additional nmanagenent functions (e.g., SNWP, syslog, etc.)
that shoul d be tested.

* Update: Depending on the application, update functions may be
exercised during installation. However, the application may have
addi tional update functions (e.g., autonmatic updates, nmanual
updat e nechani sns, etc.) that should be tested.

Testing Conmpl ex C oud Applications and Applying Test Cases

When testing conpl ex applications, especially cloud applications,
they typically involve countless data flows. For sone of these, the
application may be considered as server, while being a client in
others. Therefore, test cases need to cover each data flowin all
rel evant scenari os.

As functional and integration tests are often defined as end-to-end
test cases, they often involve several conponents, e.g., mcro-

servi ces, |oad-bal ancers, application gateways, |ogging,

aut henti cation, and authorization services, which use |P-based

prot ocol s between the conponents. Therefore, an end-to-end test case
breaks down to a series of flows between conponents, and for each of
these flows, we need to determ ne whether we need to apply the
connectivity scenarios fromTable 1 to it, of whether the
connectivity scenarios are only controlled by the depl oynent of the
appl i cation.
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For external flows, i.e., flows outside the devel opers’ control
usual Iy all base scenarios from Section 3.1 need to be accounted for.
If one side of the flowis under administrative control, the numnber
of scenario conbinations can still be Iimted: For exanple, a cloud
software provider choosing to depl oy Dual - Stack endpoints can skip
all non-Dual - Stack cases on the respective side of the comunication
For internal flows, the relevant scenarios only depend on the
applications’ architecture, and only scenarios planned in the

depl oynent need to be considered. From a networking perspective,

fl ows between conponents are typically independent. There is no need
to run the Cartesian product of scenarios x communications as |ong as
all relevant scenarios for a given flow are tested.

In addition to the data flows, an inplenentation may include netadata
about the data flow when communi cating with backend systems, e.g.,
for 1 ogging or authorization purposes. Wile the flows towards these
backend systens thensel ves may be safe to ignore as outlined above,
the functional correctness of the backend systens for all kinds of IP

address need to be verified as part of the test series. |Ignoring IP
addresses as data in the testing may result in malfunctions, |ike
al ways denyi ng access over |Pv6, or security issues, |ike not |ogging

access from|Pv6 clients.
3.6. Special considerations for Wb-based Applications

Web- based applications usually load resources frommultiple parties,
including CDNs and analytic tools, involving data flows to all these
parties. Wen facing the requirenent to support True |Pv6-only
users, being unable to | oad sone resources due to m ssing/defective
| Pv6 support at the respective parties can have any effect from

m ssing analytics insights or ad revenue to severe functional defects
rendering the application unusable. When testing such applications,
it is not sufficient to only focus on the initial/main interactions,
but it is necessary to consider all resources and parties providing
them As Wb browsers | oad these resources dynamcally and third-
party resources nay thensel ves may request resources from nore
parties, this kind of testing usually requires an instrumented Wb
browser, e.g., using [Seleniunm.

4. Testing Strategies

Nave | Pv6 testing, based on end-to-end functional tests as outlined
in Section 3, would require running a set of functional tests in
various connectivity scenarios. |In certain environments, setting up
test cases for all scenarios can becone forbiddingly expensive,
especially for conplex cloud applications, application platforns, or
when dealing with corporate I T environnments. Wile in today's

envi ronment getting Dual -Stack connectivity is possible in nost
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cases,

In this section, we give recomendati ons how to set up scenarios
defined in Section 3.1 and present strategies to neet the rel evant
testing objective by nodifying the client or using Dual-Stack clients
and servers to conclude the results for other scenari o conbinations,
e.g., by tracing whether the right address famly is used.

4.1. True IPv6-only Cdients

This is the nost natural way to test whether True IPv6-only clients
behave correctly. The client device is either placed in a network

wi t hout | Pv4 connectivity or the IPv4d stack is disabled on the device
while it is in a Dual-Stack network. Wile nost desktop operating
systens all ow di sabling I Pv4, nobile operating systenms, such as
Android and i OS, do not. For npbiles operating systens, a True

| Pv6-only environment is needed.

In both cases, it has to be ensured that there is no way to access

| Pv4d-only resources. |In particular, fallback to NAT64 nust be
prevented by di sabling CLAT [ CLAT], nmaking sure DNS resol uti on does
not perform DNS64 address synthesis [RFC6147] and bl ocking the well -
known NAT64 prefix [RFC6052] for these clients. In addition, VPN
services including privacy services like [iC oud-Private-Rel ay] need
to be disabled as they can provide connectivity towards the |Pv4

I nternet.

A note on the applicability of disabling |Pv4: Before disabling |Pv4d
make sure the environnment supports |Pv6-only operation. Many desktop
virtualization environments becone unusabl e because IPv4 is needed to
access and manage the virtual nachines. Some corporate environments
may render the machi nes unusable as they require | Pv4 connectivity
for sign-on.

4.2. | Pv6-only Servers

| Pv6-only servers are a good option when setting up a True |Pv6-only
client environnent is infeasible and clients are know to only cont act
a single server or a small nunber of servers under the testers’
control. Even if setting up a True |IPv6-only server environment is

i nfeasi ble, nbst testing is al so achievable by setting up a dedicated
DNS nanme only containing an AAAA record pointing to the |IPv6
addresses of an ot herw se Dual - Stack server
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4.3. dient-based tracing

If we can't limt the available address famlies, we can still trace
and verify whether the address fam |y desired for the scenario is
used.

Client-based tracing is especially useful when Dual - Stack servers and
clients are available and a conclusion for the True | Pv6-only case is
desired. By using the clients’ |ogging/traci ng/debuggi ng
functionality, the tester can verify that the actual data flows
happen over |Pv6, which is preferred by nost network abstractions.

If the client allows changing the preference between | Pv6 and | Pv4,

I Pv4d-only testing is al so possible.

The nost relevant case for this strategy is testing Wb applications.
By exami ning the Wb browsers’ performance | og or using a plugin |ike
[1 PvFoo] that visualizes connectivity information, the tester can
determ ne whether all resources are avail abl e using | Pv6.

4.4. Server-based tracing

Anal ogue to tracing on the client side, it is also possible to | ook
at the protocols used on the server side. Wile this is functionally
equi val ent for protocols where clients only conmunicate to a single
server, this approach is not feasible for Wb-based applications
where a client usually needs flows towards many servers, where client
or network based tracing are the only feasible alternatives to
testing with an True I Pv6-only client.

4.5. Network-based tracing

If the comunication pattern of an application is known well enough,
a packet tracer as [Wreshark] allows to verify that an application

uses |Pv6 for all flows in a Dual-Stack environnent. |If this can be
verified, failures in True IPv6-only environnents are unlikely.

While this is the least invasive nmethod of testing True |IPv6
scenarios in a Dual-Stack setup, it is the npost error-prone as it
requires the tester to fully understand the network flows of the
application and requires the skills to interpret the output of a
packet tracer.
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Commpbn Sources of | Pv6 Rel ated Fail ures and M sbehavi or

In this section, we discuss special failure nodes that can cause
unexpect ed application behavior that is hard to debug. While sone of
these cases can be automatically mtigated, especially through
general i zing the concept of Happy Eyebal|ls [ RFC8305], others nay not.
In cases that devel opers choose not to nmitigate erroneous application
behavi or, users and operators shoul d be supported in the resol ution
by exposing specific and detailed error or debug nessages.

1. Enable |IPv6 Feature Gates

Sone applications conpletely ignore IPv6 unless explicitly configured
to enable IPv6. This adds another class of user or configuration
errors, like deploying an application w thout enabled |IPv6 support in
an | Pv6-only environment. As these feature gates are often buried
deeply in the docunentation and are often vendor, product, or
conmponent specific, every conponent needs to be checked to determ ne
whet her | Pv6 support needs extra configuration

2. Destination Address Sel ection Preference and Address Filtering

The destination address selection algorithmin [RFC6724] filters
unavail abl e address fanmilies (Rule 1) and de-prioritizes non-matching
address families (Rule 2) and clearly prioritizes |Pv6 GUA addresses
over | Pv4 addresses. \While npost operating systens and some
alternative resolver libraries, such as [C ARES], inplenment [RFC6724]
or its predecessor [ RRFC3484] correctly, there are a nunber of notable
and wi dely used inplenentations that inplenent sonething el se,
causi ng anything from unexpected behavior to hard-to-debug errors.

*  Mbst JAVA runtimes do the opposite and prefer |Pv4 destinations
over | Pv6. To prefer |IPv6 addresses over |Pv4, one needs to set
the system property java. net. preferl Pv6Addresses=true.

* Some applications only use the first address candidate fromthe
getaddrinfo() and fail if the connection attenpt to that one
fails.

* Applications conposed of services built on different progranm ng
| anguages or runtinmes may behave inconsistently with regard to
choosi ng destinati on addresses.
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3.

4.

1.

* NG NX has its own user DNS resol ver w thout address filtering;
thus, adding a _AAAA record to a backend can render that backend
unusable. After having resolved a _AAAA record, it is trying to
open an | Pv6 socket, even when the IPv6 stack is disabled. As
socket creation failure is not expected, an internal server error
is sent back to the client.

* Some resolvers ignore address famlies for which no default route
exi sts or where the default-route is pointing to an unsupported/
i gnored device. This beconmes cunbersone especially in split-VPN
use cases, e.g. when trying to contact |IPv6-only endpoints via the
VPN whil e having | Pv4-only Internet connectivity.

I nput Validation and Output Rendering

While nost libraries and application frameworks have decent |Pv6
support, there often is still application |ogic checking whether user
input is a valid I Pv4 address or rendering output under the
assunption that an address is always an | Pv4 address, preventing to
take advantage of the I Pv6 support by the underlying conponents.

M sbehavi ng M ddl e- Boxes

In practice, nany | Pv6-rel ated regressions uncovered during testing
turn out to be caused by hidden conmponents outside of the application

devel opers’ control. M ddl e-Boxes, e.g., firewalls, virus scanners,
and intrusion detection systenms, can break end-to-end tests in
surprising ways, like term nating TLS sessions over |Pv6 with certain

extensions in the TLS client hello_ while correctly passing the sane
fl ow over |Pv4.

Depl oynment Consi der ati ons

Lab testing of applications for IPv6 conpliance should al ways have
the next step in mind: Deploying the application and providing the
users with decent |1 Pv6 support. Therefore, end-to-end tests,
especially of cloud applications, should al so keep depl oynment steps,
prerequisites, and risks in mnd. This section discusses sone issues
to keep in m nd when planni ng and executing | Pv6 testing.

Qperational Scope & Software Lifecycle

Dependi ng on the application and depl oynent nodel, the tim ng of
depl oying 1 Pv6 support may be in control of the users’ organization,
the devel opers’ organization, or neither of them Based on this
setup, certain conbinations of |IPv6-enabled clients, servers, and
infrastructure in between may or nmay not be excluded from
consideration. Therefore, it nay be necessary to add test cases for
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old software versions with known and al ready fixed bugs agai nst newy
| Pv6-enabl ed servers. |If regressions and service disruptions cannot
be ruled out by the tests, a per-user or per-customer tenant opt-in/
opt-out/roll-back schene for the I Pv6 enabl enent shoul d be
consi der ed.

6.2. Allow & Deny Lists

Application-level IP allow and deny lists pose a special challenge
for deploying IPv6 in a cloud application. As users nay already have
| Pv6 connectivity, adding | Pv6 support to the server nmay cause
clients to use IPv6 imediately. Having no allow list entry for the
users’ | Pv6 addresses results in service disruptions. Happy Eyeballs
as defined in [ RFC8305] does not solve the problemas allow list
checks usually take place after the transport connection has already
been est ablished.

To mitigate allow or deny lists causing service disruptions when
enabling | Pv6, support to include |Pv6 addresses in allow and deny
lists needs to be enabled way before rolling out IPv6 on the
transport and conmmuni cated towards the users. To further limt the
probability of service disruptions, generalizing Happy Eyeballs to
re-try using |IPv4 after certain error conditions should be eval uat ed.

6.3. Component and Service Reuse

I f conponents or cloud services can be reused in other products,
speci al care needs to be taken when planning | Pv6 depl oynent. The
interaction contracts between the reusing parties and the service
need to be checked whether | Pv6 enabl enent of the services also
affects the flows of these. Additional end-to-end tests, including
the reusing parties, are reconmended. This is often a recursive
process:--

6.4. Owmnership of Software Conponents
Sonetimes | Pv6 enabl ement requires touching conponents that are not
actively maintai ned anynore. Be prepared for this and plan extra
time or budget for updating or replacing these conmponents.

7. Security Considerations

The docurent itself has no specific security inplications; thus, some
of the issues discussed in Section 5 have.
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8. | ANA Consi derati ons

Thi s docunent has no | ANA acti ons.
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