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1. Introduction

Recent advances in key exchange protocol design for comrunications
under network del ays, disruption, and supporting |ow | atency has

of fered new alternative key establishnent techniques in the form of
conti nuous key agreenent. One such continuous key agreenent protoco
has been standardi zed by the I ETF, namely Messagi ng Layer Security
(M.S) (RFC9420). The M.S key agreenent handshake can be generalized
for dynam c or degraded comuni cations settings that do not support
dupl ex I'inks, have highly nobile devices, and/or require asynchronous
conmmuni cations. QU C s use of TLS for key agreenent was prinmarily
designed for relatively short-lived client-server connections wth
synchronous key initialization over reliable network availablity.

M.S offers an alternative to users for cases where network
reliability, attentuation, or disruption are concerns through
asychronous key updates which al so provi de post-conproni se security,
enabling long-lived sessions with controll able key refresh
periodicity. The MS key agreenent handshake can be slotted into
QUCin a fairly straightforward nanner, preserving other needed QU C
functionality. The conmbination of QU C and M.S thus addresses a need
for a robust security protocol in certain evolving conmunication

envi ronment s.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

3. Notation

We use terms from M.S [ RFC9420], TLS [ RFC8446], and QU C [ RFCO000] .
Bel ow, we have restated relevant terns and defi ne new ones:

*Application Message:* The private application data payl oad
transported and encrypted by QU C

*Aut hentication Service (AS):* An abstract architectural conponent of
M.S that provides nechanisns for verifying the authenticity of group
menbers, typically by issuing credentials (e.g., certificates) that
bind identities to cryptographic keys
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*Delivery Service (DS):* An abstract architectural conponent of MS
for reliably delivering M.S nessages (e.g., handshake or application
messages) between group nmenmbers while ensuring proper ordering.

*Control Message:* An M.S Proposal or Conmmt nessage to change the
cryptographic state, as opposed to application data.

*Key Derivation Function (KDF):* A Hashed Message Aut hentication Code
(HMAC) - based expand- and-extract key derivation function (HKDF) as
described in RFC5869.

*Key Encapsul ati on Mechanism (KEM:* A key transport protocol that
allows two parties to obtain a shared secret based on the receiver’'s
public key.

4. Scope

While M.S is designed for group settings, we limt discussions in
this document to the two-party comunications case. This choice is
deliberate to avoid significant changes to QU C and M.S

5. Requirenents for Integration
5.1. QU CHS Requirenents

As an integrated secure transport protocol QU C can be broken into
two maj or conmponents: a handshake | ayer (HS) responsible for key
agreenent and nmanagenment and a record | ayer (RL) which provides
secure (via HS keys) and reliable transport. Specifically, the HS
| ayer requires the following fromTLS as specified in RFCO001:

1. The handshake protocol nust function as an authenticated key
exchange (AKE) that produces distinct and unrel ated keys for
every connection where the server is always authenticated and the
client is optionally authenticated.

2. Transport paranmeter authentication for both endpoints with
additional confidentiality protection for the server transport
paranet ers

3. Provide neans for authenticated negotiation of an application
pr ot ocol

Wth respect to (1) MS provides authenticated key agreenent to

achi eve the sane outcone of AKE without exchanging key material

Using existing PKI certificates, comunicating partners can generate
M.S Key Packages to begin M.S sessions that produce indistinguishably
random keys. Miutual authentication is enabled through asymetric
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verification of credentials within M.S Key Packages. Externa

commits which are used for "open" MS groups can be used to allow an
unaut henticated client to be added (i.e. optional client
authentication). Wth respect to transport paraneter negotiations in
(2), M.S satisfies this with publication of a signed G ouplnfo object
i nsi de Wl cone nessages that contains all the necessary information
to join a group and a public key to encrypt a secret to the existing
group nenbers. For (3) Authenticated negotiation of application
protocol s can be achi eved using the MLS Content Advertisenent
Extension in [I-D.ietf-ms-extensions] which would be included in the
G oupl nfo object.

5.2. MS Requirenents

The prerequisits for M.S are the Delivery Service (DS) and

Aut hentication Service (AS) functionalities as specified in RFC9750.
A DS ensures M.S nessages are delivered to all participants and
enforces ordering of conmits. For exanple, the DS can be a
centralized server or a reliable transport protocol like TCP. An AS
provi des the issuance and verification of user credentials. For
exanpl e, the AS can be any existing web Public Key Infrastructure
(PKI) (e.g. certificate authority based schene).

For nost cases using QU C, the DS functionality is satisfied by QU C
RL through guarantees for reliable ordered delivery of nessages just
as it provides TLS. The AS functionality is provided through
existing PKI certificates already used by TLS. 1In non-traditiona
settings (e.g. dynam c topol ogies, delay/disruption prone
environments) where the DS functionality cannot be net by QU C RL

al one, other mechanisnms to ensure (ordered) delivery MJST be

enpl oyed. Likewise, the AS functionality nust also exist. Details
and recommendations for alternative strategies relating to either
functionalities are outside the scope of this docunent.

6. Protocol Overview

At a high level, MS provides the traffic keys used to encrypt and
authenticate QU C s secure channel. In turn, QUC s transport |ogic
whi ch handl es ordering and reliable delivery of packets helps to

mai ntain the MLS state. Note, additional nechanisnms may be used to
mai ntain MLS state in the event that QU C transport is insufficient.
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QUI C- Record Layer
Figure 1. QU C M.S |layer interactions
6.1. MS Functionality

As a stateful protocol, MS |leverages a cryptographic structure
called a ratchet tree to establish and maintain a shared
cryptographic group state. The tree’'s root is the group’s shared
secret and each M.S group nmenber is represented by a uni que | eaf node
containing their HPKE encryption public key and signature public key
fromthe AS. Internedi ate nodes contain the HPKE encryption public
key pairs cal cul ated by nenbers of the subgroup they cover. This
property enabl es efficiency in updates to the ratchet tree. MS
group operations (e.g. add, renove, update) trigger nodifications
fromeach | eaf along the path of intermediate nodes fromthe leaf to
the root, thereby ratchetting the group state forward into a new
epoch. G oup operations are solicited through the DS via M.S
Proposal nessages and are processed (aka commtted) by MLS Conmit
messages. Therefore, a QU CMS session with respect to the HS
functionality, is the creation and nodification of the M.S ratchet
state (the shared state).

Each epoch of an M.S session has a distinct asymmetric ratchet tree
as previously described that seeds the M.S Key Schedul e used to
derive shared secrets used for key generation (e.g. via a Key
Derivation Function). Values fromthe asymetric ratchet tree and
key schedule are used to derive a symretric ratchet tree called the
Secret Tree which is used to generate keys used for encrypting and
aut henti cating applicati on nessages. QU C MS provides keys from
this symmetric ratchet tree to the QU C record | ayer
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6.2. QU CMS Execution

An initiator may unilaterally start a QU CGMS session with a
partner. They then update the keys throughout their conmunications
by sending MLS updates with each nessage until either parties

term nates the session by issuinng a (self) renoval proposal and
commit. An inportant distinction from QU CTLS is that key updates
here are ratcheted in accordance with the M.S Key Schedul e (see
Section 8 of [RFC9420]) as to provide forward secrecy and post-
conprom se security rather than using QU C s native key update
mechani sm (see Section 6.1 of [RFC9001]) which only provides forward
secrecy. Furthernore, by attaching a configurable series of previous
M.S Conmmit messages to each sending stream we ensure that the
protocol is both robust enough to handle truly asynchronous settings
under eventually consistent DS but also flexible enough to adapt to
synchronous settings with strongly constistent DS assunptions.

6.2.1. Initialization

An initiating client can create M.S Key Packages based off of

prel oaded credentials obtained fromthe AS (i.e. via digita
certificates) or through direct comunications. |n the absence of an
AS, initators may use preinstalled | ong termsignature keys from
itself and the intended partner(s) to create the Key Packages
necessary to start a session. The initiator uses the Key Packages to
create an MLS Add proposal, which once comrmitted to, starts the M.S
session with the corresponding partner. |In order for the other
menber to join and initialize their own cryptographic state, they
will need to recieve their personalized M.S Wl conme nessage. The
initiator can wait to receive a M.S Conmit fromthe partner or
unilaterally conmit their own Add proposal and thereby asynchronously
intiate a session. |If they unilaterally commit their own Add
proposal, then O-RTT data may be sent along with these first batch of
packets using the encryption key derived fromthe M.S group secret in
accordance with the MLS Key Schedul e (see Section 8 RFC9420). After
the recipient verifies the initiator’s Key Package and uses the

Wl cone nessage to construct the shared M.S state, the shared key is
est abli shed and can be used by the record | ayer to comrence secure
communi cati ons via 1-RTT packets.

6.2.2. Updates

When a nmenber chooses to update the group key, they send an Update
proposal and the other nenber commts to that proposal to ratchet the
group state into the next epoch. Alternatively, one party may serve
as the session admin with commit authority or may unilaterally update
(via an enpty commit): in either case, when an eventually consistent
DS is used, they MJUST attach the antecedent series of commits |eading
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the the current epoch in order for the other nenber(s) to reconcile
state agreenent. |In the two party case the series of conmits reduces
to sinply the last commt.

To tighten the FS/ PCS conprom se wi ndows, senders MAY attach an
updat e proposal with every data nessage sent.

6.2.3. Termnation

Session termnati on occurs when any party sends a (self) renova
proposal and conmit it. This MAY be sent nultiplexed with the |ast
data nessage or as an independent streamw th no data nmessage. For
self removals in a two-party group, the proposer may term nate the
session without waiting for conmtnrment depending on application
needs. The renove proposal shall be sent as the payl oad of a Crypto
franme inside of a Handshake packet.

6.2.4. Resunption

Simlar to TLS where ORTT keys are used to resume a session and

qui ckly send encrypted applicati on nessages, MS can nake use of
resunption pre-shared key (PSK) from historical epochs to send ORTT
encrypted data. Wth TLS, data sent encrypted using ORTT key al one
is not forward secret and suffers fromreplay attacks. Wth MS, a
menber uses a Reinit proposal which describes the historical group
state they belonged to to rejoin the group with their resunption PSK
Once the Reinit proposal is conmtted it cannot be duplicated (i.e.
conflicting commt) making QU C-MS i mmune fromthe types of replay
attacks that ORRT TLS keys are vulnerable to. The Reinit proposa
for QUC-MS is sent ininthe Crypto frame of a Initial Packet,
behaving simlar to an External Join. Wth an encryption key derived
fromthe new epoch secret (e.g. via HKDF Expand) of the new state,
the O-RTT data can be sent along with the Reinit proposal and

comm ts.

6.2.5. Exanple Execution

The followi ng two-party QU G MS execution illustrates
initialization, updates, term nation, and reinitialization of a
session with per-nessage updates for the strictest security and
commit transcripts for the an eventually consistent DS. Wat is
shown can be rel axed to accommpdat e | onger update wi ndows and/ or
streamined by reducing or elimnating conmt transcripts for highly
avai l abl e and reliabl e networks which support a strongly consistent
DS. Specifically, the protocol can be adapted to the synchronous and
strongly consistent DS setting by renpving the positive

acknow edgenent of |atest commit HS packet (e.g. renmpbving A's second
Conmi t (Upd(B_0) nessage and B's HS{Commit (Upd(A 2)} nessage). The
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bracketed (e.g. optional) per-nessage ratchetting updates which
foll ow each 1RTT data nmessage shown rmay al so be renoved to all ow nore
| onger security w ndows (see Security Considerations (Section 9.2)).

A B Directory
I I I
| [ KeyPackageB] |
I e e +
| [ KeyPackageA] |
| Qo e e e e e e e oo +
I

| Add(A->AB)

| Conmit (Add)

I

| Init{velc(B)}

I

ORTT{Enc(DataA 0))}

[ Veri fy(KeyPackageA) ]
Process(\Wel cone)
~ Key Established ~

I

I

|

| 1RTT{ Enc( Dat aB_0) }]
I [ HS{ Upd( B_0) } ]
I

I

|

I

[ HS{ Commi t (Upd(B_0) ) }]
1RTT{ Enc( Dat aA 1))}

[ HS{ Upd(A_2) }]

I
| [HS{Commit(Upd(B_0)),
I Commi t (Upd(A_2) }]
| 1RTT{Enc(DataA 2))}

| [HS{Upd(A_3)}]

I

I [ HS{ Commi t (Upd(A_2)
| Commi t (Upd(A _3))
| 1RTT{ Enc( Dat aB_3
I [ HS{ Upd’ (B_4)
I
I
I
I
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I
I I
| |
HS{Reinit (A n)} | |
HS{ Commit (Reinit)} | |
HS{ Conmi t, Wel cone} | |
ORTT{ Enc( Dat aA n+2)} | |

| |

I I

Figure 2. Cient A creates a two-party QU C M.S session with
Client B, and then (optionally) updates the group state unti
term nation (via self- removal). Each M.S nmessage sent is
acconpani ed by a configurable series of commts to proposals.
Brackets ('[]’) indicate inplicit/ optional comunications steps.
Handshake (HS), Init, and ORTT packets wrap M.S nessages
i ndi cated by braces ("{}'). Values follow ng underscores (' _')
i ndi cate the associ ated epoch numnber.

*TODO * Doubl e check the reinit process -- is it better to just
restart a new session? Seens |ike a new M.S session woul d have fewer
steps in the two party case.

7. Packet Protection

As with QUCwith TLS, QUI G MS protects packets with keys derived
fromthe MLS state, using an AEAD al gorithm sel ected common to the
conmuni cating partners fromtheir KeyPackage objects. Sone key
changes to how QU C with TLS does packet protection (see Section 5 of
[ RFC9001]) are as foll ows:

* Initial Packets, which should be used to send M.S Wl cone nmessages
that are already encrypted with the joiner’s public key retain
their AEAD encryption using the secret derived frominitial salt
and connection ID as specified in Section 5.2 of [RFC9001].

Initial packets, which previously did not provide confidentiality
or authentication to the payl oad, now carries a payl oad that DCES
have confidentiality and authentication guarantees from M.S

NOTE: It may be redundant to keep the AEAD protection but renoving
it has downstream effects on Retry Packet usage/ abuse. *TODO *
Decide if we want to even keep the Retry mechani sm since we can
forma MS session unilaterally. *°

* Handshake Packets are proctected by keys derived fromthe M.S
epoch secret.
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* 0-RTT Packet Protection is provided by the traffic key conputed
fromwith the M.S Wl come nessage sent concurrently.

7.1. Key Derivation

For QU CMS, traffic keys are derived the same as they are for QU C
with TLS except that the M.S Epoch Secret is used in place of the TLS
Master Secret. Furthernore, the Early Secret, an artifact of the TLS
key schedule, is never derived as it is unused (see Section 7.1 of

[ RFC8446]). Al other keys used to encrypt or sign public and
private M.S group control messages are derived according to the M.S
Key Schedul e (see Section 8 of [ RFC9420]) using the appropriate

| ables. For example the foll owing shows how traffic secrets used to
encrypt 1RTT packets are derived fromthe M.S Epoch Secret:

0 -> HKDF-Extract = M.S Epoch Secr et

+--- - > Derive-Secret(., "A ap 0")
| = client_application_traffic_secret_0O

+----- > Derive-Secret(., "B ap 0")
| = server _application_traffic_secret O

Figure 3: QU Ctraffic key derivation from M.S Epoch Secr et

*TODO * Technically M.S doesn’t expose access to the epoch secret, if
we want to abide by safe extensions then we ought to use exporter
secret here right?

7.2. Key Deletion

In general, keys should be deleted imredi ately after they are
consunmed. The key deletion schedule of MLS aligns with QU C s
policies for discarding keys in that nenbers nmay keep unconsuned
val ues for handling out-of-order nessage delivery. Therefore, keys
shoul d be deleted in accordance first with the QU C policies for

di scardi ng keys and then the M.S Key Del etion Schedul e (Section 9.2
of [RFC9420]) for MS specific val ues.

8. Message Fram ng

The main interface from QU C used by M.S are the CRYPTO and NEW TOKEN
frames. As payloads of Initial, Handshake, and ORTT packets, the
CRYPTO frame will carry a mpgjority of M.S Handshake messages that
facilitate group control. Initial packets only carry the MLS Wl conme
and External Join nessages to add new users to a group. Previous
group nenbers who wish to rejoin a group (using their M.S Resunption
Preshared Keys) may use the NEWTCOKEN franme inside of Initial or
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Retry packets to resune menbership in the session with their
PreShar edKey proposal as tokens. Handshake packets carry CRYPTO
frames that have as payl oads all other MS proposals and comrits in
accordance with RFC9420.

Initial Packet{

[...]
Packet Payl oad = CRYPTO FRAME{}

ibndshake_Packet{
[Pé'ck]et Payl oad = CRYPTO FRAME{}
Eetry_PaCket{

[R.ei.rll_Token = NEW TOKEN_FRAVE{}

}
CRYPTO_FRAME{
Type (i) = tbd,
Ofset (i),
Length (i),
Crypto Data = <ML.S_Message>

}
NEW TOKEN_FRAME{
Type (i) = 0x07,
Token Length (i),
Token = M.S_PreShar edKey_Proposa

}

Figure 4: QU C M.S packet and frame structures for carrying M.S
messages (e.g. proposals, conmits, welcone, etc.)

9. Security Considerations
9.1. Attacks on Authentication

Wil e nessage integrity is provided by the synmetric key used in
AEAD, insider attacks on non-repudiation (e.g., source forgery) on
application nmessages may still be possible because QU C headers and
payl oads aren’t signed. While the content (including sender
information) is protected by AEAD which uses the symretric group key,
a malicious insider may still be able decrypt, nodify, and re-encrypt
the content using the sane synmmetric group key that they can conpute.
Thus, application nmessages sent by one nmenber may be reordered or
nmodi fi ed by another. However, in terns of group control, non-
repudi ati on i s unaffected because handshake nessages are protected as
signed M.S private nessages
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2. Ratchet W ndow

The frequency of updates to the M.S group state can be adjusted as
desired based on either tinme or nunber of messages. Follow ng the
maxi mum 604800 seconds (7 day) limt of the ticket lifetine fromTLS
that forces a new DH handshake to establish fresh secrets, QU CMS
epochs must simlarly not exceed 7 days in duration w thout an
updat e.

3. Use of ORTT

QUI C-M.S use of O-RTT differs fromQU CTLS in that a fresh key
generated by the M.S state is used instead of using a pre-shared key
generated froma previous TLS session between the comunicating
parties. QU C TLS uses O-RTT and 1-RTT to explicitly differentiate
the security levels but in QUC MS their security levels are the
same since they both are based on fresh randomess (akin to how
1-RTTs are protected by epheneral Diffie Hell man keys). Unlike the
caveats to using 0-RTTs for QU CTLS to thwart against certain types
of replay attacks, QU CMS has none.
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TODO
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