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Abstract

In this docunent we describe Secure Bundl e Protocol Audit Mechani sm
(SBAM, an authentication protocol designed to provide cryptographic
audi ting services for the Bundle Security protocol.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://bw mad. gi t hub. i o/ draft-xxx-str-bpsec/draft-tian-dtn-
sbam htm. Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-tian-dtn-sbam .

Di scussion of this docunent takes place on the Del ay/Di sruption
Tol erant Networ ki ng Working Group mailing |ist
(mailto:[dtn@etf.org] (dtn@etf.org)), which is archived at
https://mail archive.ietf.org/arch/browse/dtn/.

Source for this draft and an issue tracker can be found at
https://github. com bwi nmad/ draft-xxx-str-bpsec.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Dow i ng, et al. Expi res 28 Novenber 2026 [ Page 1]



Internet-Draft SBAM

May 2026

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
t is inappropriate to use Internet-Drafts as reference

tinme.

mat eri al

This Internet-Draft wll

or to cite themother than as "work in progress.”

Copyright Notice

expire on 28 Novenber 2026.

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)
Pl ease revi ew these docunents carefully,
and restrictions with respect to this docunent.
extracted fromthis docunment nust
described in Section 4.e of the Trust Legal

in effect on the date of publication of this docunent.
as they describe your rights
Code Conponents

i nclude Revised BSD License text as
Provi sions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1.

Dow i ng,

el

(24

NN

I nt roducti on

.1
. 2.
. 3.

7

NOHRWNEOONDOTAWONE

Scope .

Not ati on

Mot i vation and Probl em St at errent
gn Deci sions e

Bl ock-Level Granularity .

M xed Security Policy . . .
User - Defined Security Cont exts
Det erm ni stic Processing .
COSE- Cont ext Consi derations .
Scope Fl ag .

Security Bl ocks .

Bl ock Definitions .

cureBPSec Audit Mechani sm Pr ot ocol O./e.rvi eW

Uni que Key ldentifiers

Bundl e Protocol Manifest Bl ock

Audit Creation

Reporting .

Verification . .

Bl ocks Excl uded by SBAM S

SBAM I ntegrati on with Manifest BI ock

Pr ocessi ng Rul es .
Security Considerations .

.1
. 2.

Trivial Block Renoval
I nsider Attack

et al. Expi res 28 Novenber 2026

OCOWWOOONNNOOP~P~W



I nternet-Draft SBAM May 2026

6. | ANA Considerations . . . .. . . . 19
6.1. New Registry: SBAM Securlty Cbntext Paraneters . . . . . 19
6.2. Manifest Data Itens Reglstry ] 0
7. References . . . 2
7.1. Nor mati ve References e e e 21
7.2. Informative References . . . . . . . . . . . . . . . . . 22
Appendi x A. Example . . . . . . . . . oL Lo 22
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 24
1. Introduction

Thi s docunent defines additional security features for the Bundle
Protocol Security (BPSec) [RFC9172] and is intended in use for Del ay
Tol erant Networking (DTN) environnents using BPSec to provide
security guarantees, Secure Bundl e Audit Mechani sm (SBAM is intended
to provide additional security guarantees for BPSec conmmunication

bet ween a bundl e source acting as origin security source, any
intermedi ate security acceptors, and a destination security acceptor
al so acting as the bundl e destination

The BPSec specification [RFC9172] defines BPSec as "an end-to-end
security service that operates in all of the environnents where the
BP operates” and clains to provide "integrity and confidentiality
services for BP bundles". In particular, BPSec enables parti al
processi ng of bundles, where an internedi ate node acting as a
security acceptor can process and renove security services. As a
result, it is possible for an internediate malicious node to sinply
drop bl ocks along with any associ ated security operations attached to
t hem

SBAM provi des in-band cryptographic integrity guarantees between a
bundl e source and its destination while remaining consistent with the
operational requirenents of BPSec, which permt internediate nodes to
process and discard security bl ocks added by the bundl e source. At
the same tinme, SBAM enabl es the destination node to detect

adversarial nodifications to security operations added to the bundle
by the bundl e source and to verify whether security service bl ocks
added by the bundle source were naliciously dropped, processed, or
modi fied during transit, while retaining conpatibility with existing
BPSec depl oynents.
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1.1. Scope

Thi s docunent defines a new security service for the Bundle Protocol
Security (BPSec) [RFC9172] and is intended in use for Delay Tol erant
Net wor ki ng (DTN) environments using BPSec to provide security
guarantees. Specifically, the Secure Bundl e Audit Mechani sm ( SBAM
enabl es the cryptographic detection of unauthorized nodifications to
security operations added by the bundl e source, which also acts as
the security source for a destination node that accepts the bundle
payl oad. Explicitly, the end-to-end security guarantee provi ded by
SBAMis linmted to security operations inserted by a bundle source
acting as the security source for a destination node that accepts the
bundl e payl oad. Any security operations added to a bundl e by
security sources other than the bundl e source are outside the scope
of SBAM In particular, security operations added by security
sources along the bundl e path between the bundl e source and the
destination, follow ng bundle creation and the additi on of SBAM
operations, are legitinmate and i ndependent and are not covered by
SBAM

1.2. Not at i on

This section defines term nology that either is unique to the BPSec
or SBAM and is necessary for understanding the concepts defined in
this specification.

* Bundl e Destination: the Bundle Protocol Agent (BPA) that receives
a bundl e and delivers the payload of the bundle to an Application
Agent. Al so, an endpoint conprising the node(s) at which the
bundle is to be delivered. The bundle destination acts as the
security acceptor for every security target in every security
bl ock in every bundle it receives.

* Bundl e Protocol Agent: a node conponent that offers the Bundle
Prot ocol services and executes its procedures.

* Bundl e Source: the BPA that originates a bundle. Also, any node
I D of the node of which the BPA is a conponent.

* Cipher Suite: a set of one or nore algorithns providing integrity
and/ or confidentiality services. Cipher suites nay define user
paraneters (e.g., secret keys to use), but they do not provide
val ues for those paraneters

* Destination Node: a security acceptor BPA that is the bundle
destination and processes the bundl e payl oad.
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* Forwarder: any BPA that transnmits a bundle in DIN. Al so, any node
I D of the node of which the BPA that sent the bundle on its nost
recent hop is a component.

* |Internedi ate Node: a security acceptor BPA that is not the bundle
destinati on.

* Internediate Receiver, Waypoint, or Next Hop: any BPA that
receives a bundle froma forwarder that is not the bundle
destination. Also, any node ID of the node of which the BPAis a
conponent .

* Path: the ordered sequence of nodes through which a bundl e passes
on its way fromsource to destination. The path is not
necessarily known in advance by the bundle or any BPAs in DTN

* Security Acceptor: a BPA that processes and di spositions one or
nmore security blocks in a bundle. Security acceptors act as the
endpoi nt of a security service represented in a security bl ock
They remove the security bl ocks they act upon as part of
processing and di sposition. Al so, any node ID of the node of
whi ch the BPA is a conponent.

* Security Block: a BPSec extension block in a bundle.

* Security Context: the set of assunptions, algorithns,
configurations, and policies used to inplenment security services.

* Security Operation: the application of a given security service to
a security target, denoted as OP(security service, security
target). For exanple, OP(bcb-confidentiality, payload). Every
security operation in a bundl e MJST be uni que, meaning that a
gi ven security service can only be applied to a security target
once in a bundle. A security operation is inplenented by a
security bl ock.

* Security Service: a process that gives sone protection to a
security target. For exanple, the BPSec specification defines
security services for plaintext integrity (bib-integrity) and
aut henticated plaintext confidentiality with additiona
aut henticated data (bcb-confidentiality). This SBAM specification
defines security services for cryptographic auditing of security
servi ces added by the bundl e source to the bundl e destination.

* Security Source: a BPA that adds a security block to a bundle.
Al so, any node |ID of the node of which the BPA is a component.
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* Security Target: the block within a bundle that receives a
security service as part of a security operation.

* Security Verifier: a BPA that verifies the data integrity of one
or nore security blocks in a bundle. Unlike security acceptors,
security verifiers do not act as the endpoint of a security
service, and they do not renove verified security blocks. Also,
any node I D of the node of which the BPA is a conponent.

* Source Node: A BPA that creates an initial bundle.

* *Audit Pair*: A logical pairing consisting of a Mnifest Bl ock and
its corresponding BIB, created by the bundl e source acting as the
initial security source and verified only by the destination node
acting as the final security acceptor. The underlying Mnifest
Bl ock records identifying data for each security operation added
to the bundle by the bundl e source.

* *Report Pair*: A logical pairing consisting of a Manifest Bl ock
and its corresponding BIB, created by an internedi ate node that
processed and di scarded source-added bl ocks. The underlying
Mani fest Bl ock duplicates identifying data for each bundl e
sour ceZI % dded security operation that is processed and di scarded by
an internmediate security acceptor.

1.3. Motivati on and Probl em St at enent

DTN recogni zes an attacker with conpl ete network access, affording
themread/wite access to bundl es traversing the network.

Eavesdr oppi ng, nodification, topological, and injection attacks are
all described in [ RFC9172], Section 8.2. Therein, these "on-path
attackers" can be unprivileged, legitimte, or privileged nodes
dependi ng on their access to cryptographic material: unprivileged
nodes only have access to publicly shared information, legitimte
nodes have additional access to keys provisioned for itself, and
privil eged nodes have further access to keys (privately) provisioned
for others. There are currently no guarantees against privileged
att acks.
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In an effort to distinguish nmalice by internmedi ate nodes, these

cl asses can be further abstracted into honest security acceptors and
di shonest forwarders. Honest forwarders are privil eged nodes that
faithfully execute the role of a BPA as described in [ RFC9171],
Section 3. Dishonest forwarders are unprivil eged nodes that attenpt
to violate the integrity or confidentiality of blocks it processes
(e.g. by dropping or nodifying blocks). Under its default security
context [RFC9173], BPSec currently provides no cryptographic auditing
mechani smthat enables a destination node to detect adversaria

nodi fications to security services added to a bundle by the bundle
source.

SBAM addr esses this security gap by providing a mechani smthat allows
a bundl e source, acting as the initial security source, to create a
verifiable record of all security operations added to the bundle at
origin, which is intended to be verified only by the final bundle
destination. At the sanme time, SBAM preserves the default behavior
of BPSec, allowi ng internediate nodes to process and discard security
operations added by the bundl e source, provided they attach a
verifiable record that duplicates the identifying data for each

di scarded security operation, which will subsequently be verified by
the bundl e destination

Desi gn Deci si ons

In this section we describe the design decisions of BPSec [ RFC9172],
and describe how these are inpacted through the use of SBAM

1. Block-Level Ganularity

SBAM desi gn does not inpact the bl ock-1evel granularity of BPSec.
SBAM provides a verifiable audit trail between source and destination
nodes, for all security bl ocks added by the source node, while also
allowing internediaries to process and discard source-added bl ocks.

2. Mxed Security Policy

SBAM desi gn does not inpact the mxed security policy of BPSec. SBAM
design provides an additional |ayer of security between the source
and destination nodes, by providing a nechanismfor verifying that

all security blocks added by the source node have either been
processed by an authorized internediary, or received by the
destination node. This functionality does not interfere with the
ability of additional security sources (that are not the bundle
source) to create/nodify/process security blocks within the bundle.
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2.3. User-Defined Security Contexts

SBAM desi gn does not inpact the ability to inplenment user-defined
security contexts within BPSec. Users nmay select fromregistered
security contexts and custom ze those contexts through security
context paraneters

2.4. Deterministic Processing

SBAM desi gn preserves and adheres to the determnistic processing
requi renents described in [ RFC9172].

2.5. COCSE- Cont ext Consi derations

In conjunction with a proper PKI nmechanism SBAM nmay be used in the
COSE- Context [draft-ietf-dtn-bpsec-cose] to provide further

aut henti cati on enhancenents to auditing. Specifically, through the
use of digital signature algorithns rather than nessage

aut henti cati on codes as described herein, SBAMin the COSE-context
adds source authentication as well as authentication of internediate
nodes.

2.6. Scope Flag

The Integrity Security Context BI B HVAC- SHA2 includes Integrity Scope
Fl ags as a paraneter set (see 3.2 and 3.3.3 in [RFC9173]). The val ue
of the Integrity Scope Fl ag describes what information is used to
construct the Integrity Protected Plain Text (IPPT) for a BIB. The
existing Integrity Scope Flags in bit 2 and bit 3 refer to an
excessive anmpbunt of information (block type code, block nunber, block
processing control flags). Since we explicitly only use the bl ock
nunber in our calculations, this scope flag is redundant and we
choose to remove it.

2.7. Security Bl ocks

In this section we describe the different Security Blocks used in
BPSec and SBAM | n particular, we note that BPSec introduced two
types of security blocks: the Block Integrity Block (BIB) and the
Bl ock Confidentiality Block (BCB) providing integrity and
confidentiality and integrity, respectively.

In SBAM we al so introduce the audit-pair |ogical block and the
report-pair |ogical block, which (when conbined) enable security
acceptors to verify only honest internediate security acceptors have
processed and discarded BIB or BCBs added to a bundle at origin.
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2. 8. Bl ock Definitions

The BPSec specification defines two types of security blocks: the
Bl ock Integrity Block (BIB) and the Bl ock Confidentiality Bl ock
(BCB). The SBAM specification defines two additional types of

| ogi cal blocks; the audit-pair and report-pair operations.

* The BIBis used to ensure the integrity of its plaintext security
target(s). The integrity information in the BI B MAY be verified
by any node al ong the bundle path fromthe BIB security source to
the bundl e destination. Waypoints add or renove BIBs from bundl es
in accordance with their security policy. BIBs are never used for
integrity protection of the ciphertext provided by a BCB. Because
security policy at BPSec nodes may differ regarding integrity
verification, BlIBs do not guarantee hop-by-hop authentication, as
di scussed in Section 1.1 (https://ww.rfc-editor.org/rfc/
rfc9172. ht m #sup_sec_svc).

* The BCB indicates that the security target or targets have been
encrypted at the BCB security source in order to protect their
content while in transit. As a matter of security policy, the BCB
is decrypted by security acceptor nodes in the network, up to and
i ncluding the bundle destination. BCBs additionally provide
integrity-protection nmechanisns for the ciphertext they generate.

3. SecureBPSec Audit Mechani sm Protocol Overvi ew

The core guarantee provided by SBAMis a guarantee that, after
correctly verifying audit-pair and report-pair security operations,
the destination node is assured that either

* all security bl ocks added by the bundl e source have arrived
wi t hout an unprivil eged node dropping or nodi fying them or

* an honest internediary has processed and di scarded security bl ock/
s added by the bundl e source.

Thus, for any bundle, its source node also acting as initial security
source, will generate security blocks for their destination node
exactly as specified in BPSec [ RFC9172]. Additionally, the source
node will create a |logical audit-pair block, which provides a

crypt ographi cal l y-authenticated record of all security services it
provided for the bundle, as well as all necessary uniquely
identifying information for each security operation, such as its key
and bl ock identifiers.
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3.

1.

SBAM further specifies that any honest internediary node that
processes a security block created by the bundl e source al so provides
a cryptographic proof that it was authorized to performthis
operation. This is achieved by replacing the processed and di scarded
security operation with a report-pair logical block that duplicates
and authenticates, to the destination node (the final security
acceptor), the uniquely identifying information associated with the
di scarded security service contained in the security block. The SBAM
report-pair therefore provides a cryptographically authenticated
digest of the uniquely identifying information of the security bl ock
it processes, such as key and block identifiers. This allows the
relevant identifying information of a bundl e sourcef % dded security
operation to remain verifiable by the final security acceptor even
after the original security bl ock has been processed and di scarded.

Upon receiving the bundle, the destination node first verifies the
audit-pair to validate its authenticity. It then verifies each
report-pair to confirmthat it was added by an honest internediary
node. The destination node subsequently collates the identifying
informati on contained in the audit-pair and conpares it with the
identifying information collated fromthe report-pair bl ocks.
Successful verification at each stage enabl es the destination node to
confirmthat no unprivil eged node nodi fied or renpbved any bundl e
source® % dded security operation during transit between the source and
destinati on nodes.

Uni que Key ldentifiers

The Bundl e Protocol Security (BPSec) and its defined security
contexts, as described in [RFCO172] and [ RFC9173] respectively, rely
on the assunption that |ocal security policies will inform Bundle
Prot ocol Agents (BPAs) of the appropriate cryptographic keys to use
for each security context. This decentralized, policy-driven
approach allows flexibility but introduces anbiguity when these
policies are not uniformy enforced or clearly defined across
participating nodes. In the absence of standardi zed key sel ection
mechani sms, there is a risk that different BPAs may sel ect
conflicting keys for the sane security context or inadvertently reuse
keys across inconpatible contexts. Such anbiguity can |lead to key
collisions, where multiple security contexts reference the sane key
identifier or cryptographic naterial unintentionally, underm ning the
security operations BPSec is intended to enforce. To mitigate this
anbiguity, SBAMintroduces key-id as an explicit security context
paraneter, enabling BPAs to uniquely identify the correct
cryptographi c key for each security operation
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Key identifiers are always represented as a CBOR unsigned integer, in
accordance with the paraneter identification requirenments of

Section 3.10 of [RFC9172]. Key identifiers MJST be uni que across al
security operations within a given bundle and MJST distinctly
identify a cryptographic key used for a given security operation
within its security context.

Wthin the SBAM desi gn, three independent use cases for key-id are
identified. Wen conbined, these use cases enable the establishnent
of a reciprocal trust relationship between the bundle source acting
as the initial security source, privileged internediary nodes, and
the bundl e destination acting as the final security acceptor. The
three distinct but interconnected key-id use cases are as foll ows:

* Kkey-id for BPSec security services: This identifier uniquely
identifies the key used by the bundl e source to provide a BPSec
integrity or confidentiality service (BIB and BCB respectively, as
defined in [RFC9172]) when the bundle is created at origin. This
identifier MJUST be carried as security context paraneter TBAl (see
I ANA Considerations (Section 6)) within the Security Context
Paranmeters field of the Abstract Security Block (ASB) structure
defined in Section 3.6 of [RFC9172], for every BIB and BCB within
an SBAM bundl e. Each BPSec security operation MJST have a
correspondi ng uni que key-id to facilitate SBAMintegration

* Kkey-id for auditing: This identifier uniquely identifies the key
used by the bundle source to authenticate the audit-pair |ogica
bl ock to the bundl e destination. The audit-pair contains the
uniquely identifying information for each security operati on added
to the bundle at origin, including the corresponding security
service key-id values. This identifier MJST be carried as
security context parameter TBAl (see | ANA Consi derations
(Section 6)) within the ASB of the BIB authenticating the audit-
pai r mani fest block, and MUST be independent of the security
service key-id values recorded within the manifest itself.

* key-id for reporting: This identifier uniquely identifies the key
used by a privileged internmedi ary node to authenticate the report-
pair | ogical block to the bundl e destination. The report-pair
duplicates the uniquely identifying information for each bundl e
source- added security operation (including the corresponding
security service key-id values) that the internediary processes
and discards. This identifier MJST be carried as security context
paraneter TBAl (see | ANA Considerations (Section 6)) within the
ASB of the BIB authenticating the report-pair manifest block, and
MUST be i ndependent of both the security service key-id val ues
recorded within the nmanifest and the key-id used for auditing.
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In addition to its presence in the ASB of every BIB and BCB, the key-
id associated with each covered security operati on MIST al so be
recorded as map key -3 in the correspondi ng bl ockdat a- map of every
SBAM audit-pair and report-pair mani fest block. This duplicate
record enabl es the destination node to correlate the identifying
information in the mani fest against the security operations it
received or that were reported as processed by an intermediary.

The use of these distinct key-id roles enables SBAMto bind the
integrity of each bundl e source-added BPSec security operation (via
its associated security service key-id) to the key-id used to
authenticate the audit-pair. Upon successful verification, the
destination node can confirmthat the integrity of the BPSec security
operations added at the bundle origin has been preserved.

I ndependently, privileged internediary nodes bind the report-pair
key-id to the uniquely identifying information of each corresponding
security service key-id associated with a bundl e source-added
security block that they process and discard. This enables the
destination node to verify that any nodification to bundl e source-
added security operations was performed by a legitimte internediary
node.

The nmanagenent of key-id values, including howtrust in themis
est abl i shed, maintained, and escrowed, is determined at the policy
| evel and is outside the scope of this docunent.

3.2. Bundle Protocol Mnifest Block

The Bundl e Protocol Manifest Block introduced in

[ si pos-dt n-mani f est-bl ock] defines a new structured bl ock type for
BPv7 bundles. A primary purpose of the Manifest Block is to provide
a structured and auditabl e nechani smfor maintaining a record of
bundl e security conponents between the bundl e source, acting also as
the security source, and the intended destination node. This
mechani sm al | ows honest internediary nodes to act as legitinmate
security acceptors, enabling themto process, and discard security
bl ocks added by the source node while preserving an auditable record
of those security-related conmponents within the proposed manifest
structure. Manifest blocks enable the enuneration and identification
of elenents within a bundle in a consistent and nachi ne-processabl e
manner. \While nanifest blocks are not defined as security-specific
mechanisms in itself, they provide a structured representation of
bundl e content that can be used by such security nechani snms as SBAM

By listing covered conponents and associ ated netadata, nanifest

bl ocks create an environnment in which integrity protection and
aut henti cation operations can be applied in a systematic way. In
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this sense, manifest blocks do not directly performsecurity
functions, but it enables and supports such functions by supplying a
wel | -defined container for describing and referencing BPSec bundl e
el ement s.

Bel ow i s a di agram of the proposed Manifest Block structure as
defined in [sipos-dtn-nmanifest-block].

; ---- General Manifest Block structure ----
; From si pos-dt n- mani f est - bl ock

; Type aliases
bl ock-id = |
; Fromthe | ANA Bundl e Bl ock Types registry
bl ock-type: uint,
bl ock-num  uint,
]
bt sd-1en = uint
bt sd- hash = (
; Fromthe 1 ANA COSE Al gorithnms registry
al g: tstr / int,
val ue: bstr

)

bpsec-targets = [+ uint]

$$nmet adata-item// = (
0: intl6
; Reason code fromthe Manifest Reason Codes registry
2: enbed-eid-structure

3: dtn-tine
)
$$bl ockdata-item//= (
1: block-id
2: block-control -fl ags
5: btsd-len
6: [+ btsd-hash]
-1: bpsec-targets
; keys -1 and -2 apply only to BPSec security blocks (types 11, 12)
-2: intl6
; bpsec-security-context
)

Figure 1: Manifest Block structure
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SBAM | ever ages and extends the proposed Manifest Block structure to
provide a verifiable audit trail between the source node and the
destination node. Manifest blocks enable SBAM functionality in two
ways:

(1) they define an object type for the audit-pair operation between
the bundl e source and the final security-acceptor destination node;
and

(2) they define an object type for the report-pair operation, which
supports intermedi ary processing of sourcefZZifenerated security bl ocks
whil e preserving the associated original audit infornation.

Toget her, these two object types establish a verifiable audit trai
bet ween the bundl e source and its destination node. This audit trai
preserves the BPSec-defined behavior that permts internedi ary nodes
to process and discard security bl ocks as required, while al so

provi ding a nechanismto detect any unauthorized nodification to the
security operations of a bundle enforced by its source.

3.3. Audit Creation

The audit creation process is described in detail in the follow ng
secti ons.

At the time of bundle creation, the source node SHALL generate a
verifiable audit-pair |ogical block that covers all security
operations added by the source node. Structurally, an audit-pair
consists of a manifest block that records all security operations
added to a bundle by its originator, and a BIB that authenticates the
mani f est contents.

The audit-pair SHALL contain all relevant identifying information for
each rel evant security block (represented by independent manifest

bl ock-data-map), which SHALL include at minimumthe identity of the
security block block-id, information about its security context
including a unique key-id, a list of target block identifiers
security-targets to which the security block operation applies, and
the payl oad (encoded in btsd-hash) of the bundle. This audit-pair
SHALL then be cryptographically authenticated by a Bl B generated by
the source node which conputes a cryptographic MAC over the audit-
pair using a unique audit-pair operation key shared with the
destination node. The key-id for the BIB authenticating the audit-
pair SHALL be included in the BIB security context and SHALL be

i ndependent of the security context information contained in the
associ at ed mani fest bl ock.
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The destination node SHALL discard any audit-pair (along with any
sour ce-generated payl oad i ntended for it) that is not
cryptographically verified by a BIB generated by the source node. A
further flag MAY be added to the audit-pair and its BIB to indicate
that it is expected only to be verified by the intended bundl e
destination security acceptor

The uniquely identifying information associated with the BIB that
aut henticates the audit-pair MJST NOT be included in the audit-pair
record, as this would introduce a circular verification dependency.

See SBAM I ntegration with Manifest Block (Section 3.7) for nore
details on audit-pair design specifications.

3.4. Reporting

The reporting process is described in detail in the follow ng
secti ons.

Any security accepting intermedi ary that processes an SBAM bundl e
security operation added by the bundl e source SHALL repl ace the
processed operation with a report-pair operation. Structurally, a
report-pair consists of a manifest block, and a BIB that

aut henti cates the nanifest contents.

The report-pair SHALL contain all relevant identifying information
for each security block processed and di scarded by the internediary
al ong the bundl e path. Such report-pair SHALL include at m ninumthe
identity of the security block (block-id) processed, a duplicate
record of its security context (including its unique security service
key-id) and a duplicate record of the security targets to which the
security bl ock operation applies. This report-pair SHALL then be
cryptographically authenticated by a Bl B generated over the manifest
whi ch conputes a cryptographic MAC over the manifest bl ock-data-map
usi ng a unique report-pair operation key the processing internediary
shares with the destination node. The key-id for the BIB

aut henticating the report-pair SHALL be included in the BIB security
context and SHALL be independent of the security context information
contained in the associ ated mani fest bl ock.

A further flag MAY be added to the report-pair to indicate that it is
expected only to be verified by the intended destination security
acceptor.

The uniquely identifying informati on associated with the BIB that

aut henticates the report-pair MJUST NOT be included in the report-pair
record, as this would introduce a circular verification dependency.
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See SBAM I ntegration with Manifest Block (Section 3.7) for nore
details on the report-pair design specifications.

3.5. Verification

The verification process is described in detail in the follow ng
secti ons.

When the destinati on node receives an SBAM bundl e, it SHALL verify
that the audit-pair and report-pair(s) it received can be
cryptographically authenticated before accepting the bundl e as valid.
An SBAM bundl e SHALL be considered valid by accepting destination
node only if the followi ng conditions are net:

1. The audit-pair is cryptographically verified by the attached BIB
generated by the source node. Failure indicates tanpering or
corruption of the bundle or associ ated bl ock-type-specific-data.

2. Each report-pair generated by an intermediary along the bundle
path is cryptographically verified by its associated BIB. This
enabl es the destination node to validate that the correspondi ng
di scarded bundl e source-added security operation, which the
report-pair replaced, was processed by an authorized internediary
and that the original security configuration of that operation
remai ns cryptographically verifiable.

3. The bl ock-type-specific-data of the audit-pair nmanifest block
mat ches a concatenation of blockdata-item(s) for each report-pair
mani f est bl ock.

3.6. Blocks Excluded by SBAM

SBAM partici pants shoul d excl ude bl ocks that necessarily change
throughout a bundle’'s Iife cycle fromauditing. Extension blocks
such as Hop- Count or Previous Node whi ch change val ues SHOULD be
excl uded from SBAM protection to avoi d unnecessary processi ng and
over head.

3.7. SBAM Integration with Manifest Bl ock

I nstead of defining a separate extension block, the SBAM can be
integrated within the proposed Manifest Block structure. This
approach | everages the existing manifest framework and woul d invol ve
m nor nodifications or extensions to the Manifest Block fields
currently defined in [sipos-dtn-nmanifest-block] to accombpdate SBAM
audit data.
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When a mani fest block is used as part of an audit-pair (see Audit
Creation (Section 3.3)), the _reason_ itemof the meta-data-map SHALL
be set to security-sourcing. The resulting manifest-block SHALL then
act as the security-target of a further BIB bl ock which authenticates
its content. This manifest block and its associated BIB bl ock are
generated by the initial bundle source and together formthe | ogica
unit referred to as an audit-pair. A further flag MAY be added to
the audit-pair to indicate that it is expected only to be verified by
the intended destination security acceptor. The BIB SHALL be
generated by the original source node and SHALL contain a

crypt ographi c MAC over its associ ated nanifest block using a unique
audit-pair operation key shared with the destinati on node.
Furthernore, an additional itemthat identifies the cryptographic key
used for the correspondi ng cryptographic operation, key-id, SHALL be
added to the audit-pair when used for SBAM auditi ng.

; ---- Audit-pair nmanifest block structure ----
; Reason: security-sourcing (code 3)
; Created by bundl e source, covers all source-added security bl ocks.

$$nmet adata-item// = (

0: intl6

; reason = 3 (security-sourcing)
2: enbed-eid-structure

3: dtn-tine

; One bl ockdata-item per source-generated security operation
$$bl ockdata-item//= (
1

bl ock-id
2:  block-control -flags
5. btsd-len

6: [+ btsd-hash]
-1: bpsec-targets

-2: int16
; bpsec-security-context
-3: key-id

; key-id of the covered security operation, CBOR unsigned integer

Figure 2: Manifest Block structure adapted to facilitate SBAM
audi ting

When a mani fest block is used as part of a report-pair, the _reason_
itemof the neta-data-map SHALL be set to security-acceptance. This
report-pair is generated every tine an internediary acceptor
processes a bundl e source-generated security block. The resulting
mani f est - bl ock SHALL then act as the security-target of a further BIB
bl ock which authenticates its content. This manifest block and its
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3
3
’
’

associ ated Bl B bl ock are generated by the SBAM processing
intermedi ary and together formthe logical unit referred to as an
report-pair. A further flag MAY be added to the report-pair to
indicate that it is expected only to be verified by the intended
destination security acceptor

Furthernore, an additional itemthat identifies the cryptographic key
used for the correspondi ng cryptographic operation, key-id, SHALL be
added to the report-pair when used for SBAMreporting. This enables
an internmediary security acceptor that processes a source-generated
security block to append a verifiable record of the processed
security-bl ock-specific-data for use by the intended destination
security acceptor. The btsd-len and btsd-hash fields in the nanifest
bl ock do not serve a functional purpose within a report-pair and as
such MAY be excluded w thout any functional inpact.

Thi s hop-by-hop generated report-pair SHALL subsequently be used by
the intended destination security acceptor to verify the integrity of
the recei ved bundl e.

---- Report-pair manifest block structure ----

Reason: security-acceptance (code 4)

Created by internedi ary acceptor per discarded source-added operation
btsd-1en (5) and btsd-hash (6) omitted per SBAM Section 3.7.

$$net adata-item//= (

)

0: intl6

; reason = 4 (security-acceptance)
2: enbed-eid-structure

3: dtn-tine

$$bl ockdata-item //= (

)

1: block-id
2: block-control -fl ags
-1. bpsec-targets

-2: intl6
; bpsec-security-context
-3: key-id

; key-id of the discarded security operation

Figure 3: Manifest Block structure adapted to facilitate SBAM
reporting

Dow i ng, et al. Expi res 28 Novenber 2026 [ Page 18]



I nternet-Draft SBAM May 2026

4. Processing Rul es

* *gource-node*: Adds audit-pair consisting of a manifest block
along with its verifying BIB after other security bl ocks and
bef ore payl oad.

* *jintermedi at e-node*: Processes BI B/ BCB, adds report-pairconsisting
of a mani fest block along with its verifying BIB

* *destination-node*: Validates all block-data-itenms within audit-
pair and all report-pair(s), and checks whether the bl ock-type-
specific-data of the audit-pair nmanifest matches a concatenation
of all block-type-specific-data for each report-pair nanifest,
prior to accepting payload. |If any validation fails, the bundle
MJST be di scar ded.

5. Security Considerations
5.1. Trivial Block Renpval

SBAM al | ows for the detection of unauthorized del eti on of source-
added BIB/BCB. This requires that the intended recipient performng
the SBAM verifications described in Section 3.5 to avoid a trivia
attack by a malicious internediary of sinply renoving all security
bl ocks.

5.2. I nsider Attack

SBAM prot ected bundles are still vulnerable to *privileged insider*
attacks unl ess asymmetric crypto is introduced. Malicious nodes with
privil eged access to keys associated with protected bl ocks may be
able to nodi fy SBAM bl ock val ues undetected (e.g. forge or overwite
report-pair).

6. | ANA Consi derations

6.1. New Registry: SBAM Security Context Paraneters
I ANA is requested to create, under the "Bundl e Protocol" registry
group [ ANA-BUNDLE], a new registry titled "SBAM Security Context

Par anet ers”.

The registration policy for this registry is Specification Required
[ RFC8126]. The value range is unsigned integer.

This registry defines paraneters that MJST be supported by any

security context used within an SBAM bundle, in addition to
paraneters defined by that security context’s own specification
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Each paraneter is identified by an unsigned integer and applies to
the Security Context Parameters field of the Abstract Security Bl ock
(ASB) structure defined in Section 3.6 of [RFC9172], for both Bl ock
Integrity Blocks (BIB) and Bl ock Confidentiality Blocks (BCB) within
an SBAM bundl e.

I ANA is requested to initialize this registry with the foll ow ng

entry:

[ Rttty s ety ey sl
| Parmld | Parm Nanme | CBOR Encoding Type | Block | References |
I I I | Types | I
[ e oo sl sl oo
| TBAl | BPSec Key | unsigned integer | 11, | This |
| | ID | | 12 | specification |
+---- - - - F-- - - - I i I R +------- i I +

Table 1. SBAM Security Context Paraneters

RFC EDI TOR: Repl ace TBA1 with the val ue assigned by | ANA and
renove this note prior to publication.

The BPSec Key I D paraneter (Parmld TBA1l) uniquely identifies the
crypt ographi c key used for the security operation represented by the
enclosing BIB or BCB. Its presence is REQURED in every BI B and BCB
within an SBAM bundl e, as defined in Section 3.1 of this docunent.
The val ue MUST be encoded as a CBOR unsigned integer and MJST be

uni que across all security operations within a given bundl e.

Each security context used within an SBAM bundl e MJUST define how this
paraneter is encoded and interpreted within its ASB, in accordance
with the paraneter identification requirenments of Section 3.10 of

[ RFC9172]. The specific encoding is defined by the security context
specification; the semantic nmeaning is defined here.

6.2. Manifest Data Itens Registry
Thi s docunent requests registration of one new block data itemin the

"Manifest Data lItens" registry under the "Bundle Protocol"” registry
group [ ANA-BUNDLE], as defined in [sipos-dtn-manifest-block]:
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E ooy ooy s s s e e st o}
| Block Type | Key | Nane | Value Type | References |
. S s s el e s e e s e
| 11, 12 | -3 | BPSec Key ID | uint | This |
| | | | | specification |
I +----- I I Feom e e e e m - - - +

Table 2: Manifest Data Itens Registry Entry

RFC EDI TOR: Confirmthat key -3 is unassigned in the Manifest Data
Itenms registry at tinme of publication and renpbve this note.

The Bl ock Type colum specifies both 11 (Block Integrity Bl ock) and
12 (Block Confidentiality Block) as defined in [RFC9172], since the
key-id item applies when the covered bl ock provides either an
integrity or a confidentiality service.
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Appendi x A. Exanpl e
Thi s appendi x is infornative.

Thi s appendi x presents a series of exanples of constructing SBAM
| ogi cal bl ocks using manifest bl ocks defined in

[ si pos-dt n-mani f est - bl ock] and bundle integrity bl ocks defined in
[ RFC9172] .

; ---- Shared mani fest structure ----
; From si pos-dt n- mani f est - bl ock

mani fest-structure = { * intl6 => any }

intl6 = -32768 .. 32767

met adat a- map {* $$netadata-item } .within manifest-structure
bl ockdata-map = {* $$bl ockdata-item} .within nmanifest-structure

ext-data-mani fest = [
met adat a- map,
[* bl ockdat a- map]

]

bl ock-id = [ block-type: uint, block-num uint ]
bt sd-1 en = uint

bt sd- hash = ( alg: tstr / int, value: bstr )
bpsec-targets = [+ uint]

bpsec-key-id = uint

; bpsec-key-id: CBOR unsigned integer, per SBAM Section 3.1
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; ---- Audit-pair nmanifest (reason: security-sourcing, code 3) ----
; Created by bundl e source, covers all source-added security bl ocks.
$Snet adata-item //= (

0: intlé6

; reason = 3 (security-sourcing)

2: enbed-eid-structure

3: dtn-tine
)

$$bl ockdata-item//= (
1. block-id
2: bl ock-control -fl ags
5: btsd-len
6: [+ btsd-hash]
-1: bpsec-targets
-2: intl6
; bpsec-security-context
-3: key-id
; key-id for the covered security operation

)

; ---- Report-pair mani fest (reason: security-acceptance, code 4) ----
; Created by internediary acceptor per discarded source-added security operation.

$$nmet adata-item// = (
0: intl6
; reason = 4 (security-acceptance)
2: enbed-eid-structure

3: dtn-tine
)
$$bl ockdata-item//= (
1: block-id
2: block-control -fl ags
-1. bpsec-targets
-2: intl6
; bpsec-security-context
-3: key-id
; key-id of the discarded security operation
)

; ---- BIB authenticating either manifest (shared structure) ----
; Per RFC 9172 Section 3.6

abstract-security-block = |

security-targets: [+ uint]
security-context-id: ui nt
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security-context-flags: uint

security-source: ei d-structure
security-paraneters: [* security-paramneter]
security-results: [* [* security-result]]

]

security- paraneter
security-result

[ result-id: uint, result-value:

bi b-bl ock = |
bl ock-type: 11
bl ock- num ui nt
bl ock-fl ags: uint

crc-type: o/ 17/ 2
dat a: bstr .cbor abstract-security-block
]
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