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Abstract

In this docurment we describe Strong Bundl e Protocol Audit Mechani sm
(SBAM, an authentication protocol designed to provide cryptographic
audi ting services for the Bundle Security protocol.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
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Di scussion of this docunent takes place on the Del ay/Di sruption

Tol erant Networking Working Group mailing list (nailto:dtn@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/dtn/.
Subscribe at https://ww. ietf.org/milmn/listinfo/dtn/.

Source for this draft and an issue tracker can be found at
https://github. com bwi nmad/ draft-xxx-str-bpsec.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunent defines additional security features for the Bundle
Protocol Security (BPSec) [RFC9172] and is intended in use for Del ay
Tol erant Networking (DTN) environnents using BPSec to provide
security guarantees, SBAMis intended to provide additional security
guar ant ees for BPSec conmuni cati on between a security source
(typically a bundle source), a security acceptor, and a security
destination (typically the bundl e destination).

The BPSec specification [RFC9172] defines BPSec as "an end-to-end
security service that operates in all of the environments where the
BP operates” and clains to provide "integrity and confidentiality
services for BP bundles.” In particular, BPSec enables partial
processi ng of bundles, where an internedi ate node acting as a
security acceptor can process and renove security services. As a
result, it is possible for an internmedi ate malicious nodes to sinply
drop bl ocks (and associ ated security extension blocks). StrongBPSec
Audit Mechani sm (SBAM provides in-band integrity guarantees by
cryptographic auditing via | edger blocks, mitigating the risk of
undet ect ed nessage deletion in BPSec. Specifically, SBAM addresses a
critical limtation of BPSec by enabling destination nodes to verify
whet her security service bl ocks added by the bundl e source were
dropped, processed, or nodified during transit, while retaining
conpatibility with existing BPSec depl oynents.

1.1. Notation
This section defines term nol ogy that either is unique to the BPSec

or SBAM and is necessary for understanding the concepts defined in
this specification.
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* Bundl e Destination: the Bundl e Protocol Agent (BPA) that receives
a bundl e and delivers the payload of the bundle to an Application
Agent. Al so, an endpoint conprising the node(s) at which the
bundle is to be delivered. The bundle destination acts as the
security acceptor for every security target in every security
bl ock in every bundle it receives.

* Bundl e Protocol Agent: a node component that offers the Bundle
Prot ocol services and executes its procedures.

* Bundl e Source: the BPA that originates a bundle. Al so, any node
I D of the node of which the BPA is a conponent.

* Cipher Suite: a set of one or nore algorithms providing integrity
and/ or confidentiality services. Cipher suites may define user
paraneters (e.g., secret keys to use), but they do not provide
val ues for those paraneters

* Destination Node: a security acceptor BPA that is the bundle
destination and processes the bundl e payl oad.

* Forwarder: any BPA that transmits a bundle in DIN. Also, any node
I D of the node of which the BPA that sent the bundle on its nost
recent hop is a conponent.

* Internediate Node: a security acceptor BPA that is not the bundle
destination.

* |Internmedi ate Receiver, Waypoint, or Next Hop: any BPA that
receives a bundle froma forwarder that is not the bundle
destination. Also, any node ID of the node of which the BPAis a
component .

* Path: the ordered sequence of nodes through which a bundl e passes
on its way fromsource to destination. The path is not
necessarily known in advance by the bundle or any BPAs in DTN

* Security Acceptor: a BPA that processes and di spositions one or
more security blocks in a bundle. Security acceptors act as the
endpoint of a security service represented in a security block
They renpve the security blocks they act upon as part of
processing and di sposition. Al so, any node ID of the node of
whi ch the BPA is a conponent.

* Security Block: a BPSec extension block in a bundle.

* Security Context: the set of assunptions, algorithns,
configurations, and policies used to inplenment security services.
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1.

2

* Security Operation: the application of a given security service to

a security target, denoted as OP(security service, security
target). For example, OP(bcb-confidentiality, payload). Every
security operation in a bundl e MJST be uni que, neaning that a
given security service can only be applied to a security target
once in a bundle. A security operation is inplenented by a
security bl ock.

* Security Service: a process that gives sone protection to a

security target. For exanple, the BPSec specification defines
security services for plaintext integrity (bib-integrity) and

aut henticated plaintext confidentiality with additiona

aut henticated data (bcb-confidentiality). This SBAM specification
defines security services for cryptographic auditing of security
servi ces added by the bundl e source to the bundl e destination.

* Security Source: a BPA that adds a security block to a bundle.
Al so, any node | D of the node of which the BPA is a conponent.

* Security Target: the block within a bundle that receives a
security service as part of a security operation

* Security Verifier: a BPA that verifies the data integrity of one
or nmore security blocks in a bundle. Unlike security acceptors,
security verifiers do not act as the endpoint of a security
service, and they do not renove verified security blocks. Also,
any node I D of the node of which the BPA is a conponent.

*  Source Node: A BPA that creates an initial bundle.

*  *BAB*: Bundle Audit Block a | edger block authenticated by the
sour ce node

* *BRB*: Bundl e Report Block a signed/verifiable block produced by
an internedi ate node that processed and di scarded source-added
bl ocks.

Motivati on and Probl em St at enent

DTN recogni zes an attacker with conpl ete network access, affording
themread/wite access to bundl es traversing the network.

Eavesdr oppi ng, nodification, topological, and injection attacks are
all described in [ RFC9172], Section 8.2. Therein, these "on-path
attackers" can be unprivileged, legitimte, or privileged nodes
dependi ng on their access to cryptographic material: unprivileged
nodes only have access to publicly shared information, legitimte
nodes have additional access to keys provisioned for itself, and
privil eged nodes have further access to keys (privately) provisioned
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for others. There are currently no guarantees against privileged
att acks.

In an effort to distinguish malice by intermmedi ate nodes, these

cl asses can be further abstracted into honest security acceptors and
di shonest forwarders. Honest forwarders are privil eged nodes that
faithfully execute the role of a BPA as described in [ RFC9171],
Section 3. Dishonest forwarders are unprivil eged nodes that attenpt
to violate the integrity or confidentiality of blocks it processes
(e.g. by dropping or nodifying blocks). This is the gap we address
with SBAM BPSec under the default security context [RFC9173] has no
crypt ographi c auditing nmechani smfor detecting nodifications to a
bundl e between the SN and DN.. Wth SBAM all security acceptors
(including the intended destination) are obliged to record their
nmodi fi cati ons

2. Design Decisions

In this section we describe the design decisions of BPSec, and
descri be how these are inpacted through the use of SBAM

TODO Use RFC 9172 draft as starting point, discuss how SBAM changes
these, or our design does not effect.

2.1. Block-Level Ganularity

2.2. Miltiple Security Sources

2.3. Mxed Security Policy

2.4. User-Defined Security Contexts

2.5. Deterministic Processing

2.6. COSE- Context Considerations
In conjunction with a proper PKI mechanism SBAM may be used in the
COSE- Context [draft-ietf-dtn-bpsec-cose] to provide further
aut henti cati on enhancenents to auditing. Specifically, through the
use of digital signature algorithns rather than nessage
aut henti cati on codes as described herein, SBAMin the COSE-cont ext

adds source authentication as well as authentication of internediate
nodes.
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2.7. Unique Key ldentifiers

The Bundl e Protocol Security (BPSec) and its defined security
contexts, as described in RFC9172 and RFC9173 respectively, rely on
the assunption that |ocal security policies will inform Bundle

Prot ocol Agents (BPAs) of the appropriate cryptographic keys to use
for each security context. This decentralized, policy-driven
approach allows flexibility but introduces anbiguity when these
policies are not uniformy enforced or clearly defined across
participating nodes. In the absence of standardi zed key sel ection
mechani sns, there is a risk that different BPAs may sel ect
conflicting keys for the same security context or inadvertently reuse
keys across inconpatible contexts. Such anbiguity can lead to key
collisions, where multiple security contexts reference the sane key
identifier or cryptographic material unintentionally, underm ning the
security operations BPSec is intended to enforce. To mtigate this
anbi guity, our proposed SBAM nechani smintroduces a key identifier as
an explicit security context paraneter, enabling BPAs to uniquely
identify the correct cryptographic key for each context.

2.8. Scope Flag

The Integrity Security Context BI B HVAC-SHA2 includes Integrity Scope
Flags as a paraneter set (see 3.2 and 3.3.3 in RFC9173). The val ue
of the Integrity Scope Flag describe what information is used to
construct the Integrity Protected Plain Text (IPPT) for a BIB. The
existing Integrity Scope Flags in bit 2 and bit 3 refer to an
excessi ve anmount of information (block type code, block nunber, block
processing control flags). Since we explicitly only use the bl ock
nunber in our calculations, this scope flag is redundant and we
choose to renove it.

2.9. Security Bl ocks

In this section we describe the different Security Bl ocks used in
BPSec and SBAM I n particular, we note that BPSec introduced two
types of security blocks: the Block Integrity Block (BIB) and the
Bl ock Confidentiality Block (BCB) providing integrity and
confidentiality and integrity, respectively.

In SBAM we al so introduce the Bundle Audit Block (BAB) and the Bl ock
Report Bl ock (BRB), which (when conbined) enable security targets to
verify only honest security internmedi ate nodes have processed m ssing
Bl B or BCBs.
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2.10. Bl ock Definitions

The BPSec specification defines two types of security blocks: the
Bl ock Integrity Block (BIB) and the Bl ock Confidentiality Bl ock
(BCB). The SBAM specification defines two additional types of
security bl ocks: the Bundle Audit Block (BAB) and the Bl ock Report
Bl ock (BRB).

*TODQ Check references are correct*

* The BIBis used to ensure the integrity of its plaintext security
target(s). The integrity information in the BIB MAY be verified
by any node al ong the bundle path fromthe BIB security source to
the bundl e destination. Waypoints add or renove BIBs from bundl es
in accordance with their security policy. BIBs are never used for
integrity protection of the ciphertext provided by a BCB. Because
security policy at BPSec nodes may differ regarding integrity
verification, BlIBs do not guarantee hop-by-hop authentication, as
di scussed in Section 1.1 (https://ww.rfc-editor.org/rfc/
rfc9172. ht m #sup_sec_svc).

* The BCB indicates that the security target or targets have been
encrypted at the BCB security source in order to protect their
content while in transit. As a matter of security policy, the BCB
is decrypted by security acceptor nodes in the network, up to and
i ncluding the bundle destination. BCBs additionally provide
integrity-protection mechani snms for the ciphertext they generate.

3. StrongBPSec Audit Mechani sm Protocol Overview

The core guarantee provided by SBAMis a guarantee that, after
correctly verifying the Bundl e Audit Bl ock, the destination node is
assured that either

* all security blocks added by the Source Node have arrived wi thout
an unprivil eged node dropping or nodifying security block; or

* an honest internediary has processed a security bl ock

Thus, for any bundle, the source node will generate all security

bl ocks for their destination node exactly as in BPSec. Additionally,
it will provide a Bundle Audit Bl ock, which provides a

crypt ographi cal | y-aut henticated digest of all security services it
provided for the bundle, as well as all necessary uniquely
identifying information, such as the key and block identifiers. This
digest is added as the security result to the Bundle Audit Bl ock
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Any honest internediary node that processes a security block fromthe
source bundle will also provide a cryptographic proof that they were
privileged to performthis operation (denonstrated by providing a
crypt ographic signature over the identifying information for the
security service contained in the security block). This signature is
contai ned within the Bl ock Report Bl ock, which provides a

crypt ographi cal | y-aut henti cated digest of all uniquely identifying
informati on of the security block it just processed, such as key and
bl ock identifiers.

Finally, when the destination receives the bundle, it will collate
all identifying information contained within security bl ocks
(generated by the source node) with identifying information contained
within each BRB. Verifying this information against the

crypt ographi ¢ di gest contained within the Bundle Audit Bl ock enables
the destination node to verify that no unprivil eged node nodified or
dropped any security bl ock between the source node and the
destinati on node.

3.1. Bundle Audit Bl ocks (BAB)

This section describes the procedure used to conpute a Message
Aut hentication Code (MAC) tag for a bundle containing one or nore
security bl ocks added by the bundl e SN

Each SN MJUST attach a BAB i medi ately before the Payl oad Bl ock. This
BAB contai ns netadata describing all security blocks added by the SN
and a MAC conputed using a key shared with the DN

3.1.1. Inputs

* *plaintext* A binary string constructed as the concatenation of
the payl oad and netadata el ements from each security bl ock added
by the SN. Fornally:

pl ai ntext = payload || { block no || key_id || security targets }
for each security block added by the SN

where: - payl oad: The application data bl ock. - block_no: The
identifier of the block being protected. - key_ id: The identifier
for the cryptographic key used as specified by the security
context - security targets: A list of target block nunbers to

whi ch the security operation applies.

* *key* The symmetric key (e.g., a pre-shared key or key-w apped
epheneral key) used to conpute the MAC. This key is identified by
the key id and MJUST be established in accordance with the security
cont ext shared between comuni cati ng nodes.
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3.

3.

3.

1.2. Qutput

* *MAC tag* A cryptographic tag that provides data origin
aut hentication and integrity verification. The MAC is cal cul ated
as foll ows:
MAC = HVAC(key, plaintext)
where: - HVAC is the keyed-hash nessage authenticati on code
function as defined in [ RFC2104].

1.3. Usage

The MAC tag generated by this procedure (alongside the plaintext) is

attached to the BAB security block as the security result field and

MUST be verified by the DN. Failure to validate the tag indicates

tanmpering or corruption of the bundle or associ ated netadat a.

*TODO*: Describe how to reconstruct the BAB payl oad fromthe security

bl ocks (e.g. BIB, BCB, BRB) present in the rest of the bundle.

1.4. Block Specific Data

*TODO*: describe the exact sub-fields for the security bl ock
Broadly it follows the follow ng structure

*  Number of Security Blocks (Integer)
* Key identifier (BAB key shared between the SN and DN)
* For each security block represented in the BAB
- Block nunber (of the original Security Bl ock)
- Key identifier (of the original Security Bl ock)
- Security Targets (of the original Security Bl ock)
- Block Type Code (of the original Security Bl ock)
- Security Paraneters (of the original Security Bl ock)
Note that the (Block, Key, Target, Code, Parameters) field should be

ordered by bl ock nunber to ensure consistent ordering between the SN
generating the MAC tag and the DN verifying the MAC tag.
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3.

3.

3.

2

2

2

Bundl e Report Bl ocks (BRB)

This section defines how a Message Authentication Code (MAC) is
generated by an I N when processing and di scarding a security bl ock
froma bundle. The resulting tag is attached to a newy created
Bl ock Report Block (BRB). This enables the DN to verify the
legitimacy of IN(s) that process and discarded SN-origi nated added
security bl ocks.

An I N that processes and di scards any SN-origi nated security bl ock
MUST add a BRB. Each BRB cryptographically authenticates netadata
about the discarded block (e.g., key id, block id, security targets)
and is authenticated with a unique key (independant of the BAB key)
shared with the DN

1. Inputs

* *plaintext* A structured binary string conposed of identifying
information related to the discarded bl ock

pl ai ntext = block_no || key_id || security_targets

where: - block _no: The unique identifier of the discarded security
bl ock. - key_id: The identifier of the key used by the SN for the
original security block. - security targets: A list of block

nunbers to which the discarded security block originally applied.
* *key* A symmetric key used for conputing the MAC. This may be a
pre-shared key or a key-w apped epheneral variant, as specified by
the active security context.
2.  Cutput
* *MAC tag* A cryptographic tag cal cul ated over the plaintext:
MAC = HVAC(key, plaintext)

where: - HVAC is the keyed-hash nessage authenticati on code
function defined in [ RFC2104].

3.2.3. Usage

The resulting MAC tag, along with the original plaintext, is attached
to the *Read Report Block (BRB)* as the security results field. This
all ows the destination node to validate that the discarded security
bl ock was processed by an authorized internedi ate node, and that its
original security configuration is cryptographically verifiable.
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3.2.4. Block Specific Data

*TODO*: describe the exact sub-fields for the security bl ock
Broadly it follows the follow ng structure

* Block nunber (of the original Security Bl ock)
* Key identifier (of the original Security Bl ock)
* Security Targets (of the original Security Bl ock)
* Block Type Code (of the original Security Bl ock)
* Security Paraneters (of the original Security Bl ock)
* MAC tag

3.3. Blocks Excluded by SBAM
SBAM partici pants shoul d excl ude bl ocks that necessarily change
throughout a bundle’s Iife cycle fromauditing. Extension blocks
such as Hop- Count or Previous Node whi ch change val ues SHOULD be
excl uded from SBAM protection to avoi d unnecessary processi ng and
over head.

3.4. Integration with Bl B/ BCB
Exi sting BI B and BCB behavior is preserved. BAB and BRBs are *in-

band* and protect agai nst nessage del etion or replacenment w thout the
need for out-of-band policies.

R e | Pri mary Bundl e Bl ock |
+-=—=—=————————————-—————————-——4 | Ver si on | | Bundl e Processi ng

Flags | | Destination EID| | Source EID| | Report-to EID | |
Creation Tinmestanp | | Lifetinme | | (Optional Fragnment Offset) | |

( (})t ional Tot al App Dat a) | +==——=—=—=——=—=——————————————=—=——=—=—==+
+=====—====—=—=—=—=—=—=—=—=—=—=—=—=—=—=—======+ | Bl ock Report Bl ock |
+============—=—=—===—==—=—=—=—=—======+ | Bl ock Type Code = XxXXXX | | Bl ock
Nunmber = # | | Block Processing Flags | | EID References | | Security
Source EID| | Security Paraneters (e.g., | | hash algorithm

keys) | | Security Results (e.g., | | Read Receipt HVAC) | | Security
Tar gets (b| ock #S) | +=====—===—==—=—=—=—=—=—=—=—=—=—=—=—=—=—======+4
+-=—=—=————————————-—————————-——4 | CGeneri c Extensi on Bl ock |
+==========—=—===—==—=—==—=—=—========+ | Bl ock Type Code = XXXX | | Bl ock
Nunber = # | | Block Processing Flags | | EID References (if any) | |
Pay| oad Lengt h | | Pay| oad Dat a | +==——=—=—=——=—=——————————————=—=——=—=—==+
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4.

5.

‘=== —————————————=—=—==+ | Bl ock I nt egri ty Bl ock (BI B) |
+=====—====—=—=—=—=—=—=—=—=—=—=—=—=—=—=—======+ | Bl ock Type Code = XxXXXX | | Bl ock
Nunmber = # | | Block Processing Flags | | EID References | | Security
Source EID | | Security Parameters (e.g., | | hash algorithm

keys) | | Security Results (e.g., | | conputed HVAC) | | Security
Targets (b| ock #S) | +==========—=—==—=—==—=—==—=—=—========+
t+======—=—=—=——=—=——————————————————4 | Bl ock Confi denti al i ty Bl ock |
+-=—=—=————————————-—————————-——4 | Bl ock Type Code = XXXX | | Bl ock
Nunmber = # | | Block Processing Flags | | EID References | | Security
Source EID| | Security Paraneters (e.g., | | cipher suite, 1Vs) | |
Security Results (e.g., | | authentication tag) | | Security Targets
(b| ock #S) | +===—==—=—=—=—=—=—=—=—=—=—=——=———=———=—=—=—=—===+
+-=—=—=————————————-—————————-——4 | Bundl e Audit Bl ock |
+=============================+ | Bl ock Type Code = xxxx | | Bl ock
Nunber = # | | Block Processing Flags | | EID References | | Security
Source EID| | = Source EID| | Security Paraneters (e.g., | | hash
algorithm keys) | | Security Results (e.g., | | Bundle Audit

HVAC) | | Security Targets (bl ock #s)

+-=—=—=————————————-—————————-——4

+==========—=—===—===—====—===—=====+ | Pay| oad Bl ock |
+==——=—=—=——=—=——————————————=—=——=—=—==+ | Bl ock Type Code = XXXX | | Bl ock
Nunber = # | | Block Processing Flags | | EID References (if any) | |
Pay| oad Lengt h | | Pay| oad Dat a | t+======—=—=—=——=—=——————————————————4

Figure 1. SBAM protected bundle **

Processi ng Rul es
* *SN*: Adds BAB after security bl ocks and before Payl oad.
* *]N: Processes BIB/BCB, replaces with BRB as needed.

* *DN*: Validates all BRBs and BAB prior to accepting payload. |If
any validation fails, bundle MJST be discarded.

Security Considerations
1. Trivial Block Renoval

SBAM al | ows for the detection of unauthorized del etion of SN added
BIB/BCB. This requires that the intended recipient checks for a BAB

and rejects bundles without one as to avoid a trivial attack by a
mal i cious IN of sinply renoving all security bl ocks.
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5.2. Insider Attack

SBAM pr ot ected bundl es are still vulnerable to *privileged insider*
attacks unl ess asymmetric crypto is introduced. Malicious nodes with
privil eged access to keys associated with protected bl ocks may be

abl e to nodi fy SBAM bl ock val ues undected (e.g. forge or overwite
BRB val ues).

6. | ANA Consi derations

New bl ock types: - BAB TBD - BRB TBD
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Appendi x A.  Abstract Security Bl ock Representation
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A.1. BAB

An exanpl e of the abstract security block structure based on Fig. 1
of the BABis as follows. W assune the block nunbers are sequenti al
for the sake of illustration.

[4, 5, 7], |/ Blocks logged - BIB, BCB, Payload bl ock nunber / 5, /
Security Context ID - BAB-HVAC-SHA2 / 1, / Security Context Flags -
Paranmeters Present / [2,[2, 1]], / Security Source - ipn:2.1/ [ /
Security Parameters - 3 Paraneters / [1, 6], / SHA Variant - HVAC
384/384 /| [5, h'Oxf000ba4'] / Key ldentifier - Unique to BAB context
/1, [ / Security Results: 1 Result / [ / Target 1 Results / [1,

h' deadbeef deadbeef deadbeef deadbeef / MAC /

deadbeef deadbeef deadbeef deadbeef deadbeef deadbeef deadbeef deadbeef’] ]

]
A 2. BRB

An exampl e of the abstract security block structure of the BRB is as
fol | ows.

[5], / Discarded Block - BCB bl ock nunber / 5, / Security Context ID
- BRB-HMAC-SHA2 / 1, / Security Context Flags - Paraneters Present /
[2,[2, 2]], / Security Source - ipn:2.2/ [ / Security Paraneters - 3
Parameters / [1, 6], / SHA Variant - HVAC 384/384 / [5,

h’ Oxcaf ebabe’] / Key ldentifier - Unique to BRB context / ], [ /
Security Results: 1 Result / [ / Target 1 Results / [1,

h' deadbeef deadbeef deadbeef deadbeef / MAC /

deadbeef deadbeef deadbeef deadbeef deadbeef deadbeef deadbeef deadbeef’] ]
]
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