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Abst r act

I n-band congestion signaling protocols, such as Congestion Signaling
(CSI G and High Precision Congestion Control (HPCC++), require
intermedi ate Network Elements (NEs) to actively parse scal ar
congestion netrics from packet headers, eval uate them agai nst |oca
link states, and conditionally rewite these fields before

transm ssion. To ensure end-to-end algorithmc consistency and avoid
uni ntended interactions with routing topologies (e.g., packet
reordering), the datapath of these NEs must adhere to a standardized
| ogi cal processing nodel

Thi s docunent defines the normative datapath processing architecture
for Network El enments participating in In-Band Congestion Signaling
(IBCS). By establishing abstract topological roles (Edge vs. Transit
NEs) and standardi zi ng the "Conpare-and- Repl ace" operationa

paradi gm this specification abstracts the signal update |ogic from
har dwar e- specific pipelines. It guarantees strict orthogonality

bet ween congestion signaling and Equal - Cost Multi-Path (ECMP) routing
i nvari ants, supporting diverse congestion netrics across mnulti-vendor
depl oynent s.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft docunents valid for a maxi num of six nonths

and may be updated, replaced, or obsol eted by other docunents at any

time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Septenber 2026.

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)
Pl ease revi ew these docunents carefully,

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunment nust

described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Moder n hi gh-speed data center networks increasingly rely on fine-
grai ned, In-Band Congestion Signaling (IBCS) to achieve ultra-Iow

| at ency and hi gh throughput. Protocols being discussed in the | ETF,
such as CSIG [I-D.ravi-ippmcsig] and HPCC++ [1-D. m ao-ccwg- hpece],
utilize packet headers to convey l|ink-level congestion telenetry
directly to end-hosts. A fundanental paradi gmof these proposals is
the " Conpare- and- Repl ace” operation: as a packet traverses the
network, each transit Network El enent (NE) conpares the congestion
signal carried in the packet against its own |ocal congestion netric.
If the local NE represents a nore severe bottleneck, it overwites
the signal field with its local nmetric

Unli ke traditional stacking-based telenmetry (such as | QAM [ RFC9197])
where netadata is appended hop-by-hop, the Conpare-and- Repl ace

par adi gm mai ntai ns a constant header size, avoiding Maximum

Transm ssion Unit (MrU) exhaustion. However, updating a packet
header on-the-fly introduces significant architectural challenges for
dat apath pipelines. |If the processing behavior is not rigorously
defined, nodifying packet fields can inadvertently alter hash-based
| oad bal ancing (ECMP), leading to mcro-burst flow reordering.

Furt hernore, inconsistent state handling at domai n boundari es can
result in spoofed or corrupted signals reaching the congestion
control algorithm

Thi s docunent specifies the normative datapath behavi or and abstract
processing nodel required to support IBCS safely and efficiently. It
i ntroduces a rol e-based architecture (differentiating edge
initialization fromtransit evaluation) and specifies a protocol -
agnosti c extrenum eval uati on nodel (e.g., evaluating m nimum
avai | abl e bandwi dt h or maxi num queue delay). By establishing this
unified architectural franmework, this docunment ains to ensure
operational interoperability and robust signal delivery across

het er ogeneous network infrastructures.

2. Term nol ogy

I BCS (1 n-Band Congestion Signaling): A general mechani sm where
congestion state netrics are enbedded within the data packet
header and dynami cal |y updated by Network El enments al ong the
f orwardi ng pat h.

P_Metric (Packet Metric): The congestion signal value currently
carried within the packet header. It represents the nost severe
bottl eneck encountered so far on the packet’s path.

L Metric (Local Metric): The locally conputed congestion nmetric at
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the transit NE s egress port (e.g., residual bandw dth, queue
utilization, or link delay).

SUF (Signal Update Function): The abstract logical entity within a
Net work El ement’s datapath responsible for evaluating P_Metric
against L _Metric and executing the conditional header rewrite.

Extrenmum Operator: The mat hemati cal conpari son operator (M N or MAX)
dictated by the specific signaling protocol’s semantics to
determne the tightest bottl eneck

2.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Applicability Statenent

Thi s docunent defines abstract datapath behaviors applicable to
single admi nistrative domains (e.g., autononous data center fabrics)
depl oyi ng end-to-end congestion control |oops based on fixed-Iength,
mut abl e i n-band signals.

This specification explicitly differentiates itself fromln-situ
Qperations, Adm nistration, and Mai ntenance (1 OAM [ RFC9197] and | NT
[P4-1NT]. Wiile | OAM focuses on conprehensive visibility through
met adat a stacking (Trace Option), the behavior described herein
strictly addresses fixed-Iength "Conpare-and-Repl ace" updates
designed specifically for fast-path congestion control algorithms,
where per-hop state history is discarded in favor of the path’s
bottl eneck state.

4. Topol ogi cal Rol es and Boundary Behavi ors
To guarantee the integrity of the IBCS | oop, Network El enents MJST
apply different processing rules depending on their topol ogica
pl acenment relative to the signaling domain. This docunent defines
three distinct abstract NE roles:

4.1. 1BCS Ingress Edge NE
The 1 ngress Edge NE operates at the boundary where traffic enters the

trusted I BCS domain (e.g., a Top-of-Rack switch receiving traffic
froma bare-netal server or an untrusted tenant VM
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The 1 ngress Edge NE MJST inspect arriving packets for existing |BCS
fields. To prevent signal spoofing attacks, it MJST act as a signha
scrubber: any recognized IBCS field arriving froman untrusted
interface MIUST be reset to its protocol -defined UNI NI TI ALI ZED state
before further processing. Only after initialization nay the packet
be passed to the SUF for its first local evaluation

4. 2. I BCS Transit NE

Transit NEs operate entirely within the trusted boundaries of the
I BCS domain (e.g., Spine or Core switches). Transit NEs inplicitly
trust the P_Metric carried in the packet header

A Transit NE MUST NOT unconditionally reset or scrub the P_Metric.
Its sole responsibility regarding the IBCS field is to execute the
strict Conpare-and-Replace |ogic defined in Section 6, ensuring that
the nmetric is only overwitten if the | ocal datapath represents a
tighter bottl eneck.

4.3. | BCS Egress Edge NE

The Egress Edge NE operates at the boundary where traffic exits the
trusted IBCS domain. |If the destination is outside the

adm ni strative donmain and no explicit |BCS peering agreenent exists,
the Egress Edge NE SHOULD strip or zero-out the IBCS field to prevent
internal telemetry | eakage to external observers

5. Abstract Datapath Processi ng Mde

Regar dl ess of the physical hardware pipeline architecture (e.g., run-
to-conpletion, multi-stage ASIC, or programrmable switch), the
external |y observabl e behavi or of any |BCS-enabl ed Network El enent
MJST conformto the follow ng abstract sequence. This nodel ensures
that routing invariants are preserved.

5.1. Phase 1: Header Resol ution

The datapath parses the designated | BCS header field to extract the
current P_Metric. |If the NE does not recogni ze the protocol or the

IBCS field is absent, the packet MJUST bypass all subsequent |BCS
update | ogi ¢ and be forwarded opaquely.

5.2. Phase 2: Strict Forwarding Othogonality

The packet undergoes routing, access control list (ACL) application,
and Equal - Cost Multi-Path (ECMP) or Link Aggregation G oup (LAG path
sel ecti on.
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CRI TI CAL REQUI REMENT: The | BCS signal update process MJST be strictly
orthogonal to path selection. The datapath MJST NOT nutate the
P_Metric or any rel ated congestion header fields prior to or during
the hash conputati on phase. Altering header val ues before ECWP

hashi ng vi ol ates fundanental flow invariance, causing packets within
the sane mcroflowto traverse asymetric paths, resulting in TCP/
transport reordering degradation.

5.3. Phase 3: The Signal Update Function (SUF)

Once the deterministic egress port is resolved, the Signal Update
Function (SUF) retrieves the real-tine L_Metric specifically

associ ated with that port. The SUF eval uates P_Metric agai nst

L Metric and conditionally commits the update to the packet header.
This nmutati on MIUST be treated as an atomic transaction applied
imediately prior to serialization on the wre.

Routing, QS, & | |
Signal Update [--> Tx

I I I I

| Header | --> | ECWP Path Selection| --> |

| Resolution | | (Hash Conputation) | | Function (SUF)|

I I I I I I

Fom e o - + o e e e e o s + oo +
Extract Strictly Othogonal Conpare & Repl ace;
P_Metric (No Header Muitation) Checksum Updat e

Figure 1: Abstract Datapath Processing Mdel for |IBCS
6. Nornative Eval uati on Rul es (Conpare-and- Repl ace)
6.1. Abstract Extremum Eval uation

Different |IBCS protocols characterize congestion semantics
differently. For instance, CSIG signals M ninmum Avai |l abl e Bandwi dt h
(requiring a M N operator), whereas HPCC++ nmay signal Maxi mum Queue
Depth (requiring a MAX operator). The SUF MJST inpl ement a
configurabl e Extremum Operator to acconmodate the semantics of the
depl oyed protocol .

The normative state-machine | ogic executed by the SUF is defined as
fol |l ows:
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Function SUF_Eval uate(P_Metric, L_Metric, Extrenum Operator):
/1 Rule 1: Initialization Handling
IF P_Metric == UNI NI TI ALI ZED:
Rewite packet header: P_Metric = L _Metric
RETURN

/1 Rule 2: Protocol-Specific Bottleneck Eval uation
| F Extremum Operator == MN:
IF L Metric < P_Metric:

Rewite packet header: P_Metric = L _Metric
ELSE | F Extrenum Operator == MAX
IF L_Metric > P_Metric:
Rewite packet header: P_Metric = L_Metric

/! Rule 3: Preservation
/1 If local state is NOT the tighter bottl eneck,
/'l the header MJUST NOT be nodifi ed.

Atomicity: The rewite operation MJST be robust. Partial byte
updat es or mal forned header em ssions MJUST NOT occur, even under
extrene internal buffer exhaustion or exception path processing.

6.2. Checksumand Integrity Inplications

If the IBCS field is encapsulated within an | Pv4 or UDP header, the
SUF MUST update the correspondi ng Layer 3 / Layer 4 checksuns. To
achieve line-rate processing without introducing significant |atency
jitter, increnental checksum cal culation [ RFC1141] is highly
RECOMVENDED.

If the IBCS field is enbedded in a Layer 2 extension or a customtag
(as comonly deployed in closed data center fabrics), | P/ UDP checksum
nodi fi cati ons are bypassed, substantially reducing the silicon
processi ng over head.

7. Operational Considerations

7.1. L_Metric Stability and Sanpling Frequencies
The stability of the congestion control loop is inherently tied to
how L_Metric is generated. While the specific hardware counter
i npl ementation is out of scope for this document, the NE MJST

guarantee that L_Metric is relatively stable and decoupl ed from
i nst ant aneous mi cro-burst noi se.
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10.

11.

Net wor k El ements SHOULD provi de a configurabl e novi ng average or
sampling wi ndow for L_Metric. The optinmal sanpling interval
typically corresponds to the baseline Round-Trip Time (RTT) of the
network domain (e.g., 5 to 50 microseconds). Sanpling too frequently
causes signal oscillation; sanpling too slowy creates stale
telemetry that danpens transport responsiveness.

Fai |l - Open Capability

If a Network El ement experiences an internal architectural fault
where the real-tinme L_Metric fromthe egress port becones tenporarily
unavai l able to the SUF, the NE MUST NOT drop the packet. Instead, it
MUST execute a fail-open behavior, forwarding the packet with the
existing P_Metric conpletely unnodified. This guarantees that
transient |local datapath faults do not sever the end-to-end signaling
| oop.

Security Considerations
TBD
I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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