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Abst r act

A nmerge of the rate availability signaling schenes in the SCONE and
TRAI N proposal s is analysed and found to be infeasible.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https:// martinthonmson. github.io/scone-nmerge-criticisns/draft-thonmson-
scone-nerge-criticisns. html. Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-thonson-scone-
merge-criticisns/.

Di scussi on of this docunent takes place on the Standard Commruni cation
with Network Elenents mailing list (mailto:scone@etf.org), which is
archived at https://mail archive.ietf.org/arch/browse/scone.
Subscribe at https://ww. ietf.org/mailman/listinfo/scone/.

Source for this draft and an issue tracker can be found at
https://github. com marti nt homson/ scone-nerge-criticisns.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 August 2025.

Thonson Expires 9 August 2025 [ Page 1]



I nternet-Draft SCONE Criticisnms February 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction
2.  Comuni cation I\/bdel
2.1. Analysis
3. Signal . .
3. L Analy3|s
4. Network El ement ProceSS|ng
4.1. Analysis . .
5. M scel |l aneous SCCNE Problens
.1. Packet Protection .
.2. Forwarding Bit .
.3. Source Connection ID on Slgnals
6. Security Considerations
7. | ANA Consi derations .
8. Informative References
Acknowl edgrents .
Aut hor’ s Address

o1 o1 Ol
OO0 UIUITRARRADRWWWWIN

1. Introduction

There are a few itens where we might need to discuss the advantages
of SCONE [ SCONE], but overall there are not a lot of advantages to
the proposed design over the one that TRAIN [ TRAIN] proposes.

The idea that these designs m ght be nmerged does not nmake a | ot of
sense. The two designs are largely inconpatible, as each relies on a
fundanental |y different nechani sm

The one mmj or question about the nature of the signal is separable
froma decision about how to design the signaling nechani sm
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3.

Comuni cati on Mbdel
TRAIN is symetric. SCONE is initiated by a client only.

TRAIN i s negotiated as part of a connection. SCONE is unilaterally
i mpl emented by clients.

TRAI'N endpoi nts coal esce a carriage packet with other packets,
network el ements nodify the payl oad of that carriage.

SCONE requires that clients announce their willingness to receive
signals to network el enents. Thereafter network elenments can send a
signal any time to that client.

1. Analysis

Li ke ECN, TRAIN signals follow the flowin the direction in which it
m ght be affected. SCONE signals flowin the reverse direction,
which neans that if flows take a different path in each direction,
the wong set of network el ements are invol ved.

SCONE packets have far weaker authentication. Once a packet is
captured, any entity can generate a packet that will be accepted. In
conparison, a TRAIN packet is carried along with real packets and so
is only good for approximately as long as it takes to get to its
destination. Spoofing requires that the packet be raced.

The requirenent for negotiation in TRAIN makes it a tiny bit nore
conpl ex. However, it also neans that both client and server agree to
its use before it is used. Negotiation is necessary to enable
coalescing in TRAIN. VWhether this is an advantage to TRAIN or SCONE
seenms subj ective.

Arguably that a network el ement can send an updated signal at any
time is an advantage for SCONE.

Si gnha

TRAIN presently proposes a signal that carries a choice froman (as-
yet -unspecified) selection of 64 options. That’ s not a |ot.

SCONE has a 32-bit rate (in kbps) and a window (in ns), which is
massi vely nore flexible.

1. Analysis

This is not a serious difference. TRAIN could change to accommdate
a richer signal, but that comes with costs, see Section 4.
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4.

4.

Net wor k El enent Processing

TRAIN requires processing simlar to ECN. network el enents recogni ze
opportunities to send signals when they receive packets for
forwarding. Sending a signal involves the flipping of a few bits.
This is designed to require no state and be as sinple as possible to
process, such that it could be done easily at line rate. This is a
strong reason to limt the expressiveness of the signal: a nore
compl ex signal would be harder to apply.

SCONE i nvol ves establishing state at a network elenent, with the
network el ement sending a signal any time it chooses. Generating the
signal requires the use of an AEAD. |In practice, this is likely a
few packets for new flows, then a few any time the fl ow
characteristics at the el ement change.

1. Analysis

SCONE requires that network el ements generate new packets, including
spoofing the source I P address. TRAIN only depends on packet
nmodi fi cati on.

SCONE requires that network el ements renmenber an address tuple and
client connection ID so that they can provide updates. TRAIN can be
processed wi thout any state.

| Elements mght benefit fromrecognizing a flow as QUJ C and

| remenbering it to manage this issue

| (https://github.conimartinthonson/train-protocol/issues/32).
| However, that issue m ght be resolved by a nodest protoco

| change instead.

SCONE exposes network elements to weird attacks if they don’ t

mai ntain additional state. They can be sent SCONE packets wi thout an
associated QUIC flow, which mght cause the network el enent to spend
effort on sending packets to a spoofed source address. @G ven spoofed
SCONE packets, those generated packets go to a destination of the
attacker’ s choice. The tine frame over which those packets are
likely spread nmeans that this is unlikely to be a significant
anplification in terns of packet rate. That m ght nake DoS using
this vulnerability | ess appealing, but it is worth noting as it has
no upper bound in quantity.

M scel | aneous SCONE Probl ens

There are a few things in SCONE that probably coul d be inproved.
None of these really have a bearing on the overall solution
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5.1. Packet Protection

SCONE defi nes packet protection for the packet that a client sends.
Net work el ements do not need to decrypt or authenticate packets the
information they need fromthat packet is not protected but that’ s
not obvious fromthe specification

Protection of signals fromnetwork el ements provides no meani ngfu
security value. The value is in resilience to accidentally
interpreting garbage packets as a signal and the AEAD is definitely
better than the UDP checksum at detecting transm ssion errors.
However, those same benefits might be realized nore cheaply by other
neans.

5.2. Forwarding Bit

SCONE packets include a forward bit, which if set requests that
network el enents drop the packet. This requires exceptiona
processing by a network el enent, other than sinply recognizing the
packet. That requirement mght take all SCONE packets of the fast
path in el ements.

It seens like the point of this is to enable the targeting of a
first-hop network el enent. However, this assumes that the
application of rate linmts is done by sonething on that first network
segnment. That’ s true in a lot of cases, but this is a bad
assunption. The sane m ght be nore easily achieved by altering the
IP TTL instead, with greater targeting precision

Al ternatively, this feature might be used to probe whether a path
supports SCONE: if a forward=0 packet makes it to the other end, it
m ght feed that information back. Two things though:

* This feature on its own probably wouldn’ t be enough to justify a
server inplenmentation

* Network elements aren’ t required to drop these packets.
TRAIN gets this capability for free. An endpoint that receives an

unnodi fi ed TRAI N packet might infer that the path doesn’ t support
TRAI N.
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5.3. Source Connection ID on Signals

SCONE i nsists on a random source connection ID from network el ements.
To start with, this mght cause things to drop the signals if they
expect a particular source connection ID. Also, as there is no

ongoi ng conmuni cation, this could just swap source and destination
connection ID fromthe original. That would strengthen protection
agai nst spoofing (many clients do not use connection IDs for QU C
packets they receive) at a small cost in maintained state. However,
any spoofing protection thus gai ned would not be assured, as there is
no mnimumentropy for connection IDs in either direction.

6. Security Considerations

Requiring this section is perhaps no | onger sensible, when due
consideration is given to the topic of security throughout, as is the
case with this document.

7. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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