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Abst r act

Thi s docunent defines (Potato), a suite of reversed versions of
HTTP for origin servers.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https:// martint honmson. git hub. i o/ potato/draft-thomson-ptth-
potato.htm . Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-thonson-ptth-potato/.

Di scussion of this docunent takes place on the Protocol for
Transposed Transactions over HTTP Working Group mailing Iist
(mailto:ptth@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/ptth/. Subscribe at
https://ww.ietf.org/mailman/listinfo/ptth/.

Source for this draft and an issue tracker can be found at
https://github. conl martint honson/ pot at o.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 Novenber 2026.
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Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Qperating an HTTP server that is accessable on the public internet
creates an unmanageabl e ri sk of denial of service for nany

organi zations, especially snaller operators. Content delivery
networks (CDNs) are able to provide a neasure of protection. This
hel ps, but only to a degree. A CDN typically operates as a gateway,
whi ch i nposes requirenents on origin servers for reachability,
security, and scalability that can be operationally challenging.
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An alternative depl oynent nodel has energed as a neans of addressing
this concern, where, rather than have the gateway initiate a
connection to the origin, the origin connects to the gateway.
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Thi s arrangenent has several advantages. It greatly sinplifies the
configuration of firewalls, which are better able to authorize
out war d- bound connections. It also changes the way that the origin

scales up in the case where nmultiple server instances are needed.

Thi s docunment defines alternative, "reversed", versions of HITP
[HTTP] protocols. These protocols are all nearly identical to their
"forward" counterparts, with the exception that the client and server
roles are inverted after conpleting the transport and TLS | ayer

est abl i shrent .

Thi s docunent defines reversed equivalents to HITP/ 1.1 [HTTP/1.1],
HTTP/ 2 [HTTP/ 2], and HTTP/ 3 [HTTP/ 3].

1.1. Conparative Notes
This is one of a set of different options in this space. O her
designs include reverse tunnels [I-D. kazuho-ptth-ptth] and reverse
HTTP transport [I-D.bt-httpbis-reverse-http].

These alternatives are all broadly capabl e of achieving the goal

Key points of divergence exist around the use of tunnels (for reverse
tunnel s) and how di fferent roles are authenticated and authori zed.

There are sonme mnor differences in use of term nol ogy, which need to
be cl eared up.
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Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses term nology from [HITP].

Because having roles reversed can be especially confusing, this
docunment tries to be consistent in its use of |anguage.

The terms _client_ and _server_, when unqualified, refer to the HITP
client and HTTP server roles respectively.

In this docunment, a gateway_ wll generally be the HITP client and
an _origin server_ wll generally be the HITP server. These terns
will be used where it nakes sense.

VWhere it is necessary to identify a client or server role outside of
the context of reversed HITP, the termwill be qualified. This
typically will use the protocol where the role is used. For exanple,
"TLS client role" or "acting as QU C client".

Overvi ew and Scope
Thi s docunent describes how to establish reversed HTTP connecti ons.

The overall approach is to allocate new Application-Layer Protoco
Negoti ation (ALPN) [ALPN] identifiers to each reversed HITP version

The origin server acts in the client role for establishing the
transport and security layers of a connection to the gateway, which
provides a server for those layers. That is, for HITP/1.1 and

HTTP/ 2, the origin server is the TCP and TLS client and the gateway
is the TCP and TLS server. For HTTP/3, the origin server is the QUC
client and the gateway is the QU C server.

If the gateway selects the reversed HTTP version in the protoco
negoti ati on, the corresponding HITP version is conducted with the
usual roles reversed. The gateway becones the HTTP client and the
origin server becones the HTTP server. No other changes are nmade to
t he protocol

The docurent expl ores sone of the inplications of this design,
i ncluding authorization (Section 6 and Section 5), and interactions
with sonme protocol features. However, there are nunmerous factors
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that are rel evant when choosing an appropriate server depl oynent
architecture. This docunment will address only those that are

rel evant to the design of the protocol and essential to its secure
and correct operation.

Thi s docunent does not define a protocol that allows both endpoints
to nake requests over the same connection. Separate connections can
be used if requests need to be exchanged in both directions.

Al ternatively, tunnels (e.g., CONNECT or variants [RFC9298]) within a
regul ar HTTP connection and a variant can use that tunnel

Finally, a connection could also be established and a tunnel with
variant inside, but the role inversions and the authentication and
aut hori zation that are involved coul d be nore confusing than hel pful

4, Reversed HITP

This section defines the basic operation of for each major HTTP
versi on.

Al'l versions of require special handling for questions of server
authority. Authorizing the origin server is discussed in Section 5
Simlarly the means by which a gateway authorizes an origin server
are discussed in Section 5.

Most HTTP features, including extensions to specific HITP versions,
are unaffected by the reversal of the protocol

Only those features that depend on | ower protocols |ayers that al so
depend on assunptions about how the the TLS or transport-layer role
relates to the HITP client or server role. Such features cannot be
used w thout additional profiling.

The features that cannot be used with include: the dient-Cert HITP
field [ RFC9440].

A snmal|l adjustnent to the operation of the HTTP/ 3 Datagram extension
[ HTTP- DGRAM is described in Section 4.3

4. 1. for HITP/ 1.1

A reversed version of HITP/1.1 [HTITP/1.1] is identified by the ALPN
| abel "ph1".

To negotiate the use of for HITP/1.1, an origin server advertises

the "phl" token in its TLS handshake using ALPN [ ALPN] and a gat eway
sel ects that token.

Thonson Expi res 15 Novenber 2026 [ Page 5]



I nternet-Draft May 2026

Once a TLS connection is established, the origin server (as a TLS
client) becones the HITP server and the gateway (as TLS server)
becones the HITP client. Messages sent by the gateway are HITP
requests and nmessages fromthe origin server are HITP responses.

HTTP/ 1.1 depends only on an undifferentiated stream of bytes. No
speci al considerations apply to this version

4. 2. for HITP/ 2

A reversed version of HTTP/2 [HITP/2] is identified by the ALPN | abe
"ph2".

To negotiate the use of for HITP/2, an origin server advertises the
"ph2" token in its TLS handshake using ALPN [ ALPN] and a gat eway
sel ects that token.

Once a TLS connection is established, the origin server (as a TLS
client) becones the HTTP/ 2 server and the gateway (as TLS server)
becones the HTTP/2 client. Each send a preface (Section 3.4 of
[HTTP/ 2] ) and establishes an HITP connecti on

HTTP/ 2 depends only on an undifferentiated stream of bytes. No
changes are necessary to the base protocol

In operation, the gateway (as HTTP/2 client) initiates requests on
odd- nunbered streans, just |like a regular HTTP/ 2 connection. Any
push promi ses fromthe origin server (as HITP server) are sent on
even- nunbered streans.

4. 3. for HITP/ 3

A reversed version of HITP/3 [HITP/3] is identified by the ALPN | abe
"ph3".

To negotiate the use of for HITP/3, an origin server advertises the
"ph3" token in its QU C handshake using ALPN [ ALPN] and a gat eway
sel ects that token.

Once a QUIC connection is established, the origin server (as a QU C
client) becones the HTTP/ 3 server and the gateway (as QUI C server)
becones the HITP/ 3 client.

Unli ke HTTP/ 2, the stream ng |ayer that HTTP/3 uses is provided by
QU C. Therefore, the identifiers given to streans change. This
should not be visible to the HTTP/3 | ayer; the HITP/ 3 design
general ly does not depend on streamidentifiers being in any
particular form
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One exception to this is the Quarter Stream | D concept introduced in
Section 2.1 of [HITP-DGRAM . Because requests in reversed HTTP/ 3 are
made on bi-directional, server-initiated streans, those identifiers
end with two bits (0b0l); see Section 2.1 of [QUC]. To construct a
Quarter StreamID froma streamidentifier, any renainder is

di scarded. To construct a streamidentifier froma Quarter Stream|D
in reversed HTTP/ 3, the value is nmultiplied by 4, then the stream
type (0b0Ol1l) is added. This adjustnent only requires an understandi ng
of the type of QU C streamthat the HITP client uses to nake
requests, which works for regular HTTP/3 as well.

| Note that the same Quarter Stream I D adjustnent is safe to use
| in aregular HITP/ 3 inplenmentation of HITP dat agrans.

Any extension that nmakes similar assunptions about the structure of
streamidentifiers can be adjusted in a simlar manner

5. Authenticating and Authorizing Origin Servers

Arrangenents between gateways and origin servers are often privately
arranged. Therefore, how a gateway chooses to authorize an origin
server does not necessarily benefit fromhaving a single, standard
nmechani sm

This section describes a few options for origin server

aut henti cation. None of these approaches is mandated, as it is

expected that private arrangenents will be used in nost depl oyments.
5.1. TLS dient Certificates

TLS client certificates can be used to authenticate TLS clients.
That authentication could be used as the basis of authorization

The choice of howto authenticate a client certificate is conpl ex.
Mul tiple options are possible, each with different operational and
depl oynent properties:

* The gateway could use the sanme public key infrastructure (PKI) as
the certificate that the gateway itself offers (see Section 6).

* A conpletely separate PKI could be used. This includes a PK
managed by the gateway.

* Self-signed certificates could be nmapped to specific
aut hori zati ons.
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This option night introduce sone challenges in inplenmentation or

depl oynent. Because the TLS connection that is established to the
gat eway uses the sane endpoint as other clients, the TLS server
software woul d need to nake its protocol selection before deciding to
request a client certificate.

5.2. HITP Request

Once a connection is established, the gateway could make a request
to a pre-arranged resource.

This request could be used to retrieve a shared secret that
aut horizes the origin server.

GET /sone/ prearranged/ resource HITP/ 1.1
Host: origin. exanpl e

HTTP/ 1.1 200 K
{sone prearranged secret}

However, this is trivially vulnerable to inpersonation attack if an
adversary is able to capture the secret.

A marginally nore conpl ex and nore secure exchange night involve the
origin server producing a signed object that covers a chall enge
produced by the gateway.

TODO. Shoul d this docunent define a protocol ?

5.3. Authorization for Limted Path Scope
A gateway does not need to authorize an origin server to serve al
requests for an origin. A gateway might direct only a subset of URLs
to a specific origin.
Nor does a gateway need to limt its authorization to a single
origin. A gateway could send requests for nultiple origins, varying
host or port as configured.
The choi ce of which requests are forwarded to an origin server is a

matter for gateway policy. That policy mght be guided by the choice
of credential presented by the origin server
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If a HITP request is used to authorize the origin server, the
response mght include information that guides the gateway in

det erm ni ng which requests are forwarded over the connection. This
could be as sinple as having the origin server list path prefixes
that it can serve or it could be bound to the credentials that are
of f er ed.

This m ght be used to enable different depl oynent architectures where
the one logical origin server is distributed across multiple
instances, with different paths being served by different hosts.

Thi s approach is also conpatible with a gateway that nakes regul ar
HTTP connections to some origin server nodes. A gateway m ght
forward requests for the one origin to origin servers that use both
regul ar and reversed HTTP based on whatever policy it chooses.

6. Authenticating Gateways

An origin server MJST authenticate a gateway unless an alternative
means of authentication is privately arranged.

In all variants, when the the origin server establishes a TLS
connection to the gateway, it confirnms the identity of the gateway
according to the rules of the respective, non-, HITP version.

The rules in Section 4.3 of [HITP] regardi ng how clients determ ne
whet her a server can answer a request are applied in reverse. That
is, an origin server that cannot successfully determ ne that a
gateway is authoritative for resources MJST NOT answer requests from
t hat gat eway.

Because the server and client roles are reversed, sonme nethods for
expandi ng the scope that a server can claimauthority for are
invalidated. Mechanisns |like the ORIGAN frame [ORIAN] rermain valid
as a neans of limting scope.

These requirenments do not exist to provide protection agai nst

i mpersonation, which is generally the reason to require that a server
establish authority. They exist to protect things |ike the
confidentiality of responses.

TODO. For discovery, should this use generic SVCB records, HITPS

records, or a new RR type? It seens like HTTPS will work just fine
for this.
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7. TLS Early Data

A gateway can use TLS session resunption to rmake establi shing
connections nore efficient. This includes the possibility of
enabling TLS early data.

Unlike in regular HTTP where a client can use TLS early data to nake
a request, reversed HITP gives the server an opportunity to speak
first. This has little value, as an HITP server generally has to
wait for requests.

This provides sinilar properties to the first flight of server
application data in a TLS 1.3 connection without early data. There,
the server is able to send first.

Though that data has no replay risk, the data that a server m ght
send in any HITP version without a request is unlikely to produce
side effects that m ght be a problemif replayed.

An origin can use early data to reduce the |l atency of settings or
pre- popul at e header conpression state. These both only apply to
HTTP/ 2 and HTTP/ 3. These uses can avoid any replay attack risk, as
these do not cause side effects beyond the connection state.

For a gateway, the first flight of application data can be used to
make requests. However, this data is sent prior to receiving client
certificates if those are used to authorize the origin server; see
Section 5.1. This flight mght be used to initiate a request to

aut horize the origin server, such as the option described in
Section 5. 2.

8. Scalability, Availability, and Connection Managenent

A gateway that is configured to nake connections to an origin server
is able to make connections as needed. The origin server night
depl oy a | oad bal ancer to manage i nbound connections. When roles are
reversed, having the origin server be responsible for connection

est abli shnent can nmean that the gateway cannot assunme that it is able
to make new connections as denand increases.

This can nean that origin servers have a greater control over their
availability and service scaling. Were an origin server that m ght
need to scale up to handl e increased demand mi ght otherw se need to
arrange for | oad bal ancing infrastructure, that becomes sonething
that the gateway assunes nore responsibilty for
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10.

11.

11.

As a passive participant, a gateway is not able to act if an origin
server goes offline. The origin server is responsible for
est abl i shing connections when it becones avail abl e.

This can present scaling challenges as a gateway cannot nake
addi ti onal connections on the assunption that origin servers wll
scale to neet increased demand. Gateways can attenpt to make

addi tional requests over existing connections, but origin servers can
use protocol features designed to limt resource conmtnment -- such
as streamlimts and flow control -- to nanage | oad.

Thi s docunent does not define any nmechani smthat might allowthe
gateway to communi cate changes in demand for capacity to origin
server instances. Defining nmechanisnms to help with adding or
renovi ng capacity on demand is a matter for future work

The use of reversed HITP/ 1.1 presents particular difficulty for
connecti on management, which is borne by the origin server. The |ack
of any concurrency features in that protocol neans that origin
servers that use for HITP/1.1 will need to manage a pool of
connections if the gateway needs to handl e requests with any anount
of concurrency or volune. Consequently, a choice to use it is

i nadvi sabl e except for very specific conditions.

Security Considerations

Usi ng changes the denial of service profile for origin servers that
rely on it. Such servers are able to use different tools to nmanage
their reachability.
A gateway becones a nore central part of managi ng | oad, but the
gateway no | onger has direct control over connection establishment.
This alters how gateways and origin servers need to be configured to
handl e scaling, availability, and connections; see Section 8 for
details.

O her than these changes, the security considerations of HITP and the
specific HITP version in use apply in full

| ANA Consi der ati ons
TODO. Regi ster ALPN | abel s.
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