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Abst ract

Thi s defines extensions to the DAP protocol that support the
Attribution API. These extensions provide support for
differentially-private aggregati on and the operati ng nodes that the
Attribution APl depends on.
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1. Introduction

The Attribution APl [ATTR] is a web platformfeature that provides
sites that use advertising with the ability to nmeasure the

ef fectiveness of that advertising. Measurenents that the APl produce
are aggregated using the Distributed Aggregation Protocol (DAP)

[ DAP] .

Thi s docunent defines extensions to DAP that support the use of DAP
by the Attribution API. These extensions fall into two categories:

* Support for the differential privacy nodel used in the Attribution
API .

* Support for the operational nodes that better fit the depl oynent
nodel that the Attribution APl uses.

These extensions are not narrowy defined such that they can only be
used by the Attribution API. Oher applications night be able to use
them but any effort to nake themfully generic stops short of naking
the extensions nore conplex that is required for Attribution.

For exanple, privacy budget extensions are defined to use the epsilon
definition from (&, 0)-differential privacy or (%, P&)-differential
privacy with a fixed & value. This is sinpler than a design that

m ght allow for nmultiple budget metrics.

These extensions all assune the use of DAP task provisioning

[ TASKPROV]. However, only the collector identity extension

(Section 6) concretely depends on [ TASKPROV], as it uses the task
configuration extensions. Al other extensions apply to the core DAP
prot ocol [ DAP].

1.1. Differential Privacy in Attribution

The Attribution APl provides information to websites based on user
activity on other websites, which is ordinarily prohibited for
privacy reasons [VEB-PRIV].

To protect privacy, the Attribution APl uses differential privacy
[DP] in a conbination of the central and individual nodels [ATTR-DP].
The privacy architecture of the Attribution APl allocates
responsibility for managing sensitivity and privacy budgets to
browser instances (DAP Clients) and for the addition of noise to an
aggregation service (DAP Aggregators, collectively).
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To this end, reports that are subnmitted for aggregati on need to be
bound to the privacy budget that was expended at a Cient when the
report was generated. This ensures that Aggregators can apply noise
with sufficient anplitude to maintain the intended differential
privacy guarantee.

An extension that reports the amount of privacy budget that was
consunmed in the generation of a report is described in Section 3.

1.2. Attribution Operating Mdde Extensions

The Attribution APl is expected to operate in a node that differs
somewhat fromthe way that DAP is architected. Several extensions
are defined to support this operating node.

In DAP, a task is a long-running context that dients continuously
contribute to. Reports are directly uploaded by ients to the
Leader as they are generated. The DAP batch node deterni nes how
reports are grouped for aggregation. A new collection job is
initiated by the Collector when an aggregate is needed, though this

mght fail if the requirenents for the task -- the batch node and
m ni mum batch size, prinmary -- are not net.
A sinple representation of the DAP architecture is illustrated in
Fi gure 1.
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Figure 1: Sinplified DAP Architecture

In the Attribution APl, reports are delivered to the website that
requests them The site is expected to gather a bundle of reports
and submt them for aggregati on when they have a sufficiently | arge
set.
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An inmportant feature of this design is that the website (as a DAP
Col I ector) chooses which reports to aggregate. This gives the site
an opportunity to review the circunstances in which reports were
generated and filter reports according to their needs.

A secondary reason for Clients to deliver reports to the website,
rather than subnit themdirectly to the Leader, is that this renoves
a real -tine dependency on the Leader. A Leader can therefore be |ess
avail abl e than the sites that depend on its services.

A sinple representation of the architecture used by the Attribution
APl is illustrated in Figure 2.
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Figure 2: Attribution APl Architecture

To support this node of operation, a new batch node for DAP is
defined called "collector-sel ected"; see Section 4. For other batch
nodes, the Leader has sufficient information to select reports for
inclusion in a collection job. |In conparison, this batch node
requires that reports carry an annotation set by the Collector at the
time that each report is uploaded.

1.3. Oher Extensions
Two ot her extensions are defined in this docunent.
The m ni mum privacy budget collection job extension (Section 5) added
to collection job initialization places guardrails around what
reports can be included in a collection job. Reports that |ack a

privacy budget extension or those with a value bel ow the indicated
threshol d must be rejected by Aggregators.
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For the Attribution API, setting a mnimmprivacy budget is roughly
equi val ent to capping the noise that is added to an aggregate.
Wthout this extension, noise could be determned fromthe privacy
budget val ues bound to each report. This ensures that reports that
do not match expectations can be dropped efficiently, rather than
havi ng Aggregators add unexpectedly | arge anpbunts of noi se.

The collector identity task extension (Section 6) binds the identity
of the Collector to tasks. This extension fixes the entity can
request collection of reports.

For the Attribution API, each Collector receives their own source of
privacy budget. Binding tasks to a single Collector ensures that the
privacy guarantees that the per-Collector privacy budget provide
cannot be circumvented by Collectors pooling reports into a single
aggr egat e.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent relies on the definitions in DAP [ DAP] for protoco
roles and functions. Sone reference is made to the ternms and
concepts in the Attribution APl [ATTR], though famliarity with these
shoul d not be necessary to understand how t he extensions interact
wi t h DAP.

3. Differential Privacy Budget Report Extension

The privacy budget report extension (codepoint OxTBD) encodes the
anount of privacy budget that night have been expended by a Cient as
a result of producing a report.

The val ue of the codepoint is an integer encoding of the nunber of

m cro-epsil ons of budget that are expended. That is, each unit is a
one-nmillionth of an epsilon (e¢) as used in (e, d)-differentia
privacy.

The micro-epsilon value is encoded as a 32-bit integer in network

byte order. This permits expenditure of up to & =4294.967295 to be
encoded.
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The delta (6 ) parameter is not directly bound to reports. This
parameter is rarely used in privacy budgeting. A maxi mumvalue for &
m ght be fixed as part of the configuration in a specific depl oynent.
Setting a value for 0 is necessary when selecting a differentia
privacy mechanism |In setting a value for 0, a deploynent needs to
consider the total report volune and the total nunber of tasks that
each client night contribute to.

| Note: Were the delta (0 ) value is non-zero, and a client mnight
| generate many reports, clients might also need to limt the

| nunber of reports to prevent the overall delta value from

| growing |arge

3.1. Privacy Budgeting

A privacy budget ensures that the total information release can be
bounded while providing nore flexibility to the recipients of the
noi sy results. Recipients are able to adjust how budget is used to
control how noise is distributed across nultiple information

rel eases.

The anount of noi se added to aggregates is based on the expended
budget. In general, spending nore privacy budget neans that |ess
noi se is needed to maintain the same |evel of privacy; conversely,
spendi ng | ess budget means nore noi se.

A budget m ght be specified in terns of a netric (like the epsilon
parameter in (e, &)-differential privacy) that is expended w th each
information release. As noted, this extension uses the & netric.

For exanple, for an overall budget of & =10 m ght be split four ways:
(0.5, 1.5, 2, 6). Noise mght then be added, drawing froma
distribution with a width inversely proportional to the budget spent;
that is, a distribution with a standard devi ati on proportional to 2,
2/3, 1/2, and 1/6 respectively.

3.2. Applicability to Differential Privacy Mdels

When used in the Attribution API, the privacy budget report extension
does not always encode the exact anmpunt of privacy budget that was
expended. The individual DP nodel used in Attribution (see
[ATTR-DP]), allows a Cient to expend less of its budget than this
val ue for several reasons

This introduces sone conpl exity, because any reduction in the budget
spent is based on private information. Consequently, any reduced
expenditure needs to be kept secret. 1In that setting, the extension
reports the nmaxi mum possi bl e expenditure.

Thonson Expires 26 July 2026 [ Page 7]



I nternet-Draft DAP Extensions for Attribution January 2026

Thi s extension gives users of the Attribution APl the ability to
manage privacy budget expenditure on a per-report basis.

By binding the amobunt of budget spent to each report, the Cient can
transfer responsibility for applying noise to Aggregators. The
addition of noise in the one place, can ensure a better trade-off
bet ween the anount of added noi se and privacy paraneters.

The Attribution APl differs from sone other uses of DAP. which
instead involve Cients adding noise to reports at the time they are
generated. To mmintain the useful ness of aggregates, the ampount of
noi se added by each Cient is kept low To maintain strong privacy,
Clients partly rely on DAP mixing their contributions with the
contributions of other Clients, follow ng the shuffle DP approach

[ SHUFFLE]. Such uses depend on attaining a certain mnimum batch
size in order to neet their differential privacy targets.

Appl yi ng noi se during aggregation reduces the inportance of the
m ni mum bat ch size paraneter in task configuration. However, it adds
to the work that Clients need to trust Aggregators to perform

To maintain consistency with the DAP threat nodel for privacy (see
Section 8 of [DAP]), this can nean either perform ng noise addition
in an MPC protocol or having Aggregators each independently apply the
requi site amount of noise.

A nunber of MPC protocols for adding noise exist, but these are often
not efficient in the two-party setting relative to the VDAF protocols
typically used. On the other hand, the redundant addition of noise
by Aggregators results in nore noise when both Aggregators are
honest. Even so, adding two anmounts of noise often results in |ess
overal |l noise than other approaches.

4. Collector-Sel ected Batch Mde

The col | ector-sel ected batch node (codepoint OxTBD) give the
Col  ector control over which reports are included in collection job.

In this batch node the Leader is not able to deternine the associated
batch for a report based on the contents of each report alone. This
differs fromthe existing | eader-selected (Section 5.2 of [DAP]) or
time interval (Section 5.1 of [DAP]) batch nodes

To that end, upl oads of reports use a different URL tenplate fromthe
usual location for report uploads; see Section 4.1
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Thi s arrangenent prevents the Leader from accepting reports until a
collection job is created. A Leader MAY accept hold requests to

upl oad reports for a short period prior to the creation of a
collection job. Accepting reports would be on the expectation that a
request to create the indicated collection job is immnent or stil
bei ng processed, so it could reduce | atency.

However, the Leader MJUST limt the reports it accepts prior to
accepting the corresponding collection job. Wthout a limt, the
Leader gives nalicious actors the unrestricted capability to exhaust
its resources.

A Leader that does not accept reports MJIST reject the request, and
can respond with an indication to try later. This response could use
a 404 status code and the Retry-After response field; see Sections
15.5.5 and 10.2.3 of [HITP].

| Where a collection job already exists, the high entropy

| collection job IDin the URL could make it unnecessary to

| require authentication of upload requests for this batch node;
| see [CAP-URL]. This is not the case if reports are accepted

| without confirm ng the existence of the identified collection
| job.

A Leader MJST reject attenpts to upload reports to the regular report
upl oad resource (as defined in Section 4.5.2 of [DAP]) when the
col l ector-sel ected batch node is configured for a task

4.1. Report Upload URL Tenpl ate

Reports in the collector-sel ected batch node are uploaded to a URL
that follows the tenplate:

{l eader}/tasks/{task-id}/reports/{collection-job-id}

The inclusion of the collection job ID (see Section 4.7 of [DAP])
differs fromother batch nodes where the Coll ector does not need to
provi de any additional information to a Leader.

4.2. Batch Mde Paraneters

Thi s batch npode uses the sane paraneters as the | eader-sel ected batch
mode (Section 5.2 of [DAP]). That is, the payload Query.config is
enpty. Both the Partial BatchSel ector.config and the

Bat chSel ector.config contains a batch ID that is assigned by the
Leader.
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5.

M ni num Privacy Budget Collection Job Extension

The mi ni mum privacy budget collection job extension (codepoint OxTBD)
allows a Collector to inform Aggregators of a mnimum value for the
privacy budget report extension (see Section 3) that it expects to be
included in the collection job.

The format of this extension is a 32-bit network-endi an encodi ng of
an integer in units of mcro-epsilon. This is identical to the
format of the privacy budget report extension (Section 3).

This extension is defined primarily as a safeguard. In the absence
of this extension, Aggregators could determ ne the anmount of privacy
budget that was expended by every report and generate noi se based on
the m ni num val ue across all reports.

That approach is potentially error prone. |If a Collector
accidentally includes a report with a nuch | ower budget, the
Aggregate it receives would have nore noi se added than expected. The
coll ection job extension effectively sets a cap on the noise that

m ght be added.

Aggregators can use this extension in one of two ways:

* The value in the collection job extension directly determni nes the
magni t ude of the noise that is added to the aggregate.

* The value is only used to filter reports and the m ni numval ue of
the privacy budget report extension across all accepted reports
determ nes the magni tude of added noi se.

The latter provides for |lower noise in the case that the Collector
provides a |l ow value, but is nore conplex to inplenment. There is

al so no way provided to indicate to the Collector that |ess noise was
added than they mi ght have pl anned.

Coll ector ldentity Task Extension

The collector identity task extension [ TASKPROV] (codepoi nt OxTBD)
binds the task -- and all reports submtted to that task -- to a
single Collector.

Thi s extension does not specify how to encode the identity of the
Collector. Different uses of DAP can choose an encodi ng that best
suits the situation
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The Attribution APl has its own understandi ng of how to encode the
identity of the Collector. The value is a UTF-8-encoded string of
the registrable domain fromthe conversion site tuple.

6.1. Collector ldentity and HPKE Confi guration

Regardl ess of how the Collector is identified, if an identity is

i ncluded, the Leader and Hel per MJUST have a process for validating
the HPKE configuration they use to encrypt aggregate shares for the
Col | ector.

That process MJST provide confirmation that the identified entity
aut hori zes the HPKE configuration. This does not depend on active
proof of possession for the corresponding private key [SI GV but
rather an affirmation that the public key is approved by the
identified entity.

One option for Collector identification is to use a URL, follow ng
the pattern used for the Leader and Hel per ([ TASKPROV]. |If the URL
uses an aut henticated protocol, such as HITP with the "https" schene
[ RFC9110], retrieving an HPKE configuration fromthat URL (or
simlarly authenticated resources that are referenced fromthe
response) provides the necessary authorization for the included key.

The Attribution APl does not define a process for authorizing a
Col I ector HPKE configuration based on the encoded Collector identity.

7. Security Considerations

Security factors specific to each extension are covered in the
respective sections.

Use of DAP is subject to the security considerations of DAP
(Section 8 of [DAP]) and the VDAF that is in use (Section 9 of
[ VDAF] .

8. | ANA Consi derati ons

TODO - update this for the collection job extension. ...and the
change in where task configuration is likely to go.

Thi s docunent registers report extensions in the "Report Extension
Identifiers" registry established in Section 9.2.2 of [DAP].

New report extension registrations are tabulated in Table 1.
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[ ool s e sl s
| Value | Name | Reference |
[ Sl el el
| TBD | privacy_budget | Section 3 |
+------- I I T I +

Tabl e 1: DAP Ext ensions

Thi s docunent registers a new batch node in the "Batch Mdes
Identifiers" registry established in Section 9.2.1 of [DAP].

New report extension registrations are tabulated in Table 1.

B el ey b —j—_—
| Value | Nanme | Reference |
[ R el el e ety
| TBD | collector_selected | Section 4 |
+------- Feom e e e e m - - - I +

Tabl e 2: DAP Match Mode
Thi s docunent registers task configuration extensions in the
"Taskbi nd Extensions" registry established in Section 7.2 of
[ TASKPROV] .

New t ask provisioning extensions are tabulated in Table 3.

[ bbbl bbb sy bbby o
| Value | Nane | Reference |
B el s oo e e el e e e
| TBD | collector_identity | Section 6 |
N Fom e e e e oo o N +
Tabl e 3: Task Configuration Extensions
9. References
9.1. Nornmtive References
[ DAP] Geoghegan, T., Patton, C., Pitman, B., Rescorla, E, and

C. A Wod, "Distributed Aggregation Protocol for Privacy
Preservi ng Measurenent"”, Wrk in Progress, Internet-Draft,
draft-ietf-ppmdap-16, 2 Septenber 2025,
<https://datatracker.ietf.org/doc/htm /draft-ietf-ppm dap-
16>.

Thonson Expires 26 July 2026 [ Page 12]



I nternet-Draft DAP Extensions for Attribution January 2026

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ TASKPROV] Wang, S. and C. Patton, "Task Binding and | n-Band
Provisioning for DAP', Wirk in Progress, Internet-Draft,
draft-ietf-ppmdap-taskprov-03, 5 Septenber 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-ppm dap-
taskprov-03>.

[ VDAF] Barnes, R, Cook, D., Patton, C., and P. Schoppmann,
"Verifiable Distributed Aggregation Functions", Wrk in
Progress, Internet-Draft, draft-irtf-cfrg-vdaf-17, 17
Oct ober 2025, <https://datatracker.ietf.org/doc/htnm/
draft-irtf-cfrg-vdaf-17>.

9.2. Informative References

[ATTR] Pasel tiner, A, Leiserson, A, Case, B., Savage, B.,
Harrison, C., and M Thonson, "Attribution API", 14
January 2025, <https://w3c.github.io/attribution>.

[ATTR-DP] Tholoniat, P., Caulfield, A, Cavicchioli, G, Chen, M,
Gout zoulias, N., Case, B., GCdon, A, Ceanbasu, R,
Lcuyer, M, and M Thonson, "Beyond Per-Querier Budgets:
Ri gorous and Resilient dobal Privacy Enforcement for the
WBC Attribution API", 14 Cctober 2025,
<https://arxiv.org/abs/2506. 05290>.

[ CAP-URL] Tennison, J., "Good Practices for Capability URLs", 18
February 2014, <https://ww. w3. org/ TR/ capability-urls/>.

[ DP] Dmork, C. and A. Roth, "The Al gorithm c Foundations of
Differential Privacy", Enmerald, Foundations and Trends in
Theoretical Conputer Science vol. 9, no. 3-4, pp. 211-487,
DO 10. 1561/0400000042, August 2014,
<https://doi.org/10. 1561/ 0400000042>.

[ HTTP] Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Semantics", STD 97, RFC 9110,
DA 10.17487/ RFC9110, June 2022,
<https://www. rfc-editor.org/rfc/rfc9110>.

Thonson Expires 26 July 2026 [ Page 13]



I nternet-Draft DAP Extensions for Attribution January 2026

[ RFC9110] Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Senmntics", STD 97, RFC 9110,
DO 10.17487/ RFC9110, June 2022,
<https://www. rfc-editor.org/rfc/rfc9110>.

[ SHUFFLE] Erlingsson, ., Feldman, V., Mronov, |., Raghunathan, A,
Song, S., Talwar, K, and A Thakurta, "Encode, Shuffle,
Anal yze Privacy Revisited: Formalizations and Enpirical
Eval uation”, 10 January 2020,
<https://arxiv.org/abs/2001. 03618>.

[ SI GWA] Krawczyk, H., "SIGVA: The ‘SIGn-and-MAc’ Approach to
Aut henticated Diffie-Hellman and Its Use in the I KE
Prot ocol s, Springer Berlin Heidel berg, Lecture Notes in
Conput er Sci ence pp. 400-425,
DO 10.1007/978- 3-540- 45146-4_24, | SBN ["9783540406747",
"9783540451464"], 2003,
<https://doi.org/10. 1007/ 978- 3- 540- 45146- 4 _24>.

[ SI TE] WHATWG, "HTM. - Living Standard", 26 January 2021,
<https://htm.spec. what wg. or g/ #si te>.

[WEB-PRIV] Berjon, R and J. Yasskin, "Privacy Principles", 24
Novenber 2025,
<https://w3ctag.github.io/privacy-principles/>.

Acknowl edgnent s

Roxana Ceanbesu noted that a binding to site identity (Section 6) was
an inportant conponent of a robust differential privacy system design
for the Attribution API. David Cook provided useful feedback about
the design and docunent. Chris Patton provided hel pful input on how
to integrate with the DAP architecture.

Aut hor’ s Addr ess
Martin Thonson

Mozill a
Emai | : nmt @ owentropy. net

Thonson Expires 26 July 2026 [ Page 14]



