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Abst ract

Content creators and ot her stakehol ders might wish to signal their
pref erences about how their content night be consumed by automated
systens. This docunent defines a very sinmple format for expressions.

Thi s docunent updates RFC 9309 to define one neans of conveyance. An
HTTP header field is also defined.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://martinthonmson. git hub.i o/ sup-ai/draft-thonmson-aipref-sup. htm.
Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-thonson-aipref-sup/.

Di scussion of this docunent takes place on the Al Preferences Wrking
Goup mailing list (mailto:ai-control @etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ai-control/. Subscribe at
https://wwv. ietf.org/mailman/listinfo/ai-control/.

Source for this draft and an issue tracker can be found at
https://github. com marti nt honson/ sup-ai .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Content creators and ot her stakehol ders, such as distributors, might

wi sh to have a say in what types of usage by automatons is
acceptable. At the sane tine, the operator of an automated system
m ght be happy to foll ow any gui dance gi ven

In the absence of a clear neans of indicating preferences, there is
no way for preferences to conveyed. This docunent seeks to address
thi s shortcom ng.

The format of preferences is a sinple string that |ooks somnething
I'i ke this:

ai =n, sear ch=y

This format seeks to be:

* Sinple to understand and create

* Straightforward to consune

* Easily conveyed in multiple ways

The docunent defines extensions to "robots.txt" [ROBOTS] and HTTP

[HTTP] for making preferences avail able to autonmated processing
syst ens.

Applicability

These expressions do not consider the process of acquiring content.
They only express preferences regarding how the content is ultimte
used. In particular, this includes both the training of nachine

| earni ng nodel s and the use of those nodels.
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This is not intended to replace copyright licensing or other neans of
conveying sinmlar information. Rather, it is intended to provide
clear information that can be used by automatons to quickly identify
whet her content is available or not for processing.

Pref erence expressions do not apply where usage is explicitly allowed
or disallowed in |aw or when |icensing has been pre-arranged.

Thi s docunent assumes that automatons have a default policy that
appl i es when no preferences have been expressed. How those defaults
are determined is not specified.

1.2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Exanpl es

The followi ng string opts out of all forns of automated processing
for the associ ated content:

tdneEn
On its own, this string does not define which content is affected.

The foll owing shows how a preference to allow general text and data
m ning, except for artificial intelligence applications, is applied
to content that is delivered in an HTITP response; see Section 6. 2.

404 Not Found

Date: Mon, 17 Feb 2025 03:32: 05 GMI
Usage- Pref: tdnry, ai =n
Cont ent - Type: text/htm

<HTML page contents omtted fromthis exanpl e>

Simlarly, a website m ght use "robots.txt" (see Section 6.1) to

i ndi cate that search indexing is the only acceptable formof data use
for all resources with a path that starts with "/article/":
User - Agent: *

Usage- Pref: tdnen, search=y
Allow /articlel
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3. Preference Expression Strings
A preference expression string is a Unicode string.

A preference expression string conprises zero or nore directives,
where each directive is separated by a COWA ("," or W20

3. 1. Pr ef er ence

Each preference consists of a |abel, an EQUALS character ("=" or
U+3D), and value of either "y" (U+79) or "n" (W6E)

Preferences that do not conformto this syntax are ignored and have

no effect.
Sone whitespace -- specifically spaces (W20) and horizontal tabs
(WH9) -- are ignored to nake authoring easier. Whitespace is ignored

before and after both | abels and val ues.
3. 2. Label s

Each | abel describes how an automaton m ght use content. A set of
core labels is defined in this docunent; see Section 4.

A label that is not understood by an automaton are ignored.
Simlarly, labels that do not apply to a usage are ignored.

3.3. Val ues

Each preference includes one of two values: "y" or "n".
A value of "y" indicates a preference to allow the associ ated usage,

unless there is a label for a nore specific usage that has a val ue of

n.

A value of "n" indicates a preference to deny the associ ated usage,
unless there is a label for a nore specific usage that has a val ue of

y".
Any ot her val ue causes a preference to be ignored.
3.4. Duplicated Labels

Preferences with duplicated | abels are pernmitted. This can happen
when mul tiple preference expressions are conbi ned; see Section 5. 4.
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If multiple preferences include the sane |abel, any preference with a
val ue of "n" applies. Failing that, any preference with a val ue of
"y" is used. Preferences that cannot be parsed successfully as
either "y" or "n" are ignored.

For exanple, the following indicates a preference to deny artificia
intelligence uses.

ai =y, ai =n, ai =y, unknown=y
The order of duplicate |abels has no effect on the outcone, until the
preference expression string exceeds the length permtted by the
aut onat on processing it.
3.5. Specificity

A |l abel m ght be defined to be nore specific than another | abel

The value for the nost specific applicable | abel applies, even if the
more general |abel has a contradictory val ue.

For exanple, the following indicates a preference to allow a use in
generative Al applications, but not for other Al applications:

garbage!!!, genai =y, ai =n

The order of preferences and the presence of invalid values has no
effect on the outcone.

4. Usage Label s

This section defines a linited taxonony of usages, with just the
foll owi ng broad usage | abel s:

tdm
The "tdnm' label relates to all forns of autonated processing of
content. The acronym TDM stands for "text and data mining". This

is a broad category that refers to the practice of the automated
extraction of any sort of information from content.

ai:
The "ai" | abel describes usage for all fornms of artificia
intelligence or machine learning. This includes both the training
of model s using the content and the use of a nodel that has been
trained using the content. The "ai" |abel is nore specific than
"tdm'.

genai :

Thonson Expi res 21 August 2025 [ Page 6]



I nternet-Draft Short Usage Strings for Al February 2025

The "genai" | abel describes usage for artificial intelligence or
machi ne | earning nodels that are able to produce content. That
content does not need to be simlar in formto the content that a
preference expression is applied. This includes both the training
of nodel s using the content and the use of a nodel that has been

trained using the content. The "genai" |abel is nore specific
than "ai".
sear ch:

The "search" | abel describes a use of content for devel oping a
search index and the use of those indexes to find content. The
"search" | abel is nore specific than "tdni.

| Note that although search applications often use machi ne
| learning, "search” is not nore specific than the "ai" | abel

4.1. Defining New Labels

The set of |abels can be expanded, but the core set is intended to be
small.  The npst inportant goal is to ensure that each |abel is
clearly understood and wi dely recogni zed. A proliferation of choices
makes it harder to choose the right |abel to use and increases the
chances that a |l abel is not recognized by an autonaton.

An entity processing a preference expression only uses preferences
that are known to it. Preferences that contain | abels unknown are
ignored. This potentially allows for the inclusion of preferences
for new usages.

Because new | abel s might not be recognized, it night be necessary for
preference expressions to include values for nore general l|abels in
addition to the new and nore specific |abel

For exanple, if a new "exanple" usage is defined to nore specific
than the existing "tdn' | abel, there are four potential expressions.
Dependi ng on whet her an automaton is updated to support the new

| abel , the outcone differs, as shown in Table 1.
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E oo e e = e pes e et S g o}
| exanple | tdm| updated | old |
[ S ety Ll el s fem ey o
| n | n | DENNED | DENIED |
L +----- L L +
| n | y | DENFED | ALLOWED |
Fo-m e - - +----- Fo-m e - - Fo-m e - - +
| y | n | ALLOAED | DENIED |
F---- - - - +----- F---- - - - F---- - - - +
| y | y | ALLOAED | ALLOVED |
L +----- L L +

Table 1: Backward Conpatibility
for New Label s

If automatons that m ght use content in the new way can al so be
expected to understand the new | abel, then the new | abel can be
safely used. Oherwise, there is a risk that automatons infer
per m ssi on based on nore general preferences.

Section 8 describes a process for registering new | abel s.
4.2. Label Characters

A preference expression cannot include certain characters when
carried in specific protocols (see Section 6):

* A"#" (U+23) character is interpreted as a line ending in the
"robots.txt" format Section 6. 1.

* The structured field dictionaries used for the auto-usage field in
HTTP Section 6.2 limt character repertoire to | owercase
al phabetic characters ("a" through "z"), digits ("0" through "9"),
11 [« B

* Line ending characters (W10 and U+13) and control characters
(W00 through W31) are not special in this format. However, sone
systens coul d be incapabl e of authoring, conveying, or rendering
them wi thout alteration

The format does not prohibit the use of these characters. However,
any new | abels intended for wi de conpatibility SHOULD use only
| ower case al phabetical characters

5. Processing Preference Expression Strings

This section details an exanple algorithmfor processing of
pref erence expressions.
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An automaton that receives a preference expression uses the follow ng
algorithm or any process with an equival ent outcome, to determ ne
whet her a particul ar usage is ALLOAED or DEN ED according to that
expr essi on.

1. The automaton parses the preference expression and produces a
record of values for each | abel known to it follow ng the process
in Section 5. 1.

2. The automaton selects the labels that apply to its current usage,
including labels at all levels of generality. These are passed
to the determination process in Section 5.2 to determ ne whet her
the usage is ALLOANED or DENI ED.

5.1. Parsing

The process of parsing a preference expression and updating the
record of values, is as follows:

1. The automaton initializes a record one variable for each of the
| abels that is known to it with a value of UNKNOAN. | nclude
|l abels in this record that are nore general, even if the specific
usage is properly described by that subset (for exanple, include
"tdm' in addition to "search" for a sinple search indexing
function).

2. The expression is split into a sequence of preferences by
splitting the string at each COMWA (",", W20).

3. Each preference is then processed in turn:

a. The preference is split into a |abel and a value at the first
EQUALS ("=", U+3D). Preferences that do not contain an EQUALS
("=", W3D) are skipped and processing continues with the next

pr ef erence.

b. Spaces (U20) and tabs (W9) are trimed fromthe start and
end of each | abel and value. (ISSUE: nove this up a step for SF
conmpati bility and easier parsing?)

c. |If the label is not understood by the automaton or the | abe
does not apply to the current usage, it is ignored and the
processing continues with the next preference.

d. If the value is the string "n" (a single W6E), the record
for that the corresponding | abel is set to NO
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e. |If the value is the string "y" (a single W79), and the
current record for the corresponding | abel is not set, that
record is set to YES

5.2. Determnnation

When val ues have been recorded for known | abels, the automaton
selects the labels that applies to a specific usage.

This includes nore general |abels. For exanple, a "genai"
application would include both "ai" and "tdni | abels.

The foll owi ng process can be followed to determ ne whether that usage
is ALLOAED or DEN ED according to a preference expression

1. Starting with the nost general |abels, iterate over the recorded
val ue for each | abel

a. For each of the | abels that are nore specific than this
| abel , replace any val ue of UNKNOM for that nore specific |abe
with the value fromthis (nore general) | abel

b. If all aspect of the usage is covered by nore specific | abels
di scard the nore general |abel fromthe record.

2. If the value for any of the remmining | abels is UNKNOAN, the
aut omat on substitutes a YES or NO val ue based on its configured
policy for mssing preferences for the correspondi ng | abel

3. If the value for any of the remaining labels is NO resolve that
the indicated preference regarding the usage i s DEN ED.

4. O herwi se, resolve that the indicated preference regarding the
usage i s ALLOVNED.

In addition to understanding which |abels apply to a given usage,
aut omat ons need to have a default policy for each of those |abels.

5.3. Optimization and Length Limts

The parsing of preference expressions can be inplenented in a
stream ng fashion, requiring mnimal state beyond that needed to
track the value of applicable |abels.

A preference expression of arbitrary |ength can be processed
efficiently. However, inplenentations MAY choose to stop processing
expressions at any point once at |east 1000 characters have been
processed.
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5.4. Miltiple Preference Expressions

An automaton that is consum ng content m ght encounter multiple
preference expressions that relate to the same piece of content. For
exanpl e, preference expressions mght be carried by both "robots.txt"
(Section 6.1) and content netadata (Section 6. 3).

Mul tiple preference expressions can be conbi ned by sinple
concatenation in any order. A single comma (",") is inserted between
each expression.

For an identical outcone, the parsing process (Section 5.1) can be
run separately for each expression, updating the sane record of
val ues rather than starting anew for each.

5.5. Miltiple Usages

An autonmaton that mght use content for nultiple purposes can parse
pref erence expressi ons once.

The parsing process (Section 5.1) can be run, recording the val ue of
all labels that apply to any of the potential usages.

The state that is produced from parsing can be retai ned and applied
(Section 5.2) to each different usage

6. Carrying Preference Expressions

A preference expression m ght be propagated by nultiple different
mechani snms. This provides content creators and distributors choice
in how they nanage the signaling of their preferences.

6.1. The "robots.txt" Fornat

Use of "robots.txt" , or the Robots Exclusion Protocol [ROBOTS],
provi des automated crawl ers with informati on about what resources can
be gat hered.

This is a file that is served in a well-known | ocation by HTTP
servers.

An extension is defined for this format to allow for carrying sinple
usage preference strings. A rule nanme of "usage" is added to each
group, appearing between the startgroupline and rule |lines as
fol | ows:
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group = startgroupline

*(startgroupline / enptyline)

*(usage / enptyline)

*(rule / enptyline)
usage = *W5 "usage" *WS ":" usage-pref-exp EOL
usage- pref-exp = *UTF8-char-noct |

Not es:

* The | abel "usage" is case insentive, but the preference expression
is case sensitive

* Preference expressions will be truncated at the first "#"
character (W23); see Section 4.2. Labels that include this
character can be omtted

6.2. HITP Header Field
An HTTP Response Header field called Content-Usage is defined.

This field is defined as a structured field dictionary, as defined in
Section 3.2 of [RFC9651].

Di ctionary menmbers MJST all include a single token val ue
(Section 3.3.4 of [RFC9651]) that is either "y" or "n".

The Content-Usage field applies to the content of a request or
response, not the resource or representation

The Content-Usage field can be used in requests to have the
preference apply to the content of the request. Servers could retain
a copy of preferences if the content of a request is used to answer

| ater requests. For exanple, the content of a PUT request that is
used to answer subsequent GET requests. Servers SHOULD reject
requests that include Content-Usage unless the sane or conpatible
preferences can be provided to entities that mght obtain the

i ncluded content. Cbviously, servers that have not been updated to
this specification will not.

Cont ent - Usage does not have any special effect on caching.

The value of this field MAY be first parsed using a structured field
parser. This inplies the following restrictions:

* Structured field parsers do not permt whitespace between

dictionary key, the "=" separator, and value. Therefore, this
addi ti onal space MJUST be renoved before creating the field.
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* Dictionary menbers are tokens, not Bool eans (Section 3.3.6 of
[ RFC9651]). Bool ean nenbers MJST be i gnored.
* Dictionary nenbers with paraneters MJST be ignored.
Content Met adat a

Specific formats can define how preference expressions are carried in
content net adat a.

Thi s docunent does not define any such fornat.

| Question: Should we define howto use HTML neta, or rely on
| http-equiv?

Security Considerations
Thi s docunent defines a preference nechanism not a security feature.

The primary consideration for security is the correct and efficient

i npl ementation of parsing. Errors in parsers have been known to be
expl oited by actors that produce malicious input to effect one of two
common types of probl em

* buffer overruns, where malicious input is fornmed to enable renote
code execution

* denial of service, where malicious input is constructed to be
difficult to process in order to exhaust resources

The algorithnms in Section 5 are not immune to these issues if
i ncautiously inplemented by an automaton. They are exenplary only
and are biased toward bei ng conprehensi bl e rather than being secure.

Preference strings could include characters that can create confusing
or m sl eading renderings. For instance, invisible characters or U+8
(backspace) could be used to create a m sl eading representation

These characters can be avoi ded when aut horing preference expressions
and repl aced when displ ayi ng them (usi ng U+FFFD for exanpl e).

| ANA Consi der ati ons

Thi s docunent defines a new registry for |abels (Section 8.1) and an
HTTP header field (Section 8.2).
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8.1. Preference Label Registry

Thi s docunent establishes a registry that lists Labels for Preference
Expressions for Automated Use of Content with ANA. The policy for
new registrations is Specification Required [ RFC3126].

Each entry has the follow ng fields

Label
a Unicode string (see Section 4.1 for advice on sel ecting val ues)
Definition:
a short description of the automated usage that the |abel applies
to
Nar r ows:
a list of other labels that this label is nore specific than
Speci ficati on:
alink to a publicly accessible specification that contains a nore
compl ete definition
St at us:
either is "provisional" or "permanent" (see bel ow)
Dat e:
the date of the |ast update to the registration
Change Controller
the entity responsible for the specification
Cont act :
contact details for the registrant

8.1.1. Registration Quidance

An ideal |abel for a new registration is short, descriptive, and
menor abl e. Lowercase characters (U+61 through U+7A) are nost
compati bl e; see Section 4.2.

Provi sional registrations can be used by entities other than a change
controller to register labels in order to avoid registration
collisions. Provisional registrations can onit fields. However,
provi sional |abels can be removed if details are not provided within
12 months. Renpval s are subject to approval by the | ESG

Desi gnat ed experts are advised to di scourage new pernanent
registrations in favor of provisional registrations. Once utility
and -- critically -- understandi ng of |abels has been denonstrated,
provi sional registrations can be upgraded to permanent status.

Desi gnat ed experts are expected to help ensure that registrations
correctly identify which | abels are nore general. This could include
updates to existing |abels, to reference a new registration as being
nmor e general
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Desi ghat ed experts are expected to deny registration requests for

| arge numbers of l|abels, |abels that are unclear in purpose, |abels
that are too simlar to existing |abels, |labels that are |ong, and
| abel s that pronote proprietary products or unproven concepts.

Expert decisions can be appealed to the | ESG
8.1.2. Initial Registry Contents

Table 2 tabulates the other fields for registrations of l|abels from
Section 3. 2.

| Label | Definition | Narrows |
[ gttty Cfffpp—p——p———————————(—————————————————— L pp—p—p—p————r
| tdm | Any autonated process that extracts | |
| | information from content | |
T o m e e e e e e e e e ee e S +
| ai | Training or use of any machine | tdm |
| | learning system (or Al) | |
Fomm oo oo e m e e e e e e e e e e e e mm e mmmaa o - S R +
| genai | Training or use of machine learning | ali |
| | (or Al) that can generate content | |
T o m e e e e e e e e e ee e S +
| search | Ceneration of search index or use | tdm |
| | for search applications | |
Fomm oo oo e m e e e e e e e e e e e e mm e mmmaa o - S R +

Table 2: Initial Label Registrations

Initial registrations in this registry also include the foll ow ng
val ues:

Specification: this docunent

Status: permanent

Date: the date of publication of this docunent
Change Controller: |ETF

Contact: |ETF Al-PREF WG (ai-control @etf. org)

8.2. HITP Content-Usage Field Registration
An HTTP field naned Content-Usage is registered in the Hypertext
Transfer Protocol (HTTP) Field Name Registry, follow ng the
procedures in Section 18.4 of [HITP]. The follow ng values are
regi stered:

Field Nanme: Content-Usage
Status: permanent
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Reference: this docunent
Conments: (none)
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