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1.1. Rationale

This specification ainms at finding an original trade-off between
uniformty, generality, extensibility, decentralization, conpactness
and processing speed for a data fornmat. It is our opinion that every
wi dely used existing format occupy a different position than this one
in the solution space for formats, that none is better on all axes,
and that this one is the current best on several axes, hence this new
design. It is also our opinion that some of those existing formats
constitute an optinmal solution for their specific use case, either in
a absolute sense, or at least at the tine of their design. But the
ever-changing field of IT now faces new challenges that call for a
new approach.

In particular, whereas the previous trend for Internet and VWb
standards and programm ng tools has been to create human-readabl e
syntaxes for data and protocols, the advent of technol ogies |like
protocol buffers [protobuf], Thrift [Thrift], the various binary
serializations for JSON like Avro [Avro] or Smile [Snile], or the
bi nary HTTP/ 2 [HTTP2] seemto indicate that the time is ripe for a
general i zed use of binary, reserved until now for the | owleve
protocols. The |lessons about flexibility learnt in the previous
switch frombinary to plain text can now be applied to efficient

bi nary synt axes

1.1.1. Definitions

By uniformty, we nean the property of a syntax that can be parsed
even by an application that doesn’'t understand the senmantics of every
part of the processed data. O course, alnpst all syntaxes that
feature unifornmity contain a limted number of non uniform el ements.
Al so, uniformty really only has value in the face of extension, as a
fixed syntax doesn’t need uniformty (it only makes the

i mpl ementation sinpler).

Al most all extensible syntaxes have their extensible part uniformto
a great degree. In this specification, uniformty is hence eval uated
on two criteria: first, the nunber of non uniformelenents (and,
incidentally, their diversity), second, the fact that the uniformty
of the extensible part is not alimtation to the users (i.e. that
the tenptation to extend the format in a non-uniformway is as absent
as possible).

A good counter-exanple is found in nmost programm ng | anguages.
Addi ng a new branchi ng construct cannot be done in a terse way

wi t hout nodifying the underlying inplenmentation. Such a construct
ei ther cannot be defined by user code (because of evaluation rules)
or can in a terribly verbose and i nconvenient way (with lots of
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boilerplate code). Notable exceptions to this linitation of
programm ng | anguages are Lisp, Haskell and stack progranmnm ng
| anguages.

On the other hand, a stack progranmm ng | anguage is the canonica
exanpl e of a non-uniformlanguage. Each operator takes a number of
operands fromthe stack. Not knowing the arity of an operator makes
it inpossible to continue parsing, even when its eval uati on was
optional to the final processing. In the design space, stack
programm ng | anguages conpletely sacrifice uniformty to achi eve one
of the highest conbination of extensibility, conpactness and speed of
processi ng.

By generality, we nean the ability of a syntax to lend itself to
describe any kind of data with a reasonable (or better yet, high)

| evel of conpactness and sinplicity. For exanple, although both
arrays and linked lists could be considered very general as they are
both able to store any kind of data, they actually are at the
respective cost of conplexity (arrays need the enbeddi ng of data
structure in the data or in the processing logic) and size (in-nmenory
linked lists can waste as much as half or two third of the space for
the overhead of the data structure).

By decentralization, we nean the ability to extend the syntax in a
way that avoid naming collisions without the use of a centra
registry. Note that the DNS, as we use it, is NOT decentralized in
this sense, but distributed, as it cannot work without its root
servers and prior know edge of their |ocation

1.1.2. State of the art

Uniformty, generality and extensibility are usually highly-val ued
traits in formats design. Programm ng | anguages obviously feature
them forenpst, although their generality usually stops at what they
are supposed to express: procedures. Mst of themare ill-suited to
represent arbitrary data, but notable exceptions include Lisp (where
"code is data") and Javascript, fromwhich a subset has been
extracted to exchange data, JSON, which has seen a trenmendous success
for this purpose. JSON may lack in generality and conpactness, but
its design nmakes its parsing really straightforward and fast. Al of
them though, | ack decentralization. Sone of them nmake it possible
to extend themin a distributed way if sone discipline is followed
(for example, by nam ng nodul es after domain nanes), but the
discipline is not mandatory (and even w th domai n nanmes, a change of
ownershi p makes it possible for name collisions).
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The SGWL/ XM fami |y of formats al so feature uniformity, generality
and extensibility and actually fare much better than progranm ng

| anguages on the three fronts. XM nanespaces al so make XM nam ng
distributed and there have been attenpts at nmaking it conpact (e.g.
EXI from WBC, Fast Infoset fromISQOITU or EBM).

Al the previously cited formats clearly | ack conpactness, although
just applying standard conpression techni ques would sacrifice only
very little processing time to gain huge size reductions on nost of
their intended use cases, but conpression may not address their

i neffectiveness at storing arbitrary bytes.

So-called binary formats pretty much exhibit the opposite trade-offs.
Most of them are not uniformto achi eve better conpactness. Sone are
specifically designed for a great generality, but many |ack
extensibility. Wien they are extensible, it’'s never in a
decentralized way, again for reasons that have to do with
conpactness. They are usually extrenely fast to parse.

Actual ly, many binary formats are not so rmuch formats as they are
formats franmeworks, and exclude extensibility by design. For each
use case, an |IDL conpiler creates a brand new format that is
essentially inconpatible with all other fornmats created by the sane
conpiler (EBM. specifically cites this property anong its own

di sadvantages). |If the IDL conpiler and framework are correctly
desi gned, such a format usually represent an optimumin conpactness
and speed of processing, as the conpiler can also automatically
generate an ad-hoc optim zed parser

Where extensibility has been planned in existing formats, it often
doesn’t get used that nuch or at all because of the conplications
around it. Many binary formats include reserved values neant to
extend themto future uses, like the CMfield in the ZIP format. A
case like this one faces an chicken-and-egg problem if you don't
wite and get a specification officially adopted, inplenentations

m ght not want to include your extension, but if your extension is
purely theoretical and hasn’t been tested in the wild, you nmay face
resistance to get it officially adopted. This is probably why even
t hough nost conpression formats include the ability to | ater encode
ot her conpression nethods, each new conpressi on nethod usually cones
with its own format.
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When ext ensions are managed with any form of registry, another issue
is that you usually need to reserve a |large set of values for free
experinentation, and once an extension gains any traction while in
experinmentation, its authors face the difficulty to switch al
existing inplenentations to the definitive values they' Il get. And
how experinenters choose their tenporary val ues nmakes them vul nerabl e
to conflicts with others

1.2. For mat overvi ew

A BULK streamis a streamof 8-bit bytes, in big-endian order.
Parsing a BULK streamyields a sequence of expressions, which can be
either atons or forms, which are sequences of expressions. The
syntax of fornms is entirely uniform wi thout a single exception: a
starting byte marker, a sequence of expressions and an endi ng byte
mar ker. Anong atons, only nil (the null byte) and arrays have a
speci al syntax, for efficiency purposes. Even bool eans and floating-
poi nt nunbers follow the uni formsyntax that every other expression
fol | ows.

Non uniform atons start with a marker byte, followed by a static or
dynam ¢ nunber of bytes, depending on the type.

Any other atomis a reference, which consists of a nanespace narker
(in alnost all cases, a single byte) followed by an identifier within

this namespace (a single byte). Al in all, a very little sacrifice
is made in compactness for the benefit of a very sinple syntax: apart
fromnil and small integers, nothing is smaller than 2 bytes, and as

nmost forns involve a reference foll owed by sonme content, a formis
usually 4 bytes + its content.

A namespace marker in a BULK streamis associated to a nanespace
identified by some identifier guaranteed to be unique w thout
coordination (like a UU D or cryptographical hash), thus ensuring
decentralized extensibility. The streamcan be processed even if the
application doesn't recogni ze the namespace. Parsing renains
possi bl e thanks to the uniform syntax.

Conbi nati on of BULK nanmespaces, BULK streanms and even other formats
doesn’t need any content transformation to work. Here are sone
exanpl es:

* The content of a BULK stream enclosed in list starting and ending
byte markers, constitute a valid BULK expression. Thus BULK
streans can be packed or annotated within a BULK stream w t hout
nodi fi cation. Annotation use cases include addi ng netadata or
crypt ographi ¢ signature.
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* A BULK format could specify inits syntax the place for an
expressi on holding netadata. Wether the specification provides
its own nmetadata forns or not, an application could use a BULK
serialization for MARC, TEl Header, XM. or RDF for this netadata
expression. The vocabul ary sel ected woul d be univocal ly expressed
by the nanespace and every vocabul ary woul d be parsed by the sane
mechani sns.

* \Whenever a content nust be stored as-is instead of serialized, or
a highly-optimzed ad hoc serialization exists for sone data,
anything can al ways be stored within an array. They can contain
arbitray bytes and there is no linmt to their size.

Furt hernmore, BULK expressions can be evaluated. Mst expressions
eval uate to themsel ves, but sone evaluate by default to the result of

a pure function call, naking it possible to serialize data in an even
nore conpact form by elimnating boilerplate data and repeated
patterns.

1.3. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Literal nunerical values are provided in deciml or hexadeci mal as
appropriate. Hexadecimal literals are prefixed with Ox to
di stinguish themfromdecinmal literals.

The text notation of the BULK stream uses menonics for sone bytes
sequences. Mienonics are series of characters, excluding all capita
letters and white space, |ike this-is-one-menonic or what-the-9%ll! ?2#-
is-that?. They are always separated by white space. CQutside the use
of menonics, a sequence of bytes (of one or nore bytes) can be
represented by its hexadeci mal val ue as an unsigned integer prefixed
by 0Ox (e.g. Ox3F or Ox3A0B770F). Such a sequence of bytes can

i nclude dashes to make it nore readable (e.g. OxDDA37D36- 85E6- 4E6D-
9B51- 959E1CCE366C). Sone types in this specification define a

special syntax for their representation in the text notation

In the grammar, a shape is a pattern of bytes, followi ng the rules of
the text notation for a BULK stream Apart from menonics and fixed
sequences of bytes, a shape can contain:

* an arbitrary sequence of a fixed nunber of bytes, represented by

its size, i.e. a nunber of bytes in decinmal imediately followed
by a B uppercase letter (e.g. 4B)
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* a typed sequence of bytes, represented by the name of its type, a
capitalized word (e.g. Foo); this neans a sequence of bytes whose
specific yield (cf. Section 2.1) has this type

* a nanmed sequence of bytes (of zero or nore bytes), represented by
a series of any character excluding '{}' between '{’ and '}’ (e.g.
{quux}); a named sequence can be typed or sized, in which case it
is immediately followed by ":’ and a type or size (e.g. {quux}:Bar
or {quux}:12B)

When an entire shape descri bes the byte sequence of an atom it is
the normative specification for parsing it, but shapes of forns are
only normative with respect to their default evaluation. A reference
defined with a form shape can be used in different shapes, albeit
with different semantics and val ue and even when used in its default
shape, a processing application MAY give it alternative semantics.

For exanple, this specification defines a way do specify a string
encoding with fornms of the shape ( stringenc {enc}:Expr ). But the
shapes ( stringenc {argl}:Int {arg2}:Int ) or ( {argl}:Int stringenc
{arg2}:Int ) are syntactly valid. They just have unspecified
semantics, as far as this specification is concerned.

Sone identifiers are expected to be verifiable against a byte
sequence. This nmeans that there must be an algorithmthat, given the
byt e sequence as input, produces the identifier as output and, given
a different byte sequence, would produce a different identifier.
Because this verification has security inplications, the al gorithm
used shoul d have the sane guarantees than a cryptographi ¢ hash
function in ternms of collisions.

2. BULK synt ax

A BULK streamis a sequence of 8-bit bytes. Bits and bytes are in

bi g-endi an order. The result of parsing a BULK streamis a |ist of
abstract data, called the abstract yield. BULK parsing is injective:
a BULK stream has only one abstract yield, but different BULK streans
can have the same abstract yield (if they associ ate namespaces to
different markers, see nanespaces (Section 3.1.3)).

A processing application is not expected to actually produce the
abstract yield, but an adaptation of the abstract yield to its own

i npl ementation, called the concrete yield. Also, sone expressions in
a BULK stream nmay have the semantics of a transformation of the
abstract yield. A processing application MAY thus not produce or
retain the concrete yield but the result of its transformation. This
specification deals mainly with the byte sequence and t he abstract

yi el d and occasionnal |y provi de guidelines about the concrete yield.
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O course, a processing application MAY not produce any concrete
yield at all but produce various data structures and side effects
from parsing the BULK stream (for exanple, an event sourced
application may read its event log froma BULK streamand build its
application state by applying the events, discarding each of them as
soon as it has been applied).

The abstract yield is a list of expressions. Expressions can be
atoms or fornms. Fornms are lists of expressions. |If a byte sequence
is parsed as an expression, this byte sequence is said to encode this
expr essi on.

When a sequence of bytes is named in a shape, its nane can be used in
this specification to designate either the byte sequence, or the
expression or |list of expressions it encodes. Wen there could be
anbiguity, this specification specifies which is designated.

2.1. Parsing algorithm

The parser operates with a context, which is a list of expressions.
Each tinme an expression is parsed, it is appended at the end of the
context. The initial context is the abstract yield.

At the begi nning of a BULK stream and after having consumed the byte
sequence encodi ng a conpl ete expression, the parser is at the

di spatch stage. At this stage, the next byte is a marker byte, which
tells the parser what kind of expression comes next (the marker byte
is the first byte of the sequence that encodes an expression). The
expressi on appended to the context after reading a byte sequence is
called the specific yield of the byte sequence.

The 0x01 and 0x02 marker bytes are special cases. Wen the parser
reads 0x01, it imedi ately appends an enpty list to the current
context. This list beconmes the new context. This new context has
the previous context as parent. Then the parser returns to its

di spatch stage. Wen the parser reads 0x02, it appends nothing to
the context, but instead the parent of the current context becones
the new context and the parser returns to the dispatch stage. Thus
it is a parsing error to read 0x02 when the context is the abstract
yi el d.
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Sonme forms have side-effects in their semantics. Those side-effects
MJUST not affect the parsing of any expression. They can affect

eval uation, in which case they MIJST only affect the eval uation of
expressions in the scope of the form The outer scope of an
expression is the part of its context that foll ows the expression
Some forms MAY define an inner scope in their shape. The scope of an
expression is the union of the outer and inner scopes. This makes
BULK | exical ly scoped.

Whenever a parsing error is encountered, parsing of the BULK stream
MJST st op.

2.1.1. Sumrary of marker bytes

[ gttty e p—p—p—p—p—p—(—(———(—————(———————————————
| marker | shape |
[ el e sty
| 00 | nil (Section 2.3.1) |
Fommmaa - T T Tt +
| 01 | ( (Section 2.2.1) |
Fomm oo oo e m e e e e e e e e e e e e mm e mmmaa o - +
| 02 | ) (Section 2.2.2) |
S I e +
| 03 | # Nat {content} (Section 2.3.2.1) |
Fommmaa - T T T +
| O40F | reserved (Section 2.3.3) |

Fomm oo oo e m e e e e e e e e e e e e mm e mmmaa o - +
| 107F | references (Section 2.3.4) |

S . +
| 80BF | we[value] (Section 2.3.2.3) |

Fommmaa - T T +
| CQOFF | #[size] {content} (Section 2.3.2.2) |

Fomm oo oo e m e e e e e e e e e e e e mm e mmmaa o - +

2.1.2. Evaluation

A processing application MAY inplenent eval uati on of BULK expressions
and streans. Wen evaluating a BULK stream when the parser gets to
the di spatch stage and the context is the abstract yield, the |ast
expression in the context is replaced by what it evaluates to. (of
course, this description is supposed to provide the semantics of BULK
eval uati on, but a processing application MAY inpl ement eval uation
with a different algorithmas long as it provides the same semantics)
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The default evaluation rule is that an expression evaluates to
itself. A name within a namespace can have a value, which is what a
ref erence associated to this nane evaluates to. A reference whose
mar ker val ue is associated to no nanespace or whose nane has no val ue
evaluates to itself. How self-evaluating BULK expressions are
represented in the concrete yield is application-dependent, but
future specifications MAY define a standard APl to access it, simlar
to the Docunent Object Mdel for XM.

The eval uation of a form obeys a special rule, though: if the first
expression of the formhas type Function, that function is called
with an argunment list and the formevaluates to the return value if
it’s an atomor the evaluation of the return value if it is a form
If the function has type LazyFunction, the argunent list is the rest
of the form If the function has type Eager Function, the argunent
list is the rest of the form where each expression is replaced by
what it evaluates to. Any expression that has type LazyFunction or
Eager Function al so has type Function.

A form whose first expression doesn’'t have type Function evaluates to
itself.

When an application eval uates a BULK expression, it MJST verify that
evaluation will termnate in a finite nunber of evaluation steps. An
application MAY verify finite termination statically or dynanically.
For exanple, an application MAY stop evaluation in error after a
pr edet ermi ned number of steps.

2.2. Forns

2.2.1. starting marker byte
mar ker  0x01
menoni ¢ (

2.2.2. ending narker byte
mar ker  0x02
menonic )

2.2.3. Difference between sequence and form
There is a difference between a byte sequence encodi ng severa
expressi ons anong the current context and a byte sequence encoding a

form(i.e. a single expression that is a list of expressions). As an
example, let’s exam ne several forns of the shape ( foo {bar} ).
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* Inthe form( foo nil nil nil ), {bar} encodes 3 expressions, and
they are three atonms in the yield.

* |Inthe form( foo nil ), {bar} is a single expression in the
yield, and that expression is an atom

* Inthe form( foo ( nil nil nil ) ), {bar} is also a single
expression in the yield, and that expressionis a form alist in
the yield.

In a shape, when a byte sequence nust yield a single expression, it
has the type Expr. So the last two exanples fit the shape ( foo
{seq}: Expr ) but not the first. Wen a byte sequence nust yield a
form it has type Form Thus the shape ( foo {bar}:Form) is
equivalent to ( foo ( {bar} ) ). Ei ther one MAY be used

2.3. Atons

2.3.1. nil
mar ker  0x00 (menonic: nil)
shape nil

Apart from being a possible short nmarker value, the fact that the
0x00 byte represents a valid atom means that a series of null bytes
is avalid part of a BULK stream thus making the format |ess
fragile. In a network communication, nil atons can be sent to keep
the channel open. They can also be used as padding at the end of a
formor between forns.

2.3.2. Arrays
Arrays can be used to store arbitrary bytes.

An array can be interpreted either as a bits sequence or as an
unsigned integer in binary notation. The choice depends on the
context and the application. Actually, nmany processing applications
may not need make any choi ce, as nobst progranm ng | anguage

i npl ementations actually al so confuse unsigned integers and bhits
sequences to some extent. Expressions that are unsigned integers
(that is, natural nunbers) have type Nat (whether they are encoded as
an array or not).

Big arrays typically store the content of a file or a binary nmessage

of another format. They can also be used to store a vector or matrix
of fixed-size el enments.
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In any case, the semantics of the content nust be inferred by the
processing application; where anbiguity can appear, an application
SHOULD enclose the array in a formthat makes the semantics explicit
(e.g. string (Section 3.1.5.4), string* (Section 3.1.5.5), blob
(Section 3.1.5.6), or unsigned-int (Section 3.1.6.1)).

Because BULK arrays have no end markers, the payl oad of a BULK array
can constitute the end of the stream

The start and end of an array are known without reading its content,
whi ch neans that its content can be skipped in constant tine and
mapped in nmenory (or read lazily by any other neans).

Because BULK can use integers with arbitrary size to store the size
of an array, BULK arrays have no limt in size.

2.3.2.1. Generic array
mar ker  0x03 (mmenoni c: #)
shape # Nat {content}
Arrays have a special parsing rule. After consuning the marker byte,
the parser returns to the dispatch stage. It is a parser error if
the parsed expression is not of type Nat or if its value cannot be
recogni zed. This integer is not added to any context, but the parser
consunmes as many bytes as this integer and they constitute the
content of this array.
In the text notation, a quoted string is the notation for a generic
array containing the encoding of that string in the current encodi ng
(Section 3.1.5.1), except if the size of the encoding is bel ow 64
bytes, cf. small arrays (Section 2.3.2.2).
Types: Bytes, Nat
In a shape, the type String is synonynmous with Bytes, but neans that
the content of the array is supposed to be taken as a string in the
current encodi ng.

2.3.2.2. Small array
mar ker  OxCOOxFF (menoni c: #[si ze])

shape #[size] {content}
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Smal | arrays have a special parsing rule. The 6 |east significant
bits of the marker byte are treated as un unsigned integer. This
integer is not added to any context, but the parser consunes as nany
bytes as this integer and they constitute the content of this array.
In the text notation, the notation of the marker byte of a snall
array of size Xis #[X]. For exanple, #[2] 0x1234 is a notation for
the bytes 0xC2-1234.
In the text notation, a quoted string is the notation for a snall
array containing the encoding of that string in the current encodi ng
if the size of the encoding is bel ow 64 bytes.
Types: Bytes, Nat

2.3.2.3. Small unsigned integers
mar ker  0x800xBF (mmenoni c: w6[ val ue])
shape w6[val ue]
Smal | unsigned integers have a special parsing rule. The 6 |east
significant bits of the marker byte are the val ue encoded by this
byte (as bits or as an unsigned integer in binary notation).
In the text notation, the notation of the marker byte of a snal
unsigned integer of value X is we[X]. For exanple, w6[1ll] is a
notation for the byte Ox8B (as is 11, cf. Section 3.1.6).
Types: Bytes, Nat

2.3.2.4. Reprensenting natural numbers
When the syntax of a BULK form mandates that an expression can only
be a Nat, an application SHOULD encode it as the snallest possible
array using one of the following sizes: 6, 8, 16, 32, or any nultiple
of 64 bits.

2.3.3. Reserved marker bytes
Mar ker bytes 0x04—0xOF are reserved for future najor versions of
BULK. It is a parser error if a BULK streamw th major version 1
contai ns such a marker byte.

2.3.4. References

mar ker 0x10—O0x7F
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shape {ns}:1B {nane}: 1B
Ox7F {ns’} {nane}: 1B

The {ns} byte is a value associated with a nanespace, called the
namespace marker. Values 0x10-0x13 are reserved for nanespaces
defined by BULK specifications. Geater values can be associated
wi t h namespaces identified by a unique identifier.

The {name} byte is the name within the nanmespace. Vocabularies with
nmore than 256 nanes thus need to be spread accross severa
nanmespaces

The specification of a nanespace SHOULD i ncl ude a menonic for the
nanespace and for each defined nane. When descriptions use severa
nanespaces, the menonic of a reference SHOULD be the concatenation
of the nanespace mmenonic, ":" and the name mmenonic if there can be
an anbiguity. For exanple, the fp name in nanmespace math becones
mat h: f p.

Type: Ref

2.3.4.1. Special case

Ref erences have a special parsing rule. In case a BULK stream needs
an i nportant number of nanespaces, if the marker byte is Ox7F, the
parser continues to read bytes until it finds a byte different than

OxFF. The sum of each of those bytes taken as unsigned integers is
t he nanespace marker. For exanple, the reference encoded by the
byt es Ox7F OxFF 0x8C Ox1A is the nane 26 in the nanespace associ ated
with 522,

3. Standard namespaces

St andard nanespaces have a fixed marker value and are not identified
by a unique identifier

3.1. BULK core nanespace

mar ker  0x10 (rmenonic: bul k)
3.1.1. Version

nane 0x00 (mmenonic: version)

shape ( version {mgjor}:Nat {mnor}:Nat )
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3.

1.

When parsing a BULK stream a processing application MIST determ ne
explicitely the major and minor version of the BULK specification
that the stream obeys. This information MAY be exchanged out - of -
band, if BULK is used to exchange a nunber a very small nessages,
where repeated headers of 6 bytes m ght becone too big an overhead.
A processing application MIUST NOT assume a default version

If the version is expressed within a BULK stream this form MJST be
the first in the stream In any other place, this formhas no
semantics attached to it. This specification defines BULK 1.0. Wen
witing a BULK stream an application MJST encode {mjor} and {m nor}
by the small est byte sequence as described in Section 2.3.2.4.

An application witing a BULK streamto long-termstorage (e.g. in a
file or a database record) SHOULD include a version form

Two BULK versions with the same major version MJST share the sane
parsing rules and the same definitions of marker bytes. Changing the
syntax or semantics of existing marker bytes and using marker bytes
in the reserved interval warrants a new major version. Changing the
syntax or semantics of existing names in standard namespaces al so.

Addi ng standard nanespaces or addi ng nanes in existing standard
nanespaces warrants a new mi nor version.

2. Bool eans

3.1.2.1. true

nane 0x01 (mmenonic: true)
shape true

Type: Bool ean

3.1.2.2. false

nane 0x02 (mmenonic: false)
shape false

Type: Bool ean
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3.1.3. Nanespaces
3.1.3.1. New nanespace
nane 0x03 (mmenoni c: ns)
shape ( ns {marker}:Nat {id}:Expr )

Thi s associ ates the nanespace identified by {id} to the nanespace
mar ker {marker}, within the scope of this expression

3.1.3.2. Package
nane 0x04 (mmenonic: package)
shape ( package {id}: Expr {nanespaces} )
This creates a package identified by {id}. Packages are inmutabl e,
{id} MIST be verifiable against the byte sequence {nanmespaces}.
{nanespaces} MUST be a series of expressions each identifying a BULK
nanespace.

3.1.3.3. Inport
nane 0x05 (mmenonic: inport)
shape ( inport {base}: Nat {count}:Nat {id}: Expr )
This associates the first {count} namespaces in the package
identified by {id} with a continuous range of narker bytes starting
at {base} within the scope of this expression.
Exampl e: ( inmport 28 3 0x0123456789ABCDEF ) associates the first 3
nanespaces of the package identified by 0x0123456789ABCDEF to the
mar kers 28, 29 and 30.

3.1.4. Definitions
To define a reference is to change the the value of its nane in its
nanespace (as identified by its unique identifier, not the marker
value) within a certain scope.

If a BULK streamis not evaluated, the semantics of a definition are
entirely application-dependent.

When a BULK stream containing definitions for a nanespace cones from

a trusted source (i.e. in configuration files of the application, or
in the communi cation with an agent that has been granted the rel evant
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authority), an application MAY give those definitions |ong-Ilasting
semantics (i.e. keep the values of the names at the end of parsing).
This is the preferred nechani smfor bul k nanespace definition when
the semantics of the defined expressions can be expressed conpletely
by BULK forns.
3.1.4.1. Sinple definition

nane 0x06 (mmenonic: define)
shape ( define {ref}:Ref {value}: Expr )

( define nil {value}: Expr )

This defines the reference {ref} to the yield of {value} in the outer
scope of this form

In any context where there is a default nanespace where definitions

are made, e.g. verifiable-ns (Section 3.1.4.4), the second shape

defines the smallest name that is not yet defined to {val ue}.
3.1.4.2. Naned definition

name 0x07 (mmenoni c: menoni c/ def)

shape ( mmenoni c/def {ref}:Ref {mmenonic}:String {doc}: Expr {val ue}

)

( mmenoni c/def nil {mmenonic}: String {doc}: Expr {val ue} )
Thi s suggest {mmenoni c} as the mmenonic of the name designated by
{ref} in its namespace. |If {value} is of type Expr, this defines the
reference {ref} to {value} in the scope of this form
{doc} is any expression that provides a docunentation for this
reference. If it has type Bytes, it MJST be a string. It could be
any kind of netadata or document type
In any context where there is a default nanespace where definitions
are nade, e.g. verifiable-ns (Section 3.1.4.4), the second shape
defines the smallest nane that is not yet defined to {val ue}.

3.1.4.3. Nanespace description

nane 0x08 (mmenoni c: ns-nmMmenoni c)

shape ( ns-mmenonic {ns}: Expr {menonic}: String {doc} )
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Thi s suggest {mmenoni c} as the mmenonic of the nanespace designated
by {ns} (which can be the integer to which this namespace is

associ ated, a reference in this namespace or the unique identifier of
thi s nanmespace)

3.1.4.4. Verifiable nanmespace definition
nane 0x09 (mmenonic: verifiabl e-ns)

shape ( verifiable-ns {id}: Expr {marker}: Nat {data}: Expr
{menoni c}: Expr {doc}: Expr {definitions} )

i nner scope {id} {data} {mmenonic} {doc} {definitions}

Thi s associ ates the nanespace identified by {id} to the nanespace
mar ker {marker}, within the scope of this form \Verifiable
nanespaces are i mutable, {id} MJIST be verifiable against the byte
sequence {marker} {data} {mmenonic} {doc} {definitions}. The
semantics of this formis to define in its scope any definition nade
in the designhated nanespace within {definitions}.

If {menonic} is of type String, then this suggests it as the
menoni ¢ of the namespace. Else it MJST be nil.

If nmore data than {id} is needed to verify {id} against {definitions}
(like the salt of a hash function, or the nanespace of a UUID), this
data shoul d be provided by {data}. Else {data} MJIST be nil.

A verifiable nanmespace wouldn’t really be immutable if it used
definitions fromother nanespaces that aren’t imutable. To that
effect, an application SHOULD stop processing this formw th an error
when {definitions} contain references from nanespaces that cannot be
determned to be i Mmutable thenselves. The goal is to prevent a user
or systemto be unwittingly vul nerable, so an application MAY provide
an option to accept a specific verifiable nanmespace, but an
application MJUST NOT provide an option to accept any vul nerabl e
verifiabl e nanespace. That is, an option |like --accept-ns

8f 82849556d74466 i s acceptabl e but --disable-immutability-check is
not .

3.1.4.5. Array concatenation
name OxO0A (mmenonic: concat)
shape ( concat {arrayl}:Bytes {array2}:Bytes )

Nane's type EagerFunction
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Form s type Bytes
Form s value the concatenation of {arrayl} and {array?2}.

The value of this formis an array that contains the bytes in arrayl
foll owed by the bytes in array2.

3.1.4.6. Substituton
3.1.4.6.1. Substitution function
nane O0x0B (mmenoni c: subst)
shape ( subst {code} )
Nanme's type LazyFunction
Form s type EagerFunction
Formi s value A substitution function whose return value is the value
of {code}. Wthin {code}’s specific yield, the names arg and rest
are defined:
3.1.4.6.2. Argunent
nane O0x0C (mmenoni c: arg)
shape ( arg {n}:Nat )
Nane' s type EagerFunction

Formi s type Expr

Forms value the el enent nunber {n} (starting at zero) of the
substitution function's argunents |i st

3.1.4.6.3. Rest of argunents |ist
nanme O0xO0D (mmenonic: rest)
shape ( rest {n}:Nat )
Nane' s type EagerFunction
Form s type Expr

Forms value the substitution function's argunments list without its
first {n} elenents.
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3.1.4.6.4. Exanples

Here is a definition of the inverse followed by the nunbers 1/2, 1/3
and 1/ 4:

( define inverse ( subst ( frac 1 (‘arg 0) ) ) ) ( inverse 2 ) (
inverse 3 ) ( inverse 4 )

Substitution will splice nultiple expressions in place:

The evaluation of ( ( subst 1 ( rest 0) 2 ) 3 4 ) nust yield the
same as (1 34 2)

3.1.5. Strings and other typed byte arrays
3.1.5.1. Current encoding
nane 0x10 (mmenoni c: stringenc)
shape ( stringenc {enc}: Encoding )
This tells the processing application that, in the scope of this
expression, all expressions that are understood by the application as
character strings will be encoded with the encodi ng desi gnated by
{enc}.
As the abstract yield doesn’'t contain strings but expressions that
will be used as strings by the application, it is not a parsing error
if the application doesn’'t recognize {enc}. In this situation, it is
a parsing error when the application actually needs to decode a byte
sequence as a string. It is not a parsing error when a processing
application only transnmits a byte sequence encoding a string, if it
can accurately convey the encoding to the receiving application
3.1.5.2. |1 ANA registered character set
name O0x11 (mmenonic: iana-charset)
shape ( iana-charset {id}:Nat )

Thi s designates the string encoding registered anong the | ANA
Character Sets [|ANA-Charsets] whose M Benumis {id}.

Type: Encodi ng.
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3.1.5.3. Wndows code page
nanme 0x12 (mmenoni c: code- page)
shape ( code-page {id}: Nat )

Thi s designates the string encodi ng anong W ndows code pages whose
identifier is {id}.

Type: Encodi ng.

3.1.5.4. String
nane 0x13 (mmenonic: string)
shape ( string {string:}Bytes )

This formindicates that the bytes encoded by {string} are neant to
be interpreted as a string encoded with the current string encoding.

3.1.5.5. String with explicit encoding
nane O0x14 (mmenonic: string*)
shape ( string* {enc}: Encoding {string:}Bytes )
This formindicates that the bytes encoded by {string} are neant to
be interpreted as a string encoded with the encodi ng desi gnated by
the expression {enc}.
3.1.5.6. Blob
nanme 0x15 (mmenoni c: bl ob)
shape ( bl ob {blob:}Bytes )

This formindicates that the bytes encoded by {blob} are nmeant be
interpreted as just a raw sequence of bytes, not to be decoded.

3.1.5.7. Nested BULK stream
name O0x16 (mmenonic: nested- bul k)

shape ( nested-bul k {enmbedded}: Bool ean {bul k}: Bytes )
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This formindicates that the bytes encoded by {bul k} are nmeant to be
interpreted as a BULK stream |If the streamdoesn’'t start with a
version form the stream MJST be assuned to have the sane version as
the parent stream

This formcan be useful to | et the application reading a BULK stream
skip parsing a |l arge section

If {enbedded} is true, the default semantics of this formis the sane
as the senmantics of the BULK streamin {bulk}, with the follow ng
exception. For exanple, these two forns have the sane semantics:

* (45)
* ( nested-bulk true #[2] 4 5)

It could be a security risk if a single BULK stream coul d be parsed
into two different abstract yields by two conformant applications, so
the semantics of the whole stream cannot change whether {bulk} is
decoded or not. For that reason, any effects in the nested stream
that affect how BULK expressions are parsed or evaluated (like
nanespace associ ations or definitions) MJST be isolated within that
form

For the sane security reason, there isn’'t a ( bul k-with-size Nat Expr
) formbecause it would open up the same risk when the size given is
not the size of the encl osed expression, accidently or maliciously.

3.1.5.8. Indexed data

When witing a streamcontaining a big nunber of expressions where an
application may want to access one of those expression without
parsing all expressions before, one could imgine as a solution to
use pointer-like references that each use the offset of sone
expression in the stream This solution creates a security risk,
because if reading according to the pointers doesn't produce the sane
result as parsing the streamw thout using them an attacker m ght
use this inconsistency to their advantage, when they can expect one
application to use pointers and another application to use nornal
parsing, especially when the streamis big enough that verifying the
consi stency of the pointers mght be costly enough that it mght not
be done or not in tine to prevent the attack.

Because of that risk, whenever a streamincludes indexed BULK
expressions, that is, expressions that are neant to be accessed by
their position, indexed reading SHOULD be the only way used to access
them To that end, indexed data SHOULD be stored in arrays.
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3.1.5.8.1. Indexable content
name 0x17 (mmenoni c: indexabl e)
shape ( indexable {container}:Nat {content}:Bytes )

This formcontains in {content} the data that can be indexed
somewhere else in the stream wth indexed-bulk (Section 3.1.5.8.2)
or indexed-array (Section 3.1.5.8.3). {container} is the identifier
of this container and MUST be uni que across the stream

3.1.5.8.2. Indexed BULK expression
nane 0x18 (mmenonic: i ndexed- bul k)
shape ( indexed-bulk {container}:Nat {start}:Nat )

The semantics of this formis the same as if it was replaced by the
BULK expression in the contai ner whose identifier is {container} (by
comparing the value of the unsigned integers, not how they are
encoded, but an application SHOULD encode themidentically), starting
at offset {start}.

3.1.5.8.3. Indexed array
nane 0x19 (mmenonic: indexed-array)
shape ( indexed-array {container}:Nat {start}:Nat {size}:Nat )

The semantics of this formis an array whose content are {size}
bytes, starting at offset {start} in the container whose identifier
is {container} (by comparing the value of the unsigned integers, not
how t hey are encoded, but an applicati on SHOULD encode t hem
identically).

Conpared to indexed-bul k, which can reference an array, indexed-array
i s useful when several different but overl apping sections of the sane
byt e sequence are needed as arrays.

3.1.6. Arithnmetic

A processing application nust recognize the type of all expressions
defined in this specification that have the type Nunber, but an
appl i cation MAY consider a number as having an unknown value if it
has no adequate data type to store it.
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In the text notation of a BULK stream a decimal integer is the
notation for the smallest byte sequence that yields this integer as
described in Section 2.3.2.4. For exanple, ( 31 256 ) is a notation
for the bytes 0x01 Ox9F 0xC2-0100 0x02

3.1.6.1. Unsigned integer
nane 0x20 (mmenoni c: unsigned-int)
shape ( unsigned-int {bits}:Bytes )
The bits contained in {bits} is the value of this integer in binary
notation. This formexists in case di sanbi guati on of the semantics
i S necessary.
Type: Number, Int, Nat.

3.1.6.2. Signed integer
nane 0x21 (mmenoni c: signed-int)

shape ( signed-int {bits}:Bytes )

The bits contained in {bits} is the value of this integer in
two’ s- conpl ement not ati on.

Type: Nunber, Int.
3.1.6.3. Fraction
name 0x22 (mmenonic: frac)
shape ( frac {nunt:Int {div}:Int )
This is the nunber {nun}/{div}.
Type: Nunber.
3.1.6.4. Binary floating-point nunber
nane 0x23 (mmenoni c: binary-float)
shape ( binary-float {bits}:Bytes )
This is a floating-point nunber expressed in | EEE 754- 2008 binary

i nterchange format. {bits} can be of size 16, 32, 64, 128 or any
bigger nmultiple of 32 bits, as per |EEE 754-2008 rul es.
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Types: Nunber, Float.

3.1.6.5. Decimal floating-point nunber
nane 0x24 (mmenonic: decimal -fl oat)
shape ( decimal-float {bits}:Bytes )
This is a floating-point nunber expressed in | EEE 754-2008 deci nal
interchange format. {bits} can be of size 32, 64, 128 or any bigger
multiple of 32 bits, as per | EEE 754-2008 rul es.
Types: Nunber, Float.

3.1.6.6. Binary fixed point numnber
nane 0x25 (mmenoni c: binary-fixed)
shape ( binary-fixed {point}:Nat {bits}:Bytes )
This is a fixed point binary nunmber. {bits} contains an integer in
two’s conplenent. That integer divided by 2"point is the val ue of
this form For exanple, ( binary-fixed 2 15 ) has value 3.75 10
(11.11_2).
Types: Nunber, Float.

3.1.6.7. Decinal fixed point nunber
name 0x26 (mmenonic: decimal -fixed)
shape ( decimal-fixed {point}:Nat {bits}:Bytes )
This is a fixed point decimal nunber. {bits} contains an integer in
two’s conplenent. That integer divided by 10"point is the value of
this form For exanple, ( decimal-fixed 2 123 ) has val ue 1.23.
Types: Nunber, Float.

3.1.6.8. Decimal fixed point nunber with 2 decimal places

name 0x27 (mmenonic: decimal 2)

value ( subst ( decimal-fixed 2 ( arg 0) ) )
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3.1.7. Conpact formats

Thi s specification and other specifications in the official BULK
suite take the option to use as their basic building block a form
with a distinguishing reference as first elenent (basically, they are
a binary representation of an abstract syntax tree). As noted
previously, this nmeans that nost representations weigh 4 bytes plus
their actual content, which will in turn have sonme overhead because
of one or several marker bytes.

But when there is a special need for conpactness, BULK nakes it
possi ble to design protocols and formats with different trade-offs,
while retaining its property of being parseabl e by processing
appl i cations not knowing the protocol in its entirety.

On one end of the spectrum a fornmat m ght choose to use an array to
encapsul ate an ad hoc binary format. An extrene use of this schene
woul d be to use BULK just to nake explicit the binary format used.
Wth a known profile (for exanple with a file extension and/or nedia
type for such explicitly typed BLOBs), such a BULK stream can consi st
solely of the version form a reference that describes the binary
format and an array, which would anpbunt to an overhead between 11
bytes and 20 bytes depending on the size of the content (11, 13, 14,
16 and 20 bytes for contents of no nore than 63B, 255B, 65kB, 4GB and
18EB respectively). Wthout a profile, with the nanespaces

associ ations, the overhead is between 28 and 37 bytes (the difference
is asingle inmport formto inport two nanmespaces: the one providing a
formused to identify nanespaces, and the one for the format used in
the streanj.

Still, even this extrene in the design space retains the ability to
insert expressions in the BULK stream whatever their type. Thus

met adat a can be added about data that is represented in a format that
doesn’t allow for metadata or for linited netadata.

I n-between these two extrenes, several options are available to
produce a format that |everages the BULK parser a lot nore while
bei ng nore compact than a basic BULK format. The follow ng formns
provide a standard way to create such formats.

A flat list of operators and operands is called a BULK bytecode.
Prefix bytecodes are those where operators cone before operands,
postfix bytecodes are those where operators cone after operands. In
the following forms, operators MJIST be references.

The default semantics of a bytecode formis to transformit to an

abstract syntax tree of its content and then evaluate the resulting
expression with the normal BULK eval uation rules. Wen evaluating a
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bytecode formthat doesn't provide arities, a processing application
MJST abort this transformati on as soon as it encounters a reference
for which it cannot determine if it is an operator or its arity.
When eval uating a bytecode formthat provides arities, any reference
that is not known to be an operator MJST be determined to be an

oper and.

To transforma prefix bytecode form a processing application creates

an alternate context. |If the first expression of the bytecode can be
determned to be an operand, it is renmoved fromthe begi nning of the
byt ecode and appended at the end of the alternate context. |If the

first expression of the bytecode is a reference that can be
determined to be an operator, it is renoved fromthe beginning of the
bytecode and a list is created with the operator as the first
expression, then as many next expressions as its arity are renoved
fromthe begi nning of the bytecode and appended at the end of this
list. Then that resulting list is appended at the end of the
alternate context. The transformation continues until the bytecode
is empty, in which case the alternate context replaces the bytecode
formand the transformation is conplete. The resulting formcan then
be evaluated in turn.

Exampl e: the default senmantics of

( prefix* ( ( 2 go:black ) ) go:ganme go:black 1 2 go:black 3 4
go:black 5 6 )

is that it’'s transfornmed into
( go:gane ( go:black 1 2 ) ( go:black 3 4 ) ( go:black 56 ) )

To transforma postfix bytecode form a processing application
creates a data stack. |If the first expression of the bytecode can be
determned to be an operand, it is renmoved fromthe begi nning of the
byt ecode and pushed on top of the stack. |If the first expression of
the bytecode can be deternmined to be an operator, it is renoved from
t he begi nning of the bytecode and a list is created with the operator
as the first expression, then as many next expressions as its arity
are popped fromthe stack and appended at the end of this list (with
the top of the stack as the last elenent). Then that resulting |ist
is pushed on top of the stack. The transformati on continues unti

the bytecode is enpty, in which case the list of the elenments on the
stack (with the top of the stack as the | ast elenent) replaces the
byt ecode formand the transformation is conplete. The resulting form
can then be evaluated in turn.

Exampl e: the default senmantics of
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( bul k: post fi x*
( ( 2 go:black go:white go:coment go:alternative ) )
go: gane
1 2 go: bl ack
"white tried an unorthodox opening" 3 4 go:white go:conment
"a nmore cl assical opening would be" 8 9 go:white go: conment
go:alternative
2 3 go: bl ack
4 5 go:white )

is that it’'s transformed into

( go:gane
( go:black 1 2)
( go:alternative
( go:comment "white tried an unorthodox opening"” ( go:white 3 4 ) )
( go:comment "a nore classical opening would be" ( go:white 8 9 ) ) )
( go:black 2 3)
( go:white 4 5) )

The obi vous advant age of postfix bytecode is that it nakes it
possi bl e to conpact nested forns when they have a known arity. Wen
a reference in a vocabulary can be used in a formcontaining a

vari abl e nunber of expressions, if sone arity is used frequently
enough, an application can define a specific formfor it. The trade-
offs for this are explained in Appendix B

If the overhead of several nmarker bytes in the operands of sone
operators is too nuch, even nore conpactness can be achi eved by
packi ng together small operands. For exanple, instead of an operator
with two integers as its operands, one could specify an operator to
take a single word as operand and extract the integers fromit (while
still retaining the ability to operate on many sizes of integers,
because it can still deduce the size of the integers by dividing the
size of the word by two).

For exanple, a BULK format representing player noves with a pair of
coordi nates on a large board mght represent a single nove with the
fol | owi ng shapes:

basic (8 bytes) ( gane:black/2 #[1] 0x41 #[ 1] Ox5A)

packed basic (7 bytes) ( gane:black/1 #[2] 0x41 Ox5A )

bytecode (6 bytes) gane:black/2 #[1] 0x41 #[1] Ox5A

packed bytecode (5 bytes) gane:black/1 #[2] 0x41 Ox5A
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The transformati on defined for the bytecode fornms makes it possible
to mx literal expressions and operations represented by a sequence
of operators and operands. |In the previous scenario, for exanple,
one nmight represent each alternating nove by the two players as two
i ntegers, lowering the weight of each nove to 2 bytes as coordinates
are bel ow 64:

( bul k: post fi x*
( ( 2 go:white go:conmrent go:alternative ) )
go: gane
12
"white tried an unorthodox openi ng" 3 4 go:white go:conment
"a nmore classical opening would be" 8 9 go:white go: conment
go:alternative
23
45)

The difference between all these schenmes and an array is that you
keep the ability to insert other forms, for exanple here to represent
commrents on the game or variants
The cost of the bytecode format is that if it contains operators
whose arity is unknown to a processing application, the whole |ist
after the first occurrence of themis unreadable to that processing
application, whereas in the basic format, the processing application
can still process all the forms it understands, and that requires no
anticipation by the application creating the BULK stream

3.1.7.1. Prefix bytecode
name 0x30 (mmenonic: prefix)
shape ( prefix {bytecode} )
This is a prefix bytecode formthat doesn't provide arities.

3.1.7.2. Prefix bytecode with arities
nane 0x31 (mmenonic: prefix*)
shape ( prefix* {arities}: Expr {bytecode} )
This is a prefix bytecode formthat provides arities.
{arities} MIST be a list of shapes ( {arity}:Nat {refs} ). {refs}
MUST be a series of references. It indicates that all references in

this series are operators of arity {arity}. {arities} can be a form
or a reference defined to a |ist.
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Wthin the prefix bytecode of this form if there is a prefix form
the arities declared in the outside formstill apply.

3.1.7.3. Postfix bytecode
name 0x32 (menonic: postfix)
shape ( postfix {bytecode} )

This is a postfix bytecode formthat doesn’t provide arities.
3.1.7.4. Postfix bytecode with arities

nane 0x33 (mmenonic: postfix*)

shape ( postfix* {arities}: Expr {bytecode} )

This is a postfix bytecode formthat provides arities.

{arities} MJIST be a list of shapes ( {arity}:Nat {refs} ). {refs}

MUST be a series of references. It indicates that all references in

this series are operators of arity {arity}. {arities} can be a form

or a reference defined to a list.

Wthin the postfix bytecode of this form if there is a postfix form
the arities declared in the outside formstill apply.

3.1.7.5. Arity declaration
nane 0x34 (mmenonic: arity)
shape ( arity {arity}:Nat {refs} )

{refs} MJUST be a series of references. It indicates that al
references in this series are operators of arity {arity}.

Whenever arities have been provided by this formfor sone references
in a nanespace, all references in that nanespace whose arities aren’t
provi ded MJST be determ ned to be operands by a processing
appl i cation.

4. Extension namespaces

Ext ensi on namespaces are defined with a unique identifier, to be
associ ated to a marker val ue.
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By is decentralized nature, as far as a processing application is
concerned, apart from standard namespaces, there is no difference
bet ween a nanespace defined as part of the official BULK suite and a
user - def i ned one.

5. Profiles

A profile is a byte sequence parsed by a processing application just
after the version formor before the first expression if there is no
version form Thus a parser SHOULD | ook ahead at the begi nning of a
streamto see if the first three bytes are ( bulk:version. Wth
respect to the BULK stream the profile is an out-of-band
information, usually inplicit.

A processing application doesn't need to include the profile in the
concrete yield, as long as the semantics of the abstract yield are
mai nt ai ned.

The sane BULK stream mi ght be processed with different profiles

A processing application MJST NOT deduce the profile fromthe content
of a BULK stream

5.1. Profile redundancy
A processing application SHOULD only rely on the use of a profile
when it is a safe assunption that the profile is known, for exanple
within a conmunication where the protocol dictates the profile.
In particular, long-termstorage of a BULK stream SHOULD preserve
profile information, for exanple with a nmedia type that dictates the
profile.
O herwi se, an application witing a BULK streamin a long-term
storage SHOULD include the profile after the version form For this
reason, the expressions in a profile SHOULD have i denpot ent
semanti cs.

5.2. Standard profile

Thi s specification defines the default profile that a processing
application MJST use when it is not using a specific profile:

( bulk:stringenc ( bul k:iana-charset 106 ) )

This neans that the default string encoding in a BULK streamis UTF-
8.
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6. Security Considerations
6.1. Parsing

Parsing a BULK streamis designed to be free of side-effects for the
processing application, apart fromstoring the parsed results.

Arrays in BULK carry their size, so as for the application to know in
advance the size of the data to read and store, thus making it easier
to build robust code. A nmlicious software, however, may announce an
array with a size choosen to get an application to exhaust its
avai l abl e menory. When a BULK stream has been conpl etely received,
an array bigger than the renaining data SHOULD trigger an error

When a BULK streami s size is not known in advance, the application
SHOULD use a growabl e data structure.

Eval uati on opens up sone known attacks that appear whenever a fornat
provides a way to express abstraction, like the billion |aughs
attack. As it is explained in Evaluation, an inplenentation MAY stop
eval uation after a predefined nunber of evaluation steps. As this
has been denonstrated not to be sufficient to prevent attacks based
on expansion, an inplenentati on SHOULD al so put predefined linmts on
the space that the abstract yield can take on disk or in nenory.

Applications MAY use out-of-band information to select size linmts
(l'ike HTTP attributes), or a BULK nanespace MAY provide hints. An

i npl ement ati on SHOULD enmit warni ngs when the size of the abstract

yi el d woul d exceed the size limts set by such out-of-band or in-band
i nfornation.

6.2. Forwarding

VWhen a processing application forwards all or part of the data in a
BULK streamto another application, care nust be taken if part of the
forwarded data was not entirely recognized, as it could be used by an
attacker to benefit fromthe authority the forwarding application has
on the recipient of the data.

6. 3. Definitions

The architecture of a processing application SHOULD ensure that a
mal i ci ous agent cannot abuse authority given to it to define a
nanespace in order to nodify associations in other namespaces
Dependi ng on the use of data structures storing BULK expressions,
this could amobunt to giving an attacker a way to mani pul ate the
application’s state. See Appendix A for an exanple of architecture
that is resistant to that kind of attack.
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7. | ANA Consi derati ons

Thi s specification defines a new nedia type, application/bulk. Here
are the informations for its registration to | ANA

Type name application

Subt ype nane bul k

Required paraneters none

Optional paranmeters none

Encodi ng consi derati ons none, content is self-describing

Security considerations cf. Section 6

Interoperability considerations the constraint to start any BULK
file with a version formhas the side-effect that classes of BULK
streans can be identified by a sequence of bytes acting as "magic
nunber”, at offset O:
0x011000 any BULK stream
0x01100081 a BULK stream of major version 1
0x011000818002 a BULK stream of version 1.0

Publ i shed specification this docunent

Applications that use this nmedia type none so far

Fragnment identifier considerations this specification defines no
semantics for addressing the data with a fragnent identifier; a
future specification MAY define fragnent identifier syntaxes to
address the content by byte offset or the parsed results by their
position in the yielded list

Additional information a future specification MAY define a nam ng

convention for media types based on bulk with a +bulk suffix, as
for XML with +xm
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Appendi x A, Robust namespace definition

This constitutes a suggestion of architecture for a BULK processing
application. It has the advantage that an agent cannot nodify the
val ues of names to which it has not specifically been given
authority. This architecture doesn’t ensure this property by
checking the validity of definitions but by adhering to the Principle
O Least Authority, thus ensuring no fal se positives or TOCTQU race
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condi ti ons.

For each new context (including the abstract yield when parsing
starts), the parser creates a new copy of each known nanespace
These copies are available in this context to retrieve and define
values. It inplements the |exical scoping of definitions on top of
provi di ng the robustness properties di scussed here.

By default, all nanespaces created in a context are discarded at the
end of this context.

O course, an inplenentation of the architecture presented here can
be optim zed conpared to the abstract algorithm for exanple by using
copy- on- demand.

Any nanespace that is not a copy for its context but the object
retained by the application afterwards, gives authority to nake | ong-
|l asting definitions. Such a nanmespace is called l|asting here.

A 1. Selective authority

A nunber of lasting namespaces are included for the abstract yield.
Their unique identifiers are agreed out-of-band. The di sadvant age of
this solution is that it needs prior agreenent on the definable
nanmespaces

A 2. Open authority

Any ns formfor a unique identifier unknown to the processing
application triggers the creation of a lasting namespace.

The di sadvantage of this solution is that it opens a denial of
service vulnerability. |[If Bob is a processing application and Carol
and Dave are agents communicating with Bob with an open authority,
Dave can prevent Carol fromdefining a nanmespace if it nanages to
know the unique identifier and starting a comrunicati on with Bob
bef ore Carol

If an agent uses a secure way to create unique identifiers, this
solution is both flexible and safe (the burden is not on the BULK
processing application).

Appendi x B. Arity-carrying fornmns
Sonetinmes a vocabulary will include fornms that can contain an

arbitrary nunber of expressions. Wen such a formis used in postfix
byt ecode, the sinplest solution is just to use a nested postfix form
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( bul k: post fi x*
( ( 2 go:black go:white go:coment ) )
go: gane
1 2 go: bl ack
( bul k: postfix go:alternative
"white tried an unorthodox openi ng" 3 4 go:white go:conment
"a nmore classical opening would be" 8 9 go:white go: conment )
2 3 go: bl ack
bul k: postfix go:alternative
"white played a bad nove" 4 5 go:white go: comment
"white could have played a decent nove" 5 6 go:white go:coment
"white could have played a great nove" 5 7 go:white go:comrent ) )

~—~

The nested postfix formcosts 4 bytes, conmpared to an equi val ent
postfi x bytecode.

If those 4 bytes add up to too nuch space through repetition, an
application could define a formfor the sole purpose of assigning it
an arity, while the evaluation of the arity-carrying formwould just
replace it with the original one. For exanple, after evaluating the
postfix bytecode transformation and the resulting formof the I|ast
expressi on of

( bul k: ns-menoni ¢ 0x1400 "go2" )
( bul k: menoni ¢/ def 0x1401 "alt/2" nil ( bulk:subst ( alternative ( rest 0) ) ) )
( bul k: menoni ¢/ def 0x1401 "alt/3" nil ( bulk:subst ( alternative ( rest 0) ) ) )

( bul k: post fi x*
( ( 2 go:black go:white go:comment go2:alt/2 ) ( 3 go2:alt/3 ) )
go: gane
1 2 go: bl ack
"white tried an unorthodox opening" 3 4 go:white go:conment
"a nmore cl assical opening would be" 8 9 go:white go: conment
go2:alt/2
2 3 go: bl ack
"white played a bad nove" 4 5 go:white go: coment
"white could have played a decent nove" 5 6 go:white go: coment
"white could have played a great nmove" 5 7 go:white go: coment
go2:alt/3

)

it would be transfornmed into
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( go:gane
( go:black 1 2)
( go:alternative
( go:comment "white tried an unorthodox opening"” ( go:white 3 4 ) )
( go:comment "a nore classical opening would be" ( go:white 8 9 ) ) )
( go:black 2 3)
( go:alternative
( go:conmment "white played a bad nove" ( go:white 4 5) )
( go:conmment "white could have played a decent nove" ( go:white 5 6 ) )
( go:comment "white could have played a great nove" ( go:white 57 ) ) )
( go:white 4 5 ) )decent

Wt hout the mmenonics, such an arity-carrying formbasically costs 24
or 27 bytes to be usable. VWhich neans that conpared to the nested
postfix form it pays for itself if it is used at least 7 tines.
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