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Abstract

Thi s docunent describes an extension to the Interactive Connectivity
Establi shnent (I CE) that enables the controlling I CE agent to

dynani cally change its selected candi date pair over tine as network
conditions change, and notify the controlled side accordingly.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-thatcher-tsvwg-renom nation/.

Di scussion of this docunent takes place on the tsvwg Wrking G oup
mailing list (mailto:tsvwg@etf.org), which is archived at
https://datatracker.ietf.org/wy/tsvwg/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/tsvwy/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 8 Cctober 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

| CE [ RFC8445] agents take either the controlling or controlled role.

During the |1 CE establishment process, the controlling and controlled
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agents conmuni cate, using either regular or aggressive nomnation, to

agree upon which candidate pair they will use to exchange traffic.
However, once ICE is established, there is no defined procedure for
changi ng the sel ected pair w thout using an | CE restart.

VWhile the controlling I CE agent could unilaterally select a given
candidate pair at any tine, it has no straightforward way of
authoritatively telling the controlled side what pair it has
selected. This greatly limts the controlling side’ s options.
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For exanple, if an | CE agent selects and nomi nates a candi date pair
over a cellular network, and then later connects to a W-Fi network
and trickles ICE candidates for the W-Fi network, it may wish to
sel ect and nomnate a W-Fi candidate pair. |f soon thereafter the
W-Fi network disconnects, the |ICE agent may wi sh to sel ect and
nonmi nate the cellular candidate pair again. These sorts of md-
session changes to the selected pair are not possible under the
current |ICE procedures without an I CE restart.

Thi s docunent continues the work fromthe earlier individua
Internet-Draft [I-D.thatcher-ice-renom nation].

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3. Design

Thi s docunment defines an extension to the | CE nechanismcall ed
renom nation. Wen active, renomnation allows the controlling side
to dynamically change the selected pair at any time, and notify the
controll ed side which pair it should use

This all ows sw tching between known pairs, or, as in the scenario
outlined above, if a new interface becones available, the controlling
side can switch to a pair where the local candidate is on the new

i nterface.

VWhile this sort of dynam c change coul d be achieved with an I CE
restart, a restart is a somewhat heavy operation that involves
signaling new | CE credential s, gathering new candi dates on both
sides, and running the connectivity check mechanismfor a whol e new
set of candidate pairs. |In particular, the signaling requirenment can
be especially problematic if the device is in the process of
swi t chi ng bet ween net works.

In contrast, the renonination nechanismonly requires the exchange of
a single I CE connectivity check.

As with regular nom nation, this specification does not prescribe a

specific algorithmfor the controlling agent to select a candi date
pair.
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3. 1. Behavi or

VWhen renom nation is active, the controlled side follows a process
simlar to regular nom nation, except that nore than one nom nation
request carryi ng USE- CANDI DATE can be sent during the lifetinme of the
| CE session, and the last valid nonmination wins. To avoid anbiguity
if requests are received out of order, a new NOM NATION attribute
(Section 3.3) MIST be included in every connectivity check that
cont ai ns USE- CANDI DATE. The val ue of the NOM NATION attribute is a
nmonot oni cal |y i ncreasi ng sequence nunber chosen by the controlling
agent. A nonination request whose NOM NATION value is |ess than or
equal to the highest previously accepted NOM NATI ON val ue for the
same | CE generation and conmponent MJST be ignored.

In order to ensure that candi date pairs other than the selected pair
remai n usable, both sides need to keep their candidates alive (e.qg.,
by refreshing an associated TURN allocation). |In addition, the
controlling side MIST periodically send | CE consent checks on any
candidate pair it wants to keep available for future nom nation,
usi ng the consent freshness nechani smdefined in [ RFC/675]. The
controll ed side MJST i ssue a success response to these checks for al
candidate pairs it intends to keep available for future nom nation
However, either agent MAY |limt the nunber and type of retained
candi date pairs according to | ocal policy.

This allows the controlling side to maintain a set of valid candidate
pairs, any one of which it can nomi nate at any tine.

3.2. ICE Option

Naturally, this mechanismrequires opt-in fromboth | CE agents. To
acconplish this, we define a new | CE option called "renom nati on2",

where the "2" is added to avoid anbiguities with earlier versions of
this draft.

If one side signals "renonination2" and the other does not,
renomination is not in use for that |1 CE session. In that case, the
controlling side MIST use standard | CE nom nati on procedures and MJST
NOT send nore than one effective nomnation for a given component.

Note that the offering side (typically, the controlling side, but not
al ways, e.g., if the offerer is ICE Lite) MAY receive |ICE checks
prior to receiving the SDP answer that definitively indicates support
for renomnation. 1In this case, the |ICE checks night or mght not
include the NOM NATION attri bute defined below Accordingly, when

of fering "renom nation2" and operating in the controlled role, the

of ferer MUST be prepared to work with an answerer that is using

ei ther renonination or regular nom nation
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3.3. "Nomnation" attribute

To deal with out-of-order delivery of nom nations, this docunent
defines a new STUN attribute [ RFC8489], NOM NATION, which carries a
32-bit unsigned integer in network byte order. This attribute is
conprehension-required, as it is only used when both sides have
explicitly negotiated support via the "renom nation2" |CE option

VWhen the "renom nation2" | CE option has been negoti ated, the
controlling side MIUST include a NOM NATION attribute in every
connectivity check that includes USE- CANDI DATE. The first such
request for an | CE generation (i.e., for a given set of ICE
credential s) and conponent MAY use any val ue. Subsequent nomi nation
requests for that sane | CE generation and conponent MJST use a
strictly greater value than any prior nom nation request sent for
that conponent. NOM NATION val ues for different conponents are not
conpar ed.

The controll ed side MJST conpare the recei ved NOM NATI ON val ue
agai nst the highest previously accepted NOM NATI ON val ue for the

current | CE generation and conponent. |f the received value is
greater, the nomnation is accepted and the nom nated pair is updated
for that conponent. |If the received value is |less than or equal to

the stored val ue, the request MJST be ignored for the purpose of
updating the nonminated pair. |If the NOM NATION attribute is absent,
the request MJST be simlarly ignored, unless the scenario noted in
Section 3.2 applies, where the SDP answer has not yet arrived and it
is currently unclear to the offerer whether regular nom nation or
renomnation is in use. In this situation, a connectivity check with
USE- CANDI DATE but no NOM NATION attribute MJUST be processed as a
regul ar nom nati on.

If the ICE credentials are changed, i.e., by an ICE restart, this
constitutes a new | CE generation, and the first-request rul es above
apply for each conponent.

4. Interaction with ICE Lite
Renom nation is conpatible with both full I1CE and ICE Lite. When
using ICE Lite, the guidance in [RFC8445] for the controlling side to
sel ect the candidate pair with the highest priority is superseded by
t he mechani sm descri bed above.

5. | ANA Consi derations

Thi s docunent requests that | ANA nake the follow ng registrations:

Thatcher, et al. Expires 8 Cctober 2026 [ Page 5]



I nternet-Draft | CE Renoni nati on April 2026

5.

5

8.

8.

1. |1CE Option Registration

I ANA is requested to add the following value to the "Interactive
Connectivity Establishment (I CE) Options" registry:

| CE Option nane: renonination2 Description: The | CE option indicates
that the | CE agent supports renonination. Reference: RFC XXXX

2. STUN Attribute Registration

I ANA is requested to add the following value to the "STUN Attri butes"
registry

Attri bute Nane: NOM NATI ON Val ue: 0x0030 Reference: RFC XXXX

Not e: Sone i npl enentati ons have al ready used 0x0030 for this
attribute, and I ANA has confirned that this codepoint is avail able
for registration by this specification

Security Considerations

Thi s nmechani sm ext ends the period during which | CE nom nation can
occur. Although it does not introduce any significant new protocol
surface, it will result in continued connectivity checks on non-
sel ected candi date pairs.

The existing consent freshness mechani smdefined in [RFC7675] is used
to ensure that the controlling side has perm ssion to continue
sendi ng checks to these non-sel ected candi date pairs.

However, keeping certain candidates alive may incur higher power and
network usage (e.g., cellular or TURN candidates). To control this,
either side MAY discard candidates that it considers non-essenti al
Thi s extension does not change the existing requirenents for

aut henti cating STUN checks or protecting application or nedia traffic
sent over candi date pairs.

Acknowl edgenent s
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