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1. Introduction

Al agents are autononous software entities that reason, plan, and
execute tasks. As agents becone nore preval ent, they need to
communi cate with each other across heterogeneous network
environments: cloud, edge, behind NAT, and across organi zationa
boundaries. Current agent protocols (MCP, A2A) operate at the
application |ayer over HTTP, assuning agents have stable, reachable
endpoints. This assunption fails for a |arge class of depl oynents.

Pilot Protocol is an overlay network stack that gives agents network-
| ayer primtives: virtual addresses, ports, reliable streans,
unreliabl e datagrans, NAT traversal, encrypted tunnels, nane
resolution, and a bilateral trust nodel. It is positioned as the

net wor k/ transport | ayer beneath application-Ilayer agent protocols ---
anal ogous to how TCP/I P sits beneath HTTP

1.1. Design Principles

The protocol is designed around five principles:

1. *Agents are first-class network citizens.* Every agent gets a
uni que virtual address, can bind ports, listen for connections,
and be reached by any authorized peer.

2. *The network boundary is the trust boundary.* Network nenbership
serves as the prinmary access control mechanism Joining a
network requires neeting its rules.

3. *Transport agnosticism* The protocol provides reliable streans

(TCP-equi val ent) and unreliabl e datagrans (UDP-equival ent).
Anything that runs on TCP/IP can run on the overl ay.
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4. *Mnimze the protocol, naxinize the surface.* The protoco
defines addressing, packets, and transport. Application-I|eve
message formats are |layers built on top

5. *Practical over pure.* The protocol uses a centralized registry
for address assignnent and a centralized beacon for NAT
traversal. Full decentralization is a future goal, not a
prerequisite.

1.2. Relationship to Existing Protocols

Pil ot Protocol operates at the network and transport |ayers of the
overlay stack. It is conplenmentary to, not conpetitive with,
appl i cation-layer agent protocols:

*  A2A defines what agents say to each other. Pilot defines how they
reach each other.

*  MCP defines agent-to-tool interfaces. Pilot provides the
transport substrate.

* QUIC[RFCI000] is a potential underlay transport. Pilot could run
over QU C instead of raw UDP

* LI SP [ RFC9300] provides conceptual precedent for identity/locator
separ ati on.

* VXLAN [ RFC7348] and GENEVE [ RFC8926] are overl ay encapsul ation
precedents at the data link layer. Pilot operates at the network
| ayer.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Agent: An autononpus software entity capabl e of reasoning, planning,
and executing tasks wi thout continuous human supervi sion.

Daenmon: The local Pilot Protocol process that inplenents the virtua
network stack. It maintains a UDP tunnel, handles routing,
sessi on managenent, and encryption. Analogous to a virtual NC

Driver: An SDK or library that agents inport to comunicate with the
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3.

3.

3.

| ocal daenon over IPC. Provides the application-facing API
(listen, dial, read, wite, close).

Registry: A centralized service that assigns virtual addresses,
mai ntai ns the address-to-locator nmapping table, manages network
menber shi p, and stores public keys.

Beacon: A service that provides NAT traversal coordination: endpoint
di scovery (STUN-1ike), hol e-punch coordination, and rel ay
fal | back.

Virtual Address: A 48-bit overlay address assigned to an agent,
i ndependent of its underlying |IP address.

Trust Pair: A bilateral trust relationship between two agents,
established through explicit rmutual consent.

Architecture Overview
1. Pr ot ocol Stack

Pilot Protocol is a five-layer overlay stack:

| Layer | Function |
| Application | HITP, RPC, custom protocols (above Pilot) |
S o o o e e e e e e e e e e e e e e e e e e e e e e e oo o= +
| Session | Reliable streans, unreliable datagrans |
S e +
| Network | Virtual addresses, ports, routing |
o e e e e oo o o m m e e e e e e e e e e e e e e e e e e e e e e e memaao- +
| Tunnel | NAT traversal, UDP encapsul ation, encryption |
S o o o e e e e e e e e e e e e e e e e e e e e e e e oo o= +
| Physi cal | Real Internet (IP/ TCP/ UDP) |
S e +
Table 1

The overl ay handl es addressing, routing, and sessi on nanagenent. The
underlying Internet handl es physical delivery.

2. Component Rol es

Regi stry: Assigns virtual addresses, maintains address table,
manages networks and trust pairs, relays handshake requests for
private nodes. Runs on TCP. The only globally reachabl e
component .
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Beacon: Provides STUN-like endpoint discovery, hole-punch
coordi nation, and relay fallback for symmetric NAT. Runs on UDP

Daenon: Core protocol inplenentation running on each participating
machine. Miintains a single UDP socket, nultiplexes all virtua
connections, handl es tunnel encryption, and exposes a |local |PC
socket for drivers.

Driver: dient SDK that agents inmport. Connects to the |ocal daenon
via Unix donmain socket. |Inplenments standard network interfaces
(l'isteners, connections).

Naneserver: DNS equivalent for the overlay. Runs as a service on
virtual port 53, resolving human-readabl e names to virtua
addr esses.

Gat eway: Bridge between the overlay and standard |IP. Maps virtua
addresses to local IPs, allow ng unnodified TCP prograns to reach
agents.

4. Addressing
4.1. Virtual Address Fornat
Addresses are 48 bits, split into two fields:

0 1 2
01234567890123456789012345617
i T S e s o ik i R SR S S SR S
| Network 1D (16 hits) | Node ID (32 bits) ~
i e R e o o e T s i (SIS
~ Node I D (conti nued) |
i T S S O S i o S

Network ID (16 bits): Identifies the network or topic. Network O is
the gl obal backbone; all nodes are nmenbers by default. Networks
1- 65534 are created for specific purposes. Network 65535 is

reserved.
Node ID (32 bits): Identifies the individual agent within a network.
Supports over 4 billion nodes per network.

4.2. Text Representation
Addresses are witten as N XXXX YYYY. ZZZZ wher €:

* Nis the network ID in decimal
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* XXXX. YYYY. ZZ7ZZ is the node I D as three groups of 4 hexadeci ma
digits
Exanpl es:
* 0:0000. 0000. 0001 --- Node 1 on the backbone
* 1: 00A3. F291.0004 --- A node on network 1
4.3. Socket Addresses
A socket address appends a port: 1:00A3.F291.0004: 1000

4.4. Special Addresses

[ s sy s s
| Address | Meani ng |
| 0:0000. 0000. 0000 | Unspecified / wldcard

Fom e e e oo o e e e e e a oo +
| 0:0000.0000.0001 | Registry |
o e e e e oo oo o e e e e e e oo oo oo +
| 0:0000. 0000. 0002 | Beacon |
o e e oo e e e e e oo +
| 0:0000. 0000. 0003 | Naneserver |
Fom e e e oo o e e e e e a oo +
| X: FFFF. FFFF. FFFF | Broadcast on network X |
o e e e e oo oo o e e e e e e oo oo oo +

Table 2

5. Ports
5.1. Port Ranges

Virtual ports are 16-bit unsigned integers (0-65535):

[ e e sl ©}
| Range | Purpose |
[} bl e s
| 0-1023 | Reserved / well-known |
T - e +
| 1024-49151 | Registered services

o e e e e oo o o m e e e e e e e oo +
| 49152-65535 | Epheneral / dynamc |
S o e e e e oo oo +

Table 3
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5.2. Well-Known Ports

[ gttty e —————(———_ _ls{s s —p—p—p—_—(———————————(——————————r
| Port | Service | Description |
[ el ool el
| O | Ping | Liveness checks |
oo dememmeeeiaeaaaas YT +
| 1 | Control | Daenon-to-daenon control |
R o e e e oo T +
| 7 | Echo | Echo service (testing) |
S . +
| 53 | Nanme resolution | Nanmeserver queries |
oo oo mmeeemeeaaaas R YT +
| 80 | Agent HITP | Web endpoints |
R o e e e oo T +
| 443 | Secure channel | X25519 + AES-256- GCM |
S . +
| 444 | Trust handshake | Peer trust negotiation |
oo oo mmeeemeeaaaas T Y +
| 1000 | Standard 1/0O | Text stream between agents |
R o e e e oo T +
| 1001 | Data exchange | Typed frames (text, binary, JSON, file)

S . +
| 1002 | Event stream | Pub/sub with topic filtering |
oo oo mmeeemeeaaaas R YT +
| 1003 | Task submission | Task lifecycle and reputation scoring
R o e e e oo T +

Tabl e 4

6. Packet Format
6.1. Header Layout

The fixed packet header is 34 bytes:
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0 1 2 3
01234567890123456789012345678901

e o I e e ol i I T T T S S e e e e i i ol it T R R
| Ver | Flags | Pr ot ocol | Payl oad Length |
e L o i e S  th s i I S
| Source Network ID | |
R et i I NI R R R R R O Sour ce Node | D |
| T e i i I N i S e e e e i
e o I e e ol i I T T T S S e e e e i i ol it T R R
| Destination Network ID | |
R et S R S e e e s Destinati on Node ID |
| e e Lk o I R SR e R S
i e e R e o o e i i i ol S N S S
| Sour ce Port | Destination Port |
B i s T T i i o S o T Ji I
| Sequence Nunber |
e s o i T R  h h o i R SR
| Acknow edgnent Nunber |
i e e R e o o e e b i o I N S T
| W ndow (segnent s) | Checksum (hi) |
B i s T T i i o S o T Ji I
| Checksum (| 0) |
s i T S S e a

Figure 1: Pilot Protocol Packet Header (34 bytes)
Al multi-byte fields are in network byte order (big-endian).
6.2. Field Definitions
B bl s el oo e oo o e
| Field | Ofset | Size | Description |
[ ety e ———— Llp—p—p—p——_—_ Ll —p—_—(—_———————————(————————— L
| Version | O | 4 bits | Protocol version. Current: 1 |
Focmmnaaann S I S I O +
| Fl ags | O | 4 bits | SYN (0x1), ACK (0x2), FIN |
| | | | (Ox4), RST (0x8) |
Fomm oo - Fomm e - o - Fomm e - o - o e e e e e e e meme oo +
| Protocol | 1 | 1 byte | Transport type (see |
| | | | Section 6.3) |
Focmmnaaann S I S I e ee e iiaeiiieaaaeciiaaaas +
| Payload | 2 | 2 | Payload length in bytes (max |
| Length | | bytes | 65535) |
Fomm oo - Fomm e - o - Fomm e - o - o e e e e e e e meme oo +
| Source | 4 | 2 | Source network ID |
| Network | | bytes | |
Focmmnaaann S I S O +
| Source | 6 | 4 | Source node ID |
Teodor Expi res 15 Septenber 2026 [ Page 10]
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| Node | | bytes | |
Fomm e e e oo B B o mm e e e e e e e e e e e memmao-- +
| Dest | 10 | 2 | Destination network ID |
| Network | | bytes | |
S T T o m e e e e e e e aaao o +
| Dest | 12 | 4 | Destination node ID |
| Node | | bytes | |
Fomm e e e oo B B o mm e e e e e e e e e e e memmao-- +
| Source | 16 | 2 | Source port |
| Port | | bytes | |
S T T o m e e e e e e e aaao o +
| Dest | 18 | 2 | Destination port |
| Port | | bytes | |
Fomm e e e oo B B o mm e e e e e e e e e e e memmao-- +
| Sequence | 20 | 4 | Byte offset of this segnent |
| Nunber | | bytes | |
S T T o m e e e e e e e aaao o +
| Ack | 24 | 4 | Next expected byte from peer

| Number | | bytes | |
Fomm e e e oo B B o mm e e e e e e e e e e e memmao-- +
| Wndow | 28 | 2 | Advertised receive windowin |
| | | bytes | segnents |
S T T o m e e e e e e e aaao o +
| Checksum | 30 | 4 | CRC32 over header + payl oad |
I I | bytes | I
Fomm e e e oo B B o mm e e e e e e e e e e e memmao-- +

Table 5

6.3. Protocol Types

| Value | Nanme | Description |
[ el s fums s ey ey o}
| Ox01L | Stream | Reliable, ordered delivery (TCP-1ike) |
Fomm o - S o m e e e e e e e e e e e e aao o +
| Ox02 | Datagram | Unreliable, unordered (UDP-1ike) |
B S, Fomm e e e oo e +
| Ox03 | Control | Internal control nessages |
E N o m e e e e e e e e e e e oo oo +
Table 6
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6.4. Flag Definitions

L i bubemnt oo oo ey o el
| Bit | Name | Description |
=44 - ————————————————————+
| O | SYN | Synchronize --- initiate connection

Fo-m - Fomemm - T +
| 1 | ACK | Acknow edge --- confirmreceipt |
+--m - - R oo e m e e e e e e e e e e e e mm e mmmaa o - +
| 2 | FIN | Finish --- close connection |
S e S - S +
| 3 | RST | Reset --- abort connection |
Fo-m - Fomemm - T +

Table 7

6.5. Checksum Cal cul ati on
The checksumis conputed as foll ows:
1. Set the 4-byte checksumfield to zero.

2. Compute CRC32 (I EEE polynom al) over the entire header (34 bytes
with zeroed checksum field) concatenated with the payl oad bytes.

3. Wite the resulting 32-bit value into the checksumfield in big-
endi an byte order.

Recei vers MUST verify the checksum and di scard packets with incorrect
val ues.

Not e: CRC32 detects accidental corruption but does not provide
cryptographic integrity. Tanmper resistance is provided by tunnel -
| ayer encryption (Section 7.2).

7. Tunnel Encapsul ation
Virtual packets are encapsulated in UDP datagrans for transit over
the real Internet. Four frame types are defined, distinguished by a
4-byte magi c val ue.

7.1. Plaintext Frane (PILT)

F-- - - - F-- - - - F-- - - - F-- - - - B T T

| Ox50 | 0x49 | 0x4C | Ox54 | Header | Payl oad

[ [ [ [ e eI
P I L T 34 bytes variable
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The magi ¢ bytes 0x50494C54 ("PILT") indicate an unencrypted Pil ot
Protocol frame. The header and payl oad follow i mediately.

7.2. Encrypted Franme (PILS)

Fomm o - Fomm o - Fomm o - Fomm o - S S R +--- -+
| Ox50 | 0x49 | Ox4C | Ox53 | SenderID | Nonce | G phertext
Fom e e - - Fom e e - - Fom e e - - Fom e e - - Fomm oo - Fomm oo - Fomm -+

P I L S 4 bytes 12 bytes vari abl e

The nmagi ¢ bytes 0x50494C53 ("PILS") indicate an encrypted frane.

Sender|I D:  4-byte Node ID of the sending daenon, in big-endian. Used
by the receiver to | ook up the shared AES-256- GCM key for this
peer.

Nonce: 12-byte GCM nonce. See Section 11 for construction
Ci phertext: The Pilot Protocol header and payl oad, encrypted with

AES- 256- GCM [ RFC5116] . The ci phertext includes a 16-byte
aut henti cation tag appended by GCM

The encryption key is derived froman X25519 [ RFC7748] ECDH exchange
between the two daenobns (see Section 7.3).

7.3. Key Exchange Franme (Pl LK)
+o-m - - +o-m - - +o-m - - +o-m - - TS e
| Ox50 | 0x49 | 0x4C | Ox4B | SenderI D | X25519
S S S S e to--l -t

P I L K 4 bytes 32 bytes

Anonymous key exchange. The sender transmits its epheneral X25519
public key (32 bytes, per [RFC7748]). Both sides conpute the ECDH
shared secret and derive an AES-256- GCM key.
PI LK provides confidentiality but not authentication. An active
attacker can performa man-in-the-mddle attack by substituting their
own public key. See Section 7.4 for the authenticated variant.

7.4. Authenticated Key Exchange Frame (Pl LA)

P I L A 4 bytes 32 bytes 32 bytes 64 bhytes
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8.

8.

Aut henti cated key exchange. In addition to the X25519 public key,
the sender includes its Ed25519 public key (32 bytes, per [RFC8032])
and a 64-byte Ed25519 signature.

The signature covers the concatenation of:

1. The ASCII string "auth" (4 bytes)

2. The sender’s Node ID (4 bytes, big-endian)
3. The X25519 public key (32 bytes)

The receiver verifies the signature using the sender’s Ed25519 public
key, which it obtains fromthe registry and cross-checks agai nst the
claimed Node ID. This binds the epheneral X25519 key to the sender’s
persistent identity, preventing nman-in-the-mddle attacks.

Daenons with persistent Ed25519 identities SHOULD use PILA. Daenons
wi t hout persistent identities fall back to PILK

Sessi on Layer
1. Connection State Machine

Dial ()
ED ----------- > SYN_SENT

|
SYN- ACK recv

0

N

I

I I

| \%

| ESTABLI SHED <--- Listen() + SYN recv
I I

| C ose()

I I

| \Y;

| FIN VAIT
I

I

I

I

I

I

I

I

I
ACK recv

\"
TIVME_ WAI T

10s ti nmeout

Fi gure 2: Connection State Machine
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8.

8.

2.

4.

Thr ee- WAy Handshake
Connection establishnent uses a three-way handshake:

Initiator Responder

| <--- SYN+ACK seq=Y ack=X+1 ----- |
[-------- ACK ack=Y+1l ----------- >|

I
| ESTABLI SHED | ESTABLI SHED

March 2026

The initiator selects an initial sequence number X. The responder
selects its own initial sequence nunber Y and acknow edges X+1. The

initiator confirnms by acknow edgi ng Y+1.

Bot h sides include their advertised receive window in the Wndow

field of the SYN and SYN- ACK packets.

Connecti on Tear down
Cl oser Renot e
I -------- FIN seg=N ------------- >| |
<------- ACK ack=N+1 ----------- | |

TI ME_WAI T (10s) CLOSED

CLGSED

The closer sends FIN, waits for ACK, and enters TIME WAIT for 10

seconds. The 10-second TIME WAIT is shorter than TCP' s typ
because overlay RTTs are bounded by the underlay network.

Sequence Numnber Arithmetic

Sequence nunbers are 32-bit unsigned integers with wapping
conpari son per [RFC1982]:

segAfter(a, b) =int32(a- b) >0

This correctly handl es waparound at 2732.
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8.5. Reliable Delivery

The Stream protocol (0x01) provides reliable, ordered byte stream
delivery using a sliding wi ndow nechani sm

8.5.1. Retransm ssion Tineout (RTO
RTO i s conmputed per [RFC6298]:
* SRTT (Snpbothed RTT): updated with alpha = 1/8
* RTTVAR (RTT Variance): updated with beta = 1/4
* RTO = SRTT + max(G 4 * RTTVAR
* G (clock granularity floor) = 10 ns
* RTOis clanped to the range 200 ns to 10 s
SYN packets are retransmtted with exponential backoff: 1s, 2s, 4s,
8s, upto 5 retries. Data segnents allow up to 8 retransm ssion
attenpts before the connection is closed.

8.5.2. Qut-of-Oder Handling

Segnments received out of order are buffered and delivered to the
application in sequence order when gaps are filled.

8.6. Selective Acknow edgnent (SACK)
When the receiver has out-of-order segnments, it encodes SACK bl ocks
in the ACK payl oad. Each SACK block is a pair of 32-bit sequence
nunbers representing a contiguous range of received bytes beyond the
cunmul ative ACK point. Up to 4 SACK bl ocks are encoded per ACK

The sender uses SACK information to retransmit only the missing
segnment s, skipping segnents the peer has already received.

8.7. Congestion Control
The protocol inplenents TCP-style congestion control
Slow Start: The congestion wi ndow (cwnd) starts at 10 segments (40
KB) per [RFC6928] and grows by one segment for each ACK received,

until cwnd reaches the slowstart threshold (ssthresh).

Congestion Avoi dance: After cwnd reaches ssthresh, growmh switches
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to additive-increase: cwnd grows by approxi mately one segnent per
round-trip time (Appropriate Byte Counting per [RFC3465]).

Fast Retransmit: After 3 duplicate pure ACKs (data packets with
pi ggybacked ACKs are excluded per [RFC5681] Section 3.2), the
sender retransmts the mssing segnment without waiting for RTO

Mul tiplicative Decrease: On loss detection (fast retransmt or RTO,
ssthresh is set to max(cwnd/ 2, 2 segnments). On RTO, cwnd is
additionally reset to 1 segnent (Tahoe behavior).

The maxi mum congestion window is 1 MB. The maxi mum segnent size
(MBS) is 4096 bytes.

8. 8. Fl ow Control

Each ACK carries the receiver’'s adverti sed wi ndow --- the nunber of
free segnents in its receive buffer. The sender’s effective w ndow
is:

ef fecti ve_wi ndow = m n(cwnd, peer_advertised_w ndow)
This prevents a fast sender from overwhel mi ng a sl ow receiver.

8.8.1. Zero-Wndow Probing
VWhen the receiver advertises a zero wi ndow, the sender enters persist
node and sends 1-byte probe segnents at exponentially increasing
intervals until the receiver opens its w ndow.

8.9. Wite Coal escing (Nagle's Al gorithm

Small wites are buffered when unacknow edged data is in flight and
flushed when:

* The buffer reaches MsS (4096 bytes), or

* Al previous data is acknow edged, or

* A 40 s timeout expires.

Thi s reduces packet overhead for applications performng many snal |

wites. The algorithmcan be disabled per-connection with a NoDel ay
option, anal ogous to TCP_NCDELAY.
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8.10. Automatic Segnentation

Large wites are automatically segnented into MSS-sized chunks (4096
bytes) by the daenon. Applications can wite arbitrarily |large
buffers w thout manual chunki ng.

8.11. Del ayed ACKs

I nstead of sending an ACK for every received segnent, the daenon

bat ches up to 2 segnments or 40 ns (whi chever conmes first). Wen out-
of -order data is present, ACKs are sent inmmediately with SACK bl ocks
to trigger fast retransmit. Wen data is sent on a connection, the
pendi ng del ayed ACK i s cancell ed because the outgoi ng data packet

pi ggybacks the latest cumul ative ACK and recei ve w ndow.

8.12. Keepalive and Idle Tineout

Keepal i ve probes (enpty ACKs) are sent every 30 seconds to idle
connections. Connections idle for 120 seconds are automatically
closed. These tiners are appropriate for the overlay' s use case
(agent communi cation), where stale connections should be reclainmed

pronptly.
8.13. TIME WAIT

Cl osed connections enter TIME WAIT for 10 seconds before being
renoved. During TIME_WAIT, the connection occupies its port binding
(preventing reuse confusion with del ayed packets) but does not count
as active.

9. NAT Traversa

9.1. STUN-Based Endpoi nt Discovery
On startup, the daenon sends a UDP probe to the beacon. The beacon
observes the daenon’s public | P address and port (as napped by NAT)
and reports it back. This follows the mechani smdescribed in
[ RFC8489] (Session Traversal Uilities for NAT).

The di scovered public endpoint is registered with the registry as the
daenon’ s | ocat or.

For daenmons with known public endpoints (e.g., cloud VMs), the

-endpoi nt host:port flag skips STUN and registers the specified
endpoint directly.
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9.2. Hol e Punching
When daenon A wants to reach daenon B and both are behi nd NAT

1. Daenon A sends a punch request to the beacon, specifying B's Node
I D.

2. The beacon | ooks up B' s registered endpoint and sends a punch
command to both A and B, instructing each to send a UDP packet to
the other’s observed endpoint.

3. Both daenons send UDP packets to each other sinultaneously,
punchi ng holes in their respective NATs.

4. Subsequent packets flow directly between A and B

This works for Full Cone, Restricted Cone, and Port-Restricted Cone
NAT types

9.3. Relay Fallback

When hol e punching fails (typically Symretric NAT, where the napped
port changes per destination), the beacon provides transparent relay:

oo I e R
| Ox05 | SenderID | DestiD | Payl oad

R TS TS e
1 byte 4 bytes 4 bytes vari abl e
The beacon unw aps the relay header and forwards the payload to the
destination daemon. Relay is transparent to the session |ayer ---
the virtual packet inside the relay frame is identical to a directly-
del i vered packet.

9.4. Connection Establishnment Strategy
When dialing a renpte daenon, the connection strategy is:
1. Attenpt 3 direct UDP sends to the peer’s registered endpoint.

2. If all 3 fail, switch to relay node through the beacon
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3. Attenpt 3 relay sends.
4. If all relay attenpts fail, return an error to the application

The switch fromdirect to relay is automatic and transparent to the
application | ayer.

10. Security
10.1. ldentity

Each node receives an Ed25519 [ RFC8032] keypair fromthe registry
upon registration. The private key serves as the node’'s identity
credential. The registry holds all public keys and can verify

si gnat ures

Identities may be persisted to disk so that a node retains its
keypair and virtual address across restarts. On restart with a
persisted identity, the daenon re-registers with the stored public
key and the registry restores the node’s address and nenber shi ps.

10. 2. Tunnel -Layer Encryption

Tunnel encryption is enabled by default. On startup, each daenon
generates an epheneral X25519 [ RFC7748] keypair. Wen two daenons
first communi cate, they exchange public keys via PILK (Section 7.3)
or PILA (Section 7.4) frames, conpute an ECDH shared secret, and
establish an AES-256- GCCM [ RFC5116] ci pher

Al'l subsequent packets between the pair are encrypted (PILS franes),
regardl ess of virtual port. The encryption is at the tunnel |ayer
--- it protects all overlay traffic between two daenons, including
connecti on handshakes.

Tunnel encryption is backward-conpatible: if a peer does not respond
to key exchange, conmunication falls back to plaintext (PILT frames).

10.3. Authenticated Key Exchange Upgrade
When a daenon has a persisted Ed25519 identity, the key exchange is
upgraded fromPILK to PILA (see Section 7.4). The Ed25519 signature
bi nds the epheneral X25519 key to the node's persistent identity,
preventing man-in-the-mddl e attacks.

I mpl enent ati ons SHOULD use PILA when an Ed25519 identity is
avai | abl e.
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10.4. Application-Layer Encryption (Port 443)

Virtual port 443 provides end-to-end encryption between two agents,
on top of any tunnel-layer encryption. The agents perform an X25519
ECDH handshake to derive a shared secret, then use AES-256- GCM f or
al |l subsequent data.

Each encrypted frane:
[4-byte I ength][12-byte nonce][ciphertext + 16-byte GCM t ag]
This provides defense in depth: even if the tunnel encryption is
conmprom sed (e.g., by a conpromi sed internedi ate daenmon in a future
mul ti-hop topol ogy), port 443 data remrai ns protected.

10.5. Trust Handshake Protocol (Port 444)
Port 444 inplenments a bilateral trust negotiation protocol. Two
agents exchange trust requests with justification strings and nust
bot h approve before a trust relationship is established.

Thr ee aut o-approval paths exist:

1. *Mitual handshake*: If both agents independently request trust
with each other, the relationship is auto-approved.

2. *Network trust*: If both agents share a non-backbone network, the
relationship is auto-approved (network menbership serves as a
trust signal).

3. *Manual approval *: If neither condition is met, the request is
queued for the receiving agent’s operator to approve or reject.

Trust pairs are recorded in the registry and persist across restarts.
Trust is revocable: revoking trust imediately prevents further
conmuni cat i on.

10.6. Privacy Mbdel

Agents are private by default:

* A node’s physical IP:port is never disclosed in registry responses
unl ess the node has explicitly opted into public visibility.

* Resolving a private node’s endpoint requires one of: (a) the node

is public, (b) a nutual trust pair exists, or (c) both nodes share
a non- backbone net wor k.
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* Listing nodes on the backbone (network 0) is rejected by the
registry. Non-backbone networks allow listing since menbership is
the trust boundary.

10.7. Rate Limiting

The registry enforces per-connection sliding window rate linmts using

a token-bucket algorithmw th per-source tracking. dients that

exceed the limt receive throttle responses.

Daenons inplenent SYN rate limting to nitigate connection flood
att acks.

10.8. I PC Security
The daenon’s Uni x domain socket is created with node 0600,
restricting access to the socket owner. This prevents unprivileged
processes on the sanme nmachine fromissuing commands to the daenon.
11. Nonce Managenent
11.1. Construction
AES- 256- GCM nonces are 96 bits (12 bytes), constructed as
I e
| Prefix | Counter |
R e LI
4 bytes 8 bytes
Prefix: 4 bytes generated froma cryptographically secure random
source when the tunnel session is established. Unique per session
wi th overwhel m ng probability.
Counter: 8-byte unsigned integer, starting at 0, increnmented by 1
for each packet encrypted. The counter MJUST NOT be reset within a
sessi on.

11.2. Session Lifecycle

A new tunnel session is established when two daenons perform an
X25519 key exchange (PILK or PILA). Each session produces:

* A fresh AES-256-GCM key (fromthe ECDH shared secret)

* A fresh random nonce prefix
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11.

11.

12.

12.

12.

12.

Si nce each session uses a different key, nonces fromdifferent
sessions cannot collide (different keys are independent encryption
contexts).

3. Counter Exhaustion

The 8-byte counter supports 27"64 encryptions per session

I mpl enentati ons MUST re-key (initiate a new key exchange) before the
counter reaches 2764 - 1. In practice, at 1 mllion packets per
second, counter exhaustion would take over 584, 000 years.

4. Application-Layer Nonces (Port 443)

Secure connections on port 443 use a separate nonce schene: a
monot oni cal Iy increasing 8-byte counter zero-padded to 12 bytes.
Each connection has an i ndependent counter and key derived fromits
own X25519 handshake.

Ver si on Negoti ati on
1. Version Field
The 4-bit Version field in the packet header identifies the protoco
version. The current version is 1. Version O is reserved and MJST
NOT be used.
2. Handling M smatches

The initiator includes its protocol version in the SYN packet. The
responder checks the version

* |f supported: echoes the same version in SYNNACK. Both sides use
this version for the connection’s lifetine.

* | f unsupported: sends RST. No version downgrade negotiation
occurs.

For non- SYN packets, if the Version field does not match the
connection’s established version, the packet is silently discarded.
I mpl enent ati ons SHOULD | og such events at debug | evel

3. Future Extensibility

Future protocol versions MAY extend the header format.

I mpl enent ati ons MUST NOT assune a fixed header size based solely on
the Version field --- they SHOULD use the version to deternine the
expect ed header |ayout.
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13. Path MIU Consi derations
13.1. Encapsul ati on Over head

The total per-packet overhead for encrypted tunnel frames is:

[ oo b s e
| Component | Size |
[S pleemesfomms b emsoeposesos s esoe s ess g s sy e fes e e
| PILS magic | 4 bytes |
. . +
| Sender Node |ID | 4 bytes |
T T +
| GCM nonce | 12 bytes

o e e e e e e e e oo o - R +
| Pilot header | 34 bytes |
. +
| GCM authentication tag | 16 bytes |
T T +
| *Total * | *70 bytes* |
o e e e e e e e e oo o - R +

Table 8

For plaintext frames (PILT), overhead is 38 bytes (4-byte magic +
34-byte header).

13.2. Effective Payl oad

Wth a typical 1500-byte Ethernet MIU, 20-byte |IP header, and 8-byte
UDP header

* Available for Pilot: 1500 - 28 = 1472 bytes

* Encrypted payl oad capacity: 1472 - 70 1402 bytes

* Plaintext payload capacity: 1472 - 38 1434 bytes

13.3. MBS Sel ection
The default MSS of 4096 bytes exceeds singl e-packet capacity on
standard Ethernet paths. Full-MsS segnents will be fragnented into 3
IP fragments. This is acceptable on nost networks but may fail on
pat hs that block I P fragnmentation.

Reconmmrendat i ons:
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* For Internet-facing deploynents where |P fragnmentation may be
bl ocked, an MsS of 1400 bytes avoids fragnentation on virtually
all paths.

* For datacenter or |local deploynents (junbo frames), the default
4096 MSS is appropriate.

* I mpl enentati ons SHOULD provi de a configurable MSS option

* | nplementati ons SHOULD NOT set the Don't Fragnent (DF) bit on UDP
datagrans, allowing |IP-layer fragnmentation as a fallback

14. Built-in Services
14.1. Echo (Port 7)

The echo service reflects any data received back to the sender. It
is used for liveness testing (ping) and throughput benchmarki ng.

14.2. Data Exchange (Port 1001)

A typed frane protocol for structured data. Each frane carries a
4-byte type tag and a 4-byte length prefix:

f e ool oo gl s s s s e
| Type | Value | Description |
B ety s e ety
| Text | 0x01 | UTF-8 text |
F-------- +------- I T T +
| Binary | 0x02 | Raw bytes |
I +----- - I T +
| JSON | 0x03 | JSON docunent |
+---- - - - +------- B T I I +
| File | 0x04 | File with nanme netadata

F-------- +------- I T T +

Table 9

14.3. Event Stream (Port 1002)

A publish/subscribe broker. Agents subscribe to nanmed topics and
recei ve events published by any peer. W Idcard subscriptions (*)
match all topics. The wire protocol uses newine-delimted text

commands:
* SUB <topic> --- subscribe to a topic
*  PUB <topic> <payload> --- publish an event
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* EVENT <topic> <payl oad> --- delivered event (broker to subscriber)
14. 4. Task Subm ssion (Port 1003)
A task lifecycle protocol. Agents subnit tasks with descriptions,
wor kers accept or decline, execute, and return results. A reputation
score (polo score) adjusts based on execution efficiency.
15. 1 PC Protocol
15.1. Framng

The daenon and driver conmuni cate over a Unix domain socket using
| engt h- prefi xed nmessages:

[ 4-byte big-endian | ength][nmessage byt es]
Maxi mum nessage size: 1,048,576 bytes (1 MB).

15.2. Command Set

[ ety ety ool e e s
| Cd | Name | Direction | Description |
B ool oo oo ey ool e s
| 0x01 | Bind | Driver -> Daenmon | Bind a virtual port |
F-- - - - o e e e e oo o o e e e e a e oo m o e e e e e e e e aao- +
| O0x02 | Bi ndOK | Daenon -> Driver | Confirm port binding |
[ S oo o - o e e e e e oo +
| Ox03 | Dial | Driver -> Daenpbn | Connect to renote agent |
Foommo- S Fom e Fom oo +
| 0x04 | Dial XK | Daemon -> Driver | Connection established |
F-- - - - o e e e e oo o o e e e e a e oo m o e e e e e e e e aao- +
| Ox05 | Accept | Daenon -> Driver | Incomng connection |
[ S oo o - o e e e e e oo +
| Ox06 | Send | Driver -> Daenpbn | Send data on connection |
Foommo- S Fom e oo +
| Ox07 | Recv | Daenon -> Driver | Receive data |
F-- - - - o e e e e oo o o e e e e a e oo m o e e e e e e e e aao- +
| Ox08 | O ose | Driver -> Daenon | Cl ose connection |
[ S oo o - o e e e e e oo +
| Ox09 | doseX | Daenon -> Driver | Connection closed |
Foommo- S Fom e oo +
| OxOA | Error | Daemon -> Driver | Error response |
F-- - - - o e e e e oo o o e e e e a e oo m o e e e e e e e e aao- +
| OxOB | SendTo | Driver -> Daenon | Send datagram |
[ S oo o - o e e e e e oo +
| OxO0C | RecvFrom | Daenbn -> Driver | Receive datagram |
Foommo- S Fom e oo +
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16.

16.

16.

16.

| OxOD | Info | Driver -> Daenon | Query daenon status |
Fom e e - - o m e e e oo - Fom e e e oo St +
| OXOE | InfoOK | Daenon -> Driver | Status response (JSON) |
+o-m - - S o e e e e oo oo o e e e e e e e e oo oo +
| OxOF | Handshake | Driver -> Daenon | Trust handshake conmand |
Fomm o - S o e e oo o m e e e e i oo +
| O0x10 | HandshakeOK | Daenon -> Driver | Handshake result (JSON) |
Fom e e - - o m e e e oo - Fom e e e oo St +
Tabl e 10

Security Considerations
1. CRC32 Limtations

The packet checksum uses CRC32 (| EEE pol ynom al), which detects
acci dental corruption but provides no cryptographic integrity. An
attacker who can nodify packets in transit can reconpute a valid
CRC32. Integrity against active attackers is provided by tunnel -

| ayer AES-256- GCM encryption, which MJST be used for all Internet-
faci ng depl oynents.

2. Anonynmous Key Exchange

The PILK key exchange frame provides no identity binding. An active
man-in-the-m ddl e attacker can substitute their own X25519 public
key, establishing separate encrypted sessions with each peer. The
Pl LA aut henticated key exchange (Section 7.4) prevents this by

bi ndi ng the epheneral key to an Ed25519 identity. |Inplenentations
SHOULD use PI LA whenever an Ed25519 identity is avail able.

3. Registry as Trusted Third Party

The registry is a centralized trusted third party. Conprom se of the
registry could all ow

* Address hijacking (reassigning a node’s virtual address)

* Locator spoofing (returning incorrect |IP:port for a node)

* Public key substitution (enabling identity inpersonation)

* Metadata harvesting (enunerating regi stered nodes)

Mtigations include TLS transport for registry connections, adm n
token authentication for wite operations, and hot-standby

replication for availability. Future work shoul d explore distributed
regi stry designs with consensus-based replication
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16.4. GCM Nonce Uni queness

AES- 256- GCM security depends critically on nonce uni queness under the
sanme key. The nonce construction (Section 11) guarantees uni queness
through a random prefix (uni que per session) and a nonotonic counter
(never reset within a session). Since each key exchange produces a
new key, nonces fromdifferent sessions are in independent

crypt ographi ¢ contexts.

I mpl enent ati ons MUST NOT reuse nonces. |nplenentations MJST NOT
reset the counter within a session. |nplenmentations MJST re-key
bef ore counter exhaustion.

16.5. Metadata Exposure

Even with tunnel encryption (PILS), the sender’s Node IDis
transmitted in cleartext (it is needed for the receiver to | ook up
the decryption key). This allows a passive observer to determ ne
whi ch daenons are comuni cating, though the content and virtua
addressing within the encrypted payl oad remain confidenti al

16.6. Doubl e Congestion Contro

Pil ot Protocol inplenents congestion control at the overlay |ayer,
whil e the underlay UDP-over-1P path may al so be subject to network-
| evel congestion signals (I CWP source quench, ECN). The overlay
congestion control operates independently, which may lead to
subopti mal behavi or on heavily congested paths. This is a known

i ssue shared with all overlay transport protocols.

16.7. Replay Protection

Tunnel -1 ayer AES-256-CGCM provides inplicit replay protection: GCM
authentication will fail for replayed packets if the receiver tracks
seen nonces. However, the current specification does not nandate a
replay wi ndow. |nplenmentations SHOULD track recently seen nonces and
di scard dupli cates.

16.8. | PC as Trust Boundary

The Uni x domai n socket |PC between daenon and driver is a trust
boundary. The daenon trusts that any process connecting to the
socket is authorized (enforced by fil esystem perm ssions, node 0600).
If an attacker gains access to the socket, they can inpersonate the

| ocal agent. Deploynents SHOULD ensure the daenon runs under a

dedi cat ed user account.
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17. 1 ANA Consi derations
17.1. Pilot Protocol Tunnel Magic Val ues

Thi s docunent requests the creation of a "Pilot Protocol Tunnel Magic
Val ues" registry with the following initial entries:

| Magic | Hex | Description |
[ gl e fums sty oo ety o}
| PILT | 0x50494C54 | Plaintext frane |
Fomm o - Fom e e o - o e e e e e e e e e e eee— oo n +
| PILS | 0x50494C53 | Encrypted frane |
N Fomm e oo - o e e e e e e e e e e e e e m e e o +
| PILK | 0x50494C4B | Key exchange frane |
AR, R T +
| PILA | 0x50494C41 | Authenticated key exchange frane |
Fomm o - Fom e e o - o e e e e e e e e e e eee— oo n +

Table 11
17.2. Pilot Protocol Type Val ues

Thi s docunent requests the creation of a "Pilot Protocol Type Val ues"
registry with the following initial entries:

[ bbb ol oo sy oo oo oo e s
| Value | Nane | Description |
[ ettty ey el o
| Ox01 | Stream | Reliable, ordered delivery |
I T e +
| Ox02 | Datagram | Unreliable, unordered delivery |
R, TS o e e e e e e e e e e e o m o +
| 0x03 | Control | Internal control nessages |
S S I - +

Table 12
17. 3. Pil ot Protocol Well-Known Ports

Thi s docunent requests the creation of a "Pilot Protocol Well-Known
Ports" registry with the following initial entries:
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| Port | Service | Description |
[ ettty e ———(—(—(—(——(— s —p—_————————————(—(—(———r L
| O | Ping | Liveness checks |
S . +
| 1 | Control | Daenobn-to-daenon control |
oo oo mmeeemeeaaaas Fom e meemeeieeeeeceieemeaacaaas +
| 7 | Echo | Echo service |
R o e e e oo o e e e e e e e e e o +
| 53 | Nanme Resol ution | Naneserver |
S . +
| 80 | Agent HTTP | Web endpoints |
oo e mmeecieeaaaas e meemeeeeeeeccieemeaacaaas +
| 443 | Secure | End-to-end encrypted channel |
R o e e e oo o e e e e e e e e e o +
| 444 | Trust | Trust handshake protocol |
S . +
| 1000 | stdlO | Text stream |
oo oo mmeeemeeaaaas Fom e meemeeieeeeeceieemeaacaaas +
| 1001 | Dat aExchange | Typed frame protocol |
R o e e e oo o e e e e e e e e e o +
| 1002 | Event Stream | Pub/sub broker |
S . +
| 1003 | TaskSubnit | Task lifecycle |
oo oo mmeeemeeaaaas S +
Tabl e 13
18. Inplenentation Status

Per [RFC7942], this section docunments the known inplenmentations of
Pilot Protocol at the time of witing.

18.1. Go Reference |Inplenentation

Organi zation: Vulture Labs

Description: Conplete inplenentation of Pilot Protocol including
daenon, driver SDK, registry, beacon, naneserver, gateway, and CL
(pilotctl). Inplemented in Go with zero external dependenci es.

Level of maturity: Production-ready for experinental deploynents.

Coverage: Al features specified in this docunent are inplenmented,
i ncluding tunnel encryption (PILK/ PILA PILS), SACK, congestion
control, flow control, Nagle s algorithm automatic segnmentation

NAT traversal (STUN, hol e-punch, relay), trust handshake protocol,
privacy nmodel, and all built-in services.
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18.

19.

19.

Testing: 226+ tests (202 PASS, 24 SKIP). Integration tests
val i dated across 5 GCP regions (US Central, US East, Europe West,
US West, Asia East) with both public-1P and NAT-only topol ogi es.
Li censing: Proprietary.
Contact: calin@ulturel abs.com
2. Python SDK

Organi zation: Vulture Labs

Description: Python client SDK using ctypes FFI to the Go shared
library. Published on PyPl as pil otprotocol.

Level of maturity: Beta.

Coverage: Driver operations (dial, |isten, accept, send, receive,
cl ose), datagram support, info queries.

Li censing: Proprietary.

Contact: calin@ulturel abs.com
Ref er ences

1. Normative References

[ RFC1982] Elz, R and R Bush, "Serial Nunber Arithnetic", RFC 1982,
DA 10. 17487/ RFC1982, August 1996,
<https://www. rfc-editor.org/rfc/rfcl982>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/rfc/rfc2119>.

[ RFC5116] MG ew, D., "An Interface and Algorithms for Authenticated
Encryption", RFC 5116, DO 10.17487/RFC5116, January 2008,
<https://www. rfc-editor.org/rfc/rfc5116>.

[ RFC5681] Al lman, M, Paxson, V., and E. Blanton, "TCP Congestion
Control", RFC 5681, DO 10.17487/ RFC5681, Septenber 2009,
<https://www. rfc-editor.org/rfc/rfc5681>.

Teodor Expi res 15 Septenber 2026 [ Page 31]



Internet-Draft Pi | ot Prot ocol March 2026

[ RFC6298] Paxson, V., Allman, M, Chu, J., and M Sargent,
"Conmputing TCP's Retransm ssion Timer", RFC 6298,
DA 10.17487/ RFC6298, June 2011,
<https://www. rfc-editor.org/rfc/rfc6298>.

[ RFC6928] Chu, J., Dukkipati, N, Cheng, Y., and M Mathis,
"Increasing TCP's Initial Wndow', RFC 6928,
DO 10.17487/ RFC6928, April 2013,
<https://www. rfc-editor.org/rfc/rfc6928>.

[ RFC7748] Langley, A, Hanburg, M, and S. Turner, "Elliptic Curves
for Security", RFC 7748, DA 10.17487/ RFC7748, January
2016, <https://ww.rfc-editor.org/rfc/rfc7748>.

[ RFC8032] Josefsson, S. and |. Liusvaara, "Edwards-Curve Digital
Signature Algorithm (EJDSA)", RFC 8032,
DA 10. 17487/ RFC8032, January 2017,
<https://www. rfc-editor.org/rfc/rfc8032>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/rfc/rfc8174>.

[ RFC8489] Petit-Huguenin, M, Salgueiro, G, Rosenberg, J., Wng,
D., Mahy, R, and P. Matthews, "Session Traversal
Uilities for NAT (STUN", RFC 8489, DO 10.17487/ RFC8489,
February 2020, <https://ww.rfc-editor.org/rfc/rfc8489>.

19.2. Informmtive References

[ RFC3465] Allman, M, "TCP Congestion Control with Appropriate Byte
Counting (ABO)", RFC 3465, DA 10.17487/ RFC3465, February
2003, <https://www. rfc-editor.org/rfc/rfc3465>.

[ RFC7348] Mahalingam M, Dutt, D., Duda, K., Agarwal, P., Kreeger,
L., Sridhar, T., Bursell, M, and C. Wight, "Virtual
eXtensible Local Area Network (VXLAN): A Franmework for
Overlaying Virtualized Layer 2 Networks over Layer 3
Net wor ks", RFC 7348, DO 10. 17487/ RFC7348, August 2014,
<https://www. rfc-editor.org/rfc/rfc7348>.

[ RFC7942] Sheffer, Y. and A Farrel, "Inproving Awareness of Running
Code: The Inpl enentation Status Section", BCP 205,
RFC 7942, DA 10. 17487/ RFC7942, July 2016,
<https://www. rfc-editor.org/rfc/rfc7942>.

Teodor Expi res 15 Septenber 2026 [ Page 32]



Internet-Draft Pi | ot Prot ocol March 2026

[ RFC3926]

[ RFC9000]

[ RFC9300]

Appendi x A

Goss, J., Bd., Ganga, |., Ed., and T. Sridhar, Ed.,
"CGeneve: Generic Network Virtualization Encapsul ation",
RFC 8926, DA 10. 17487/ RFC8926, November 2020,
<https://www. rfc-editor.org/rfc/rfc8926>.

lyengar, J., Ed. and M Thonmson, Ed., "QUI C. A UDP-Based
Mul ti pl exed and Secure Transport", RFC 9000,

DA 10. 17487/ RFCO000, May 2021,

<https://www. rfc-editor.org/rfc/rfc9000>.

Farinacci, D., Fuller, V., Meyer, D., Lewis, D, and A
Cabel | os, Ed., "The Locator/ID Separation Protocol
(LISP)", RFC 9300, DA 10.17487/ RFC9300, Cctober 2022,
<https://www.rfc-editor.org/rfc/rfc9300>.

Acknowl edgnent s

The aut hor thanks the participants of the | ETF Al protocols
di scussions for their contributions to the understanding of the agent
communi cati on | andscape.

Appendi x B.

Wre Exanples

B.1. SYN Packet

A SYN packet from 0: 0000. 0000. 0001 port 49152 to 0: 0000. 0000. 0002
port 1000, with no payl oad:

Byte
Byt e
Byt e
Byt e
Byt e
Byte
Byte
Byt e
Byt e
Byt e
Byt e
Byte
Byte

.-3:
-5:

6- 9:

10-11:
12-15:
16-17:
18-109:
20- 23:
24-27:
28-29:
30- 33:

Total : 34

0x11 (version=1, flags=SYN)

0x01 (protocol =Strean

0x0000 (payl oad | engt h=0)

0x0000 (src networ k=0)

0x00000001 (src node=1)

0x0000 (dst networ k=0)

0x00000002 (dst node=2)

0xC000 (src port=49152)

Ox03E8 (dst port=1000)

0x00000000 (seqg=0)

0x00000000 (ack=0)

0x0200 (wi ndow=512 segnents)

[ CRC32] (conput ed over header)
byt es.

B. 2. Dat a Packet

An ACK data packet with 5-byte payload "hello":
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Byte O: 0x12 (version=1, flags=ACK)

Byte 1: 0x01 (protocol =Strean)

Byte 2-3: 0x0005 (payl oad | engt h=5)

Byie 28-29: 0x01F6 (wi ndow=502 segnents)

Byte 30-33: [CRC32] (conput ed over header + payl oad)

Byte 34-38: 0x68656C6C6F ("hello")
Total: 39 bytes.
B.3. Encrypted Tunnel Frane

A PILS frame carrying an encrypted Pil ot packet:

Byte 0-3: 0x50494C53 (nmmgic="PILS")
Byte 4-7: 0x00000001 (sender node | D=1)
Byte 8-19: [12-byte nonce]

Byte 20+: [ciphertext + 16-byte GCMt ag]
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