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Abst ract

[ RFC2501] defines a MANET as "an autononous system of nobile nodes.
The system may operate in isolation, or may have gateways to and
interface with a fixed network” (such as the global public Internet).
Thi s docunent presents a MANET | nternetworking problem statenment and
gap anal ysi s.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 28 February 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Mobi | e Ad- hoc Networ ks (MANETs) [ RFC2501] often include nobil e nodes

with linited range wirel ess transm ssion nedia interfaces that
establish links via a dynamically changing set of neighbors wthin
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operational range. Each nobile node engages a MANET routing protocol
to discover links to first hop neighbors as well as multihop paths to

reach ot her nodes beyond. As IP routers [RFCO791][ RFC8200], MANET

routers represent multihop paths as "host routes" established through

ei ther proactive or reactive discovery.

I ndi vi dual MANETs typically include nodest numbers of nobil e nodes
(e.g., 1), O10), Q(100), etc.) which naturally limts the nunber

of host routes needed in the local routing system MANETS can mnerge
to formlarger MANETs and/or partition into snmaller MANETs accordi ng

to dynamic network conditions such as mobility. MANETs often operate

aut ononously unl ess or until they encounter |nternetwork access
poi nts of opportunity.

Dat a communi cati ons between two nodes within the same MANET fol | ow
host routes using MANET-internal |inks. Wen a MANET router
establishes an Internetwork link, it can provide "Internet

connecti on-shari ng" access to the rest of the MANET as a connected
"stub" network. Per [RFC2501], "stub networks carry traffic

originating at and/or destined for internal nodes, but do not permt

exogenous traffic to "transit" through the stub network".
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2.

2.

Practical applications however suggest that MANETs can act as true
stub networks (e.g., a cellphone that provides a hotspot for a

multi hop WFi SSID) or as "not-so-stubby" networks (e.g., Intelligent
Transportation Systens where the 5@ 6G "Si deLi nk" service supports

vehi cl e-to-vehicle (V2V) nmultihopping). |In the fornmer case, the
cel | phone acts as an IP router for a stub WFi MANET behind it and
the multi hop WFi nodes act as dependent nodes. In the latter case,

i ndi vi dual 5G 6G Si deLi nk nodes can connect the stub MANETs t hey
aggregat e across not-so-stubby V2V nultihop forwardi ng paths. MANET
I nternetworking nust therefore be capabl e of accommodating all such
scenari os.

Googl e Al reports that: "There are currently nore nobile phones than
people in the world. While the exact number fluctuates, estimtes
suggest there are over 12 billion nobile connections worl dw de".
Each nobile node that connects to the global public Internet can
therefore be regarded as a network access point for a singleton
"MANET" with the potential to connect still |arger MANETS.

MANET | nt er net wor ki ng Probl em Statenment and Gap Anal ysi s
1. Problem 1: MANET Local Addressing

Each MANET router requires a unique |IP address for MANET-I ocal
communi cations; the router often uses this same address to configure
a unique "router I1D'. For MANETs that are only intermttently
connected to an Internetwork, these addresses nmust be generated from
I P prefixes of scope greater than |ink-local but not associated with
infrastructure aggregation points. For all MANET types, each
address/|I D nmust be locally-unique within the (linmted) |ocal MANET
routing domain. For not-so-stubby MANETs, the address/ID rmust al so
be gl obal | y-uni que anong all |ocal MANET routing donmai ns worl dw de.

The | ocal | y-uni que property ensures that no two nodes that
participate in the MANET routing protocol within the same | ocal

routi ng domain configure the sane address/ID. The gl obally-unique
property may seem noot until one considers that MANETs can nerge with
ot her MANETS, and nodes froma first MANET can freely nove to ot her
MANETs. This may allow a node froma first MANET where there are no
duplicates to encounter other MANETs where a duplicate address may be
encount er ed.

Al 't hough the node popul ation for each MANET | ocal routing donain is
likely to be nmodest, the total popul ation of MANET nodes may be on
the order of the nunmber of worl dw de nobile connections (12B).
Therefore, if MANET nodes assigned random addresses froma 64-bit
space, the probability of one or nore collisions within the total
wor |l d popul ation (i.e., when nultiple nodes independently configure
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the sane address) exceeds 98% [ RFC9374]. Wth such a high likelihood
of duplication for some pair(s) of nodes in the world popul ation, an
unresol vabl e collision woul d occur if duplicates ever net within the
same | ocal routing donain.

For stub MANETs that always acts independently of all others, the
risk of a duplication event within each | ocal routing domain due to a
new node joining is vanishingly small even for extreme mobility
frequenci es according to Appendi x A 2 of [RFC4429]. Stub MANETs can
therefore rely on statistical uniqueness properties of randomy

assi gned addresses.

When MANET Internetworking is applied for connecting routers in

di fferent not-so-stubby MANETs, however, independent |ocal routing
domai ns are dynamically joined by (tenporary) swtched virtua
circuits across the Internetwork overlay as a normal course of
operational data comruni cations. Wen these tenporary MANET nerge
events occur, the MANET |ocal |IP addresses present in the source and
destinati on MANETs must be mutually exclusive. These nerge events
must further be considered to occur at truly unbounded frequencies
across the gl obal popul ation due to the unpredictable nature of
wor | dwi de | nternetworking dynam cs for peer-to-peer conmunications.
Statistical uniqueness properties of random assi gnnments from even
very large popul ations may therefore be insufficient to ensure
collision freedom

MANET | nt ernetworking therefore regards the gl obal public Internet as
a "MANET- of - MANETs", and wi th unbounded dynanmic rel ati onshi ps bet ween
distinct local MANET routing regions joined by switched virtua
circuits. This exposes the full world popul ati on of MANET | oca
addresses as potential duplicates.

Nodes in not-so-stubby MANETs shoul d therefore configure MANET | oca
addr esses managed for uni queness even if they first self-generate the
addresses before enrolling themin a registration service. Such
address registration is not required for nodes that only connect via
stub MANETS.

2.2. Problem 2: Autoconfiguration

When a MANET cones in contact with a fixed Internetwork such as the
gl obal public Internet, nodes in the MANET that engage gl obal nobile
I nt er net wor ki ng services require sone nmeans of autoconfiguring

gl obal -scoped | P addresses and/or prefixes that are properly routable
by network el ements accessible fromthe current point of attachment.
These network el enents are typically proxies or routers of sone
variety that connect to the nobile routing system
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Nodes in the local MANET that are nmultiple | P hops away from an

I nternet connection sharing peer cannot use unnodified standard

aut oconfiguration services including | Pv6 Nei ghbor Discovery (1Pv6ND)
[ RFC4861] or DHCPv6 [ RFC8415] over a MANET interface since these
services are link-scoped in nature. (The DHCPv6 architecture
includes a "relay" function, but the dynam c nature of links in
(multi-link) Iocal MANET routing regions precludes straightforward
appl i cation of DHCPv6 rel ays.)

Two net hods of supporting generalized autoconfiguration for nodes
within a MANET have been suggested. In a first method (conducted
directly over MANET interfaces) first-hop nei ghboring nodes wthin
the MANET coll ectively participate to repeat |ink-scoped

aut oconfiguration discovery requests to other neighbors that are
topol ogically closer to an Internet connection sharing node. This
hop- by-hop process conti nues between nei ghbors until the request
arrives at an Internet connection sharing node that can then contact
an I nternetwork el enent capable of delegating an Internet Service
Provider (ISP) Provider-Aggregated (PA) | P address or prefix. The
Internetwork el ement then returns the del egated | P address/prefix in
a reply that traverses the reverse path to the original requesting
node. Each MANET router then configures a route to this |IP address/
prefix within the MANET | ocal routing protocol, i.e., the MANET | oca
routing protocol is nade aware of the del egation

In a second autoconfiguration nmethod, the requesting node configures
a (virtual) overlay multilink network interface over its (physical)
MANET interface(s) and issues standard |ink-scoped | Pv6ND and/ or
DHCPv6 requests over the virtual interface. The virtual interface
appl i es encapsul ation to provide the appearance of a single Non-
Broadcast Multiple Access (NBMA) |ink spanning the entire (multilink)
MANET. This virtual link supports standard |ink-scoped

aut oconfiguration services coordinated with an Internetwork el enent
capabl e of del egating an address. For stub MANETs, the Internet
connection sharing node itself delegates a public or private IP
address. For not-so-stubby MANETS, an overlay network el enent beyond
the Internet connection sharing node del egates a Mbility Service
Provi der (MSP) Proxy-Aggregated (PA) and/or Proxy-Independent (PlI) IP
address/prefix as overlay network addresses. The del egati ng node
then returns the delegated I P address/prefix in a |ink-scoped reply
over the virtual interface that traverses the reverse path to the
original requesting node. Each MANET router optionally configures a
route to this IP address/prefix via the virtual interface, i.e., the
MANET | ocal routing protocol is optionally made aware of the

del egation within the virtual overlay.
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2.3. Problem 3: MANET-internal Communications

Two nodes | ocated within the same | ocal MANET routing region should
be able to communicate (across nultiple hops if necessary) using
MANET | ocal addressing with no external Internetwork infrastructure
reference points. As long as the MANET-1 ocal addresses configured by
communi cati ng peers are uni que, the MANET | ocal routing system

mai ntai ns conti nuous multi hop forwardi ng services to ensure session
continuity.

Nodes within the |l ocal MANET routing region can discover the MANET
| ocal addresses of peers using services |like Milticast DNS (nDNS)

[ RFC6762] supported by Sinplified Miulticast Forwardi ng (SM)

[ RFC6621]. Peer-to-peer communi cati ons can then be coordi nated
either in multihop fashion directly over the physical MANET
interfaces or via a single virtual hop using overlay multilink

network interface encapsulation. |In that case, the MANET peers
establish a switched virtual circuit spanning any internediate hops
in the path.

2.4. Problem4: MANET Peer to Internetwork Correspondent

When an originating peer (or its stub MANET |Internet connection-
sharing node) within a not-so-stubby MANET needs to conmunicate with
a correspondent connected el sewhere in an external Internetwork, the
peer consults the gl obal DNS which returns a (stable) gl obally-
routable IP address for the correspondent. The peer can then use one
of its MSP-provided PA/ Pl | P addresses obtained through

aut oconfiguration and the global |IP address of the Internetwork
correspondent as the source and destination addresses for packet
exchanges.

The MANET peer first establishes a switched virtual circuit in the
overlay to an Internetwork relay beyond the MANET border. MNMANET

|l ocal multihop routing will then convey the peer’s original packets
to the Internetwork relay which engages standard |Internetwork routing
and forwarding to direct the packets to the correspondent node. In
the reverse path, the correspondent uses the overlay |P address of
the peer obtained fromthe source address of initiating packets as
the destination address for reply packets. Standard Internetwork
routing will direct the packets back to the relay which then forwards
themvia an overlay switched virtual circuit to the originating
peer’s MANET border. MANET-local routing and forwarding will then
convey the packets over one or nore MANET-1ocal hops until they
ultimately reach the peer
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In this case, the originating peer’'s |IP address need not appear in
the gl obal DNS since the correspondent discovers the address by

exam ning the source of received packets. This neans that the
originating peer can use a PA address to initiate sessions. However,
if the PA address changes (e.g., due to novenent to a new

I nternetwork attachnment point) any communi cati on sessions in progress
with Internetwork correspondents will fail and the peer will need to
re-establish them under the new PA address.

2.5. Problemb5: Internetwork Correspondent to MANET Peer

When an Internetwork correspondent needs to comunicate with a target
peer within a local MANET routing region, the correspondent consults
the global DNS. Due to the uncertainty of nobility-based re-
addressi ng for PA addresses, however, the peer would be best served
by including only Pl addresses in its gl obal DNS resource records.

The correspondent then forwards packets via standard Internet routing
until they arrive at a relay. The relay then establishes a switched
virtual circuit in the overlay to the MANET peer then begins
forwardi ng packets via the switched virtual circuit until they reach
the destinati on.

Pl addresses renmain stable even across MANET-w de nmobility events to
the point that continuous dynam c updates to the DNS woul d not be
necessary to maintain uninterruptable comunications. Wile it is
possible that mobility events may cause mnor tenporary disruptions,
transport protocol retransmissions will maintain continuity for any
ongoi ng sessi ons.

2. 6. Probl em 6: Peer-to-Peer Between Different MANETs

VWhen two prospective peer nodes are located in different MANET | oca
routing regions with a comon Internetwork as a transit network, both
peers should include Pl addresses in their gl obal DNS resource
records for the sane reasons cited in Section 2.5.

The peers then establish switched virtual circuits in the overlay to
support peer-to-peer bidirectional packet forwarding.

Mai ntai ni ng Pl addresses requires a certain degree of coordination
bet ween peer nodes and the MSP. The MSP is responsible for ensuring
that each peer remains reachable at its stable Pl address/prefix
through distributed nmobility nmanagenent.
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2.7. Problem7: Stub MANET to Not-so-stubby MANET Connecti ons

VWhen an Internet connection sharing MANET router connects a stub
MANET, it can either delegate true Pl addresses to stub MANET nodes
or delegate private | P addresses then apply Network Address

Transl ation (NAT) to support external comruni cations.

In the PI case, all manners of peer-to-peer comuni cations are made
possi ble due to the globally routable nature of Pl addresses. |In the
NAT case, only comunications initiated by a stub network peer are
supported since the reverse path ternminates at the NAT

The stub MANET itself nmay configure a local overlay that regards the
(rmul ti hop) MANET as a single unified link. 1In that case, the stub
network overlay link is distinct fromthe overlay link that spans the
gl obal public Internet and the two links are joined by an | Pv6
router.

3. | ANA Consi derati ons
Thi s docunent is an informational problem statenment and does not in
itself request any | ANA actions. |ANA considerations can be found in
sol uti on space docunent.

4. Security Considerations
Thi s docunent is an informational problem statenment and does not in
itself address security. Security considerations can be found in
sol uti on space docunent.
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