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Abst r act

| Pv6 Parcels and Advanced Junbos (AJs) present new data packagi ng
constructs for both existing Internetworking pathways and a new |ink
model for the future. As is often the case, technol ogi es devel oped
in the | Pv6 space can also be applied in IPv4 and vice-versa. This
docunent presents the adaptations necessary to support Parcels and
AJs in | Pv4,
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1. Introduction

| Pv6 Parcel s and Advanced Junbos (AJs) [I-D.tenplin-6man-parcel s2]
present new data packagi ng constructs for existing Internetworking
pat hways and a new |link nodel for the future. As is often the case,
technol ogi es devel oped in the I Pv6 space [ RFC8200] can al so be
applied in I Pv4 [ RFC0791] and vice-versa. This docunment presents the
di fferences that nust be addressed to adapt |Pv6 Parcels and Als to

| Pv4.

Al'l aspects of |Pv6 Parcels and AJs, including the use of IP

ext ensi on headers and control nessaging, apply also to IPv4. Only
differences in the I P header format and some control option

encapsul ati ons need to be accounted for. The sane as for |Pv6, |Pv4
parcel s represent a network encapsul ation for the multi-segnent
buffers managed by Generic Segnent O fload (GSO and Generic Receive
Ofload (GRO); these buffers are now known as "parcel buffers" or
sinmply "parcels" which becone "IP parcels" follow ng encapsul ation in
{TCP, UDP}/ | P headers. This docunent specifies the adaptations
necessary to support |Pv4 parcels and AJs.
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3.

Requi rement s

| Pv4 parcel s and AlJs observe all requirenments established for |Pv6
[1-D. tenplin-6man-parcel s2] including the use of |Pv6 Hop-by-Hop
(HBH) and Destination Options headers. This nmeans that nodes that
recogni ze | Pv4 parcel s/ AJs MJST recogni ze and correctly process |IP
protocol O (HBH Option) and I P protocol 60 (Destination Option)

ext ensi on headers the same as for | Pv6 when they occur in an

ext ensi on header chain follow ng the | Pv4 header but before the upper
| ayer payl oad.

When an | Pv4 router or destination end system processes a parce

probe for which the 1Pv4 Protocol field encodes an unrecogni zed val ue
(such as 0 for HBH or 60 for Destination Options), it drops the probe
and returns an | CvPv4 "Destination Unreachable - Protoco

Unr eachabl e" nessage [ RFC0792]. The source should regard any such
nmessages as an advi sory indication that encapsul ati on nay be needed
in future probes.

The use of |Pv6 extension headers for IPv4 is specified in

[1-D. herbert-ipv4-eh]. The sanme as for |IPv6, |Pv4 Parcels and AJs
are closely related to the AERO [I-D. tenplin-6man-aero3] and OW
[1-D. tenplin-6man-ommi 3] specifications.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al

capitals, as shown here

| Pv4 Parcel s and Advanced Junbos (AJs)

Al'l aspects of [I-D.tenplin-6nman-parcel s2] are inported as normative
specifications for |IPv4 parcels and Als, with the exception of the
foll owi ng differences:

1. 1Pv4 Total Length

The 1 Pv6 header includes a "Payl oad Length" field defined as the:
"Length of the IPv6 payload, i.e., the rest of the packet follow ng
this I Pv6é header, in octets". The |IPv4 header instead includes a
"Total Length" field defined as: "the | ength of the datagram
measured in octets, including internet header and data"
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3.2. IPv4 Time To Live (TTL)

The 1Pv4 "Time To Live (TTL)" and IPv6 "Hop Limt" val ues serve
simlar purposes but may differ in operational practice. In
particular, the source sets the TTL/Hop Linmit to an initial value and
each router in the path to the destination decrenents the TTL/ Hop
Limt when it forwards a parcel/AJ/ probe. Wile IPv6 requires
routers to decrenment the Hop Limt by exactly 1 [ RFC3200], |Pv4
routers are permtted by [ RFC1812] to decrement TTL by val ues ot her
than 1. This difference is of no consequence to |P parcels and Als
since they are primarily end-to-end services.

3.3. 1 Pv4 Parcel/Junbo Payl oad Length

The Parcel Payload Length field in the Parcel Payload HBH Option of

I Pv4 parcel s/ AJs encodes the I ength of the | Pv4 header plus the

|l ength of the | Pv6 extension headers plus the | ength of the {TCP, UDP}
header (plus options and option length field when present) plus the
Parcel Integrity Block (PIB) Iength plus the Forward Error Correction
(FEC) block length plus the conbined | engths of all concatenated
segnents in the Parcel Buffer (PB).

Therefore, the length of the | Pv4 header is included for |Pv4d whereas
the header length is not included for |Pv6.

3.4. | Pv4-Conpatible | Pv6 Addresses
Wienever an | Pv4 address needs to be coded in an | Pv6 address field,
the address is coded as an | Pv4-conpatible |IPv6 address as specified
in [ RFC4291].

3.5. | Pv4 Parcel Packetization/ Restoration
When a node perfornms packetization on a {TCP, UDP}/I| Pv4 parcel, it
inserts a {TCP, UDP} Parcel Paraneters Option the sane as for |Pv6

[1-D.tenplin-6man-parcel s2]. Packetization of IPv4 parcels is
equi val ent to Generic Segnent O fload (GSO).

Tenplin Expi res 22 Novenber 2025 [ Page 4]



I nternet-Draft I P Parcels May 2025

3.

3.

3.

3.

The 1 Pv4 destination then perforns restoration by gathering up |Pv4
packets that arrive for the sane Source, Destination and Fl ow Label
and with Parcel Parameters including the sane Identification. The
Parcel Paranmeters ldentification and Index then determ ne the ordina
position of each packet segment to be concatenated into the
restoration buffer, i.e., the same as for IPv6. (Note: if the IPv4
destination does not recognize the {TCP, UDP} Parcel Paraneters
Option, it simply processes the packet as a singleton |Pv4 packet.
This would result in correct behavior, but with restoration disabl ed.
Restoration of IPv4 parcels is equivalent to Generic Receive Ofload
(GRO.)

6. Parcel Probing

When an | Pv4 destination receives an intact |Pv4 packet with a parce
probe indication, it processes the probe and returns a Parcel Probe
Reply the sanme as specified for IPv6 [I-D.tenplin-6man-parcel s2].

When the |1 Pv4 source receives a packet that includes a Parcel Probe
Reply Destination Option it matches the ldentification value with its
recently-transmtted probes. |If there is a match, the source accepts
the MIU val ue found in the Destination Option.

7. Advanced Junbos (AJs)

Al'l aspects of |Pv4 Advanced Junmbos (AJ) are processed the sane as
for IPv6 Als.

8. Junbo-in-Junbo Encapsul ation

Oiginal |Pv4 parcels/Als can follow the encapsul ati on forwarding
pat hs across successive OVWN links in the path using "junbo-in-junbo"
encapsul ati on the same as for IPv6. The OVNI |ink ingress

encapsul ates each 1 Pv4 parcel/AJ in an OVWNI |Pv6 header plus any
outer L2 encapsul ations which nay include an | Pv4 header with a
Parcel Payload HBH Option. Al aspects of this "junbo-in-junbo"
encapsul ati on are the sanme as for | Pv6.

9. Integrity

The standard TCP [ RFC9293] and UDP [ RFCO768] pseudo-headers for
Internet checksum cal culation include only a 16-bit length field.
This nmeans that |Pv4 can only accomopdate parcel s/ AJs no larger than
65535 octets unless (for UDP) checksuns are disabl ed.
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8.

I mpl ement ati on Status

An early prototype of UDP/IPv4 parcels (draft version -15) has been

i mpl emented relative to the |inux-5.10.67 kernel and | ON-DTN i on-
open-source-4.1.0 source distributions. Patch distribution found at:
"https://github.com fltenplin/ip-parcels.git".

| ANA Consi derati ons
There are no | ANA requirenments for | Pv4 Parcels and Advanced Junbos.
Security Considerations

Security Considerations are the same as for IPv6 as found in
[1-D. tenplin-6man-parcel s2].

Acknowl edgenent s

This work was inspired by ongoi ng AERO OWI /DTN investigations. The
concepts were further notivated through di scussions with coll eagues.

Honoring life, liberty and the pursuit of happi ness.
Ref er ences
1. Normative References

[1-D. herbert-ipv4-eh]
Herbert, T., "IPv4 Extension Headers and Fl ow Label ", Work
in Progress, Internet-Draft, draft-herbert-ipv4-eh-03, 22
February 2024, <https://datatracker.ietf.org/doc/htm/
draft-herbert-ipv4-eh-03>.

[1-D. tenplin-6nman-parcel s2]
Templin, F., "IPv6 Parcels and Advanced Junbos (AJs)",
Work in Progress, Internet-Draft, draft-tenplin-6nman-
parcel s2-24, 16 April 2025,
<https://datatracker.ietf.org/doc/htm /draft-tenplin-6nman-
par cel s2- 24>.

[ RFCO768] Postel, J., "User Datagram Protocol", STD 6, RFC 768,
DA 10.17487/ RFC0768, August 1980,
<https://www. rfc-editor.org/info/rfc768>.

[ RFCO791] Postel, J., "Internet Protocol”, STD 5, RFC 791,
DA 10.17487/ RFC0791, Septenber 1981,
<https://www. rfc-editor.org/info/rfc791>.

Tenplin Expi res 22 Novenber 2025 [ Page 6]



I nternet-Draft I P Parcels May 2025

[ RFCO792] Postel, J., "Internet Control Message Protocol", STD 5,
RFC 792, DO 10. 17487/ RFC0792, Septenber 1981,
<https://www. rfc-editor.org/info/rfc792>.

[ RFC1812] Baker, F., Ed., "Requirenents for |IP Version 4 Routers",
RFC 1812, DO 10.17487/ RFC1812, June 1995,
<https://ww. rfc-editor.org/info/rfcl812>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC4291] Hinden, R and S. Deering, "IP Version 6 Addressing
Architecture", RFC 4291, DO 10.17487/ RFC4291, February
2006, <https://ww. rfc-editor.org/info/rfc4291>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8200] Deering, S. and R Hinden, "Internet Protocol, Version 6
(I Pv6) Specification", STD 86, RFC 8200,
DA 10.17487/ RFC8200, July 2017,
<https://ww.rfc-editor.org/info/rfc8200>.

[ RFC9293] Eddy, W, Ed., "Transm ssion Control Protocol (TCP)",
STD 7, RFC 9293, DO 10. 17487/ RFC9293, August 2022,
<https://www. rfc-editor.org/info/rfc9293>.

8.2. Informative References

[1-D. tenplin-6man-aero03]
Tenmplin, F., "Automatic Extended Route Optim zation
(AERO)", Work in Progress, Internet-Draft, draft-tenplin-
6man- aer 03-44, 21 April 2025,
<https://datatracker.ietf.org/doc/htm/draft-tenplin-6nman-
aer 03- 44>,

[1-D. tenplin-6man-omi 3]
Templin, F., "Transm ssion of |P Packets over Overlay
Multilink Network (OWNI) Interfaces", Wrk in Progress,
Internet-Draft, draft-tenplin-6nman-omi 3-57, 21 April
2025, <https://datatracker.ietf.org/doc/htm/draft-
tenpl i n- 6man- omi 3- 57>.

Tenplin Expi res 22 Novenber 2025 [ Page 7]



I nternet-Draft I P Parcels May 2025

[ RFC8799] Carpenter, B. and B. Liu, "Limted Domains and I nternet
Protocol s", RFC 8799, DO 10.17487/ RFC8799, July 2020,
<https://www.rfc-editor.org/info/rfc8799>.

Appendi x A. Change Log

<< RFC Editor - renove prior to publication >>

Changes fromversion -17 to -17:

* Updated for consistency with | Pv6 Parcel s/ Als.

Changes fromversion -15 to -16:

* Changed suggested Code val ues for PTB nessages in | ANA
consi derati ons.

Changes fromversion -14 to -15:

* Updated to match changes nmade in the | Pv6 version.
Changes fromversion -13 to -14:

* Updated to match changes nmade in the | Pv6 version.
Changes fromversion -12 to -13:

*  Abbrevi at ed Hop-by-Hop as "HBH'.

Changes fromversion -11 to -12:

* Tightened specification of Parcel/Junbo Payl oad Lengt h.
Changes fromversion -10 to -11:

* Update version and references.

Changes fromversion -09 to -10:

* Allow UDP options to appear in larger parcels and Als based on a
"UDP Option Length" trailer.

Changes fromversion -08 to -09:
*  Term nol ogy.

Changes fromversion -07 to -08:

Tenplin Expi res 22 Novenber 2025 [ Page 8]



I nternet-Draft I P Parcels May 2025

* Add term nol ogy and general cleanup.

Changes fromversion -06 to -07:

* Renoved defunct text on parcel probe responses.

Changes fromversion -05 to -06:

* Mved all per-segnment integrity checks into Parcel Integrity Bl ock
header. This allows hop-by-hop integrity checking of the end-to-
end integrity check val ues.

Changes fromearlier versions:

* Submit for review
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