Net wor k Wor ki ng G oup F. L. Tenplin, Ed.
I nternet-Draft Boei ng Research & Technol ogy
I ntended status: Standards Track 3 June 2025
Expires: 5 Decenber 2025

| Pv6 Extended Fragnent Header for |Pv4
draft-tenplin-intarea-ipid-ext2-10

Abst r act

The Internet Protocol, version 4 (lIPv4) header includes a 16-bit
Identification field in all packets, but this length is too small to
ensure reassenbly integrity even at nmoderate data rates in nodern
networks. Even for Internet Protocol, version 6 (IPv6), the 32-bit
Identification field included when a Fragnent Header is present may
be snmaller than desired for sone applications. This specification
addresses these linmitations by adapting the | Pv6 Extended Fragnent
Header for | Pv4.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 5 Decenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Internet Protocol, version 4 (lIPv4) header includes a 16-bit
Identification in all packets [RFCO791], but this length is too snmall
to ensure reassenbly integrity even at noderate data rates in nodern
net wor ks [ RFC4963] [ RFC6864] [ RFC8900] . This specification adapts the
| Pv6 Extended Fragnent Header (EFH) [I-D.tenplin-6man-ipid-ext2] for
Identification extension and to support an alternate fragnentation
and reassenbly service for |Pv4.

I Pv4 packets that include the | Pv6 EFH engage a "deep packet
fragnmentation" service that supports Identification, fragmentation
and reassenbly independently of any |Pv4 header |evel services. This
may be useful for networks that engage fragnentation and reassenbly
at extreme data rates, or for cases when advanced packet
Identification uni queness assurance is critical
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Rel ation to | Pv6

Prot ocol extensions intended for IPv6 can often be applied in simlar
fashion as for IPv4 (and vice-versa). The termi nology used and the
nmotivation for extending the lIdentification field for IPv4 is the
same as for the |Pv6 Extended Fragment Header (EFH) as specified in
[1-D.tenplin-6man-ipid-ext2]. Al normative aspects of the |IPv6
specification that can be applied for IPv4 apply also to this
docunent .

| Pv6 Extended Fragnent Header (EFH) for |Pv4

I Pv4 end systens, internediate systens and routers by default do not
recogni ze the | P protocol nunbers for |IPv6 extension headers as these
are typically used to support only I Pv6 operations. However,

i mpl ementations of this specification are required to recognize IP
protocol nunber 60 (I Pv6 Destination Options header per [RFC8200]) as
an applicabl e extension for |Pv4.

I mpl enent ati ons of this specification also recognize the | Pv6 EFH
Option [I-D.tenplin-6man-ipid-ext2] when it appears in an | Pv6
Destination Options Header followi ng the | Pv4 header. Requirenents
for encapsul ati on of extension headers in |Pv4 packets are introduced
and discussed in [I-D. herbert-ipv4-eh]. Recomendations for |Pv6
extension header linmits are found in [I-D.ietf-6man-eh-limits].

I Pv4 sources insert an | Pv6 Destination Option Header with an EFH
option in an extension header chain beginning i mediately after the

| Pv4 header (plus options) and ending i mredi ately before the upper

| ayer protocol header, e.g., TCP, UDP, etc. The source then
increments the | Pv4 Total Length by the length of the extension
headers, and sets the I Pv4 Protocol field to the protocol nunber of
the first extension header. The source then sets the |IPv6
Destination Options Next Header field to the protocol nunber of the
next extension header or the upper l|layer protocol nunber if there are
no further extensions.

The 1 Pv4 source then applies EFH fragmentation if necessary the sane
as for the IPv6 procedures specified in [I-D. tenplin-6man-ipid-ext?2].
This will produce a sequence of fragnent packets each containing a
copy of the IPv4 header followed by any Per-Fragnent headers up to
and including the | Pv6 Destination Options Header with EFH Option
foll owed by the fragment payload. The |IPv4 source then forwards the
fragment packets toward the final destination which processes them
only if all nodes in the path pass |Pv4 packets that include the |Pv6
Destination Options header
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I nternedi ate systens and | Pv4 routers on the path forward the
fragment packets if the next hop link MU is sufficient. A router
may perform | Pv4 fragmentation if a fragment packet is too |arge and
the Don't Fragment (DF) flag is 0; otherwi se, the router drops the
packet and returns an | CMPv4 Fragnentati on Needed nessage.

When the fragnent packets arrive at the |Pv4 destination, it perforns
| Pv4 reassenbly if necessary foll owed by EFH reassenbly under the
same conditions specified for the IPv6 EFH in

[1-D. tenplin-6man-ipid-ext2].

4. Destination Qualification and Path MruU

I Pv4 internediate systens, routers and destinations that do not
recogni ze the I Pv6 Destination Options Header with EFH Option
appearing after the | Pv4 header unconditionally drop the packet and
SHOULD return an "I CVMPv4 Destination Unreachable - Protoco

Unr eachabl e" nessage per [RFC0792].

The source can therefore test whether the path up to and i ncluding
the destination accepts the | Pv6 Destination Options Header and EFH
Option by occasionally sending "probe" packets of a given size that
include them |If the source receives an acknow edgenent, it has
assurance that the destination recognizes the protocol and that

i ntermedi ate systens and routers at |east forward the protoco
messages Wwithout dropping; the source can instead consider receipt of
an | CMPv4 Destination Unreachable (Protocol Unreachable) as an
indication that a node in the path rejects the protocol. The source
shoul d occasionally re-probe each destination in case routing
redirects a flowto a different anycast destination

5. | Pv4 Fl ow Label

Destinations that return Fragnentati on Report (FR) nessages per
[1-D. tenplin-6man-ipid-ext2] set the Flow Label field to the val ue
i ncluded by the source of the packet that elicited the FR (an | Pv4
FI ow Label option appears in [I|-D.dreibhol z-ipv4-flow abel]). When
the source does not include an explicit Flow Label, the destination
sets the field to O.

6. Packet Too Big (PTB) Extensions
[1-D. tenplin-6man-ipid-ext2] specifies a new "Packet Too Big (PTB)"
| CMP nessage Type plus Code values for PTB Soft Errors. Internediate

systens and destination end systens return | CMPv4 PTB Soft Errors to
the source under the sanme conditions specified for |Pv6.
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7. Requirenents

Al'l nodes that process |Pv4 packets with an | Pv6 Destination Options
Header including the EFH Option observe the requirenents found in
[1-D. tenplin-6man-ipid-ext2] in addition to the requirenents found in
this section.

Sources SHOULD set DF to O and include a suitable IPv4 1D value for
packets that include fragnent payl oads based on the 1024 octet

m ni mum non-final EFH fragnment size. Sources MJST set DF to 1 and

include any IPv4 ID value for all others. An updated specification
of the IPv4 IDfield is found in [ RFC6864].

Sources MJST include at nost one EFH in each | Pv4 packet.

I nternedi ate systens and destinations SHOULD silently drop packets

with multiples.

Destinations that accept flows using EFH Options MJST configure an
EMIU_R of 65535 octets or |arger

8. Inplenentation Status
I n progress.

9. | ANA Consi derations
Thi s docunent has no requirements for | ANA

10. Security Considerations
Al'l aspects of IP security apply equally to this docunent, which does
not introduce any new vul nerabilities. Moreover, when enpl oyed
correctly the nechanisns in this docunment robustly address known | Pv4
reassenbly integrity concerns [ RFC4963] [ RFC8900] and al so provide an

advanced degree of packet ldentification unigueness assurance.

Al'l other security aspects of the | Pv6 Extended Fragnent Header per
[1-D. tenplin-6man-ipid-ext2] apply also to its use in | Pv4.

11. Acknow edgenents
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Change Log

<< RFC Editor - renove prior to publication >>

D fferences fromversion -09 to version -10:

* Cited draft on I Pv6 Flow Labels for |Pv4 packets.

Di fferences fromversion -07 to version -09:

* Carified IPv4 DF bit setting requirenents.

* | ncluded section on | Pv4 Fl ow Label .
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* | Pv4 router fragnentation considerations.
D fferences fromversion -06 to version -07:

* Now using normal (extended) | CMPv4 nmessages for | Pv4 PTB instead
of OWNI - encapsul ated | CVPV6.

D fferences fromversion -05 to version -06:
*  Renpved reference to RFC9268.
* Clarified setting of DF bit.
Differences fromearlier versions:
* First draft publication.
Aut hor’ s Addr ess
Fred L. Tenplin (editor)
Boei ng Research & Technol ogy
P. 0. Box 3707
Seattle, WA 98124

United States of America
Email: fltenplin@cmorg

Tenplin Expires 5 Decenber 2025 [ Page 8]



