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Abst r act

| Pv6 packets contain a single unit of transport |ayer protocol data
whi ch becormes the retransmi ssion unit in case of loss. Transport

| ayer protocols including the Transm ssion Control Protocol (TCP) and
reliable transport protocol users of the User Datagram Protocol (UDP)
prepare data units known as segnents which the network | ayer packages
into individual |Pv6 packets each containing a single segnent. This
specification presents new packet constructs terned | Pv6 Parcels and
Advanced Junbos (AJs) with different properties. Parcels pernit a
singl e packet to include nultiple segments as a "packet - of - packets”,
while AJs offer essential operational advantages over basic
junbograns for transporting singleton segnents of all sizes ranging
fromvery snall to very large. Parcels and AlJs provide essentia
bui I di ng bl ocks for inproved performance, efficiency and integrity
whi | e encouragi ng | arger Maxi mum Transmi ssion Units (MIUs) according
to both the classic Internetworking link nodel and a new Del ay

Tol erant Networking (DTN) |ink nodel

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 Novenmber 2025
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1.

I nt roducti on

| Pv6 packets [ RFC8200] contain a single unit of transport |ayer
protocol data which becones the retransm ssion unit in case of |o0ss.
Transport |ayer protocols such as the Transm ssion Control Protoco
(TCP) [RFC9293] and reliable transport protocol users of the User
Dat agram Prot ocol (UDP) [RFCO768] (including QU C [RFC9000], LTP

[ RFC5326] and others) prepare data units known as segments which the
networ k | ayer packages into individual |1Pv6 packets each contai ning
only a single segnent. This docunment presents a new construct terned
the "I Pv6 Parcel"™ which permts a single packet to include nultiple
segnents. The parcel is essentially a "packet-of-packets" with the
full {TCP, UDP}/|Pv6 headers appearing only once but with possibly
mul tiple segnents included. |Pv6 parcels represent a network
encapsul ation for the nulti-segment buffers managed by Ceneric
Segnent O fload (GSO) and Generic Receive Ofload (GRO); these
buffers are terned "parcel buffers" or sinply "parcels" which may
becone "I P parcels" followi ng encapsulation in {TCP, UDP}/I P

Transport | ayer protocol entities formparcels by preparing a buffer
(or buffer chain) containing at nost 64 consecutive transport |ayer
protocol segnents that |ower |layers can break out into individua
packets as necessary. All non-final segments nust be equal in length
while the final segnent nust not be larger. The transport |ayer
protocol entity then presents the parcel buffer, nunber of segnents
and non-final segnent size to the network layer. The network | ayer
next either perforns packetization to forward each segnent as an

i ndi vidual |Pv6 packet or appends a single {TCP, UDP} header and a
single I Pv6 header plus extensions that identify this as an IP
parcel. Any included {TCP, UDP} options are associated with al
segnments, therefore parcels may only include segnents that enpl oy
compati bl e opti ons.

Thi s docunent further introduces an "Advanced Junbo (AJ)" service
that provides essential inprovenents over basic |Pv6 junbograns as
defined in [ RFC2675]. AJs provide a robust delivery service when
transm ssi on of singleton segnents or parcels of all sizes ranging
fromvery small to very large is necessary.

The foll owi ng sections discuss rationale for adopting parcels and Als
as core elements of the Internet architecture, as well as the actua
protocol constructs and operational procedures involved. Parcels and
AJs provide an essential data transit service for inproved
performance, efficiency and integrity while supporting |arger Maximm
Transm ssion Units (MIUs). A new Delay Tol erant Networking (DTN

link service nodel for parcels and Als further supports del ay/

di sruption tolerance especially well suited for air/land/seal space
mobi l ity applications. These services should inspire future
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i nnovation in applications, transport protocols, operating systens,
net wor k equi prent and data |inks for |nternetworking perfornmance
maxi m zati on.

2. Term nol ogy

The Oxford Languages dictionary defines a "parcel” as "a thing or
collection of things wapped in paper in order to be carried or sent
by mail". |Indeed, there are many exanpl es of parcel delivery
services worl dwi de that provide an essential transit backbone for

ef ficient business and consunmer transactions.

In this sane spirit, an "IPv6 parcel” is sinply a collection of at
most 64 transport | ayer protocol segnments wapped in an efficient

package with {TCP, UDP}/1Pv6 headers appended for transm ssion and

delivery as a "packet-of-packets". Al non-final segnents nust be
equal in length while the final segnent nust not be larger. |Pv6

parcel s and AJs are distinguished fromordinary packets and

j unbograns through the constructs specified in this docunent.

The term "Advanced Junbo (AJ)" refers to a packagi ng variation
nodel ed fromthe basic | Pv6 junbogram construct defined in [ RFC2675].
AJs include either a single transport |ayer protocol segnent the sane
as for basic | Pv6 junbograns or a multi-segnent parcel. Unlike basic
| Pv6 jumbograms which are never smaller than 64KB, however, AJs can
range in size fromas small as the headers plus a mninmal or even
nul |l payload to as |large as 2**32 octets m nus headers.

The term"link" is defined in [ RFC8200] as: "a communication facility
or medi um over which nodes can comunicate at the link |ayer, i.e.,
the layer inmediately below | Pv6. Exanples are Ethernets (sinple or
bridged); PPP links; X 25, Frane Relay, or ATM networks; and
internet-layer or higher-layer "tunnels", such as tunnels over |Pv4
or IPv6 itself".

Where the document refers to "I Pv6 header length", it means only the
I ength of the base | Pv6 header (i.e., 40 octets), while the | ength of
any extension headers is referred to separately as the "I Pv6

ext ensi on header length". The term"IPv6 header plus extensions"
refers generically to an I Pv6 header plus all included extension
header s.
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Where the docunent refers to "{TCP, UDP} header length", it means the
I ength of either the TCP header plus options (20 or nore octets) or
UDP header plus options (8 or nore octets). Most significantly, only
a single I Pv6 header and a single full {TCP, UDP} header plus options
appears in each parcel regardl ess of the nunber of segments incl uded.
This distinction often provides a neasurabl e overhead savi ngs nmade
possi bl e only by parcels.

VWhere the docunment refers to checksum cal culations, it neans the
standard I nternet checksum unl ess ot herw se specified. The sane as
for TCP [ RFC9293] and UDP [ RFC0768], the standard Internet checksum
is defined as (sic) "the 16-bit one’s conpl enent of the one’s

compl enent sum of all (pseudo-)headers plus data, padded with zero
octets at the end (if necessary) to make a nultiple of two octets".
A notional Internet checksum al gorithm can be found in [ RFC1071].

The term "Cyclic Redundancy Check (CRC)" is used consistently with
its application in wi dely deployed Internetworking services. Parcels
and AJs that enploy end-to-end integrity checks use the CRC32C

[ RFC3385] or CRCG4E [ ECVA- 182] standards or a nmessage di gest
cal cul ated according to the MD5 [ RFC1321], SHAl [ RFC3174] or US
Secure Hash [ RFC6234] al gorit hns.

The terms "application layer (L5 and higher)", "transport |ayer
(L4)", "network layer (L3)", "(data) link layer (L2)" and "physica

| ayer (L1)" are used consistently with conmon Internetworking
term nol ogy, with the understanding that reliable delivery protoco
users of UDP are considered as transport |ayer elenents. The Overlay
Multilink Network (OWNI) Interface specification

[1-D. tenplin-6man-omi 3] further introduces an "adaptation |ayer"

| ogically positioned bel ow the network | ayer but above the |ink |ayer
(whi ch may include physical links and Internet- or higher-1|ayer
tunnel s). The adaptation layer is not associated with a |ayer nunber
itself and is sinply known as "the |l ayer below L3 but above L2". A
network interface is a node’s attachnent to a link (via L2), and an
OWI interface is therefore a node’s attachnent to an OVWNI link (via
the adaptation |ayer).

The term"5-tuple” refers to a transport |ayer protocol entity
identifier that includes the network |ayer (Source Address,
Destination Address, Source Port, Destination Port, Protocol Nunber).
The term"4-tuple" refers to a network layer entity identifier that

i ncludes the adaptation |ayer (Source Address, Destination Address,
Fl ow Label, ldentification).
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The I nternetworking term "Maxi num Transmi ssion Unit (MIU)" is w dely
understood to nmean the | argest packet size that can transit a single
link ("l'ink MIU') or an entire path ("path MIU') w thout requiring
network | ayer fragmentation

The terns "packetization" and "restoration" refer to a network |ayer
process in which the original source breaks a parcel into individua

| Pv6 packets that can transit the remainder of the path w thout |oss
due to a size restriction. The final destination then restores the
conbi ned packet contents into a parcel (or nultiple sub-parcels)
before delivery to the transport layer. In standard practice, parce
packetization and restoration are functional equivalents of the well-
known GSO CGRO servi ces.

The ternms "fragmentation” and "reassenbly" follow exactly fromtheir
definitions in the I Pv6 standard [ RFC8200], however a new Ext ended
Fragment Header (EFH) service defined in [I-D.tenplin-6nan-ipid-ext?2]
may be used in place of the standard | Pv6 Fragnent Header for sone
applications. Note that AJs are ineligible for fragnmentation unless
they are first presented to an OW interface for adaptation |ayer
encapsul ati on and are no | arger than 65535 octets.

"Automati c Extended Route Optinization (AERO"

[1-D. tenplin-6man-aero3] and the "Overlay Multilink Network (QOWNI)
Interface" [I-D.tenplin-6man-omi 3] provi de an adaptation | ayer
framework for transnission of parcel s/AJs over one or nore
concatenated Internetworks. AERQ OWNI will provide an operationa
environnment for parcels/Als beginning fromthe earliest depl oynent
phases and extending indefinitely to accommbdate continuous future
grow h. As nore and nore parcel/AJ-capable |inks are enabled (e.qg.,
in data centers, w rel ess edge networks, space-donmain optical I|inks,
etc.) AEROOWI wll continue to provide an essential service for

I nt er net wor ki ng performance maxi m zation

The ternms "(original) source" and "(final) destination" refer to host
systens that produce and consune | Pv6 packets/parcel s/ Als,
respectively. The term"router" refers to a systemthat forwards

| Pv6 packets/parcel s/ AJs not addressed to itself while decrenenting
the Hop Limt. The terms "OAL source", "CQAL internedi ate systeni and
"QAL destination" refer to OMNI Adaptation Layer (QAL) nodes that
(respectively) produce, forward and consune OAL-encapsul ated | Pv6
packet s/ parcel s/ AJs over an OMNI |ink

The terms "controlled environment" and "limted domain" foll ow
directly from[RFC8799]. Al nodes within a controlled environnment /
limted domain are expected to honor the protocol specifications
found in this docunent, whereas nodes on open |nternetworks nmay

exhi bit varying |l evels of conformance.
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When present, the "Parcel Integrity Block (PIB)" follows the
{TCP, UDP}/ | Pv6 headers of each parcel and includes a separate
integrity check for each parcel segnent.

The "Parcel Buffer (PB)" includes the concatenated upper |ayer
protocol segnents of the parcel. The PB follows the PIB when
present; otherwise it follows the {TCP, UDP}/ | Pv6 headers.

The "Forward Error Correction (FEC)" services specified in this
docunment conformto the | ETF FEC architecture found in

[ RFC5052] [ RFC5445]. In this FEC architecture, a source node applies
FEC encoding to an original |IP packet/parcel/AJ and the corresponding
destination(s) in turn apply FEC decoding to obtain the original data
m nus any corrected errors.

The term"flow' refers to a sequence of packets sent froma
particul ar source to a particular unicast, anycast or nulticast
destination that a node desires to |label as a flow [ RFC6437].

The parcel sizing variables "J", "K', "L" and "M are cited
ext ensi vely throughout this docunent. "J" denotes the number of
segnents included in the parcel, "K' is the length of the fina

segnent, "L" is the I ength of each non-final segnent and "M is
termed the "Parcel Payl oad Length".

3. Requirenents

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al

capital s, as shown here

Al'l 1 Pv6 nodes MJUST observe their respective requirenments found in
the nornmative references, including [ RFC8200].

I Pv6 parcels and Als are simlar to the basic junmbogram specification
found in [RFC2675], but observe the specifications in this docunent.
Al 1Pv6 parcels include a single Parcel Payload Destination Option
and all AlJs include a single Parcel Payload HBH option; if nore than
one of either is included, the first is processed and the others are
ignored. Only those parcel s/AJs intended for paths that support the
new | i nk service nodel and/or |arger sizes include the HBH Option
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| Pv6 parcel s/AJs are not linmted only to segnent sizes that exceed
65535 octets; instead, parcels can be as small as the packet and
parcel headers plus a small or even NULL singleton segnent. Parcels
that are no larger than 65535 octets and set the | Pv6 Payl oad Length
to a non-zero value may be subject to source network | ayer
fragmentation the sane as for ordinary | Pv6 packets.

For further IPv6 HBH Option considerations, see: [RFC9673]. For |Pv6
extension header limts, see: [I-Dietf-6man-eh-limts]. For |IPv4
parcel and advanced junbo consi derations, see:

[1-D. tenplin-intarea-parcel s2].

4. Background and Mdtivation

St udi es have shown that applications can inprove their performance by
sendi ng and receiving | arger packets due to reduced nunbers of system
calls and interrupts as well as larger atom c data copies between
kernel and user space. Larger packets also result in reduced nunbers
of network device interrupts and better network utilization (e.g.,
due to header overhead reduction) in conparison with smaller packets.
However, the nobst prom nent performance increases were observed by
increasing the transport |ayer protocol segnent size even if doing so
i nvoked network |ayer fragnmentation

A first study [QU C involved performance enhancenent of the QU C
protocol [RFCI9000] using the linux GSO GRO facility. GSO GRO

provi des a robust service that has shown significant perfornmance

i ncreases based on a nmulti-segnent transfer capability between the
operating systemkernel and the QU C transport. GSQO GRO perforns
packetization and restoration with a transport protocol segnent size
limted by the path MU (typically 1500 octets or snmaller in current
I nt er net wor ki ng practices).

A second study [I-D.tenmplin-dtn-Itpfrag] showed that GSQO GRO al so

i nproves perfornmance for the Licklider Transm ssion Protocol (LTP)

[ RFC5326] used for the Delay Tol erant Networking (DTN) Bundl e
Protocol [RFC9171] for segnents |larger than the actual path Mru
through the use of IP fragnentation. Historically, the NFS protocol
al so saw significant perfornmance increases using |larger (single-
segnent) UDP datagrans even when | P fragnentation is invoked, and LTP
still follows this profile today. Mreover, LTP shows this (single-
segnent) performance increase profile extending to the |argest
possi bl e segnent size which suggests that additional perfornmance
gains are possible using (rmulti-segnent) parcels or AlJs that approach
or even exceed 65535 octets in total |ength.
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TCP al so benefits from |l arger packet sizes and efforts have

i nvestigated TCP performance using junbograms internally with changes
to the linux GSOGRO facilities [BIGTCP]. The approach proposed to
use the Junbo Payload Option internally and to all ow GSO GRO to use
buffer sizes that exceed 65535 octets, but with the understanding
that links that support junbograns natively are not yet w dely

depl oyed and/or enabl ed. Hence, parcels/AJs provi de a packagi ng that
can be considered in the near termunder current depl oynment
limtations.

Alimting consideration for sending |arge packets is that they are
often lost at links with MU restrictions, and the resulting Packet
Too Big (PTB) nessages [ RFC4443][ RFC3201] may be | ost sonewhere in
the return path to the original source. This path MIU "bl ack hol e"
condition can negatively inpact performance unl ess robust path
probi ng techni ques are used, however optinmal performance al ways
occurs when | oss of packets due to size restrictions is mninzed.

These consi derations therefore notivate a design where transport
protocol s can enpl oy segnment sizes as |arge as 65535 octets (m nus
headers) while parcels that carry nultiple segnments may thensel ves be
significantly larger. (Transport |ayer protocols can also use Als to
transit even |arger singleton segnents.) Parcels allow the receiving
transport layer protocol entity to process nultiple segnents in
parall el instead of one at a time per existing practices. Parcels
theref ore support inprovements in performance, integrity and
efficiency for the original source, final destination and networked
path as a whole. This is true even if the network or |ower |ayers
need to apply packetization/restoration and/or fragnentation/
reassenbl y.

An anal ogy: when a consuner orders 50 small itenms froma major online
retailer, the retailer does not ship the order in 50 separate snal
boxes. Instead, the retail er packs as many of the small itens as

possible into one or a few |l arger boxes (i.e., parcels) then places
the parcels on a seni-truck or airplane. The consuner will then find
only one or a few parcels at their doorstep and not 50 separate small
boxes. This flexible parcel delivery service greatly reduces

shi pping and handling cost for all including the retailer, regiona
distribution centers and finally the consuner.

Tenplin Expi res 22 Novenber 2025 [ Page 9]



I nternet-Draft | Pv6 Parcels and Als May 2025

5. A Del ay-Tol erant Networking (DTN) Link Mdel

The classic Internetworking Iink service nodel [RFC3819] requires
each link in the path to apply a link-layer integrity check often
ternmed a "Frane Check Sequence (FCS)" over the entire length of the
frane. The link near-end cal cul ates and appends an FCS trailer to
each packet pending transnission, and the link far-end verifies the
FCS upon packet reception. |If verification fails, the link far-end
uncondi tionally discards the packet. This process is repeated for
each link in the path so that only packets that pass all |ink-Iayer
checks over their full lengths are delivered to the fina
destination. (Note that Internet- or higher-layer tunnels may
traverse many underlying physical |inks that each apply their own FCS
in series.)

While the classic link nodel has contributed to the unparalleled
success of terrestrial Internetworks (including the global public
Internet), new uses in which significant delays or disruptions can
occur are not as well supported. For exanple, a path that transits
one or nmore links with higher bit error rates may be unable to pass
an accept abl e percentage of packets since loss due to link errors can
occur at any hop. Mdreover, packets that incur errors at an
intermedi ate |ink but sonmehow pass the link integrity check will be
forwarded by all remaining links in the path leaving only the fina
destination's integrity checks as a last resort. Especially with the
advent of space-domain and wireless Internetworking in inhospitable
envi ronments where retransm ssions nmay be onerous or even

i mpractical, advanced end-to-end error detection and correction
services not typically associated with ordi nary packets are needed.
This specification therefore introduces a new Del ay Tol erant
Net wor ki ng (DTN) Iink nodel, but still with principles of operation
consi stent with [ RFC3819].

| Pv6 parcel s/ AJs that engage this DIN link nodel request a linmted
hop- by-hop integrity check that covers only the headers plus a

| eadi ng portion of the payload. Each IPv6 parcel/AJ al so includes
per-segnent end-to-end Cyclic Redundancy Checks (CRCs) or nessage
digests to be verified by the final destination. For each parcel/AJ
admtted under the DIN |ink nodel, the original source applies
Forward Error Correction (FEC) encodi ng [ RFC5052] [ RFC5445] if
necessary. Each del ay/disruption challenged link near-end in the
path then applies its standard |ink-layer FCS for only the |eading
portion upon transm ssion according to the Integrity Limt specified
by the source then wites the FCS as a trailer follow ng the end of
the parcel / AJ payl oad.
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The link far-end then verifies the FCS for the |eading portion upon
reception and discards the parcel/AJ if an error is detected.

However, each link in the path passes parcels/AJs with valid headers
through to the final destination even if the unchecked portion of the
payl oad accunul ates bit errors in transit. The final destination
then i nvokes FEC decodi ng [ RFC5052] [ RFC5445] if necessary, verifies
integrity using per segnent end-to-end CRCs/Digests and delivers each
segment to the local transport |ayer which nay enpl oy higher-|ayer
integrity checks.

The ubi quitous 1500 octet link MU had its origins in the very
earliest deploynments of 10Mops Ethernet technol ogi es, however nodern
wired-line link data rates in the 1Gops range are now typical for end
user devices such as | aptop conputers while nuch higher rates
approachi ng 1Thps commonly occur for data center servers. At these
data rates, the serialization delays range from 1200usec at 10Mips to
only .12usec at 100Gops [ ETHERMIU] (still higher data rates are
expected in the near future). This suggests that the | egacy 1500 MruU
may be too small by nultiple orders of magnitude for many well -
connected data centers, w de-area wired-line netwrked paths or even
for deep space communi cati ons over optical links. For such cases,

| arger parcels and AJs present perfornmance naxim zation constructs
that support larger transport |ayer segnent sizes.

Wi |l e data centers, |nternetworking backbones and deep space networ ks
are often connected through robust fixed |link services, the Internet
edge is rapidly evolving into a nuch nore nobil e environnent where 5G
(and beyond) cellular services and WFi radi os connect a grow ng
majority of end user systens. Although sone wirel ess edge networks
and nobi |l e ad- hoc networks support considerable data rates, nore
typical rates with wireless signal disruption and Iink errors suggest
that limting channel contention by configuring nore conservative MIU
levels is often prudent. Even in such environnents, a mxed |ink
nmodel with error-tolerant data sent in DTN parcels/Als and error-
intolerant data sent in classic packet/parcel/AJ constructs may
present a nore bal anced profile.

| Pv6 parcels and AJs therefore provide a revol utionary advancenent
for delay/disruption tolerance in air/land/seal/ space nobile

I nternetworking applications. As the Internet continues to evolve
fromits nore stable fixed terrestrial network origins to one where
nmore and nore nodes are exposed to extrenme conditions, this new |ink
servi ce nodel shifts bulk error detection and correction
responsibilities to end systens that are uniquely qualified to take
corrective actions. This is true even for paths where only one or a
few | i nks engage the new reduced coverage link integrity service
nodel, while all other links can continue to enploy the full frane
checking services as they have al ways done.
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Note: |1 Pv6 parcels and AJs nmay already be conpatible with w dely-
depl oyed high data rate link types such as Gops/ Tbps Et hernet as well
as lower data rate links such as wireless. For Ethernet, Each frane
is identified by a preanble followed by a Start Frane Delinmiter (SFD)
followed by the frane data itself followed by the FCS and finally an
Inter Packet Gap (IPG. Since no length field is included, however,
the frame can theoretically extend as |ong as necessary for

transm ssion of I Pv6 parcels and AlJs that are nmuch larger than the
typical 1500 octet Ethernet MIU as long as the time duration on the
link media is properly bounded. W dely-deployed |inks nmay therefore
al ready include all of the necessary features to natively support

| arge parcels and AJs with no additional extensions, while operating
systens may require extensions to post |larger receive buffers.

6. | Pv6 Parcel Formation

A transport protocol entity of the source identified by its 5-tuple
forns a Parcel Buffer (PB) by concatenating "J" transport |ayer
protocol segnents (for J between 1 and 64) into a contiguous buffer
or chain of smaller buffers. Al non-final segments MJUST be of equa
length "L" while the final segnment of length "K' MJST NOT be |arger
and MAY be smaller. The overall parcel |ength (including al
segnents and headers) is represented by the value "M

The source sets L to a 16-bit non-final segnment length of at least 1
but no | arger than 65535 octets mnus the | engths of the {TCP, UDP}
header (plus options) and | Pv6 header (plus extensions) (see:
Appendi x B). The transport |ayer protocol entity then presents the
resulting PB and non-final segnent length L to the network |ayer,
noting that the conmbined PB | ength may exceed 65535 octets when there
are sufficient segnents of a |arge enough size.

The source then prepends a single full {TCP, UDP} header and a single
full IPv6 header that includes a Parcel Payl oad Destination Option
formatted as shown in Figure 1:

e T e ik o oI S R B T
| tion Type | Opt Data Len
B i s T T i i o S o T Ji I
| Segnent Length (16 bits) | Fl I'] Digest | Pl Ul Nsegs
e L C i e i s it S S e S S T S it R SN S S

~ Identification (0/32/64 bits) ~
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Figure 1: I Pv6 Parcel Payload Destination Option
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In this encoding, the source includes the Parcel Payload Option as an
| Pv6 Destination Option with Option Type "rest" set to ’'00010',
"action" set to 11’ and "change" set to "0 (i.e., as Hex Val ue
0OxC2). Note that this is the sanme Option Type as for the Junbo

Payl oad option specified in [ RFC2675] but appearing as a Destination
option and not a HBH option. All destinations nust therefore

consi stently accept or discard packets with Destination option 0xC2
according to this specification.

The source sets Opt Data Len to 4/8/12 based on the ldentification

|l ength. The source may include a full 64-bit Identification only in
initial parcels of a flow while including only the 32 | east
significant bits or omitting the Identification entirely in
subsequent parcels when it has sent the full 64-bit value recently.
The destination should therefore cache the nost recent 64-bit val ue
received for this source

The source then sets Segnent Length to a 16-bit non-final segnent

| ength between 0 and 65535. The source also sets the F flagto 1 if
a Forward Error Correction (FEC) header follows, sets the | flag to 1
if a PIBis included and sets a 6-bit Digest field to the selected
CRC/ Di gest type per Figure 2. The source finally sets the P flag to
1if a Probe Reply is requested (see: Section 9, sets the Uflag to 1
if atrailing UDP option length field is included and sets a 6-bit
Nsegs field to the value (J-1).

The source then optionally inserts a Parcel Integrity Bl ock (PlIB)
before the PB that includes J consecutive N-octet CRCs/Digests. The
source includes each CRC/Digest in the PIB according to one of the
CRC32, CRC64, MD5 [RFC1321], SHAl1 [RFC3174] or the advanced US Secure
Hash Al gorithns [ RFC6234] as indicated by the Parcel Payload Option
Digest field per Figure 2. (A Digest value is also reserved by | ANA
as a non-functional placeholder for a nom nal CRC128J al gorithm

whi ch may be specified in future docunents; see: Appendi x E.)

Type Al gorithm CRC/ Di gest Length
0 NULL 0 octets
1 CRC32C 4 octets
2 CRC64E 8 octets
3 MD5 16 octets
4 SHA1 20 octets
5 SHA- 224 28 octets
6 SHA- 256 32 octets
7 SHA- 384 48 octets
8 SHA- 512 64 octets
9-63 Reser ved
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Figure 2: Parcel CRC/ Digest Types
If Fis 1, the source then inserts an "I ANA FEC Header" inmedi ately
following the {TCP, UDP} header (i.e., appearing before the PIB/ PB) as
shown in Figure 3:

e T S S S e i i S DU S S S S R S T S S

| FEC Scheme | FEC Encodi ng | nstance | FEC Framework |
B i s T T i i o S o T Ji I
| FEC Length |

R T i i e R e e e s i i
Fi gure 3: | ANA FEC Header

The source sets FEC Schene according to the appropriate registry
val ues found in [I ANA-FEC] and includes a 16-bit FEC Encodi ng
Instance field (with value set according to [IANA-FEC]) only if FEC
Schene is larger than 127. The source then sets FEC Franmewor k
according to [I ANA-FEC] then sets FEC Length to the length of this
FEC header (i.e., either 4 or 6 octets) plus the nunber of padding
octets to be added by the FEC encodi ng operati on.

The source then either includes or onmits a Parcel Payl oad HBH Opti on.
For parcels that are no | arger than 65535 octets and do not specify
link layer integrity check linmts, the source onts the HBH option
and sets the | Pv6 Payload Length field to a 16-bit value Mthat
encodes the Iength of the | Pv6 extension headers plus the | ength of
the {TCP, UDP} header (plus options and option length field when
present) plus the Iength of the PIB and FEC plus the conbined | engths
of all concatenated segnents.

For all other parcels, the source includes a Parcel Payl oad HBH
option as shown in Figure 4.

i S S N i W SR S
| Option Type | Opt Data Len |

e I S i I e i S

| Par cel Payl oad Length (32 bits) |

B i s T T i i o S o T Ji I

| Integrity Limt (16 bits) |

I S S ik N SRR U DR

Figure 4: I Pv6 Parcel Payload HBH Option
When the source includes a Parcel Payload HBH Option, it sets Option
Type "rest"” to '00010', "action" to '00' and "change" to "0 (i.e.,

as Hex Val ue 0x02) then sets Opt Data Len to 6. (Note: The
destination plus all routers on the path nust therefore consistently
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accept, ignore or discard packets with HBH option 0x02 according to
this specification. Internediate nodes MJUST NOT regard the presence
of the option as a reason to submit the packet for slow path
processing.)

The source then sets the I Pv6 Payload Length field to O and sets
Parcel Payload Length to a 32-bit value Mthat encodes the |ength of
the 1 Pv6 extension headers plus the length of the {TCP, UDP} header
(plus options and option length field when present) plus the |length
of the PIB and FEC plus the conbined | engths of all concatenated
segnents. This arrangenent will cause any routers on the path that
do not recognize the option to discard or truncate the parcel to only
the I Pv6 header due to the | Pv6 Payl oad Length of O.

Integrity Limt determines the | eading | ength of the parcel subject
to link layer FCS integrity checks at |inks that engage the new |ink
service nodel while Parcel Payload Length determines the end of the
parcel payload after which the Iink | ayer appends the trailing FCS
itself. Integrity Linit therefore nust be less than or equal to
Parcel Payload Length. If Integrity Limt is set to O, link |ayer
FCS integrity checks instead cover the entire parcel as indicated in
Par cel Payl oad Length.

{TCP, UDP}/ | Pv6 parcels produced by the transport and network | ayers
of the source therefore have the structures shown in Figure 5
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TCP/ 1 Pv6 Parcel Structure UDP/ | Pv6 Parcel Structure
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Figure 5: {TCP, UDP}/IPv6 Parcel Structure
6.1. TCP Parcels

A TCP Parcel is an IPv6 parcel that includes a TCP header plus
options preceded by an | Pv6 header plus extensions with a Parce

Payl oad Destination Option formed as specified in Section 6. The TCP

header is then foll owed by an optional PIB followed by the J
consecutive PB segnents. Each non-final segnent is L octets in

Il ength and the final segnent is Koctets in length. The value L is
encoded in the Segnment Length field while the overall Iength of the

parcel is determ ned by the payload | ength M

VWhen the Parcel Payload HBH Option is absent, the source sets the
| Pv6 Payl oad Length the sane as for an ordinary | Pv6 packet. Wen

the HBH option is included, the source instead sets the |IPv6 Payl oad
Length to 0. The source then sets the Sequence Nunmber field in the
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TCP header to identify the first sequence nunmbered octet of the first
segnment present; all additional segnents present nust then begin on
successi ve sequence nunber offsets according to L. The destination
can then determine the starting sequence nunber for each segnment by
exam ning the Segnent Length and I ndex values with respect to the
first segnent.

When the PIB is present, the source cal cul ates a CRC/ D gest extending
over the length of each Segnent(i) then wites the value into the PIB
CRC(i) field. The source then applies any FEC codi ng necessary. The
source then finally calculates the Internet checksum over the entire
I ength of the parcel the sane as for an ordinary TCP packet and
wites the value in the TCP checksum fi el d.

See Appendix A for additional TCP considerations. See Section 11 for
additional integrity considerations.

Not e: The parcel TCP header Source Port, Destination Port and
Sequence Nunber fields apply to each parcel segment (nodul o Segnent
Length and I ndex), while the TCP control bits and all other fields
apply only to the first segnent (i.e., "Segnent(0)"). Therefore,
only parcel Segnment(0) nmay be associated with control bit settings
while all other segnent(i)’s nust be sinple data segnents.

6.2. UDP Parcel s

UDP/ | Pv6 parcels include a UDP header preceded by an | Pv6 header plus
extensions with a Parcel Payl oad Destination Option forned as shown
in Figure 1. The UDP header is followed by an optional PIB followed
by a PB containing J transport |ayer segnents followed by any UDP
options followed by a trailing 2-octet length field when necessary
(see below). Each PB segnent nust begin with a transport-specific
start delimter (e.g., a segment identifier, a sequence nunber, etc.)
included by the transport |ayer user of UDP. The length of the first
segnment L is encoded in the Segnent Length field while the overal

|l ength of the parcel is determined by the parcel payload | ength M as
above.

The source prepares UDP Parcels in an alternative adaptati on of UDP
j unbograns [ RFC2675] . Wen the Parcel Payl oad HBH Option is absent,
the source sets the I Pv6 Payl oad Length normally. Wen a Parce

Payl oad HBH option is present, the source instead sets the | Pv6

Payl oad Length to O.

The source then sets the UDP header Length field to the Iength of the
UDP header plus the lengths of the PIB plus all PB segnents. |If this
| ength exceeds 65535 octets, the source instead sets UDP Length to O.
When UDP options are present but their |ength cannot be determ ned by
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comparing the UDP Length and | Pv6 Payl oad Length val ues, the source
al so sets the U flag and includes a 2-octet trailing "UDP Option
Length" field that encodes the |l ength of the UDP options which

i mediately precede it plus 2 octets for the length field itself.

When the PIB is present, the source next popul ates the PIB by

cal cul ating the CRC/ Di gest over the length of each Segnent(i), then
wites the value into CRC(i). For the final segment, the source
extends the CRC/ Di gest cal cul ati on beyond the | ength of the segnent
to also include the UDP options plus UDP Option Length field when
either or both are present. (Note that the length of the UDP Option
Length field itself is also included in the Parcel Payload Length.)
The source then applies FEC codi ng as necessary.

Finally, when UDP checksuns are disabled, the source wites the val ue
0" in the UDP checksumfield. Wen UDP checksuns are enabl ed the
source instead cal cul ates the UDP checksumthe sane as for an

ordi nary UDP packet and wites the value into the UDP checksumfield
while rewiting calculated 0 values as ' Oxffff'.

See: Section 11 for additional integrity considerations.
6.3. Calculating K

The parcel source unanbi guously encodes the values J, L and Min
parcel header fields as specified above. The value K is not encoded
in a header and nust therefore be cal cul ated by nodes that process
the parcel. A tenporary value T is calculated as the payload |ength
M m nus the length of the | Pv6 extension headers mnus the |ength of
the {TCP, UDP} header (plus options and option | ength when present)
mnus the length of the PIB. K is then cal cul ated as the remainder
of T divided by the Segment Lengt h.

7. Transm ssion of | Pv6 Parcels

When the network | ayer of the source assenbles a {TCP, UDP}/ | Pv6
parcel it fully populates all |Pv6 header fields including the source
and destination addresses, then sets the Parcel Payl oad Destination
Option fields as above with Segnment Length L set to a value between 1
and 65535. The source then sets Hop Limt the sane as for an
ordinary | Pv6 packet.

The source also maintains a random y-initialized (64-bit)
Identification value for each flow. For each parcel or Al

transm ssion, the source sets the Identification to the current
cached value for this destination and increnents the cached val ue by
1 (nmodul o 2**64). (The source can then reset the cached value to a
new random nunber as necessary, e.g., to maintain an unpredictable
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profile.) If the parcel/AJ includes a Parcel Payload HBH Option with
an ldentification field, the source wites the current |dentification
value into the HBH option field of the same nane.

The source al so popul ates all {TCP, UDP} header and option fields,

i ncludes a popul ated PIB/PB then presents the parcel to an interface
for transm ssion to the next hop the same as for an ordi nary packet.
If the new |ink nodel and/or an extended payload length field are
required, the source instead first inserts a Parcel Payl oad HBH
Option, sets the IPv6 Payload Length to 0 and forwards the parce
over the parcel -capabl e path.

When the Parcel Payload HBH option Integrity Limt field is present,
each del ay/disruption challenged Iink in the path checks integrity of
only that |eading portion of the parcel/AJ even if the remai nder of
the payl oad contains accunulated link errors. This ensures that the
majority of coherent data is delivered to the final destination

i nstead of being discarded along with a mnor anmount of corrupted
data at an internediate hop while leaving integrity assurance for the
remai nder as an end-to-end service (see: Section 11).

When the path MU is insufficient, the source can apply |IPv6
fragmentation when the HBH option is not included such that the
destination will be required to reassenble. This arrangenent should
be selected with care since loss of a single fragnent would require
retransm ssion of the entire parcel. The source can instead apply
packetization to break the parcel up into individual |Pv6 packets.
The destination then applies restoration to submt the |argest
possi bl e parcels to upper |ayers. These considerations are di scussed
in detail in the follow ng sections.

7.1. Oiginal Source Packetization
For transm ssion of individual packets when the path MU is too snall
to accommpdate the entire parcel, the source invokes packetization
the same as for GSO

To initiate packetization, the source first determ nes whether an
i ndi vi dual packet with segment of length L can fit within the path

MIU. If an individual packet would be too |large the source drops the
parcel and returns a Packet Too Big (PTB) nessage (subject to rate
limting).
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For each packet(i), the source then clears the TCP control bits in
all but packet(0), and includes only those {TCP, UDP} options that are
permitted to appear in data segnments in all but packet(0) which may
al so include control segnent options (see: Appendix A for further

di scussion). The source then sets |Pv6 Payl oad Length for each
packet (i) based on the Iength of segnent(i) according to [ RFC8200].

For each packet(i), the source then inserts a single Parce
Paranmeters Destination Option. The option is formatted as shown in
Fi gure 6:

e T e R S e e s i oI T e S S I S e

| Option Type | Opt Data Len |MR I ndex |

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
Identification (32/64 bits) |

el i I e i it T e e e e i i T o S e e S e T R R

Figure 6: Parcel Parameters Destination Option

The source then sets Option Type "rest" to '00010', "action" to '00
and "change" to '0" (i.e., as Hex Value 0x02) then sets Opt Data Len
to 5/9 based on the lIdentification I ength. The source includes
Identification values corresponding to the original parcel then sets
Index to i’ and sets Mto 1 for non-final packet(i)'s or to O for
the final packet(i) while also setting Rto 0. The source should
include only a single Parcel Paraneters Destination Option; if
multiple are included, the destination processes the first and

i gnores any others. Note that the source can include a 64-bit
Identification in initial packets then revert to including only the
32 least significant bits in additional packets, but the destination
must honor the full 64-bit value when it applies restoration

For each | Pv6 packet, the source then sets Hop Limt to the sane
value as for any |Pv6 packet. For each TCP/IPv6 packet, the source
next sets | Pv6 Payl oad Length according to [ RFC8200] then cal cul at es/
sets the checksum for the packet according to [ RFC9293]. For each
UDP/ | Pv6 packet, the node instead sets the | Pv6 Payl oad Length and
UDP length fields then cal cul ates/sets the checksum according to

[ RFC0768] .

7.2. Final Destination Restoration

When the original source opens a parcel and forwards its contents as
i ndi vidual |Pv6 packets, these packets will arrive at the fina
destination which can hold themin a restoration buffer for a short
time before restoring the original parcel the same as for GRO. The
5-tuple information plus the Parcel Paraneters Option val ues included
by the source during packetization (see: Figure 6) provide
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unanbi guous context for GRO restoration which practica
i npl ement ati ons have proven as a robust service at high data rates.

The final destination concatenates segnents according to ascendi ng

I ndex nunbers to preserve segnent ordering even if a small degree of
reordering and/or | oss nay have occurred in the networked path. Wen
the final destination perfornms restoration on TCP segnents, it nust
include the one with any TCP flag bits set as the first concatenation
and with the TCP options including the union of the TCP options of

al | concatenated packets. For both TCP and UDP, any packet
containing the final segnent nust appear as a final concatenation

The final destination can then present the concatenated parce
contents to the transport layer with segnents arranged in the sane
order in which they were originally transmtted.

Not e: Restoration buffer managenent is based on a hold tinmer during
whi ch singleton packets are retained until all nenbers of the sane
original parcel have arrived. |Inplenentations should maintain a
short hold timer (e.g., 1 second) and advance any (partial)
restorations to upper layers when the hold tinmer expires.

Not e: Restoration buffer congestion may indicate that the network

| ayer cannot sustain the service(s) at current arrival rates. The
network | ayer should then begin to deliver partial restorations or
even individual segnents to upper |layers (e.g., via the socket
buffer) instead of waiting for all segnents to arrive. The network
| ayer can manage restoration/ buffers, e.g., by maintaining buffer
occupancy hi gh/| ow wat er mar ks.

Not e: Sone inplenentations may encounter difficulty in applying
network | ayer restoration for packets that have already incurred

| ower |ayer reassenbly. |In that case, the network |ayer can either
linearize each packet before applying restoration or deliver

i nconplete restorations or even individual segnents to upper |ayers.

8. Advanced Junbos (AJ)

Thi s specification introduces an | Pv6 Advanced Junmbo (AJ) service as
a (single-segnent) parcel alternative to basic junmbograns. Each Al
begins with a {TCP, UDP}/ | Pv6 header foll owed by optional FEC and PIB
bl ocks the same as specified for parcels above.

When the source forns a single-segnent AJ, it includes a Parce

Payl oad HBH option and omits the Parcel Payl oad Destination option.
The HBH option format is shown in Figure 7
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i I S S S s o i e

| Option Type | Opt Data Len |
B i s T T i i o S o T Ji I
| Par cel Payl oad Length (32 bits) |
i I i S s S S S s SH R S
| Integrity Limt (16 bits) | FI 1] Digest |PlU Nsegs |
i I L T s e S k(M S S
~ Identification (0/32/64 bits) ~
B i s T T i i o S o T Ji I

Figure 7: Parcel Payload HBH Option for Advanced Junbos

The source sets Option Type to Hex Value 0x02 then sets Opt Data Len
to 8/12/16 according to the lIdentification length. The source sets
the F, I, P, Uflags and Digest the same as for the Parcel Payl oad
Destination option (see: Figure 1) and sets Nsegs to 1.

When 1=1, the source next includes a PIB formatted the sane as for
the parcel PIB but with only a single CRC/Digest. Wen F=1 is the
source includes an FEC encodi ng the sane as for parcels.

The source then sets Parcel Payload Length to the entire AJ payl oad
Il ength and sets Integrity Linit to the Iength of the |eading portion
of the AJ intended for coverage by hop-by-hop FCS integrity checks.
The source next forns the {TCP/UDP}/1Pv6 AJ the sane as for parcels
as shown in Figure 5 except that the PIBis followed by only a single
segnment. UDP AJs set the UDP Length field the same as specified for
UDP parcels, and include a trailing UDP Option Length field if Uis
set to 1.

The source next cal cul ates the CRC/ Di gest over the Iength of the
(single) segnent and wites the value into the PIB CRC/ Digest field.
The source then perforns FEC encoding if necessary and resets the
Payl oad Length to include the additional |ength introduced by FEC.
The source finally calculates the standard I nternet checksum over the
I ength of the AJ and wites the value in the TCP/ UDP checksum field
(or wites 0 if UDP checksums are di sabl ed) then sends the AJ via the
next hop link toward the final destination.

When the AJ arrives, the destination parses the |IPv6 header and

Par cel Payl oad Options then applies FEC decoding for the payload if
necessary. The destination then rewites the (Parcel) Payl oad Length
to reflect the payl oad decrease due to FEC, then verifies the CRC
Digest if present and delivers the AJ to upper |ayers.
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9. Parcel Probing

The original source can send parcels or AJs without risk of causing
harmor triggering alerts even with no prior coordination with
routers on the path or the final destination. Unless the source has
operational assurance that all nodes in the networked path wll
correctly pass parcel options, however, this approach may result in
systematic | oss perceived as a bl ack hol e.

The original source should therefore send initial parcel or AJ probes
into the forward path according to the probing disciplines specified
in [ RFC4821] and [RFC8899]. The source should thereafter
occasionally send additional probes to determnine whether path
characteristics have changed and/or to detect black hole conditions.

The original source prepares a parcel/AJ with the P flag set in the
Par cel Payl oad Destination or HBH option header and with a 32- or
64-bit Identification value. The parcel/AJ can be either a purpose-
built probe or part of an existing transport protocol session, but it
shoul d cause the destination to return a responsive {TCP, UDP}/ | Pv6
packet with authenticating credentials and with a Parcel Probe Reply
Destination Option (see bel ow).

When the destination receives the probe, it returns a responsive |Pv6
packet that includes a Parcel Probe Reply Destination Option
formatted as shown in Figure 8.

B i S S ik s S N S S

| Option Type | Opt Data Len |

R i T I e T S S e S TR S T e i I S e S e e e e o o
Parcel Path MIU (32 bits) |

i T s i o S i i S R I S I S S S M
~ Identification (32/64 bits) ~
B T S i T s i i e e SEI S

Figure 8. Parcel Probe Reply Destination Option

When the destination includes a Parcel Probe Reply Destination
Option, it sets Option Type "rest” to 00010, "action" to '00" and
"change" to '0" (i.e., as Hex Value 0x02) then sets Opt Data Len to
8/ 12 (based on the Identification length). The destination then sets
Parcel Path MIU to the length of the probe and Identification to the
val ue included in the probe. The destination then includes any
additional identifying paraneters (such as authentication codes) in
the 1 Pv6 packet and returns the packet to the source while discarding
the probe. The destination should include only a single Parcel Probe
Reply Destination Option; if multiple are included, the first is
processed and all others ignored.
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The original source can therefore send parcel probes in the same
packets used to carry real data. The probes will transit all routers
on the forward path possibly extending all the way to the
destination. |If the source does not receive a probe reply, it is
likely that the path or the final destination does not recognize and
correctly pass parcel options. |If the source receives a probe reply,
it authenticates the message and matches the ldentification value
with one of its previous probes. If a match is confirmed, then the
Parcel Probe Reply Option will contain all information necessary for
the source to use inits future parcel/AJ transmssions to this
destination.

Al'l parcels/Als also serve as inplicit probes and nay cause a router
in the path to return an ordinary | CVPv6 error [RFC4443] and/or
Packet Too Big (PTB) nessage [ RFC8201] concerning the parcel if the
pat h changes. The source should treat these indications as hints
that it should resune probing the forward path.

After the initial path probing, any parcels/AlJs for the flow can
serve as additional probes to determ ne whether a path change
resulting in an MIU bl ack hol e may have occurred. This allows for
inline probing with real protocol data and with | ess dependence on
transm ssion of explicit probe data.

When the source includes a Parcel Probe in a HBH option, it can
regard the receipt of an authentic Parcel Probe Reply as evidence
that the probe transited the entire forward path to the destination
and that the destination observes all aspects of this specification.
If the source receives no probe reply, or if it only needs to

det ermi ne whether the destination accepts parcels, the source can
instead i nclude the Parcel Probe as a Destination option

10. OWN Interface Junbo-in-Junbo Encapsul ation

OWNI interfaces set an unlimted MU and can process parcels and Als
as large as 65535 octets according to normal OWNI |ink encapsul ation
and fragmentation procedures. For parcel s/Als that exceed 65535
octets, the OVMNI interface can instead insert OVMNI and L2
encapsul ati ons per [I-D.tenplin-6man-omi 3] then perform "junbo-in-
j unbo" encapsul ation as shown in Figure 9
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Junbo-i n-Junbo Par cel

~ L2 Parcel Payl oad ~
| HBH Opti on |

~ OWI | Pv6 Header ~
| pl us extensions |

~ L3 Parcel Payl oad ~
| HBH Opti on

|
~ {TCP, UDP} header and
~ parcel / AJ body ~

Figure 9: Junbo-in-Junbo Encapsul ation

When the OWNI link ingress receives a parcel/AJ |arger than 65535
octets, it |eaves the L3 parcel/AJ headers intact then appends OW
adaptation layer 1Pv6 encapsul ations plus L2 encapsul ati ons that

i nclude a Parcel Payload HBH Option as an L2 extension. The OWN
link ingress sets the Parcel Payload Length field to the | ength of
the L2 extension headers (including the L2 UDP header, if present)
plus the lengths of the OVWNI |Pv6 encapsul ati on header and the L3
packet (including all L3 headers). The OW link ingress sets al
other OWNI and L2 encapsul ati on header fields as specified in
[1-D. tenplin-6man-omi 3] then forwards the parcel/AJ.

If the encapsul ated parcel/AJ arrives at the OAL destination, the

OWNI interface perforns decapsul ati on and forwards the parcel/AJ to
next hop toward the final destination fromwhere it may transit
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mul tiple additional OMNI and non-OWNI links. [If the parcel/AJ
traverses the entire path to the final destination, the destination
will then return a probe reply to the source if necessary.

11. Integrity
I Pv6 parcel /AJ integrity assurance responsibility is shared between

| ower |ayers of the protocol stack and the transport |ayer where nore
di screte conpensations for |ost or corrupted data recovery can be

applied. In the classic Iink nodel, parcels and Als are delivered to
the final destination only if they pass the integrity checks of all
links in the path over their entire length. |In the DTN |Iink nodel,

links in the path may forward parcel s/AJs with correct headers to the
final destination transport |ayer even if the upper |ayer protoco
data accunul ates link errors. The destination is then ultimtely
responsible for its own end-to-end error correction and integrity
assurance.

The Parcel /AJ Internet checksum provides only a rough indication of
packaging integrity; an incorrect checksum does not necessarily

i ndi cate segnent corruption. Parcels/AJs should therefore include a
PI B when the path may not support adequate hop-by-hop integrity
checks. The per-segnment CRCs are set by the source and nmay be
verified by the destination even if the Internet checksum
verification fails. Note there may be nmany instances when the CRCs
and I nternet Checksum di sagree [ STONE].

I Pv6 parcels can range in length fromas snall as only the

{TCP, UDP}/ | Pv6 headers plus a single segnent to as |large as the
headers plus (64 * 65535) octets, while AJs include only a single
segrment that can be as small as a null segnment to as |large as 2**32
octets (mnus headers). |1Pv6 parcels and AJs with I=1 include
integrity checks and use the CRC/ Digest algorithmspecified in the
Digest field to populate the PIB

For links that observe the DIN link nodel, the link far end discards
the parcel/AJ if it detects an FCS error in the | eading portion to
avoid the possibility of nisdelivery and/or corrupted FEC/ PIB fields.
O herwise, the link far end unconditionally forwards the parcel/AJ to
the next hop even if the upper |layer protocol data incurred |ink
errors. Following any FEC repairs, the PIB integrity checks will
ensure that only good data is delivered to upper |ayers.

Note: O assical links often use CRC32 as their hop-by-hop integrity
checking service and this specification assumes that future DTN
capable links will also use CRC32. Since the error detection
resolution for CRC32 dininishes for frame sizes |arger than ~9KB

i mpl ement ati ons shoul d sel ect hop-by-hop integrity protection for
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only the | eading portions of parcels/AJs while |eaving the renaining
payl oad for end-to-end integrity checks. Hop-by-hop integrity checks
should at a m nimum extend to cover the {TCP, UDP}/I P headers (plus
options/ extensions) plus the FEC preanble and PIB

Note: the source perforns FEC encoding after calculating the PIB
contents and the destination performs FEC decodi ng before verifying
the PIB contents. This ensures that the source and destination wll
obtain identical copies of the original parcel provided any errors
incurred in the path were corrected.

Note: the source and destination network | ayers can often engage
hardware functions to greatly inprove CRC/ Checksum cal cul ation
per f or mance.

12. I nplenentation Status

Common wi del y- depl oyed i npl ement ati ons incl ude services such as TCP
Segnmentation O fload (TSO and Generic Segmentati on/ Receive O fl oad
(GSO GRO). These services support a robust service that has been
shown to inprove performance in nany instances.

An early prototype of UDP/IPv4 parcels (draft version -15) has been

i mpl emented relative to the |inux-5.10.67 kernel and | ON-DTN ion-
open-source-4.1.0 source distributions. Patch distribution found at:
"https://github.com fltenplin/ip-parcels.git".

Performance anal ysis with a single-threaded receiver has shown that

i ncludi ng increasing nunbers of segnents in a single parcel produces
measur abl e performance gains over fewer nunmbers of segnents due to
more efficient packagi ng and reduced systemcalls/interrupts. For
exanpl e, sending parcels with 30 2000-octet segments shows a 48%
performance increase in conparison with ordinary packets with a
singl e 2000-octet segnent.

Since performance is strongly bounded by single-segnent receiver
processing time (with |larger segments produci ng dramatic performance
increases), it is expected that parcels with increasing nunbers of
segnments will provide a performance multiplier on multi-threaded
receivers in parallel processing environnents.

13. | ANA Consi derations

The 1ANA is instructed to add the followi ng new entries to the
"Internet Protocol Version 6 (IPv6) Paraneters Registry group
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14.

- in the "Destination Options and Hop-by-Hop Options" Registry
(registration procedure | ESG Approval, |ETF Review or Standards
Action) assign the follow ng new entries:

Hex Val act chg rest Description Ref erence
0x02 00 0 00010 Parcel Payl oad HBH Option [ RFCXXXX]
0x02 00 0 00010 Par cel Param Reply Dest Opt [ RFCXXXX]
oxC2 11 0 00010 Par cel Payl oad Dest Option [ RFCXXXX]

Figure 10: Destination Options and Hop-by-Hop Options

Note that the "rest" value is the sane as for the existing Junbo
Payl oad option [ RFC2675] but the act/chg and resulting Hex Val ues
differentiate.

The 1ANA is also instructed to create and maintain a new registry
titled "I Pv6 Parcels and Advanced Junmbos (AJs)" that includes an
"I Pv6 Advanced Junbo Di gest Types" table with the initial values
gi ven bel ow

Val ue Junbo Type Ref erence
0 Advanced Junbo / NULL [ RFCXXXX]
1 Advanced Junbo / CRC32C [ RFCXXXX]
2 Advanced Junbo / CRC64E [ RFCXXXX]
3 Advanced Junbo / MD5 [ RFCXXXX]
4 Advanced Junbo / SHA1l [ RFCXXXX]
5 Advanced Junbo / SHA-224 [ RFCXXXX]
6 Advanced Junbo / SHA- 256 [ RFCXXXX]
7 Advanced Junbo / SHA- 384 [ RFCXXXX]
8 Advanced Junbo / SHA-512 [ RFCXXXX]
9 Advanced Junbo / CRC128J [ RFCXXXX]
10- 15 Unassi gned [ RFCXXXX]

Figure 11: 1Pv6 Advanced Junbo Di gest Types
Security Consi derations

In the control plane, original sources match the Identification (and/
or other identifying information) received in a Parcel Probe Reply
with their earlier parcel/AJ transmissions. |If the identifying

i nformati on matches, the report is likely authentic. Wen stronger
aut hentication is necessary, the Parcel Probe Reply can appear in the
same packets that include transport |ayer security.
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In the data plane, multi-layer security solutions may be necessary to
ensure confidentiality, integrity and availability. According to

[ RFC8200], a full 1Pv6 inplenentation includes the Authentication
Header (AH) [ RFC4302] and Encapsul ating Security Payl oad (ESP)

[ RFC4303] per the I Psec architecture [ RFC4301] to support

aut hentication, data integrity and (optional) data confidentiality.
These AH ESP services provide conprehensive integrity checking for
parcel / AJ upper |ayer protocol headers and all upper |ayer protoco
payl oad that follows. Since the network |ayer does not manipul ate
transport |ayer segnents, parcels/AJs do not interfere with transport
or higher-layer security services such as (D) TLS/ SSL [ RFC8446] which
often provide greater flexibility.

| Pv4 fragment reassenbly is considered dangerous at high data rates
wher e undetected reassenbly buffer corruptions can result from
fragnment m sassociations [RFC4963]. |1Pv6 is |ess subject to these
concerns when the 32-bit Identification field is nmanaged responsi bly.
| Pv6 Parcels and AJs that include the Parcel Payload HBH Option are
not subject to fragmentation unl ess exposed to OVNI interface
encapsul ati on which includes a 64-bit Identification space.

For I Pv6 parcels and AJs that engage the DIN |link nodel, the
destination end systemis uniquely positioned to verify and/or
correct the integrity of any transport |ayer segnents received. For
this reason, transport |ayer protocols that use parcel s/AJs shoul d

i ncl ude higher layer integrity checks and/or forward error correction
codes in addition to the per-segnent link error integrity checks.

The CRC/ Di gest codes included with parcel s/ AJs that engage the DIN
I'ink nodel provide integrity checks only and nust not be considered
as authentication codes in the absence of additional security
services. Further security considerations related to | Pv6 parcels
and Advanced Jumbos are found in the AERQ OWN specifications.

The Parcel Payl oad Destination and HBH Options support end-to-end
aut hentication since the option contents are not pernmitted to change
en route. The Parcel Probe Destination and HBH options pernit their
contents to change en route excluding themfrom end-to-end

aut henti cati on coverage.
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16.

16.
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Appendi x A,  TCP Extensions for H gh Performance

TCP Extensions for H gh Performance are specified in [ RFC7323], which
updates earlier work that began in the late 1980’s and early 1990’ s.
These efforts determned that the TCP 16-bit Wndow was too small to
sustain transm ssions at high data rates, and a TCP Wndow Scal e
option allowi ng wi ndow sizes up to 2230 was specified. The work al so
defined a Tinmestanp option used for round-trip time measurenments and
as a Protection Against Wapped Sequences (PAW5) at high data rates.
TCP users of |Pv6 parcel s/AJs are strongly encouraged to adopt these
mechani sns.

Since TCP/IPv6 parcels only include control bits for the first
segrment ("segment(0)"), nodes nust regard all other segnments of the
same parcel as data segments. Wen a node breaks a TCP/ I Pv6 parcel
out into individual packets, only the first packet contains the
original segnment(0) and therefore only its TCP header retains the
control bit settings fromthe original parcel TCP header. If the

ori ginal TCP header included TCP options such as Maxi num Segrment Size
(MBS), W ndow Scale (WS) and/or Tinmestanp, the node copies those sane
options into the options section of the new TCP header.

Tenplin Expi res 22 Novenber 2025 [ Page 35]



I nternet-Draft | Pv6 Parcels and Als May 2025

For all other packets, the note sets all TCP header control bits to O
as data segnent(s). |If the original parcel contained a Tinestanp
option, the node then copies the Tinestanp option into the options
section of the new TCP header. Appendix A of [RFC7323] provides

i mpl ementation guidelines for the Tinestanp option fornat.

Appendi x A of [RFC7323] also discusses Interactions with the TCP
Urgent Pointer as follows: "if the Urgent Pointer points beyond the
end of the TCP data in the current segnent, then the user will remain
in urgent node until the next TCP segnent arrives. That segment will
update the Urgent Pointer to a new offset, and the user will never
have | eft urgent nmode". |In the case of |Pv6 parcels, however, it

will often be the case that the next TCP segnment is included in the
same parcel as the segnent that contained the urgent pointer such
that the urgent pointer can be updated i nedi ately.

Finally, if a parcel/AJ contains nore than 65535 octets of data
(i.e., even if spread across nmultiple segnents), then the Urgent
Poi nter can be regarded in the sane nmanner as for junbograms as
described in Section 5.2 of [RFC2675].

Appendi x B. Extrene L Value Inplications

For each parcel, the transport |ayer can specify any L val ue between
1 and 65535 octets.

The transport |ayer should al so specify an L value no | arger than can
acconmpdat e t he maxi num si zed transport and network | ayer headers
that the source will include without causing a single segnent plus
headers to exceed 65535 octets. For exanple, if the source wll
include a 28 octet TCP header plus a 40 octet |IPv6 header with 24

ext ensi on header octets the transport should specify an L val ue no

| arger than (65535 - 28 - 40 - 24) = 65443 octets.

The transport can specify still larger "extrene" L values up to 65535
octets, but the resulting parcels mght be |ost along sone paths with
unpredictable results. For exanple, a parcel with an extrene L val ue
set as large as 65535 night be able to transit paths that can pass

| arge parcels/AJs natively but mght not be able to transit a path
that includes conventional links. The transport |ayer should
therefore carefully consider the benefits of constructing parcels
with extreme L values larger than the recomended maxi mum due to high
risk of 1oss conpared with only mnor potential perfornmance benefits.
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Appendi x C. GSO GRO AP

Sone nodern operating systenms include Generic Segnent O fload (GSO
and Generic Receive Ofload (GRO services for use by Upper Layer
Protocol s (ULPs) that engage segnentation. For exanple, GSO GRO
support has been included in |inux beginning with kernel version

4.18. Sone network drivers and network hardware al so support GSQO GRO
at or below the operating system network device driver interface

| ayer to provide benefits of del ayed segnentation and/or early
reassenbly. The follow ng sections discuss the linux GSO and GRO
API's.

C1l GSO (i.e., Parcel Packetization)

GSO al l ows ULP inplenentations to present the sendnsg() or sendmsg()
systemcalls with parcel buffers that include up to 64 ULP segnents,
wher e each concatenated segnent is distinguished by an ULP segnent
delinmter. The operating systemkernel will in turn prepare each
parcel buffer segnent for transm ssion as an individual UDP/IP
packet. ULPs enable GSO either on a per-socket basis using the
"setsockopt ()" systemcall or on a per-nessage basis for
sendnsg()/sendmsg() as foll ows:

[* Set GSO segnent size */
unsi gned i nteger gso_size = SEGSI ZE;

};*. Enabl e GSO for all messages sent on the socket */
set sockopt (fd, SCOL_UDP, UDP_SEGVENT, &gso_size, sizeof(gso_size)));

/* Alternatively, set per-nessage GSO control */
cm = CMSG_FI RSTHDR( &nsq) ;

cm>cnsg_| evel = SOL_UDP;

cm >cneg_type = UDP_SEGVENT;

cm>cnsg | en = CVMBG _LEN(si zeof (uint16_t));
*((uintl6e_t *) CMSG DATA(cm)) = gso_size;

ULPs must set SEGSIZE to a value no larger than the path MU via the
underlying network interface, m nus header overhead; this ensures
that UDP/ 1P datagrans generated during GSO segnmentation will not
incur local IP fragnmentation prior to transm ssion (Note: the |inux
kernel returns EINVAL if SEGSI ZE encodes a val ue that exceeds the
Pat h- MTU. )
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ULPs should therefore dynanically determ ne SEGSI ZE for paths that
traverse multiple links through Packetization Layer Path MIuU

Di scovery for Datagram Transports [ RFC8899] (DPMIuD). ULPs shoul d
set an initial SEGSIZE to either a known m ni mum MU for the path or
to the protocol -defined m ni mum path MU, The ULP may then
dynani cal ly i ncrease SEGSI ZE without service interruption if the

di scovered Path-MIU is | arger

C.2. CRO(i.e., Parcel Restoration)

GRO allows the kernel to return parcel buffers that contain nultiple
concat enat ed received segnents to the ULP in recvnsg() or recvmmsg()
system cal | s, where each concatenated segnent is distinguished by an
ULP segnment delimter. ULPs enable GRO on a per-socket basis using
the "setsockopt ()" systemcall, then optionally set up per receive
message ancillary data to receive the segnent |ength for each nessage
as foll ows:

/* Enable CGRO */
unsi gned integer use_gro = 1; /* bool ean */
set sockopt (fd, SCOL_UDP, UDP_GRO, &use gro, sizeof(use_gro)));

/* Set per-nessage GRO control */

cmsg- >cnsg_| en = CMSG_LEN(si zeof (int));
*((int *)CVBG DATA(cnsg)) = O;
cnsg->cnsg_| evel = SO__UDP;

cneg- >cneg_type = UDP_GRO

);.Receive per - nessage GRO segnent |length */
if ((segmentlLength = *((int *)CVSG DATA(cnsg))) <= 0)
segnent Lengt h = nessagelengt h;

ULPs include a pointer to a "use_gro" bool ean indication to the
kernel to enable GRO, the only interoperability requirenent therefore
is that each UDP/IP packet includes a parcel buffer with an integra
nunber of properly-formed segnments. The kernel and/or underlying
network hardware will first coalesce multiple received segnents into
a larger single segnent whenever possible and/or return nultiple

coal esced or singular segnments to the ULP so as to maxim ze the
anount of data returned in a single systemcall.

ULPs that invoke recvnsg( ) and/or recvnmsg() will therefore receive
parcel buffers that include one or nore concatenated received ULP
segnents. The ULP accepts all received segnents and identifies any
segnents that may be missing. The ULP then engages segnment ACK/ NACK
procedures if necessary to request retransm ssion of any nissing
segment s.
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Appendi x D. Relation to Standard RFC2675 Junbograns

Thi s specification uses a new Parcel Payl oad Destination Option al ong
with a conpani on HBH Option of the sanme nane instead of the [ RFC2675]
Junbo Payl oad HBH Opti on

St andard [ RFC2675] jumbogranms are inconpatible with UDP options,
since they always set the | Pv6 Payload Length field to 0 and do not
ot herwi se encode a UDP options length. Standard junbograns are
further subject to nyriad formatting rules that require routers on
the path to drop packets containing the option that do not fully
observe all rules and return an | CVMPv6 Parameter Probl em nessage.

St andard junbograns are al so al ways 64KB or | arger and rely on | Pv6
Path MIU Di scovery (PMIuD) | CMPv6 Packet Too Big (PTB) messages to
det erm ne whether the end-to-end path supports junbograns. But the
| CMPv6 nessages produced for Paraneter Problem and PTB are often
unreliabl e and/ or untrustworthy in nature.

Appendi x E.  CRC128J
This section postulates a 128-bit Cyclic Redundancy Check (CRC
al gorithm for parcels/Als ternmed "CRC128J". A parcel/AJ Digest val ue
is reserved for CRC128J, but at the time of this witing no algorithm
exi sts. Future specifications may update this docunent and provide
an algorithmfor handling parcels/AJs with Type CRC128J.

Appendi x F. Change Log
<< RFC Editor - renpve prior to publication >>
Changes fromversion -26 to -27

* Renoved per-segnent checksuns. TCP and UDP checksuns now
cal culated the sane as for ordinary | Pv6 packets.

Changes fromversion -25 to -26
* ©Made "Digest” types and fields common to both parcels and AJs.

Changes fromversion -23 to -25:
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* Renmoved all requirements of handshaking with internedi ate systens
in support of RFC9268 and reverted to path probing by only the end
systens thensel ves per RFC4821 and RFC38899. This neans that
routers on the path are expected only to forward or not forward
parcel s/ AJs with Parcel Payload options and are not required to
engage in any other formof signaling. Parcels/AJs therefore
become an end-to-end service with no intervention by routers.

Changes fromversion -22 to -23:

* Relocated full specifications of OW parcellation and
reunification fromOW into this docunent.

* Carified inclusion of UDP Option Length field.
Changes fromversion -21 to -22

* Added note to clarify that adaptation |ayer parcel reunification
is OPTIONAL allowing routers to imredi ately rel ease sub-parcels
rather than hold themin a reunification buffer.

* Rearranged header fields to avoid splitting nmulti-bit fields
across byte boundaries; also placed single-bit fields as nost-
significant bits.
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