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Abst ract

Ad Hoc networks present an | Pv6 addressing challenge due to the
undet er mi ned nei ghborhood properties of their interfaces. |Pv6 nodes
must assign | ocall y-uni que and topol ogy-i ndependent |Pv6 addresses
when topol ogy-oriented | Pv6 address del egati on services are either
absent or only intermttently available. This docunent introduces a
new | Pv6 address type (termed the "Multilink Local Address (M.A)")
that nodes can autononously assign to interfaces to support Ad Hoc
net wor k operati ons.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 May 2026.
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1. Introduction

When two or nore | Pv6 [ RFC8200] nodes cone together to forman Ad Hoc
networ k, they nmust be able to assign uni que addresses to their
interfaces and exchange | Pv6 packets with peers even if there is no
Internetworking infrastructure present. A classical exanple is a
Mobi | e Ad-hoc Network (MANET) where wireless nodes within a comon
radi o frequency locality discover multihop routes to support peer-to-
peer conmuni cations. However, arbitrary collections of fixed nodes

i nterconnected by sparse collections of physical |inks also qualify.
See [ RFC5889] for further characteristics of Ad Hoc networKks.

Ad Hoc networks often include |Pv6 nodes that configure interface
attachnents to links with undetermi ned connectivity properties such
that multihop traversal nmay be necessary to span the network. The
transitive property of connectivity for conventional shared nedia
links is therefore not assured, while nodes nust still be able to
configure | Pv6 addresses that are unique within the | ocal Ad Hoc
network. This is true even for nodes that configure nmultiple
interface attachnments to the sane Ad Hoc network as a | ocalized

mul ti hop/ mul tilink forwardi ng domai n.

By its nature, the term"Ad Hoc network" inplies |ogical groupings

whereas the historical term"site" suggested physical boundaries such
as a building or a campus. |In particular, Ad Hoc networks can self-
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organi ze autononmously even if they overlap with other (I ogical)
networks, split apart to formnmultiple smaller networks or join
together to formlarger networks. Clustering has been suggested as a
means to organi ze these | ogical groupings, noting that Ad Hoc network
ecosystens are often in a constant state of flux and |ikely to change
over time. An address type that can be used by nodes that roam
freely between | ogical Ad Hoc network boundaries is therefore
necessary.

The term "Ad Hoc" used throughout this docunent extends to include

i solated local |1Pv6 networks where peer to peer comunications may
require multihop and/or multilink traversal regardl ess of whether the
network is particularly nobile or spontaneously organized. For any
such isolated network (i.e., one for which Internetworking proxy/
servers are either absent or only intermttently available), a

t opol ogy-i ndependent | Pv6 addressi ng schene that all ows peer nodes to
communi cate internally is necessary. Therefore, all nodes that
connect to such isolated | Pv6 networks should be prepared to operate
according to this nultilink Ad Hoc addressing nodel when necessary.
Each node then coordi nates multi hop forwardi ng services at an

| Pv6- based architectural sublayer termed the "adaptation |ayer"” bel ow
the Internetworking |ayer but above the true |ink |ayer

Section 6 of the "IP Addressing Mdel in Ad Hoc Networks" [RFC5889]
states that: "an | P address configured on this (Ad Hoc) interface
shoul d be unique, at least within the routing domain" and: "no on-
l'ink subnet prefix is configured on this (Ad Hoc) interface". The
section then continues to explain why |1Pv6 Link-Local Addresses
(LLAs) are of limted utility on links with undeterm ned
connectivity, to the point that they cannot be used exclusively
within Ad Hoc network domains. (Note that [RFC5498] provides | ANA
al l ocations for MANET protocols as a conplenentary publication.)

[ RFC5889] suggests d obal Unicast [ RFC4291] (aka "GUA") and Uni que-
Local [RFC4193] (aka "ULA") addresses as Ad Hoc network addressing
candi dates. However, GUAs and ULAs are topol ogy-oriented address
types that nust be obtained through either adninistrative actions or
an address autoconfiguration service based on | Pv6 proxy/servers that
connect Ad Hoc networks to |arger Internetworks. (In particular

t opol ogy-oriented address types are typically obtained through DHCPv6
nmessages and/or Router Advertisenent Prefix Information Options with
prefix length shorter than 128.) Since such |nternetworking services
may not always be avail abl e, however, this docunent asserts that a

t opol ogy-i ndependent and uni que Ad Hoc network |ocal |Pv6 address
type is needed. The address type may include multiple sub-types,
sonme of which may be coordinated with address registration services
and others that may be partially or fully self-generated.
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The key feature of these Ad Hoc network adaptation |ayer |Pv6
addresses is that they must have excellent statistical uniqueness
properties such that there is little/no chance of conflicting with an
address assi gned by another node. The addresses need not include

t opol ogy-oriented prefixes, since the (newy-formed) Ad Hoc networks
may not (yet) connect to established |nternetworking topol ogies.

Ad Hoc network nodes nust be able to use adaptation |ayer |Pv6
addresses for continuous |ocal conmmunications and/or to coordinate
t opol ogy-oriented addresses for assignment on other interfaces. A
new "Multilink Local" scope for the | Pv6 scoped addressing
architecture [ RFC4007] with scope greater than LLA but |esser than
ULA/ GUA is therefore needed. This docunent therefore defines a new
uni que | ocal unicast address variant known as the "Multilink Loca
Address (M.A)".

Candi date MLA exanples are found in [ RFC7343] [ RFC9374] [ RFC9602]. The
| Pv6 address assignnment policy is clarified in [ RFC9812].

2. 1Pv6 Ad Hoc Network Local Addressing

The 1 Pv6 addressing architecture specified in [ RFC4007], [RFC4193]
and [ RFC4291] defines the supported | Pv6 unicast/multicast/anycast
address types with various scopes. ULAs and GUAs are typically
obt ai ned through Statel ess Address AutoConfiguration (SLAAC)

[ RFC4862] and/or the Dynamic Host Configuration Protocol for |IPv6
(DHCPv6) [ RFCB415], but these services require the presence of |Pv6
I nternetworking infrastructure which may not be continuously or even
intermttently available in spontaneously-fornmed Ad Hoc networKks.

Interface attachnents to Ad Hoc networks have the interesting
property that a multihop router Rwill often need to forward packets
bet ween nodes A and B even though R uses the same interface in the

i nbound and out bound directions. Since nodes A and B nay not be able
to comuni cate directly even though both can comruni cate directly
with R the transitive property for link connectivity does not apply
and the | Pv6 Nei ghbor Discovery (ND) Redirect service cannot be used.
Conversely, R may need to forward packets between nodes A and B via
different interfaces within an Ad Hoc network that includes multiple
distinct links/regions. Due to these indeterm nant multilink
properties, exclusive use of IPv6 LLAs is also out of scope.

Thi s docunent therefore introduces a new | Pv6 M.A address type based
on one or nore well-formed | Pv6 prefixes "TBD::/N' (see: | ANA

Consi derations). After a node creates an MLA, it can use the address
within the context of spontaneously-organized Ad Hoc networks in
which two or nore nodes cone together in the absence of stable
supporting infrastructure and can still exchange |Pv6 packets with
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little or no chance of address collisions. The node can linmt MA
usage to bootstrapping the assignnent of topol ogy-oriented |Pv6
addresses through other neans nentioned earlier. The node can
instead extend its M.A usage to |longer termpatterns such as
sust ai ned conmuni cati ons with single-hop neighbors on a local |ink or
even between Ad Hoc network multihop peers.

3. Assigning an MLA to an Interface

I Pv6 MLAs are topol ogy-independent and can therefore be assigned to a
virtual interface of the node with a /128 prefix length (i.e., as a
singl eton address). The node can then begin to use an MLA as the
Sour ce/ Destination Address of |Pv6 packets that are forwarded over an
interface attachment to an Ad Hoc network rmultihop forwarding region

A node can specifically assign an MLA to a | oopback interface to
support the operation of Ad Hoc network routing protocols and also to
an Overlay Multilink Network (OMNI) Interface

[1-D. tenplin-6man-omi 3] to support extended conmuni cations with
renote peers over an OVNI virtual |ink.

MLAs may then serve as a basis for nultihop forwardi ng and/or for

| ocal nei ghborhood di scovery over other |IPv6 interface types. Due to
their uni queness properties, the node can assign MAs as optim stic
addresses per [ RFC4429], however it should take actions to deconflict
if it detects in-service duplication

4. M.As in the Scoped Addressing Architecture
Wth reference to a debate that concluded in the earliest years of

the third millennium a case could be made for reclaimng the
deprecated site-local address prefix "fecO::/10" for use as a top-

| evel M.A prefix. However, sone inplenentations still honor the
deprecation and continue to regard the prefix as a defunct historica
artifact.

[ RFC3879] docunents the deprecation rationale including the assertion
that "Site is an IlIl-Defined Concept”. However, the concept of an Ad
Hoc network is a coherent |ogical one based on tine-varying
(rmultilink) connectivity and not necessarily one constrai ned by

physi cal boundaries. Especially in Ad Hoc networks that enploy a
proactive local routing protocol the list of avail abl e adaptation

| ayer addresses in each network is continuously updated for tenporal
consi st ency.

For exanple, an IPv6 node nay connect to nultiple distinct Ad Hoc

networks with a first set of interfaces connected to network "A", a
second set of interfaces connected to network "B', etc. According to
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the scoped | Pv6 addressing architecture [ RFC4007], the node woul d
assign a separate MLA to virtual interfaces associated with each Ad
Hoc network interface set A, B, etc. and maintain separate Ad Hoc
network mnultihop routing protocol instances for each set. MAs A B
etc. then provide a basis for unique router IDs for the separate
routing protocol instances, but the I Pv6 node nmay elect to

redi stribute discovered adaptation |ayer routes between the

i nstances. The uni queness properties of MAs nust therefore
transcend | ogi cal Ad Hoc network boundaries but w thout "I eaking”
into external networks.

A nmeans for entering Ad Hoc network |local |Pv6 Zone Identifiers in
user interfaces is necessary according to [ RFC9844]. Exanples of an
Ad Hoc network |ocal unicast address qualified by a zone identifier
are as follows:

TBD: : 884e: 9d2a: 73f c: 2d94%net A

TBD: : ¢63d: 9724: f ca: 1237%et B
Thi s docunent updates the | Pv6 scoped addressing architecture
[ RFC4007] by introducing a "Multilink-Local" unicast addressing
scope. |In particular, this docunent adds a third uni cast address
scope to Section 4 of [RFC4007] as foll ows:

* Miltilink-Local scope, for uniquely identifying a node’s attached
Ad Hoc net works.

The size rel ationship anong scopes is further updated as:

* For unicast scopes, link-local is a smaller scope than Miltilink-
Local, which is a smaller scope than gl obal

In [ RFC4007], Section 5 under: "Zones of the different scopes are
instantiated as follows", add the new bullet:

* Each Ad Hoc network and the interfaces attached to that Ad Hoc
network conprise a single zone of Multilink-Local scope (for
uni cast) .
5. MAs for Ad Hoc Networks

Thi s docunent updates [ RFC5889] to add a new address type "Multilink-
Local" to the list of I Pv6 address types found in Section 1 as:

* For |Pv6, these addresses may be gl obal [RFC3587], Unique-Loca
[ RFC4193], Multilink-Local [RFCXXXX] or Link-Local [RFC4291].
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6. Address Sel ection

"Default Address Selection for Internet Protocol Version 6 (IPv6)"

[ RFC6724] provides a policy table that specifies precedence val ues

and preferred Source Address prefixes for specific Destination

Addresses. "Preference for | Pv6 ULAs over |Pv4 addresses in RFC6724"

[I-D.ietf-6man-rfc6724-update] updates the policy table entries for

ULAs, |Pv4 Addresses and the 6to4 prefix (2002::/16).

Thi s docunent proposes a further update to the policy table for |Pv6

MLAs. The proposed update appears in the tabl e bel ow
draft-ietf-6man-rfc6724-update Updat ed
Prefix Precedence Label Prefix Precedence Label
::1/128 50 0 ::1/128 50 0
2110 40 1 2110 40 1
o ffff:0:0/96 20 4 o ffff:0:0/96 20 4
2002::/16 5 2 2002::/16 5 2
2001::/32 5 5 2001::/32 5 5
fc00::/7 30 13 fc00::/7 30 13
1196 1 3 1196 1 3
fec0::/10 1 11 fec0::/10 1 11
3ffe:: /16 1 12 3ffe:: /16 1 12

TBD: : / N 4 14 (*)

(*) value(s) changed in update

Figure 1: Policy Table Update for Miultilink Local Addresses
Wth the proposed updates, this new M.A address type appears as a
| esser precedence than I Pv6 GUAs, |IPv6 ULAs and | Pv4 addresses but as
a greater precedence than deprecated |Pv6 prefixes
Requi renent s

| Pv6 nodes assign unique M.As to an I Pv6 virtual interface (e.g., an
OWI interface) configured over underlying interface attachnents to

Ad Hoc networks. |f the node becomes aware that a tentative self-
generated MLA is already in use by another node, it instead generates
and assigns a new MA. |If the node becones aware that an M.A for

which it holds a certificate through an official registration service
is already in use by another node, it should |log and report the
incident to the registration service authority.

I Pv6 routers MAY forward | Pv6 packets with adaptation | ayer M.A
Source or Destination Addresses over multiple hops within the sane Ad
Hoc network as an adaptation |ayer function
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10.

11.

I Pv6 routers MUST NOT forward packets with adaptation |ayer M.A
Source or Destination Addresses to a link outside the packet’s Ad Hoc
networ k of origin, although MLAs MAY occur as network |ayer |1Pv6
Source or Destination Addresses in packets forwarded between disjoint
MANETs via the virtual overlay.

I mpl ement ati on Status
I n progress.
I ANA Consi derati ons

| ANA considerations will be updated with specific requirenents for
M_A del egations prior to publication

Security Considerations

I Pv6 M.As include very |arge uniquely-assigned bit strings in both
the prefix and interface identifier components which together provide
anpl e uni queness properties.

Wth the random generation procedures expected for the various MA
types, the only apparent opportunity for MA duplication would be
through either intentional or unintentional msconfiguration

Certain M.A types may have cryptographically generated portions tied
to a certificate with the node’s public key while other portions of
the address identify a registration service where address proof-of -
ownership can be confirnmed. This stands in contrast to autononously
assigned and fully self-generated MLAs while relying entirely on
statistical uniqueness properties.

An | Pv6 node that configures an MLA and assigns it to a virtua
interface with an optimstic expectation of uniqueness should
therefore be prepared to deconflict legitimte duplications.
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Appendi x A.  Change Log
<< RFC Editor - renove prior to publication >>
Differences fromearlier versions:

Draft -28 to -29
* Updated abstract, introduction and references.

Draft -27 to -28
* Renmpved section on "Obtaining and Assigning | Pv6 ULAs/ GUAsS" as
out of scope for this docunent.
* Version update.

Draft -26 to -27
* Significant updates to requirements.

* Relaxed "1x1" assignnment of M.As to a single MANET.
* Included references for candi date M.A types.
Draft -24 to -26
* Stress address deconfliction instead of deprecation when

address duplication is detected.

* Security considerations for MA types that support renote
attestation.

* Discussion of site as an ill-defined concept in contrast to
"Multilink Local Scope".

Draft -23 to -24
* Change reference to RFC6296.

* Added nore expl anation about Ad Hoc NetworKks.
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*  M.As now assigned only to a virtual interface associated with
the Ad-Hoc network and not the physical interfaces thensel ves.

* Added specifics of how this docunent updates other RFCs.
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