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2.1. Anendrent 1.1: Prefix Del egation Adninistration

The AERQ OMNI base specifications include conprehensive instructions
for Clients to request and receive Mbile Network Prefix (MNP) I P
Prefix Delegations (PDs) fromthe nobility service. The

speci fications suggest that the dient should apply these MNP PDs on
downstream attached (or, "tethered") End User Network (EUN)
interfaces but do not discuss specific MNP adm nistrative procedures.

Per this anmendnent, when a Cient receives an MNP PD it should
provision the MNP over EUNs in a nmanner consistent with [ RFC9663] and
[ RFCO9762]. More specifically, the dient assigns sone portions of
the MNP to its EUN interfaces and optionally al so sub-del egates ot her
portions of the MNP to requesting EUN nodes. The Cient can also use
a virtual interface such as a | oopback as an EUN i nterface. The
Client should then assign an | P address taken fromeach EUN prefix to
a correspondi ng EUN i nterface using standard | P address

(aut o) configuration procedures.

The Client then associates the | Pv6 Subnet Router Anycast (SRA)
address [ RFC4291] corresponding to the MNP with the OWN interface
but does not assign it to the interface. For exanple, if the dient
receives the IPv6 MNP PD 2001: db8:1::/48, it can either accept
packets with an SRA address 2001:db8:1:*::/64 as the destination and
respond with packets that use one of the Cient’s EUN addresses as
the source or forward the packet to an EUN router that configures a
nmore-speci fic sub-prefix of the ::/48. In the first case, the

wi | dcard response woul d represent all sub-prefixes as reachabl e when
in fact sonme may not be assigned to any EUN links; in the latter
case, an adversary nay be able to map the EUN i nternal subnets.

After the Cient configures the SRA address and assi gns EUN addresses
it can operate as an I P host over the OMNI interface according to the
weak end system npdel [RFC1122] while also serving as an |P router
for its EUNs. The Cdient then engages host and router operations the
same as per [RFC4861] and [ RFC8200] except that the Cient engages
the OVWNI interface as a combi ned host/router interface.

When the Client acts as a host over the OWI interface, it can send
Router Solicitations (RSs) to elicit Router Advertisements (RAs) from
OWNI |ink Proxy/Servers. The Cient can then use its EUN addresses
for packets exchanged between its |ocal applications and
correspondents reached via OMN |ink neighbors. (Wen the Cient has
no EUN addresses, it can instead use its OMNIl interface Multilink
Local Address (M.A) [I-D.tenmplin-6man-ma] with the understanding
that the packets may be routable only within the OW link limted
domai n.)
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Wien the dient acts as a router over the OWNI interface, it forwards
| P packets between EUN peers and correspondents reached via OMNI |ink
nei ghbors but never sends RA messages over the OWNI interface. This
may require the Cient to enable IP forwarding on the OWI interface
but without representing itself as an router in OW 1link |Pv6

Nei ghbor Di scovery (I Pv6 ND) nmessages. The dient instead sends RAs
over its EUN interfaces that include EUN portions of the MNP in
Prefix Information Options (PIGs) and also represents itself as a
router in other EUN interface | Pv6 ND nessages.

Note that the Cient could also optionally assign each EUN address it
configures to the OWI interface. This would give the outward
appearance of strong end system support [RFC1122], albeit with added
complexity and ambiguity for the Client to coordinate the sanme |IP

uni cast address assigned to nultiple interfaces.

Further details on MNP PD admi nistrative options are beyond the scope
of this anendnent.

2.2. Anendnent 1.2: AERO OVMNI M_A Addressing

In the addressi ng nodel supported under the current specifications,
the M_LAs of all nodes within the OWNI link Iimted donmain (including
Clients, Proxy/Servers and others) should be reachable by all other
nodes on the link. MAs of nodes beyond the extent of the OWI Iink
wi || appear as unreachabl e destinations though they may be reachabl e
within other OWI links. This is due to the Iimted domain nature of
OWI link routing for MLAs and hi ghlights why M.As nust appear as a

| ower preference than other GQUAs in address sel ection policies.

In this addressing nodel, an MLA prefix (e.g., 2001:30::/28

[ RFC9374]) is configured on-link on the OV interface and any M.A
routes di scovered by Mbile Ad-hoc NETworking (MANET) routing
protocols are maintained in an alternate routing table instead of the
mai n kernel routing table. The MANET routing protocol can then
manage its multihop routes dynamically as necessary while the network
| ayer forwards all packets with MA destinations into the OWN
interface. The on-link nature of the MLA prefix will cause the
network | ayer to invoke address resolution for destination MAs
within the limted domain. This will cause the OV Address

Resol ution Source (ARS) to either return an NA(AR) nessage locally
for locally-known M.As or propagate the NS(AR) nessage over the OWNI
link to elicit an NA(AR) response from an Address Resol ution Tar get
(ART).

The ARS' s NS(AR) uses the invoking packet’s address or its local MA

as the Source, uses the MLA of the target as the Target and uses the
solicited-node multicast address as the Destination. |If the original
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packet’s source address is not on-link on the OMNI |ink, the OW
interface also includes a Route Information Option (RO with a
prefix that covers the source address as an OWNI sub-option. The
ART's NA(AR) uses the NS(AR) target as both the Source and Target and
uses the NS(AR) source as the Destination. AERO routing will cause
these nessages to traverse the OW |ink as OAL-encapsul ated packets
and return fresh reachability information.

2.3. Amendnment 1.3: Address Resolution for Non-M.As

Non- MLAs i ncl ude MNP/ FNP addresses and ot her GUA addresses nat ched
only by "default". These prefixes must be configured as reachable
(but not on-link) via the OWNI link. dients therefore configure
routes in the IPv6 routing systemthat cover M\Ps and/or FNPs and
with next hop set to the Link-Local Address (LLA) of the OWN
interface internal virtual router. This will cause all packets with
destinations within these off-link prefixes to be delivered to the
virtual router. The route(s) may include specific MNP/FNP prefixes
or even the full Mbility Service Prefix and/or ::/0 (i.e., default).

The OWNI link virtual router then acts as an ARS to resol ve
adaptation | ayer addressing information for the packet’s destination
prefix internally within the adaptation |layer and w thout disturbing
the network layer. While address resolution is in progress, the
virtual router maintains a short queue (possibly only a single entry)
of packets destined to the ART prefix in the spirit of [RFC4861]
(noting that many distinct destinations may match the same ART
prefix). The virtual router may alternately forward packets destined
to the ART prefix while bypassing the queue with the understanding
that they may be dropped in the network while address resolution is
still in progress. The virtual router should not attach subject
packets awaiting address resolution to NS(AR) nessages, as they nmay
be produced by high-vol ume applications (e.g., "flood-pings") that
send many unacknow edged packets wi thout waiting for a response.

In this off-link nodel, the ARS s NS(AR) nessage uses the M.A
assigned to the OW interface as the Source, a /64 Subnet Router
Anycast address that covers the subject packet’s destination address
as the Target and the target’s solicited-node multicast address as
the Destination. |[|f the original packet’s source is not on-link on
the OWNI interface, the NS(AR) also includes an OVWNI RI O sub-option
with a prefix that covers the source. The ART' s responsive NA(AR)
message uses its own MLA as the Source, the NS(AR) target as the
Target and the NS(AR) source as the Destination. The NA(AR) also
includes an RROwith a prefix that covers the NS(AR) target. The
target and source OWN interfaces then cache the RIO information as
address resolution results.
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Thi s enhanced address resolution allows the ARS and ART to di scover
information for entire I Pv6 prefix ranges w thout necessarily
conveying reachability information for specific destinations (or even
sub-prefixes) within the prefix. The systemtherefore depends on the
target network returning | CVMPv6 Destination Unreachabl e messages for
unreachabl e destinations within (reachable) prefixes the sane as for
any router.

2.4. Amendment 1.4: OWI Interface Virtual Router

The virtual router entity within the OW interface nust present
itself to the network layer as a mininmally qualified | Pv6 router
according to | Pv6 node requirenents [RFC8504]. This includes using
its internal LLA to send solicited and unsolicited Router
Advertisements as well as respond to Nei ghbor Solicitations by
returning solicited Nei ghbor Advertisenents.

The virtual router entity uses its internal LLA as the Source or
Destination Address for message exchanges with the network |ayer

The virtual router entity should al so provide a configuration option
allowing it to either respond to or ignore |CMPv6 Echo Request
nmessages addressed to its internal LLA or the subnet router anycast
address for its MA prefix(es).

The virtual router can announce itself to the network | ayer
proactively when an OMNI interface is first enabled, or it may
instead wait for the network |layer to generate a Router Solicitation
(RS). In both cases, the virtual router is responsible for
coordinating with its sel ected Proxy/ Servers.

2.5. Anendnent 1.5: OWN Interface Nei ghbor Cache

Each OMNI interface maintains a standard | Pv6 network | ayer nei ghbor
cache the same as for any IPv6 interface and al so mai ntains an

i nternal adaptation |ayer neighbor cache. The network |ayer nei ghbor
cache maintains entries (NCEs) for the adaptation layer as a virtua
router as well as for active on-link destinations only, while the
adapt ati on | ayer nei ghbor cache maintains NCEs for both on-Iink
destinations and off-link prefixes reached via the OMNl interface.
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Each network | ayer NCE resolves to a singular OMNI interface interna
link-1ayer address; this neans that all NCE destinations woul d appear
to belong to the sane (singular) neighbor. The adaptation |ayer
virtual router entity will then map the network | ayer NCE to the
correspondi ng adaptation |ayer NCE by exam ning the | P source or
destination address rather than the |ink-layer address. This

rel ati onship establishes a 1x1 mappi ng between the network | ayer as a
virtual host and the adaptation |ayer as a virtual peer host/router
on a shared link

The network and adaptation | ayer nei ghbor caches are affected by the
transm ssion and reception of |1Pv6 Neighbor Discovery (IPv6 ND)
messages according to the base specifications. [|Pv6 ND nessages

af fect both the network | ayer and adaptation | ayer caches for on-1link
addresses, while only the adaptation |ayer cache is affected for off-
i nk addresses.

When the OWN interface forwards an | Pv6 ND nmessage from t he network
|l ayer to the adaptation layer, the adaptation | ayer renoves the
Sour ce/ Target Link Layer Address Option (S/ TLLAO and resets the |IPv6
source address fromthe network | ayer Link-Local Address (LLA) to the
node’s MLA if necessary. The adaptation |ayer does not reset the

| CMPv6 checksum before perform ng OAL encapsul ati on and transni ssion
over an underlay interface since the OWI option checksum protects
integrity as an adaptation |layer service. The |ICWv6 checksum wi ||
then appear sinply as a randombit string over the wire to be ignored
by the OAL destination as well as all QAL intermedi ate nodes

When the underlay forwards an OAL-encapsul ated | Pv6 ND nessage to the
adaptation layer, the OAL first verifies the OMNI checksumthen
processes any OVWN sub-options and perforns decapsul ation. The QAL
then inserts a S/TLLAO that includes the MAC address assigned to the
OWI -internal virtual Ethernet interface and for RA nessages only
resets the I Pv6 source address to the virtual router entity’'s LLA
The QAL then re-cal cul ates/resets the | CMPv6 checksum and forwards
the IPv6 ND nessage to the network layer via the OMWNI interface. The
network layer will then accept the nmessage under the assunption that
it originated froman on-link nei ghbor.

2.6. Anendnent 1.6: Scal abl e Mappi ng

Scaling properties for the worldw de civil aviation airplane

popul ation are likely to remain within reasonabl e bounds for the pure
BGP routing systemdiscussed in [I-D.tenplin-6man-aero3] for the
foreseeabl e future. (A single BG system can presumably support
O(10*6) routes when considering the scaling properties of the gl oba
public Internet BGP service.) However, the advent of unmanned air
systems and all other manners of nobile nodes will soon present
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multiple orders of magnitude nore mobility targets which may exceed
the carrying capacity of a BGP-only service

In order to support unbounded scaling, the BGP routing system can be
limted to carry only the M_As of all Proxy/Servers on the OMI |ink
(and possibly also the MNPs/ FNPs/ MLAs of a |imted nunber of nobile
nodes) wi thout carrying the entire popul ati on of nobile node MNP/ FNP/
M.A information. Each MAP Proxy/ Server then registers the MNP/ FNP
routes and M.A addresses of its dependent mobile nodes with a

scal abl e nmappi ng systemthat can be used to resolve a target address
based on | ongest prefix match into a MAP Proxy/ Server M.A address.
The Donmai n Nanme System (DNS) ip6.arpa reverse zone can be used for
this purpose as suggested in [ RFC9374].

Address resolution is then based on a two-phase operation where the
address resolution request is first forwarded (e.g., via a default or
nore-specific route) to a Gateway which consults the DNS to determ ne
the MLA of the current MAP Proxy/ Server for the address resol ution
target. The mappi ng system agent then changes the QAL destination to
the di scovered MLA and forwards the address resolution request to the
MAP which returns a fully qualified address resol ution response.

By mai ntaining nobile node to MAP nappings in a scalable ancillary

| ookup directory database, the BGP routing systemonly needs to scale
to the total popul ation of Proxy/Servers and Gateways that make up
the OWMNI link (plus possibly also a limted nunber of nobil e nodes).
This is likely to remain within acceptable scaling [imts even for
extrenely |l arge nobil e node popul ations for the foreseeable future.

Note that the Gateway perforns these mappi ng system | ookups only for
subj ect prefixes associated with the OWI link, e.g., those covered
by MSPs or any well-known FNPs. For other subject prefixes that
match only "default" the Gateway returns an address resol ution
response with a Route Information Qption (RIOQ that includes a /64
prefix covering the target address while including its own MLA as the
address resolution result.

Note al so that MAP Proxy/ Servers need only add or replace DNS
resource records with the I'P prefix mappings as they receive

registration requests fromnew Clients. |If the Cient noves to a new
MAP Proxy/ Server, the new MAP sinply replaces the old resource
records with fresh information. |If the resource records expire

before a new MAP Proxy/ Server supplies fresh information, the records
are renoved

A obal propagation del ays for DNS resource record updates and the

| ocation privacy considerations for nobile node affiliations with MAP
Proxy/ Servers suggest that the OMNI |ink should configure a "two-
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faced" DNS service infrastructure maintai ned separately fromthe
gl obal public DNS. Such a service should be optimzed for fast
updates so that Gateways al ways receive fresh address resol ution
i nfornation.

2.7. Anendnent 1.7: Address Duplication Inplications

An implicit assunption in AEROOW is that |IP address duplication
within the sanme OMNI |ink domain could result in an unresol vable and
harnful interaction for any nodes affected. The AERQ OWN routing
system and nei ghbor di scovery services are founded on an expectation
of uni queness of the M\Ps/FNPs/ MLAs cl ai med by nodes. The MA in
particular is carefully coordinated with a registration authority and
bound to a public key identity to ensure uni queness. MNP/ FNP

del egations are simlarly bound to an MLA when del egated by AERQ OWN
infrastructure supporting nodes to prevent duplication

On the other hand, |ink-Ilayer address duplication (while presumably
rare) would result in sinply mnor perfornmance congestion since the

I P stacks of the nodes with duplicate |ink-layer addresses would
reject any ms-directed packets while the stacks of routers would be
abl e to discern control nessages based on their | Pv6 M.A addresses as
a unique node identifier. Wile Iink-layer address duplication is
not desirable, it should have no harnful operational effects.

2.8. Anendnent 1.8: Setting Auth O fset

The OWNI option trailer includes a 1-octet Auth Ofset field that
encodes the offset fromthe begi nning of the OVW sub-options to the
first authentication (or "authentication hel per") sub-option. This
allows for nmore efficient authentication verification at CAL
destinations since they need not wade through potentially |ong
concat enati ons of |eading non-authentication sub-options.

When an OMNI option does not assert an authentication/hel per sub-
option offset, the OAL source can set Auth Ofset to any val ue no
smal ler than OVNI Length. For exanple, the QAL source can sinply set
the value 'ff’ as an unanbi guous indication that no offset is

assert ed.

2.9. Anendnent 1.9: Surrogate Multilink Pilots (MPs)

The AERO OMNI base specifications require that control nessages
(including 1Pv6 ND and Multilink Pilot (MP) messages) nust be
transmtted as whol e packets not subject to QAL fragnmentation. Very
| arge original |IP packets may therefore be unsuited to serve as M
messages.
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In that case, the QAL source can continue to hold | arge packets in a
queue (or release themto follow a sub-optinmal path) while sending
unsol i cited Nei ghbor Advertisenent (uNA) nessages that include
Source, Destination and Fl ow Label information copied fromthe |arge
packet as surrogate MPs.

Transm ssion of surrogate MPs will cause OAL internedi ate systens to
securely establish AFVI state, after which the QAL source can rel ease
any | arge packets (while applying fragnentation if necessary foll owed
by header conpression) to follow the new y-established AFVI path in
the data pl ane.

2.10. Amendnment 1.10: Extended AFVI TLVs

The OWNI specification defines a segment Routing Header (SRH) TLV
ternmed the AERO Fl ow Vector Index (AFVI) TLV. This anmendnent defines
an extended formof the AFVI TLV to include a Sequence Nunmber and

W ndow si ze as shown bel ow

i T s i o S i i S R I S I S S S M
| Type | Length | 1] W ndow |
B T S i T s i i e e SEI S
| AERO Fl ow Vector | ndex (AFVI) |
i R e e i i e i i s ik e N N S
I+- +- +- Sequence Number (8 octets) -+ +- I+

L- B e T T R T i i S i S S i S S +-L
Figure 1: Extended AFVI TLV
In this extended form
* Type is set the sane as in the OVWN specification.

* Length is set to 14.

* | is an "lnitialize" flag used for the sanme purpose as in the OWI
speci fication.

* Wndowis a 15-bit integer that encodes the size of the current
send window in units of 512 Sequence Nunbers. For exanple, if
W ndow encodes the value 128 the current send window is (128 *
512) = 65536 Sequence Numbers.

* AERO Fl ow Vector Index (AFVI) is a 32-bit field used for the sane
purpose as in the OVNI specification.
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* Sequence Nunber is an 8-octet field that encodes the sane val ue
that woul d appear in the Extended Fragment Header (EFH). For
unfragnment ed control messages, this value can therefore include a
Sequence Nunber used to establish AFV state.

When the OAL source includes this extended form of the SRH AFVI TLV
in unfragnmented control messages, it should not also include an

Ext ended Fragnent Header (EFH) as it would only include redundant or
conflicting information that could confuse OAL internedi ate systens.
The SRH AFVI TLV al so has the distinct advantage that it is covered
by the authentication signature included in the SRH HVAC TLV.

Thi s anendnment therefore deprecates inclusion of the EFH in
unfragment ed control messages and mandat es inclusion of the SRH
extended AFVI TLV in its place.

Thi s anendnent further deprecates inclusion of the OVWNI Nei ghbor
Synchroni zati on sub-option, as all w ndow synchronization will be
uni di rectional based on the SRH AFVI TLV and therefore no TCP-1ike
bi directi onal handshaking i s necessary.

2.11. Anmendnent 1.11: Path Change Mtigations

The AERO specification includes path change nmitigations that permt
an QAL internediate node to revert to sending packets with

unconpr essed headers when the next hop in the AFV path has changed.
The OAL destination is then responsible for returning | CMPv6

Par amet er Probl em nessages with code "Conpressed header expected".

In open Internetworks not protected by |ower |ayer security, however,
this arrangement could open a Denial of Service (DoS) vector in which
an unaut hori zed source produces a flood of packets w th unconpressed
headers causing an QAL destination to return false path change
reports.

The QAL internedi ate node should therefore return an | CMP Paranet er
Probl em nessage (subject to rate limting) with code "Conpressed
header expected" (see: [I-D.tenplin-6man-aero3]) and then forward
packets wi th unconpressed headers only if the underlay network is
secured agai nst DoS spoofi ng.
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2.12. Amendnent 1.12: MAP Proxy/ Servers

The OWNI specification inplies that all First Hop Segnent (FHS)
Proxy/ Servers should be eligible to also act as distributed Mbility
Anchor Points (MAPs). For FHS Proxy/ Servers positioned in highly
dynani ¢ environments, however, this mght |lead to undesirable
interactions with the OW link routing system These dynam ¢ FHS
Proxy/ Servers shoul d therefore not accept the MAP rol e t hemsel ves,
but should instead act as transparent proxies to forward Cient
registration requests to MAPs |ocated in nore stable environnents.

The Cient discovers the list of eligible MAPs for the OW |ink by
querying the Domain Nane System (DNS) for the OMNI |ink Potenti al
Router List (PRL). The PRL query returns a |list of MAP Proxy/ Server
resource records that include the MLA, underlay IP address(es) and
geographic positioning information for each MAP. dients can then
sel ect specific MAPs by placing the MLA in an OVWN Router
Solicitation (RS) Destination Address; the FHS Proxy/ Server for the
Client’s link will in turn transparently proxy and forward the RS to
the MAP.

Clients may selectively test connectivity to candi date MAPs before
sel ecting one with the desired perfornmance profile. The MAP shoul d
in turn defer its interactions with the OV 1link routing system
until the Cient indicates its intention to commit. This anendnent
therefore adds a new (Qomit flag to the OMNI Proxy/ Server Contr ol
sub-option as shown in Figure 2:

i i i T i I S i e s o o i i
|  Sub-Type=15 | Sub-Length |M PN A RC Reserved
R et e s i o e s i i

Figure 2: Proxy/Server Control Wth (Qommt Flag

When the Client sends an RS to test a candi date MAP Proxy/ Server’s
reachability and performance, it includes a Proxy/ Server Control sub-
option with the (Qommt flag set to 0. The MAP Proxy/ Server then
returns a Router Advertisement (RA) nessage w thout conmtting to
serve the Cient. Wien the Cient instead sets the (CQommt flag to
1, the MAP Proxy/ Server returns an RAwith zero lifetinmes if it is
unable to commit. Oherw se, the MAP Proxy/ Server creates a Nei ghbor
Cache entry, delegates the Cient’s requested MNP(s) and injects the
Client’s MNP(s) and MLA into the OMNI |ink routing system The MAP
Proxy/ Server then returns an RAwith valid lifetines.
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3.

7.

I mpl ement ati on Status

A wite-fromscratch reference inplenentation is under active
i nternal devel opnent, with rel ease version v0.8 tagged on March 4,
2026. Future versions will be nade available for public rel ease.

I ANA Consi derations

Thi s docunent includes no actions for | ANA
Security Considerations

The security considerations in the normative references apply.
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Appendi x A. Change Log
<< RFC Editor - renmove prior to publication >>
Di fferences from-07 to -08:

* Added i npl enentation status section.

* Permt packet forwarding while address resolution is in progress.

Differences from-06 to -07:

* (Carified |Pv6 ND nessage exchange requirenents between network

and adaptation | ayers.
Di fferences from-05 to -06:
* Subnet Router Anycast address for non- MLA NS/ NA
Differences from-04 to -05:
* Reverted to off-link nodel for non-MAs.
Differences from-01 to -04:
* Further clarifications on on/off-link nodels.
* Added anmendnent 1.12 on MAP Proxy/ Servers.
Differences from-00 to -01:
* Added amendnments 1.2 through 1.11.
Differences fromearlier versions:
* First draft publication.
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