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Abst r act

Thi s docunent specifies the SlinWre Protocol (SW) Core: a slim
binary framing (record) |ayer and envel ope format for interoperable
agent/tool nessaging with profile-based extensibility and a machi ne-
verifiabl e conformance nodel. SWP Core provides a transport-

i ndependent nessage boundary definition (u32_be length prefix), a
mandat ory-t o-i npl ement envel ope encodi ng (E1) based on unsi gned
LEB128 uvarints and length-delimted byte strings with a TLV
extension bl ock, and profile dispatch by numeric profile identifiers.
Profiles define application semantics (e.g., tool invocation mapping
and agent task lifecycle) and are carried opaquely by Core. This
docunent al so specifies confornmance cl asses and gol den vector
artefacts executed by a spec-vector runner, and defines a security
bi nding (S1) requiring an authenticated confidential channel (e.g.,
TLS 1. 3).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 24 August 2026
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described in Section 4.e of the Trust Legal Provisions and are
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1.

I nt roducti on

Contenporary LLM systens increasingly behave as distributed systens:
they invoke external tools, delegate |ong-running tasks to other
agents, streaminternedi ate progress, exchange artefacts, and operate
across organi sational trust boundaries. |In practice, these

behavi ours are inpl enented via heterogeneous application protocols
over transports such as HITP stream ng and stdio.

Two application-level protocol efforts have gained traction: the
Model Context Protocol (MCP) (https://nodel contextprotocol.iol
specification/ (https://nodel contextprotocol.io/specification/)) and
Agent 2Agent (A2A) (https://a2a-protocol.org/ (https://a2a-

protocol .org/); overview https://devel opers. googl ebl og. com en/ a2a- a-
new- er a- of - agent -i nteroperability/

(https://devel opers. googl ebl og. coni en/ a2a- a- new er a- of - agent -
interoperability/)). MCP standardi ses tool invocation and di scovery
(comonly JSON-RPC over defined transports), while A2A standardi ses
agent -t o- agent del egati on and di scovery. Both operate at the
application | ayer.

As depl oynments nove into federated, cross-boundary settings,
integration friction often arises below the application |ayer

message boundary detection, size limting, replay policy,

correlation, identity surfacing for authorisation and audit, and
failure semantics are repeatedly reinplemented at gateways and
adapters. SWP addresses this by defining a mninmal substrate: a
record | ayer and envel ope that carry nmultiple profiles under a stable
di spatch nodel, with explicit security binding requirenents and a
machi ne-veri fiabl e conformance suite.

Thi s docunent specifies SWP Core (fram ng, envel ope, El encoding, and
profile dispatch), plus the conformance and security binding

requi renents needed for interoperable deploynments. SWP profiles

(i ncluding mappi ngs for MCP and A2A and additional infrastructure
primtives) are referenced but are not fully specified herein unless
required for Core interoperability.

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 when, and only when, they appear in all capitals, as shown here.
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BCP 14 is specified by RFC 2119 (https://www. rfc-editor.org/rfc/
rfc2119 (https://ww. rfc-editor.org/rfc/rfc2119)) and clarified by
RFC 8174 (https://ww.rfc-editor.org/rfc/rfc8174 (https://ww.rfc-
editor.org/rfc/rfc8174)).

Thi s docunent uses the follow ng terns:

* Frame_: Alength-delimted unit on a byte stream consisting of a
32-bit big-endian length prefix and an encoded envel ope.

* _Envel ope_: The Core-level header containing versioning, profile
dispatch identifiers, correlation identifiers, and an opaque
profil e payl oad.

* Profile_: A defined semantic | ayer above Core identified by a
nuneric profile_id_ and a profile-defined nsg type . Profiles
defi ne payl oad schemas, processing rules, and confornmance vectors.

* _Binding_: A set of requirements that constrain how Core and
profiles are carried over a transport (e.g., security binding S1
payl oad encodi ng bi nding P1).

3. SWP Core Overview

SWP Core defines (1) message framing on a byte stream (2) a mninal

envel ope surface for dispatch, and (3) a mandatory envel ope encodi ng

(El). Profiles define application semantics and payl oad formats and

are carried as opaque bytes in the Core envel ope.

3.1. Core Framng
A SW streamis a sequence of frames. FEach frane MJST be encoded as:

* N.: a 32-bit unsigned integer in network byte order (big-endian),
fol | owed by

* exactly _N_octets containing one encoded envel ope.

A receiver MIST reject a frame if any of the follow ng conditions
hol d:

* the 4-octet length prefix is truncated;
* _N_ equal s zero;
* N_ exceeds a local maximum frane size limt (MAX FRAVE BYTES)

* the envelope body is truncated (fewer than _N_ octets renain);
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* the envel ope body cannot be decoded by the sel ected envel ope
encoding (E1 for Core vl).

MAX_FRAME BYTES is a local policy paraneter and MJST be confi gurabl e.
I mpl enent ati ons SHOULD enforce MAX FRAME BYTES before allocating
buffers sized by _N_.

NOTE: SWP Core is transport-independent and can run over any reliable
byte stream neeting the security binding (S1). HITP/2 provides a
distinct binary framng layer for HTTP semantics (RFC 9113,
https://datatracker.ietf.org/doc/htm/rfc9113
(https://datatracker.ietf.org/doc/htm/rfc9113)); gRPC defines an
addi ti onal nessage frami ng convention over HITP/ 2

(https://github. com grpc/grpc/ bl ob/ master/ doc/ PROTOCOL- HTTP2. nd
(https://github. com grpc/grpc/ bl ob/ mast er/ doc/ PROTOCOL- HTTP2. nd) ) .
SWP simlarly defines explicit message boundaries but is not tied to
HTTP/ 2.

3.2. Core Envel ope Fields
A decoded envel ope consists of the following required fields:

* version_ (uvarint): Core protocol version (this docunent
specifies version 1).

* _profile_id_ (uvarint): profile dispatch identifier.
* neg_type_ (uvarint): profile-defined message type

* flags_ (uvarint): Core behaviour flags. Unknown flag bits MJST
NOT change interpretation

* ts unix_ms_ (uvarint): sender timestanp in Unix mlliseconds
(policy-control |l ed freshness).

*  neg_id_(bytes): nmessage identifier for correlation and replay/
dupl i cation handli ng.

* _payload_ (bytes): opaque profile payl oad bytes.

The Core MUST NOT interpret profile payload bytes. D spatch
deci si ons MJST be based only on (version, profile_id, nsg type,
flags) and | ocal policy/state.

meg_id | ength MIUST be bounded. |Inplenentations MJST reject nmsg_id
val ues shorter than M N MSG | D BYTES or |onger than MAX MSG | D BYTES
M N_MSG | D BYTES and MAX MSG | D BYTES are protocol paraneters; this
docunment RECOMVENDS M N_MSG | D BYTES = 8 and MAX_MSG | D BYTES = 64
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The Core MJST enforce a maxi mum payload size linit

(MAX_PAYLOAD_BYTES) i ndependent of MAX_FRAME_BYTES

MAX_PAYLOAD BYTES MUST be configurable and SHOULD be strictly |ess

than MAX_FRAME BYTES to al |l ow envel ope over head

4. E1 Envel ope Encoding

El is the mandatory-to-inpl enent envel ope encoding for Core version

1. E1 encodes envel ope fields in a fixed order using unsigned LEB128

uvarints and length-delinmted byte strings. El1 includes a TLV

ext ensi on bl ock that can be skipped by inplenmentations that do not

recogni se extension types.

4.1. Encoding Primtives

E1l defines two primtive encodi ngs:

* _uvarint_: an unsigned integer encoded using base-128 LEB128,
where each octet carries 7 bits of value and the nost significant
bit indicates continuation. The |east significant group is
encoded first.

* bytes : a length-delinted octet string encoded as _uvarint
length_ followed by exactly |length_ octets.

An E1 decoder MJST reject mal forned varints and MJST enforce a varint
| ength bound. This docunment RECOVMMENDS rejecting uvarints |onger
than 10 octets and rejecting values that overfl ow 64-bit unsigned
range.

4.2. Field Oder and Layout

Wthin the frame body (the _N_ octets after the length prefix), E1
encodes the envelope fields in the foll owi ng exact order

1. _version_ (uvarint)

2. _profile_id_ (uvarint)
3. _nmsg_type_ (uvarint)
4. flags_ (uvarint)

5. _ts_unix_ms_ (uvarint)
6. _nsg id_(bytes)

7. _extensions_ (bytes; TLV extension block; MAY be enpty)
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8. _payload_ (bytes)

A decoder MJST treat absence of any required field as an invalid
envel ope. A decoder MJST NOT reinterpret unknown flag bits or
unknown extension types. Unknown extension types MJST be ignored.

4.3. TLV Extension Bl ock

The _extensions_ field is itself a length-delimted byte string. |Its
content is a sequence of TLV entries. Each entry is encoded as:

* _ext_type_ (uvarint)
* _ext_value_ (bytes)

This construction is TLV because _ext value_is length-delinited.
Unknown ext type val ues MJST be ignored and ski pped by readi ng
ext _value length and advanci ng that many octets.

I mpl enent ati ons MJUST enforce an upper bound on extension bl ock size
(MAX_EXT_BYTES) and MUST reject nmessages whose extension block |ength
exceeds that bound. MAX EXT BYTES is a local policy paranmeter and
SHOULD be confi gurabl e.

Extensi on type allocation is governed by the profile registry policy.
Low ranges are reserved for Core/bindings and higher ranges for
profil e-defined extensions. This docunent does not define a gl oba
extension registry beyond these allocation principles.

5. P1 Payl oad Encodi ng Bi ndi ng

SWP Core treats payl oad bytes opaquely. To enabl e independent

i mpl ementability and determ nistic conformance testing for profile
payl oads, SWP defines a nmandatory payl oad encodi ng bi nding P1 for
profiles that opt into structured payl oad encodi ng.

P1 specifies Protocol Buffers (proto3) wire format as mandat ory-to-
i mpl ement for applicable profiles. Protobuf proto3 guidance is
docunented at https://protobuf.dev/programm ng-gui des/ prot 03/
(https://protobuf.dev/progranm ng-gui des/ proto3/).

Rationale (informative): Protobuf supports conpact binary payl oads,
establ i shed forward/ backward compatibility discipline (stable field
nunbers; unknown fields ignored), and byte-level golden vectors.

Nor mati ve schenma annexes: this specification set includes normative

.proto files for Pl profile payloads (e.g., SWP RPC, events,
artifacts, and A2A- mapped nessages). The .proto annexes are
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distributed with the SWP spec kit and are referenced by profile
specifications. |Inplenentations claimng conformance to a profile
that uses P1 MJUST decode payl oads using the correspondi ng normative
. proto schema.

Exception: the MCP mapping profile carries MCP JSON RPC payl oad bytes
opaquely to preserve MCP senantics and avoid semantic drift. MCP
specification is available at https://nodel cont ext protocol.io/
specification/ (https://nodel contextprotocol.io/specification/).

6. Profile Registry and profile_id Allocation

Core di spatch depends on a stable registry of nuneric profile
identifiers (profile_id). profile_id values MUST NOT be reused. A
profile specification MIST define its profile_id, msg_type space,
payl oad binding (e.g., P1 protobuf or opaque), and confornmance
vect ors.

Thi s docunent defines the following initial allocation guidance:
* profile_id 1: MCP mapping profile (opague JSON RPC byt es).

* profile_id 2: A2A profile (agent task |lifecycle and rel ated
nmessages) .

* profile_id 3-9: reserved for future foundational profiles/
bi ndi ngs.

* profile_id 10-19: reserved for extended infrastructure primtive
profiles.

Al'location policy (informative): new profile_id assignments SHOULD be
acconpani ed by (1) a profile specification, (2) conformance vectors
for core behaviours and error paths, and (3) an explicit
conpatibility statenent. Experinental/private-use identifiers should
be confined to a clearly segregated range as defined by the profile
regi stry document for the SWP spec kit.

7. Conformance C asses and Gol den Vectors
SWP defines conformance classes (C0 through C5) to enabl e scoped
i npl ementation clainms. Each class corresponds to a set of required

vector namespaces. |nplenmentations MJST state whi ch conformance
class clains are support ed.
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7

7

1. Conformance C asses

Conf or mance cl asses are cumnul ative. A higher class includes al
requirenents of |ower classes. The class taxonony is:

| dass | Intended | Required conponents (illustrative) |
| | claim | |
[ el ooy oo s s oo e ey o}
| CO | Core | Core framing + E1 encoding + S1 binding

| | baseline | requirenents |
Fomm o - Fom e e o - o m e e e e e e e e e e e e e e e eeee e +
| C1 | MCP bridge | CO + MCP napping profile |
N Fomm e oo - o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| C2 | A2A | G + A2A profile |
| | baseline | |
Fomm o - Fom ek o m e e e e e e e e e e e e e e e e e eeee e +
| C3 | Runtine | GO + RPC + EVENTS + OBS profiles |
| | primtives | |
N Fomm e oo - o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| &4 | Data plane | C3 + ARTIFACT + STATE profiles |
AR, R oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| C5 | Federation | C4 + discovery + tool discovery + |
| | | credential + policy hint + relay profiles

S T o m m e e e e e e e e e e e e e e eeee oo +

Table 1: SWP Confornmance C asses
2. ol den Vector Format
The conformance suite consists of golden vectors. Each vector pairs:

* a binary fixture (.bin) containing the exact on-the-wire frane
bytes (u32_be length + E1 envel ope bytes);

* a JSON descriptor (.json) containing expected outcone (accept/
reject), expected error codes, and assertions.

Vectors include positive cases, negative cases exercising each
rejection path, and boundary cases for size limts and reserved/
unknown behavi ours. Profiles MJST provide vectors for required
i nvariants and error handli ng.

A spec-vector runner executes vectors and emts a reproducible JSON
summary. The runner supports a strict "no-fall back” node that fails
any vector requiring fallback evaluation. This enables a clear

di stinction between (a) specification-level validation and (b)

i mpl ement ati on-only confornmance runs.
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The SWP spec kit includes runner output schema documentation and
artefact bundl e gui dance. |Inplenmentations SHOULD publish artefact
bundl es (stdout |ogs and JSON summaries) when naking public

conf ormance cl ai s.

Wre fixture (.bin):
[u32_be N] [El envel ope bytes]

El | ayout (field order):
versi on(uvarint)=1
profile_id(uvarint)=1
msg_type(uvarint)=1
flags(uvarint)=0
ts_uni x_ns(uvarint)=0
meg_i d(bytes)=len 16 + 16 octets
ext ensi ons(bytes)=len 0
payl oad(bytes)=len 0

Expected (.json):
{

"vector_id": "el 0001 _valid_m n_envel ope",
"expected": {

"outcone": "accept",

"assert": {

"version": 1,
"profile_id": 1,
"meg_type": 1
"payload len": O

Figure 1: Exanpl e Conformance Vector (Illustrative)
8. Security Considerations
SWP Core is intended for federated depl oynents and therefore
specifies a security binding (S1) that constrains channel properties
required before frames are processed.
8.1. Sl Security Binding
S1 requires that SWP frames be carried over an authenticated

confidential channel providing: confidentiality, integrity, peer
aut hentication, replay resistance, and downgrade resistance.
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A concrete and wi dely depl oyed instantiation is TLS 1.3 (RFC 8446,
https://datatracker.ietf.org/doc/htm/rfc8446
(https://datatracker.ietf.org/doc/htm/rfc8446)). When TLS is used,
i mpl ement ati ons SHOULD use depl oynent - appropri ate aut hentication
(e.g., mutual TLS) and MJUST fail closed on authentication or
integrity failures.

SWP Core includes a sender tinmestanmp (ts_unix_ns) that MAY be used
for freshness enforcenent. |If freshness enforcement is enabl ed,
receivers MIST reject franes outside a configured acceptance w ndow.
If freshness enforcenent is disabled, this MJST be docunented by the
i mpl ement ati on and depl oynent.

8.2. Credential/Del egation and Policy Hnts

Federated agent/tool systens often require delegation ("act on behal f
of ") and constraint propagation. SW profiles may carry credenti al
and del egation artefacts as opaque tokens with explicit expiry and
chain-length limts, and may carry policy hints (e.g., residency
restrictions, cost budgets, network restrictions) with defined
conflict and violation signalling.

These profiles are intentionally mniml and do not define a full | AM
systemor policy |anguage. They provide a portable signalling
surface suitable for relays and cross-organi sati on governance.

8.3. (Observability Context Propagation

Distributed tracing propagation is standardi sed by WBC Trace Cont ext
(https://www wW3.0org/ TR/ trace-context/ (https://ww. w3.org/ TR trace-
context/)). OpenTelenmetry adopts WBC Trace Context as the default
propagati on format and documents context propagation behavi our at
https://opentel emetry. i o/ docs/ concept s/ cont ext - propagati on/
(https://opentel enetry.io/docs/concepts/context-propagation/). SW
observability profiles align with these standards to enabl e cross-hop
trace correlation without proprietary propagation conventions.

I mpl enent ati ons SHOULD avoi d propagati ng sensitive identifiers across

organi sati onal boundaries and SHOULD apply data minimsation to
propagat ed cont ext.
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9

10.

I mpl ement ati on Status

The SWP spec kit is acconpani ed by an execut abl e proof - of - concept
(PoC) inplenentation used to generate and val i date conformance
vectors via the spec-vector runner. The PoCis a reference artefact
rat her than a production deploynent, intended to exercise framng,
envel ope decodi ng/ encodi ng, profile dispatch, and confornmance

eval uati on end-t o-end.

Earlier iterations used JSON payl oad parsing for sonme profile

handl ers whil e specifying P1 protobuf payload binding as nornative.
This mi smatch has been resol ved: P1 protobuf payl oad binding is now
both normative for applicable profiles and inplenented in the PoC for
spec-vector execution. MCP mapping remains byte-preserving and
carries JSON-RPC bytes opaquely to avoid semantic drift.

Eval uation and Reproducibility

SWP eval uation is grounded in nachi ne-verifiable confornmance
artefacts. The spec-vector runner executes gol den vectors and enits
a JSON sunmary with a versioned schema, run provenance, per-vector
results, and explicit indication of fallback usage. Strict node (no-
fal |l back) provides an inplenmentation-only signal

The SWP spec kit recommends publishing a conformance artefact bundle
consisting of: (1) runner command lines, (2) runner stdout |ogs, (3)
JSON summaries, and (4) the runner output schema documentation

# Default run (fallback pernitted)
make vectors SPEC VECTOR ARGS="-pattern ’'confornmance/vectors/core_*.json
act s/ conf ormance/ core. defaul t.json"

# Strict run (inplenentation-only; fallback disall owed)
make vectors-strict SPEC VECTOR ARGS="-pattern 'confornance/vectors/core_*.json’ -json-ou
t artifacts/conformance/core.strict.json"

# Optional convenience targets (if provided by the repository)
make confornmance-core
make conformance- al

11.

Figure 2: Illustrative Artefact Bundl e Commands
Depl oynment and Interoperability Scenarios

SWP is designed for increnental adoption. Representative scenarios
i ncl ude:
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12.

13.

* _MCP bridging (Cl)_: deploy SWP Core + MCP mapping behind a
gateway that translates between MCP transports and SWP fram ng.
MCP payl oad bytes remai n opaque and can be forwarded byte-
preservingly.

* Federated delegation (C2)_: two organi sati ons exchange agent
tasks using SWP Core + A2A profile over an Sl-conpliant channel,
with stable peer identity surfacing for authorisation and audit.

* Unified RPC/events/artefacts (C3/C4/C5) : a deploynent uses SWP
profiles for RPC, events, observability, and artifact transfer to
carry task execution, progress, trace correlation, and artefact
ref erences on a single secured connection

Limtati ons and Non- Goal s

SWP Core is intentionally narrow. The following are explicit non-
goal s for this docunent:

* Replacing MCP or A2A; SWP is intended to carry and bridge them as
profiles.

* Defining a new | AM systemor full policy |anguage; credential and
policy profiles are propagation/signalling surfaces.

* Mandating a single transport; SWP runs over any channel meeting
S1.

* Speci fying nessage-| evel end-to-end cryptography across relays; Sl
is a channel security binding.

* Providing Core-level nultiplexing; multiplexing is transport- or
profile-level.

This docunent is a Core substrate specification. Profile
specifications define additional semantics and may inpose further
requirenents for particul ar depl oynment environnents.

Concl usi on

SWP Core provides a mninal, independently inplenentable substrate
for federated agent/tool conmunication: a rigorous record |ayer, a
conpact envel ope with nandatory E1 encoding, explicit profile

di spatch, and a confornmance nodel based on cl asses, gol den vectors,
and reproduci bl e artefact bundles. By separating a stable substrate
fromevol ving application semantics (profiles), SWP ains to reduce
bespoke gateway | ogic and nmake interoperability clains verifiable.
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14. | ANA Consi derations

Thi s docunent nakes no requests of | ANA
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Appendi x: | npl ementati on and Confornmance Notes (I nfornative)

I mpl enent ati ons that claimSW conformance should publish: (1)
supported conformance cl asses, (2) artefact bundle outputs from
default and strict runs, and (3) any depl oynent-specific policy
paraneters (size limts, timestanp freshness policy, peer

aut hentication node). The SWP spec kit includes runner output schema
docunent ati on and conformance cl ai m checkli sts.
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