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Abst r act

Thi s docunment specifies an echo service for Bundl e Protocol Version 7
(BPv7) networks. The echo service receives bundles at a well-known
endpoint and reflects them back to the originator, nmaking only the

m ni mal changes necessary to route the response. This enabl es round-
trip tinme nmeasurenent and end-to-end connectivity verification in

Del ay- Tol erant Networks. This docunent requests | ANA allocation of a
wel | - known | PN service nunber and DTN dermux for the echo service.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://ricktayl or.github.io/echo-service/draft-tayl or-dtn-echo-
service.htm . Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-tayl or-dtn-echo-service/.

Di scussion of this docunent takes place on the Del ay/Di sruption

Tol erant Networking Working Group mailing list (nailto:dtn@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/dtn/.
Subscribe at https://ww. ietf.org/milmn/listinfo/dtn/.

Source for this draft and an issue tracker can be found at
https://github. com ricktayl or/ echo-service

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Tayl or Expi res 21 August 2026 [ Page 1]



I nterne

t-Draft BPEcho

February 2026

Internet-Drafts are draft documents valid for a maxi num of six nonths
may be updated, replaced, or obsol eted by other docunents at any

and

tinme.

mat e
Thi s

Copyri g

rial or to cite themother than as

Internet-Draft will expire on 21 August 2026

ht Notice

It is inappropriate to use Internet-Drafts as reference
"work in progress."”

Copyright (c) 2026 | ETF Trust and the persons identified as the

docu
Thi s

lice

Pl ease revi ew these docunents carefully,
and restrictions with respect to this docunent.

extr

described in Section 4.e of the Trust Lega

ment authors. All rights reserved.

docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
nse-info) in effect on the date of publication of this docunent.
as they describe your rights

Code Conponents

acted fromthis docunent nust include Revised BSD License text as

Provi sions and are

provi ded without warranty as described in the Revised BSD License.

Table o

1.
2
3

Appe
A.

Tayl or

f Contents
I nt roducti on

Conventions and Tern1no|ogy .
Echo Service Specification

Ref er ences

1. Nor mati ve References
.2. Informative References

ndix A Ping CUients . . .
1. Round-Trip Time Calculatlon

Expi res 21 August

.1. Service Endpoint

2. Bundl e Processing .

3.2.1. Primary Block .

3.2.2 Payl oad Bl ock .

3.2.3 Ext ensi on Bl ocks

3.2.4. Status Reports

3.2.5 Security Bl ocks

3. dient Considerations

3.3.1. Session Disanbiguation
3.3.2. Bundle Integrity

3.3.3. Fragnentation

Security Considerations . .

.1. Amplification Attacks

.2. Information Disclosure

.3. Resource Exhaustion

I ANA Consi derations . .
.1.  Well-Known Service Reglstratlon

2026

OCOOOoOwOONN~NOOTIUORADMDWwW

RPRRRRERE
PRPRPOOOO

[ Page 2]



I nternet-Draft BPEcho February 2026

A. 2. Endpoint Selection . . . . . . . . . . . . . . . . ... 12
A 3. Payload Format . . . . . . . . . . . . . . . . . . ... 12
A 4. Statistics . . . . . . . . . . . . . . . . . . . . . .. 13
Author’s Address . . . . . . . . . . . . . . . . . . . . . . . . 13
1. Introduction

Del ay- Tol erant Networks (DTNs) present uni que chall enges for network
di agnostics. Unlike traditional 1P networks where | CVP Echo (ping)
provi des i nmedi ate feedback, DTN bundles m ght traverse store-and-
forward paths with significant delays. Nevertheless, the ability to
verify end-to-end connectivity and neasure round-trip tinme renains
essential for network operators.

Thi s docunent specifies an echo service for Bundle Protocol Version 7
[ RFC9171]. The service operates as a sinple reflector: it receives
bundl es addressed to its well-known endpoint and returns themto the
originator, making only the mininmal changes necessary to route the
response.

Conceptual ly, the echo service acts as a | oopback w thin the node.
Upon receiving a bundle, it clones the bundl e and swaps source and
destination endpoint identifiers, then submits this response bundl e
to the local BPA for transm ssion. The BPA processes the response
bundl e as it would any outbound bundl e, applying standard extension
bl ock handling, routing, and forwarding. This design neans the echo
service itself perfornms mnimal processing, delegating nost bundle
handling to the BPA

The echo service is intentionally sinple: it performs only bundl e
reflection with no payload interpretation or special processing.

This sinmplicity ensures maxi muminteroperability, as any confornmant
echo service will behave identically regardl ess of inplenentation. A
st andardi zed echo service enabl es the devel opnent of diagnostic tools
such as ping clients that can operate across heterogeneous DTN

depl oynent s.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses term nology fromthe Bundle Protocol Version 7
specification [ RFC9171].
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Echo Service: A Bundle Protocol service that reflects received
bundl es back to their originator.

Refl ection: The process of creating a response bundl e by swappi ng
source and destination, preserving all other bundle content to the
extent possible. The echo service nakes only the mni num changes
necessary to route the bundle back to the originator

3. Echo Service Specification
3.1. Service Endpoint

An echo service MJST register to receive bundles at a well-known
endpoint identifier. Two endpoint schemes are defined:

I PN Schene: Service nunber 128 on any node. For exanple, ipn:2.128
represents the echo service on node nunber 2. |nplenentations MAY
al so support service nunber 7 for backwards conpatibility with
exi sting depl oyments; service nunber 7 is in the Private Use range
per [ RFC9758] and cannot be reserved.

DTN Schene: The denux echo on any node. For exanpl e,
dtn://exanpl e. dtn/ echo represents the echo service on the node
wi t h node- nanme exanpl e. dtn.

An i nmpl enent ati on MAY support additional endpoints beyond these well -
known val ues, but MJST support at |east one of the well-known
endpoi nts defi ned above.

3.2. Bundle Processing

The echo service operates conceptually as a | oopback: upon receiving
a bundle, it clones the bundle with source and destinati on swapped,
then submts the response bundle to the I ocal BPA for transni ssion
The BPA then processes the response bundle as it would any out bound
bundl e, applying standard extension bl ock handling, routing, and

f orwar di ng.

Thi s nodel neans the echo service itself perfornms mniml processing
- it nodifies the primary bl ock and preserves the payl oad, then

del egates all other bundle processing to the BPA. The bl ock-specific
behavi or described bel ow reflects this division of responsibility.

The echo service MJST NOT generate bundl es other than reflections of

recei ved bundles. Oher services at the node SHOULD NOT generate
bundl es using the echo service endpoint as source.
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3.2.1. Primary Bl ock

The echo service nodifies the primary block to route the response
back to the originator. Since the primary block is nodified, its CRC
MUST be recal cul ated before transmi ssion. The CRC type MJST NOT be
changed.

The foll owi ng specifies the handling of each primary block field:

Source and Destination: The echo service MJST set the destination to
the received bundl e’ s source, and MJUST set the source to the echo
service’'s endpoint (the received bundl e’ s destination).

Creation Tinmestanp and Lifetime: The echo service MJST preserve the
creation tinmestanp and lifetime unchanged. Preserving these
fields allows the originating client to control the maxi mum round-
trip tinme for the bundle.

Bundl e Processing Control Flags: The echo service MJST preserve the
bundl e processing control flags unchanged.

Report-to EID: The echo service MJST preserve the report-to EID
unchanged. |If the original sender requested status reports, this
ensures reports about the response bundle are delivered to the
sane endpoint.

Not e: When the creation tinestanp is preserved, a theoretica
collision is possible if two bundles fromdifferent originators
arrive with identical creation tinmestanps. Both reflections would
have the same source and creation tinestanp, making them

i ndi stinguishable. This is extrenely rare in practice and represents
an acceptabl e trade-off; diagnostic tools that use the echo service
are typically designed to tol erate occasi onal packet |oss.

3.2.2. Payload Bl ock

The payl oad block is central to the echo service' s purpose: it
carries the data that the client expects to receive back unchanged.
The echo service MJST preserve the payl oad bl ock exactly as received.
This preservation allows clients to verify round-trip integrity by
conparing the reflected payl oad agai nst what was originally sent.
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3.2.3. Extension Bl ocks

The echo service preserves extension blocks in the cloned bundl e,
retaining each bl ock’s block type code, block processing contro
flags, CRC type, and bl ock-type-specific data. Block nunbers SHOULD
NOT be changed, as other bl ocks (such as BPSec bl ocks) nay reference
them CRCs MJST be recal cul ated for bl ocks whose content changes
during BPA processing.

Since the echo service submts the response bundle to the BPA for
transm ssion, the BPA applies standard [ RFC9171] extension bl ock
processi ng, updating bl ocks as appropriate for an outbound bundl e.

For unrecogni zed bl ocks, the BPA applies bl ock processing control
flags per [RFC9171], Section 4.2.4, respecting the "Delete bundle if
bl ock can’t be processed" flag (bit 2) and discardi ng unrecogni zed
bl ocks that lack this flag.

The foll owi ng subsections describe the expected behavior for comonly
used extension bl ocks.

3.2.3.1. Hop Count Bl ock

If the received bundl e contains a Hop Count Bl ock (block type 10),
the echo service preserves it in the response bundle. Wen the BPA
processes the outbound response bundle, it increments the hop count
as specified in [RFC9171]. |If the hop count exceeds the hop limt,
the BPA will delete the bundle rather than forward it. dients need
to set hop limts with this additional increnment in mnd.

3.2.3.2. Previous Node Bl ock
If the received bundl e contains a Previous Node Bl ock (block type 6),
the echo service preserves it; the BPA updates it during nornal
forwardi ng processing.

3.2.3.3. Bundl e Age Bl ock
If the received bundl e contains a Bundl e Age Bl ock (bl ock type 7),
the echo service SHOULD preserve it unchanged. The BPA updates the
bundl e age during nornmal forwardi ng processing.

3.2.3.4. Oher Extension Bl ocks

For any ot her extension blocks, the echo service preserves themin
the cloned bundl e, and the BPA applies standard bl ock processing.
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3.2.4. Status Reports

When the received bundl e has status report request flags set, the
echo service node generates nmultiple status reports for the bundle’s
j our ney:

1. *Received*: Generated when the BPA receives the bundle at the
echo service node

2. *Delivered*: Generated when the BPA delivers the bundle to the
echo service

These reports are sent to the report-to endpoint specified in the
ori gi nal bundle and describe the original bundle's arrival at its
destinati on.

The response bundl e, having preserved the status report request
flags, will generate its own separate status reports:

1. *Forwarded*: Cenerated when the BPA forwards the response bundl e
fromthe echo service node

2. *Received* and *Forwarded*: Generated at each internedi ate node
on the return path

3. *Delivered*: Generated when the response bundl e reaches the
originating client

Since the response bundl e al so preserves the report-to endpoint
(Section 3.2.1), these reports are sent to the sane destination
Clients can distinguish original bundle reports fromresponse bundl e
reports by examining the bundle identifier in each status report.

Note: Status reporting is optional per [RFC9171] and many BPA
i npl ementations disable it by default. dients cannot rely on
receiving status reports for correct operation

3.2.5. Security Bl ocks

Bl B and BCB bl ocks as defined in [RFC9172] require no specia
handl i ng; they are processed as extension bl ocks per Section 3.2.3.

3.3. dient Considerations
VWil e the echo service specification focuses primarily on the

reflector, certain requirenments apply to clients to ensure correct
operation. This section defines those normative requirenents.
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3.3.1. Session Disanbiguation

VWhen multiple clients run concurrently on the same node, each session
nmust be di stingui shable so that responses are delivered to the
correct client. Miltiple concurrent clients on the sane node MJST
use distinct source endpoint identifiers. Per [RFCO171], each
application instance registers with a unique endpoint ID, and the
combi nation of source and destination provides session disanbi guation
at the bundle | ayer without requiring any session identifier in the
payl oad.

3.3.2. Bundle Integrity

Clients that wish to sign bundles for integrity verification nust
account for the fact that the echo service nodifies the primary bl ock
during reflection. |If a client signs bundles with a Bl B whose
Integrity-Protected Plaintext (IPPT) includes the primary bl ock
(integrity scope flags bit 0 set per [RFC9173]), the signature wll
be computed over the original prinmary bl ock contents. Wen the echo
service swaps the source and destination, the primary bl ock changes,
and verification of such a BIBw Il fail.

To ensure that integrity verification succeeds on the reflected
bundl e, clients that sign bundles SHOULD clear the "include prinmary
bl ock" flag (bit 0) in their integrity scope flags. Wth this flag
cleared, the BIB signature covers only the payl oad and optionally the
security headers, all of which remain unchanged through reflection

3.3.3. Fragnentation

Di agnostic clients SHOULD set the "bundl e nust not be fragnmented"
flag in bundles sent to the echo service. Fragnentation conplicates
round-trip time measurenent and payl oad verification: fragnments m ght
take different paths, arrive out of order, or be |lost independently.
Setting this flag ensures the bundle either traverses the network
intact or is dropped, providing cleaner diagnostic results.

If aclient needs to test path MIU, it can send bundl es of increasing
size with fragnentation disabl ed and observe which sizes succeed.
Thi s approach directly reveals the path’s maxi nrum bundl e size rather
than relying on fragnmentation behavi or

4. Security Considerations

This section discusses security issues relevant to the echo service
and potential mtigations.
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Anplification Attacks

Li ke any echo or reflection service, the Bundl e Protocol echo service
could potentially be used for anplification attacks if the response
bundl e is larger than the request. This mght occur if the echo
servi ce adds extension blocks to the response. To mitigate this

ri sk, inplenmentations SHOULD:

* Rate-limt echo responses, particularly from previously unseen
source endpoints

* Monitor for unusual traffic patterns that m ght indicate abuse

* Consider requiring authentication via Bundle Protocol Security
[ RFC9172] in sensitive depl oynents

In practice, the anplification potential is |imted because the echo
service preserves the payl oad unchanged and is expected to nmake

m ni mal nodifications to the bundle. Any anplification would cone
only fromsnmall differences in bundle overhead.

I nformati on Di scl osure

Echo responses inherently confirmthe exi stence and reachability of
the echo service endpoint. Additionally, round-trip tine

measur enents m ght reveal information about network topol ogy, path
characteristics, and store-and-forward del ays that could be useful to
an adversary mappi ng a network

In sensitive environments where this infornmation disclosure is a
concern, operators MAY:

* Restrict echo service access to authenticated endpoints using
BPSec

* Disable the echo service entirely on nodes where diagnostics are
not required

* Deploy the echo service only on designated di agnostic nodes rather
than t hroughout the network

Resource Exhausti on

An attacker could attenmpt to exhaust echo service resources by
sending a |l arge volunme of bundles or bundles with very |arge

payl oads. Since the echo service nmust clone and retransmt each
received bundle, this creates both nmenory and bandw dth pressure.
| mpl enent ati ons SHOULD:
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* Limt the maxi mum payl oad size accepted for reflection
* Inplement rate limting on both connections and bundl e processing

* NMbnitor resource usage and reject or delay bundl e processi ng when
under stress

5. | ANA Consi derati ons
5.1. Well-Known Service Registration
Thi s docunent requests |ANA to extend the "’ipn’ Schene URI Well -

Known Service Nunbers for BPv7" registry established by [ RFCO758] to
i nclude a "DTN Denux" colum, and to register the follow ng entry:

S el ety s el ety
| Value | DTN Demux | Description | Reference |
[ el s oo et s oo e ey
| 128 | echo | Echo Service | (this docunent)

+------- R I i I I I I +

Table 1. Echo Service Registration

The | PN service nunmber and DTN denux together define a well-known
Bundl e Protocol service. For the |IPN schenme, the service nunber is
appended to the node number (e.g., ipn:2.128). For the DTN schene,
the denmux is appended to the node-nanme to formthe denmux conponent of
the URI (e.g., dtn://exanple.dtn/echo).

Note: The | PN value 7 has been used by convention in existing

i mpl ementations, nmirroring the well-known UDP port for the Echo

Prot ocol [RFC862]. However, service nunbers 1-127 are desi gnated
Private Use per [RFC9758]. This docunent requests service numnber
128, the lowest value in the Standards Action range. |Inplenentations
MAY continue to support service nunber 7 for backwards conpatibility.
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Appendix A. Ping Cients

Thi s appendi x provi des non-normative gui dance for inplenenting ping

clients that use the echo service. Wile the echo service

specification defines the reflector behavior, effective ping clients
require careful attention to timng, session managenent, and payl oad
desi gn.

A.1. Round-Trip Tine Calcul ation

Accurate round-trip time (RTT) neasurenent is the primary purpose of

nost ping inplenentations. Ping clients should cal culate RTT using

locally stored tinestanps rather than tinmestanps enbedded in the
payl oad:

RTT = response_receive_tinme - request_sent_tinmes[sequence_nunber]

Thi s approach offers several advantages:

* Requires no clock synchronization between nodes

* Wirks correctly even if the payload is corrupted

* Avoids serialization overhead in the timng path
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The client should nmaintain a map from sequence nunber to sent
timestanp. It should popul ate the map when each request is
transmtted and consult it when each response arrives. Entries
shoul d be renoved after a configurable tinmeout to prevent unbounded
menory grow h.

A. 2. Endpoint Selection

As required by Section 3.3.1, multiple concurrent clients on the same
node use distinct source endpoint identifiers.

For exanple, if two concurrent ping sessions on node ipn:1.0 target

i pn:2.128, they shoul d use distinct source endpoints such as

i pn:1.1001 and ipn:1.1002. The bundle protocol agent will then route
responses back to the correct session based on the destination in the
reflected bundle.

A. 3. Payl oad Format

Since the echo service preserves bundl e content unchanged except for
the source and destination swap, the payload format is entirely at
the discretion of the ping client. The echo service does not parse
or interpret the payload, so inplenentations my use any encoding
that suits their needs.

At m ninmum the payl oad need only contain a sequence nunber so that
the client can match responses to their corresponding requests. For
i npl ement ati ons seeking extensibility and interoperability, a CBOR-
based format i s suggested:

[

sequence, ; uint: nonotonically increasing counter
options ; map: optional fields (may be enpty)
]

Figure 1. Suggested Payl oad Fornmat (CBOR)

The options map provides room for future extensions and may incl ude:
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Paddi ng bytes for path MIU testing; allows |
clients to test whether bundl es of various
sizes can traverse the network |
| DIN time ([RFC9171], Section 4.2.6), i.e.,
| mlliseconds since the DIN Epoch, for |
| debuggi ng purposes; while not used for RTT
| calculation (see Appendix A 1), this can |
| hel p diagnose clock synchronization issues

| 2 | Extension | List of attached extension block types; |
| | Bl ocks | enables clients to verify which extension
| | | blocks survive the round trip |
Tabl e 2: Suggested Payl oad Options
A 4. Statistics

Ping clients should track and report standard statistics consistent
with traditional |P ping:

* Bundles transnitted

* Responses received

* Packet | o0ss percentage

* RTT mininum average, maxi num and standard deviation

These statistics provide a quick assessnent of network health and
hel p identify routing problens, congestion, or intermttent
connectivity.

Exanmpl e output format follow ng | CVP ping conventions:

--- ipn:2.128 ping statistics ---

5 bundles transmitted, 4 received, 20% oss

rtt mn/avg/ max/stddev = 1.234/2.567/4.891/1.203 s

Aut hor’' s Addr ess

Ri ck Tayl or
Aal yria Technol ogi es
Emai | : rtayl or @al yria.com
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