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Abst ract

Thi s document specifies the Bundl e Protocol Address Resol ution

Prot ocol (BP-ARP), a nechani smfor discovering the Node ID of a
Bundl e Protocol Agent (BPA) that is reachable at a known Convergence
Layer (CL) address. BP-ARP enables a BPA to resolve CL-1|ayer

adj acency into BP-layer peer relationships, bootstrapping higher-

| evel protocols such as SAND. This document updates RFC 9758 to

all ow external ly received bundles destined to the Local Node

adm ni strative endpoint for registered adm nistrative record types.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://ricktaylor.github.io/bp-arp/draft-tayl or-dtn-bp-arp.htm.
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-tayl or-dtn-bp-arp/.

Di scussion of this document takes place on the Del ay/Disruption

Tol erant Networking Working Group mailing list (mailto:dtn@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/dtn/.
Subscribe at https://ww.ietf.org/mailman/listinfo/dtn/.

Source for this draft and an issue tracker can be found at
https://github. com ricktayl or/bp-arp.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

1.

I ntroduction
Pr obl em St at enent

I'n Bundl e Protocol networks, a Convergence Layer Adapter (CLA) may
di scover |ink-layer adjacency with another node wi thout |earning that
node’s Node ID. For exanpl e:

* A UDP-based CLA receives packets froma previously unknown |IP
addr ess.

* A Bluetooth CLA discovers a nearby device.
* A satellite link becones available to a ground station

In these cases, the CLA knows _how_to reach the nei ghbour (CL
address) but not _who_ they are (Node ID). Wthout the Node ID, the
BPA cannot :

* Install routes to the discovered node.
* Make forwardi ng decisions for bundles destined to that node.
* Participate in neighbour discovery protocols |ike SAND.

Additionally, sone CL protocols convey only a single Node ID during
session establishment. For exanple, TCPCLv4 [ RFC9174] exchanges one
Node | D per peer during contact header negotiation. A node that
supports nultiple Node IDs — such as both an ipn-schene and a dtn-
schene Node ID — cannot advertise all of its identities through the
CL protocol alone. BP-ARP allows discovery of the conplete set of
Node | Ds associated with a peer, regardl ess of CL protoco
limtations.
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1.2. Relationship to SAND

The | ETF SAND protocol [I-D.ietf-dtn-bp-sand] provides secure
adverti senent and nei ghbour hood di scovery at the Bundl e Protocol

| ayer. However, SAND requires the ability to send bundles to

di scovered nei ghbours. BP-ARP provides the bootstrap nmechanismto
resolve CL addresses to Node |Ds, enabling SAND to operate.

CLA di scovers CL adj acency (Nei ghbour)
-> BP- ARP resol ves Nei ghbour -> Peer (|l earns Node |ID)
-> SAND can exchange topol ogy infornmation with known Peer

1.3. Design Rationale

BP- ARP i s designed as a BPA-level operation, not a service-|evel one.
The question "what is your Node ID?" is directed at the BPA itself,
simlar to how | CVMP nessages in |P are handl ed by the I P stack rather
than applications. BP-ARP resolves the singleton identity of a
specific node; it is analogous to ICMP, not |GW. G oup nenbership
di scovery for nulticast or anycast endpoints is out of scope.

For this reason, BP-ARP uses the adnministrative endpoint rather than
a dedi cated service endpoint.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

Bundl e Protocol Agent (BPA): The node-level entity that inplenents
the Bundl e Protocol .

Conver gence Layer Adapter (CLA): A conponent that adapts the Bundle
Protocol to a specific underlying transport.

Conver gence Layer Address (CL Address): A transport-specific address
used by a CLA (e.g., | P address + port for TCP/ UDP).

Endpoint ldentifier (EID): A nane for a Bundle Protocol endpoint,
using either the ipn or dtn URI scheme, as defined in [RFC9171],
Section 4.2.5.1.

Node ID: The EID that identifies a BPA as a whole, as distinct from
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any application service endpoints. [RFC9171], Section 3.1 defines
the Node ID as the endpoint that identifies the BPAitself. Each
URI schene defines the Node ID as foll ows:

* ipn schene: The Node IDis the adm nistrative endpoint, forned
by setting the service nunber to 0. For exanple, ipn:42.0 or
ipn:1.42.0 (with allocator). This is defined in [ RFC9758],
Section 3. 3.

* dtn schene: The Node IDis the node name with no denmux part.
For exanple, dtn://noded42/. This is defined in [ RFC9171],
Section 4.2.5.1. 1.

A node MAY have nultiple Node IDs across different URl schenes.
For exanple, a node might be identified as both ipn:42.0 and
dtn://node42/. Node IDs are by definition singleton endpoints that
uniquely identify a single BPA, multicast and anycast ElDs are not
Node | Ds.

Peer: A renote BPA with a known Node |ID and reachable via a known CL

Nei

addr ess.

ghbour: A CL adjacency where the CL address is known but the Node
IDis unknown.

Address Resolution: The process of discovering the Node |D(s)

3. Pr

3. 1

Tayl or

associated with a Nei ghbour’s CL address.
ot ocol Overview

Message Fl ow
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Node A Node B
(knows B's CL address, (Node ID: ipn:42.0)
doesn’t know B's Node | D)

I I
| BP-ARP Request |
| src: ipn:17.0 |
| dst: ipn:!.0 |
| [sent to B's CL address] |
[=mmmmmm e >|
I
I
I
I

I

| BP- ARP Response

| src: ipn:42.0

| dst: ipn:17.0

| <ommmmmmm I

I I
Node A | earns: |
B's Node IDis ipn:42.0 |

3.2. Addressing

BP- ARP uses | PN addressing exclusively for the probe mechanism The
ARP Request is sent to the Local Node administrative endpoint ipn:!.0,
and t he BP- ARP Response source is the respondi ng node’s ipn-schene
Node ID (e.g., ipn:<node>. 0). Nodes that do not support |PN
addressi ng cannot participate in BP-ARP.

VWi |l e the probe nechani smrequires | PN addressing, the BP-ARP
Response payl oad carries the conplete set of Node IDs for the
respondi ng node, including dtn-schenme Node IDs (e.g., dtn://node4d2/)
al ongsi de i pn-schene Node IDs (e.g., ipn:42.0). This enables

di scovery of all of a node's identities regardl ess of UR schene,
supporting dual - stack depl oyments

3.2.1. RFC 9758 Constraint

[ RFC9758], Section 3.4.2 defines Local Node as Node Number 2732-1
(OXFFFFFFFF), represented as ipn:!.<service> or
i pn: 4294967295. <servi ce>

However, [RFCO758], Section 5.4 states that "all externally received
bundl es featuring Local Node El Ds as a bundl e source or bundle
destination MJUST be discarded as invalid."

Thi s means Local Node (ipn:!.0) cannot be used as the destination for
BP- ARP probes under current [RFCI9758] rules. This specification
updates [RFCO758] to relax this restriction for BP-ARP bundl es; see
Section 4.4 for the full specification
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4. Normative Specification

4.1. Administrative Record Type
BP- ARP uses a single Adm nistrative Record type (TBD1) for both
requests and responses. The bundl e’s destination EID distinguishes
t he two:

* A bundle destined to ipn:!.0 is a BP-ARP Request.

* A bundle destined to a node’'s own administrative endpoint is a BP-
ARP Response

This distinction is unambiguous: a receiving BPA al ways knows whet her
the bundl e was addressed to Local Node or to its own Node ID

4.2. BP-ARP Request
A BP- ARP Request is a bundle with the follow ng properties:
4.2.1. Primary Bl ock

* Source EID: The requesting node's adnministrative endpoint (e.g.,
i pn: <node>. 0).

* Destination EID: ipn:!.0 (Local Node adm ni strative endpoint).

* Bundl e Processing Control Flags: Adm nistrative record flag MJST
be set.

4.2.2. Hop Count Extension Bl ock
BP- ARP Request bundl es SHOULD i ncl ude a Hop Count extension bl ock
(bl ock type 10, per [RFC9171], Section 4.3.3). The hop limt SHOULD
be set to 1. This prevents the BP-ARP Request from being routed
beyond t he i medi ate nei ghbour

4.2.3. Payl oad Bl ock
The payl oad bl ock contains an Adm nistrative Record with type TBDI1.

The payl oad content is either:

* Enmpty: requesting the conplete set of Node IDs fromthe responding
node.

* A CBOR array of already-known Node IDs: requesting only Node IDs
not included in the list (a delta query).
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The payload format is defined in Figure 1 using CDDL.

4.2.4. Transm ssion
The bundl e MUST be sent via the CLA to the specific CL address of the
Nei ghbour. The bundl e MUST NOT be routed through normal RIB | ookup
The Hop Count limt of 1 provides defence-in-depth against ms-
routing.

4.3. BP-ARP Response

Upon receiving a BP-ARP Request, a BPA MJST respond with a BP- ARP
Response.

4.3.1. Primary Bl ock

* Source EID: The ipn-schene Node I D of the respondi ng node (e.g.,
i pn: <node>.0). This MJST NOT be ipn:!.0.

* Destination EID: The source EID fromthe BP-ARP Request.

* Bundl e Processing Control Flags: Admnistrative record flag MJST
be set.

4.3.2. Payload Bl ock

The payl oad bl ock contains an Adm nistrative Record with type TBD1
(the sane type as the request).

If the BP-ARP Request payl oad was enpty, the response payl oad MJST
contain a CBOR array of all Node IDs for the respondi ng node,
i ncluding Node IDs of all supported URI schemes (e.g., both ipn and

dtn). |If the BP-ARP Request payload contained a |ist of known Node
I Ds, the response payl oad MUST contain only those Node |IDs not
present in the request (the delta). |If the requesting node already

knows all Node IDs, the response payload is an enpty CBOR array.

The response MJUST contain only singleton Node IDs that uniquely
identify the responding BPA. Milticast, anycast, or other group ElDs
MUST NOT be included in the response payl oad.

The payload format is defined in Figure 1 using CDDL:

arp-payload = [* eid]
eid = $eid ; As defined in RFC 9171 Section 4.2.5.1

Figure 1. BP- ARP Payl oad For nat
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An exanpl e response payl oad in CBOR diagnostic notation

[2, [1, 42, 0]], / ipn:1.42.0 (3-elenent encoding) /
[1, "//noded42/"] [ dtn://node4d2/ /
]

Figure 2: Exanpl e BP- ARP Response Payl oad

Thi s exanpl e shows a node reporting both an ipn-schene and a dtn-
schene Node I D, denonstrating dual -stack identity discovery.

4.3.3. Processing
The requesti ng node associates all Node IDs in the response with the
Nei ghbour’s CL address. The Nei ghbour is pronpted to Peer with the
di scovered Node I Ds. Routes MAY be installed for each discovered
Node | D.

A response to a delta query is additive: the requesting node conbi nes
the previously known Node IDs with the newy recei ved Node | Ds.

4. 4. Local Node Address Handling

This section specifies the update to [ RFC9758], Section 5. 4.

A BPA i npl enenti ng BP- ARP:

*  MJST accept bundl es destined to ipn:!.0 fromexternal sources if:
- The bundle is marked as an administrative record, AND
- The administrative record type is BP-ARP (type TBD1).

*  MJST validate that such bundles are properly fornatted.

* MUST process valid BP-ARP Requests and generate BP-ARP Responses.

* SHOULD apply rate limting to prevent denial -of-service attacks.

*  MJST continue to discard other externally received Local Node

destination ElIDs unless specifically permtted by a regi stered
adm ni strative record type.

Tayl or Expires 16 Septenber 2026 [ Page 9]



Internet-Draft BP- ARP March 2026

4.5. BP-ARP Policy

A BPA SHOULD provide a configurable policy that controls whether and
when BP-ARP resolution is perforned. This allows administrators to
sel ect an appropriate trust nodel for their deploynment (see

Appendi x A for exanple configurations).

5. Security Considerations
5.1. BPSec Authentication

BP- ARP bundl es SHOULD be aut henti cated using BPSec Block Integrity
Bl ock (BIB) as defined in [RFC9172].

BP- ARP Request bundl es SHOULD include a BIB targeting the payl oad
bl ock, with the requesting node’'s adninistrative endpoint as the
security source. BP-ARP Response bundl es SHOULD i nclude a BIB
targeting the payl oad bl ock, with the respondi ng node’s

admi ni strative endpoint as the security source.

BP- ARP assumes that key material is pre-placed and identity is

al ready established through out-of-band nechani sns. BP-ARP perforns
address resolution only — nmapping a CL address to Node IDs. It does
not establish trust relationships, exchange credentials, or perform
identity bootstrapping. Deploynments requiring credential exchange or
identity verification SHOULD use SAND [I-D.ietf-dtn-bp-sand] after
BP- ARP resol uti on.

5.2. Relaxation of Local Node Rul e

Accepting external bundles destined to ipn:!.0 introduces potentia
security risks:

Spoofing: A malicious node could send fal se BP- ARP Responses.

Deni al of Service: Flooding with BP-ARP Requests coul d overwhel m a
BPA.

I nformation Di sclosure: BP-ARP Responses reveal a node’s Node | Ds.
Mtigations include BPSec BIB authentication (Section 5.1), rate
limting on BP-ARP Request processing, validation that BP-ARP

Requests are properly formatted adninistrative records, and policy
configuration to disable BP-ARP in sensitive environments.
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5.3. Trust Mbodel

The BP-ARP policy configuration allows adm nistrators to choose
appropriate trust levels for their deploynent. For exanple, closed
net wor ks may di sabl e BP-ARP entirely and trust only CLA-provi ded Node
I Ds, while open networks may use BP-ARP to resol ve unknown

nei ghbours. Hi gh-security deploynents may choose to al ways verify,
even when the CLA provides Node | Ds.

6. | ANA Consi derations
6.1. Administrative Record Type
Thi s docunent requests allocation of a new Bundl e Protocol

Admi ni strative Record type fromthe "Bundl e Adm nistrative Record
Types" registry:

[ el oo e

| Value | Description |

[ oo s e e

| TBDL | BP-ARP |

+------- i i +
Table 1

A single type is used for both requests and responses. The bundle’s
destination ElID distinguishes the two: bundles destined to ipn:!.0
are requests; bundles destined to a node’s own adm nistrative

endpoi nt are responses.

6.2. No Service Number Required

BP- ARP uses the existing adm nistrative endpoint (ipn:X 0) and does
not require allocation of a new service nunber.
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Appendi x A.  Policy Configuration
The decision to performBP-ARP resolution is a BPA configuration

option, not a CLA inplenmentation choice. The follow ng table
illustrates exanple policy settings:

[} gty e —_—_——_———————————————————————————(————————(———r L
| Policy | Behavi or |
[ el st
| as-needed | Only probe if CLA provides no Node |IDs (default) |
S IR T I . +
| always | Always probe, verify/augnent CLA-provided Node |Ds |
R T +
| never | Trust CLA, fail if no Node |IDs provided |
S e +

Tabl e 2
Thi s separation ensures:

* CLAs report facts (what they learned fromthe CL |ayer).
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* Admi nistrators configure policy (trust nodel for depl oynent).
* The BP-ARP subsystem executes the configured policy.

Appendi x B. CLA Interface
CLAs report discovered adjacencies to the BPA. A CLA provides:
* The CL address of the discovered adjacency.
* Zero or nore Node IDs, if the CLA learned themfromthe CL | ayer
When the Node ID list is enpty, the CLA has discovered CL adjacency
but does not know the Node | D (Neighbour). Wen the list is non-
enpty, the CLA has | earned one or nore Node |IDs, which may be
inconplete due to CL protocol limtations. For exanple, TCPCLv4
[ RFC9174] exchanges a single Node ID during contact header
negotiation; a node with additional Node IDs in other URl schenes
cannot advertise themthrough TCPCLv4 al one.

Multi-homing is supported: a single CL address nay be associated with
mul ti pl e Node | Ds.

Appendi x C. I nplenentation Notes
C.1. Integration with BPA
The BP- ARP subsystemintegrates with the BPA as foll ows:

1. CLA reports a new adjacency, optionally with a Node |ID | earned
fromthe CL |ayer.

2. BPA checks BP-ARP policy configuration

3. If policy requires probing, the BP-ARP subsystem sends a Request
toipn:!.0 viathe CLA. |If a Node IDis already known, it nmay be
included in the request payload as a delta query.

4. The BP- ARP subsystemrecei ves a Response and extracts the Node ID
fromthe source field and any additional Node IDs fromthe
payl oad.

5. The Neighbour is promoted to Peer with all discovered Node | Ds.

6. The Routing Information Base (RIB) is updated with routes to the
new Peer.
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C.2. Ceneric Inplenmentation
BP- ARP is inmplenented generically in the BPA core, not per-CLA
* The discovery probe is a BP-layer bundle (CL-agnostic).
* The CLA provides "send to CL address" capability.
* The BP-ARP subsystem orchestrates the resolution process.
* No duplicate resolution |logic is needed in each CLA
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