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Abst ract

In an era where Al-generated content has becomne indistinguishable
fromhuman witing, the Human- Generated Content Protocol (HGCP)
proposes a voluntary signing framework that enabl es human authors to
publicly acknow edge their expressions. Rather than detecting or
classifying content origin, HGCP allows individuals to declare, in a
structured and verifiable format, that they take responsibility for a
specific piece of content. The protocol is platformneutral,
identity-flexible, and suitable for both real -name and pseudonynous
use. It does not evaluate accuracy, originality, or quality; it
sinply enables people to say: “This is mine, and | stand by it.” By
providing a |ightweight, human-first declaration format, HGCP ains to
preserve the visibility of human agency within an increasingly
synthetic information ecosystem

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-taoqi wen-hgcp/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 19 Cctober 2025.
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1. Introduction

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

In the rapidly evolving digital world, a flood of content from
countl ess sources fills our screens—nuch of it now automatically
generated and detached from genui ne hunan intent. As artificial
intelligence becones increasingly proficient at m micking human
expressi on, the boundary between real thought and algorithmc
generation is blurring.

This rise in synthetic content presents a fundanmental question: if we
can no | onger know who wote sonething, can we know whet her anyone is
willing to stand behind it?

The Human- Generated Content Protocol (HGCP) is a voluntary signing
structure that addresses this problem—not by detecting or filtering
Al -generated content, but by giving human authors a m ni mal and
declarative way to say: “This is ny expression, and | take
responsibility for it.”

HGCP is not a detection algorithm classification tool, or identity
system It is a responsibility declaration format. It enables any
witer—regardless of identity type or platform—to attach a

ti mestanped, verifiable statenent of authorship to their content.

HGCP is intentionally mninmal, non-intrusive, and flexible. It does
not require real names or centralized verification. |t does not
repl ace content evaluation or noderation. It sinply offers a signal

soneone, sonewhere, chose to stand behind this piece of expression

The absence of a structured responsibility nmechanismis not a new
problem— it has long existed in anonynous, epheneral, and | ow
accountability conmunication environments. However, the rise of
generative Al has dramatically anplified this issue, nmaking it harder
to distinguish not only what is true, but who stands behind a

st at ement .
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HGCP does not solve this problemby detecting content origins.
Instead, it introduces a mnimal structure for responsibility to be
voluntarily expressed—when someone chooses to. That signal, once
made, can be interpreted and used however communities choose.

HGCP is not a provenance or authenticity protocol |ike C2PA. It does
not provide cryptographic assurances about the origin, history, or
integrity of digital content. Wile each declaration includes a
content _hash, this field sinply identifies the expression being
referenced—it does not validate or authenticate the content itself.
Users or platforns may choose to integrate HGCP with ot her
verification systenms, but such usage |ies beyond the scope of the
protocol’ s guarantees.

This act of signing is a social gesture of responsibility—not a | ega
adm ssion or factual claim

2. The Probl em of Expression Trust

The internet was originally built to foster human connecti on and
comuni cation. Yet in a world where content creation, duplication,
and distribution now approach zero cost, the origin of information
has becone increasingly obscured.

We once inferred authorship and trust from domain names, witing
style, and user profiles—but now, all of these can be simulated by
Al. This leads not only to an expl osion of noise, but also to a
subtl e erosion of neaning: readers hesitate to believe; authors
hesitate to take credit; platforns hesitate to accept risk

Many recent proposals have focused on "Al detection"—using
classifiers to guess whether a given text was machi ne- gener at ed.
These tools are probabilistic, easily evaded, and often fail as
nodel s advance.

HGCP shifts the question entirely. It does not ask, “Was this
content human-nmade?” It asks, “ls any human willing to say: this was
rre?”

This seemingly small act—a signed statenent of responsibility—my
becone the nost inportant signal of authorship in an increasingly
synthetic informati on ecosystem Not because it proves truth or
identity, but because it reflects a human’s willingness to be known
as the author.
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The Phil osophy of HGCP: Responsibility Over Provenance

The core idea of HGCP is not to verify originality, authorship, or
human origin of content—but to offer a voluntary, structured way for
a person to publicly acknow edge their expression.

Wher eas nost systems ask, "Wio created this?", HGCP asks sonething
simpler and deeper: "Are you willing to say: | said this?"

Si gni ng under HGCP does not nean the content is accurate, valuable,
or unique. It only neans: “This canme fromne, and | stand by it.” —
socially, not |egally.

This transfornms the act of signing into a declaration of presence—not
a claimof authority, truth, or expertise. To speak is not only to
express; it is to be willing to be recogni zed as the speaker

HGCP is not anti-Al. It does not reject Al assistance. |If a human
chooses to sign sonmething—even if Al hel ped—they are choosing to take
human responsibility for the final output.

HGCP does not care what tools you used, or what identity you chose.

It only cares that soneone—a person—was willing to | eave their mark
and say: “I won’ t deny this is mine.”

That act of responsibility is not a signal of trust. It is the
begi nni ng of traceabl e expressi on—not verified authorship.

Si gnature Declaration Structure
HGCP provides a ninimal and consistent way for individuals to attach
a human-responsi bl e declaration to their expression. The purpose of
this signhature is not to validate the content’s origin or truth, but
to acknow edge aut horship responsibility.
Required Fields

* *gjgner_id*

A signer-provided identifier that |links a human author to a
speci fic declaration.

This MAY be a stable pseudonym public key fingerprint, platform
handl e, or decentralized |ID.

(Exanpl es: "tao_gi wen", "OxDEADBEEF...", "@iser42", or
"di d: exanpl e: abc123")

Expires 19 Cctober 2025 [ Page 5]



I nternet-Draft HGCP April 2025

Tao

HGCP does not resolve or validate the authenticity of signer_id.
The field is purely declarative. Verification, if needed, MJST
rely on external infrastructure or cryptographic proof.

*ti mest anp*
The UTC time when the signature was created, in [ RFC3339] fornat.
(Exanpl e: "2025-03-29T14: 22: 00Z")

This value is provided by the signer and is intended to be
i nformational only.

*cont ent _hash*

A cryptographic digest of an external piece of content (e.g., a
docunent, platform nessage, or expressive artifact).

This field binds the HGCP object to that content and ensures that
the signature applies to a specific, immutable version of it.

The content itself is not enbedded in the HGCP structure, but MJST
be preserved externally in the exact UTF-8 byte representation
used during hash conputation

The content _hash field MJST be expressed as a [ RFC6920] ni: URI,
usi ng Base64url encoding and including an algorithmidentifier
This ensures that the declaration refers to an exact byte-I|evel
representation of the content and allows for future algorithm
flexibility.

The hash MJUST be conputed over the UTF-8 byte stream of the
referenced content. New ines SHOULD be normalized to |ine feed
(LF, \n) prior to hashing, to ensure consistency across pl atforns.

Content MJST renain externally accessible and MUST NOT be enbedded
within the HGCP structure itself.

This field exists solely to bind a declaration to a specific
version of content. It does not inply originality, correctness,
or value—only that the declarant accepts responsibility for that
particul ar content instance.

(Exanpl e: "ni:///sha-256; dnl vaDHYt K6x_kNdYt bl nP6Acy8VCq1498WO-
CObKKk")

*hgcp_versi on*
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This field indicates the structural schema version of the
declaration. It helps inplenmentations interpret the fornmat
correctly across protocol evolutions. For full context on version
conpatibility and design principles, see Section 4.7.

(Exanple: "0.2")
* *decl arati on*

A plain, hunan-authored statenent affirmng responsibility for the
associ ated content.

This field MUST be encoded in UTF-8 and is treated as free-form
text. It may be witten in any | anguage and take any tone,
structure, or expressive form—including natural |anguage, code,
synbolic notation, or creative fragnents.

HGCP does not interpret the nmeaning of the declaration. Its role
is to bind whatever was sai d—across | anguages, styles, and
cultural contexts—to a structure of voluntary responsibility. The
significance or interpretability of a declaration is left to the
communities and contexts in which it appears.

HGCP does not require that declarations be serious, formal, or
even linguistically coherent —only that a human actor chooses to
stand behi nd them

The declaration is not |legally binding, but serves as an ethical

gesture: "l said this, and | choose to be recognized as the
speaker."
(Exanple: "I acknow edge that the above content was witten by me

and | take responsibility for it.")
Opti onal Fi el ds:
The following fields are optional netadata decl arations.
HGCP does not define their behavior, validation |logic, or semantics
beyond suggestion. They exist to support flexible human context, not
to enforce structure or scoring.
* *retraction_policy*
An optional declarative field indicating whether the signer

expresses a preference or intent to revise, withdraw, or |eave the
si gned content unchanged in the future.

Expires 19 Cctober 2025 [ Page 7]



I nternet-Draft HGCP April 2025

Tao

Suggested val ues: - imutable — The signer does not intend to
alter or retract this declaration

- may-retract — The signer may wish to revise or withdraw this
declaration |later.

- editable-until-date — The signer considers the content nutable
until a specified point in time (if supported by the platforn).

This field is purely expressive. HGCP does not define any
verification nethod, enforcenment mechani sm or revocation
registry

Platforms MAY interpret or display this field for user awareness,
but MUST NOT treat it as a deletion command, a validity toggle, or
a trigger for automatic suppression, hiding, or disqualification
of content.

HGCP recogni zes that to be human is to change one’ s mind—but also
to renenber that we once spoke.

*si gnat ur e*
An optional cryptographic proof of authorship.

This field allows declarants to provide a verifiable |inkage
between their identity and the referenced content.

It MAY take one of the following forns: - a detached OpenPGP
signature (see [RFC9580]); - a reference to an external signature
file, acconpanied by a content hash (see [RFC6920]); - a WBC
Verifiable Credential or a DI D based proof using externa
verification infrastructure

The format of the signature field is inplenmentation-defined and
intentionally left open. HGCP does not prescribe any specific
crypt ographi ¢ nethod or signature syntax.

Al forms of signhature are optional, and their presence or absence
MUST NOT affect the validity of the declaration

To preserve JSON conpatibility, inplenenters are encouraged to
avoi d enbedding multi-line PEMformatted signatures directly in
the signature field. Such use is not prohibited, but MAY require
speci al encoding or external referencing to avoid interoperability
i ssues with JSON parsers
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4.3. Interpretation and |Inplenentation Gui dance

Unli ke content-integrated signature formats (e.g., PGP-signed files),
HGCP is designed to sign arbitrary expressions w thout constraining
how or where the signed content is stored. This enables its use
across messaging platforns, web interfaces, and decentralized
protocols, without requiring control over the content’ s storage

| ocation or delivery mechani sm

The tinmestanp field is not cryptographically bound. |Its accuracy
depends entirely on the signer’s environnent or device clock

I mpl enent ati ons MJUST NOT use this value as a trusted source for
ordering, deduplication, or tining logic unless verified through an
external trusted source (e.g., timestanp authority or bl ockchain
anchor) .

Tool s and platforns MAY choose to interpret or visualize signer_id
based on their own logic, but HGCP itself does not rank or
authenticate identities.

The hgcp_version field reflects structural format only. It MJST NOT
be interpreted as a signal of truthfulness, author credibility, or
social legitimcy. HGCP does not treat higher versions as superior
in ethical value—only different in structure. Al valid HGCP

decl arations, regardl ess of version, represent equally human-
responsi bl e expression

The decl aration and ot her human-authored fields (such as signer_id)
are defined as free-form UTF-8 encoded text. They may contain
natural |anguage in any script, code fragnents, synbolic notations,
or other expressive content. HGCP does not interpret the semantic
meani ng of these fields—it only binds themstructurally to a
statenment of human responsibility.

To ensure display safety and prevent injection msuse,
i mpl ement ati ons:

* MJIST treat all such fields as inert plain text;

* MJST escape HTM., scripts, and any executabl e nmarkup before
rendering;

*  SHOULD nornualize line endings to LF (\n) before hashing;

* SHOULD NOT execute, interpret, or enbed these fields in active
rendering contexts;
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* MAY inpose reasonable linmts on display (e.g., truncation, line
limts, content folding);

* MJST preserve and expose the original content in full when
requested or used for verification;

* Display restrictions MJUST NOT alter, summarize, or reinterpret the
ori gi nal decl arati on.

Platfornms MAY apply local content safety filters (e.g., spamor abuse
detection), but MJUST NOT alter any external content referenced via
content _hash. Such content is cryptographically bound and nust
remai n unchanged to preserve structural integrity.

Al t hough decl aration is not cryptographically bound, inplenentations
are strongly encouraged to preserve and display it faithfully, as it
represents the declarant’ s voluntary statement of responsibility.

4.4. Signature Senmantics and ldentity Boundari es

A decl aration using a given signer_id does not constitute proof of
identity. Even when acconpani ed by a cryptographic signature, it
only proves that the signer controls a specific private key—not that
they are a particular person, group, or account in the broader socia
sense. Users of wi del y-known pseudonyns shoul d take care to sign
decl arations using verifiable neans to di scourage inpersonation

4.5. Text-Style Declaration (Human- Readabl e, Non-Verifiable):

This is how a human-readabl e HGCP decl arati on mi ght appear when
pasted at the end of a blog post, social nedia post, or informa
docurnent :

signer_id: qi wen2025

ti mestanp: 2025-03-29T14: 22: 00Z

content _hash: ni:///sha-256; dQnl vaDHYt K6x_kNdYt bl nP6Acy8VCq1498W0O- CObKk

hgcp_version: 0.1

declaration: | confirmthat the above content was published by me, and | take respons

bility as a human aut hor

Note: this is not protocol-valid HGCP

Text-styl e declarations in HGCP are intended as hunan-readabl e
expressions of responsibility. They are suitable for |ow

i nfrastructure environments—such as blogs, printed materials, or ora
contexts—where structured fornmats |i ke JSON are not practical
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These decl arations are not machi ne-verifiable, not cryptographically
secure, and not structurally enforced. HGCP does not define any
parsing, validation, or enforcenent logic for this format.

They shoul d be interpreted as non-binding social signals of
authorship intent, not as formal protocol-1evel declarations.

4.6. Exanple HGCP Signature (JSON):

"signer_id": "qiwen2025",

"timestamp": "2025-03-29T14:22:00Z",

"content _hash": "ni:///sha-256; dnl vaDHYt K6x_kNdYt bl mP6Acy8VCq1498WD- CObKK™

"hgcp_version": "0.1",

"declaration": "I confirmthat the above content was published by ne, and | take res
ponsibility as a human author."

4.7. \Versioning:

HGCP versions indicate structural schema only. They exist to support
conpatibility as the protocol evolves, *not* to signal truth val ue,
author credibility, or software sophistication.

Al'l versions are equally valid expressions of human responsibility.

* *y0.1* — Defines the core declaration schema with required fields:
signer_id, tinmestanp, content _hash, hgcp_version, and declaration

* *y0.2* — Introduces the optional signature field, allow ng
declarants to attach cryptographic proofs of authorship where such
verification is desired or supported.

Future versions may support additional netadata such as nulti-
signer declarations, structured revocation formats, or content
i nking. However, the core semantics of voluntary, self-
recogni zed responsibility will remain unchanged.

Yes, cryptographic proofs are stronger. But not everyone can, wll,
or should need to use them And in HGCP, strength is not what
defines humanity — recognition is.

5. Platformand Tool Integration Suggestions

HGCP is platformneutral and decentralized. It defines a mninal,
vol untary declaration format —not a service, network, or identity
pr ot ocol
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However, platforns and tools can enhance expression transparency and
user agency by supporting HGCP-styl e signatures.

The followi ng integration suggestions are non-normative and fully
opti onal

For content platforns:

* Support HGCP signature generation (e.g., auto-add tinestanp,
content hash, and a user-provi ded decl aration)

* Display HGCP declarations visibly al ongsi de content

* Allow users to export signed content with netadata (e.g., JSON- LD
or plaintext bl ocks)

* Provide a "conpare hash" feature to show whether the currently
di spl ayed content nmatches the signed declaration. This does not
imply content authenticity, nor require platforms to store the
ori gi nal version.

For authoring tools:

* ©Markdown editors, word processors, or note apps can offer |oca
HGCP si gni ng pl ugi ns

* Al-assisted witing tools may include HGCP signature pronpts

during editing or export

*  Subni ssion systems may include a “human responsibility
decl aration” option on publication

For reader tools and browser extensions:

* Detect and visually highlight HGCP-signed content (e.g., badges,
overl ays)

* Let readers inspect declaration structure and netadata

* (Optionally offer a hash conparison feature to |l et users check
whet her content appears unchanged—this is not a guarantee of
authenticity or integrity

HGCP does not define or endorse any scoring, ranking, or
reputation system Interpretation of signature patterns or signer
behavior is left entirely to the platformor community. The
protocol only enabl es expression responsibility—it does not

eval uate or score it.
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6

Soci al and Et hi cal Consi derations

HGCP is not a replacenent for content governance or noderation
systens. It is a voluntary declaration fornat designed to restore
visibility to human-aut hored expressions in an increasingly hybrid
and synthetic content |andscape.

HGCP does not:

*

*

*

*

Detect or classify Al-generated content
Track real-world identities or require de-anonym zation
Evaluate the truth, originality, or value of signed content

Prevent unsigned content from being published or shared

HGCP does protect:

*

The right of anonynous or pseudonynous authors to clai mauthorship

The right of each signer to choose their identifier and expression
cont ext

The right to withdraw or replace one’ s own signed declaration with
a new one, while leaving prior statements traceable

The right of platforns to adopt or extend HGCP support in their
own way

HGCP offers a decentralized path to expression responsibility. Not
by enforcing rules or judgments, but by providing a way for
i ndi vidual s to say:

“This is what | said. | stand by it.”

Those who sign are not guaranteed to be believed. But they are
present. They are accountabl e—not because a system judges them but
because they are willing to be known as the speaker

HGCP does not create trust. 1t creates traceabl e ownership of
speech. It gives those who choose to acknow edge their words a way
to be recogni zed—not as authorities, but as responsible authors.

Tao
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Signers who wish to ensure the availability of their content over

time should retain a | ocal copy, or use decentralized content storage
mechani sms.  HGCP decl arations remain valid even if the referenced
content is no |longer publicly available—but their neaning may be | ost
if the content cannot be retrieved.

7. Illustrative Scenarios (Non-Normative)

The foll owi ng exanpl es are provided purely for illustrative purposes.
They do not constrain the scope of HGCP usage, which applies to any
expressive artifact. These sanples show how i ndivi dual s mni ght
voluntarily declare authorship in informal online contexts.

7.1. Exanple: Personal Blog Post (Al-Assisted, Pseudonynous)
A pseudonynmous bl ogger publishes a post witten with the help of

generative Al, and uses HGCP to declare that they accept
responsibility for the final content.

{
"signer_id": "silentvoice",
“timestamp”: "2025-03-29T16: 127",
"content _hash": "ni:///sha-256; dnl vaDHYt K6x kNdYt bl nP6Acy8VCql1498WO CObKk"
"hgcp_version": "0.1",
"declaration": "This post was co-witten with the assistance of a | anguage nodel.
take responsibility for its final form"
}

7.2. Exanple: Anonynous Di scussi on Post

An anonynous poster acknow edges human responsibility for their
st at enent .

{
"signer_id": "anon321",
"timestanmp": "2025-03-29T17: 352",
"content _hash": "ni:///sha-256; dnl vaDHYt K6x_kNdYt bl mP6Acy8VCq1498WD- CObKK™
"hgcp_version": "0.1",
"declaration": "I stand by this statenment as an individual human participant in this
conversation."

}

8. Common Questions and Answers

The foll owi ng are common concerns and clarifications based on HGCP' s
m ni mal scope:
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8.1. Questions 1: “Signing doesn’ t stop misinformation.”

Response: Correct. HGCP is not a content noderation tool, fact-
checking system or truth validator. |Its purpose is not to prevent
fal sehoods, but to nake the presence of human authorship visible. It
sinply allows sonmeone to say: “I said this, and | acknow edge it.”

VWhet her a statenment is correct or msleading is a separate
question—to be handl ed by public debate, platformpolicy, or |ega
framewor ks. HGCP does not seek to replace those.

8.2. Questions 2: “Anyone—including bad actors—can sign too.”

Response: True. HGCP is structurally neutral —it permits anyone to
cl ai m aut hor shi p.

But just as speech itself is norally neutral, signing is sinply a
vi si bl e act of association. HGCP does not prevent manipul ation or
abuse. It only makes authorship clains visible and tinmestanped,
enabling others to interpret and respond.

Trust nust be earned over tinme; HGCP nerely reveals who is willing to
stand behind their words.

8.3. Questions 3: “Wiy not require real nanes?”
Response: HGCP affirms the inportance of anonynous and pseudonynous
expression. |In many contexts, forced real -nane use can threaten
safety, chill dissent, or suppress narginalized voices.
Responsi bility does not require identity disclosure. It only
requires someone to say: “This is mine.” Even a pseudonym—used
consistently—is enough to build visible presence and accountability
over tine.

8.4. Note:
HGCP enabl es vol untary, declarative authorship acknow edgnent. It

compl enent s—but does not replace—other systens of fact-checking,
noderation, or trust.

It is not a gatekeeper of credibility. 1t is a container for
vol untary responsibility—a human signal in a synthetic world.

9. Scope and Limts of Human Responsibility

HGCP affirns an ethical gesture of responsibility—not a |egal or
contractual obligation.
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10.

By signing, the author:
* Affirns they are human (or self-identify as such),
* Voluntarily clains authorship of the expression,

* Accepts potential social consequences of making that claim
vi si bl e.

However, the nmeaning of “responsibility” in HGCP nust be clearly
under st ood:

* HGCP does not confer legal liability, unless such liability is
defined by external |aws or agreenents.

* HGCP does not guarantee truth, originality, or noral correctness.

* HGCP permits voluntary revocation or replacenent of prior
declarations. Platforns may refl ect such updates, but should
avoid interpreting themas content deletion or retraction of
hi st ori cal authorshi p.

Over tinme, a signer’ s behavior—such as consistent authorship,
frequent revocations, or contradictory clainm—my influence how
others interpret their expression history. Such interpretations are
entirely up to readers, comunities, or platforms. They are not part
of HGCP’ s structure or |ogic.

HGCP is a signal of authorship, not a system of judgnent.
It is a flag of presence—not a badge of truth.
Why W& Need HGCP Now

In an era where synthetic content floods our screens and truth feels
el usive, what we are losing is not just facts—but responsibility.

Expressi on has never nerely been about information. It is about
st andi ng behi nd what one says.

HGCP is a quiet signal. It is not a firewall, not a detection
engine— It is a torch, held by those willing to say:

”

“This is what | said. And | amwilling to be remenbered for it.

Those who sign are not necessarily perfect, but they are present.
They are not hiding. They are willing to be naned.
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HGCP does not stop Al, nor does it determine the truth or val ue of
content. It offers a decentralized, human-first way to nake
aut horship clainms visible— not for control, but for clarity.

Just as HTTPS nakes conmuni cation verifiable, HGCP nakes expression
attributable. Not by enforcing identity, but by inviting
responsibility.

In an age of artificial voice, what will stand out is not who speaks
| oudest — but who is willing to say:

“

Yes, this is mne.”
11. Future Extensions and Evol ving Use Cases

HGCP is intentionally mninmal. |Its current version focuses on text-
based, single-signer declarations of human responsibility.

However, real-world expression scenarios are far nore diverse.
Future optional conpanion drafts or comunity extensions may explore:

* Milti-signer declarations (e.g., co-authorship or joint
statenents)

* Miltinedia content hashing (e.g., for audio, imges, or video) may
be explored, but care must be taken not to treat such hashes as
guarantees of authenticity, truthfulness, or integrity

* Partial responsibility clains (e.g., paragraph-|level declaration
bl ocks)

* Rich contextual netadata for disclaimers, editing history, or
fram ng

Sone use cases nay inspire optional community-defined |abels (e.g.,
“editor” , “curator” , “translator” ). Such roles should be expressed
via declaration text or conpani on specifications—not as fornal

protocol fields.

These extensions are not part of the current protocol and renain

expl oratory. Any evolution of HGCP should remain faithful to its
core principle:

Tao Expires 19 Cctober 2025 [ Page 17]



I nternet-Draft HGCP April 2025

Responsibility, voluntarily claimed, should be nade | egible.
New features nust enhance this clarity—not obscure or
overconplicate it.

Support for non-text content nmay be explored in future drafts,
but HGCP currently focuses on declarations for text-based
expr essi ons.

12. | ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
13. Security Considerations

HGCP does not introduce new network protocols or data exchange
|layers. It poses no direct technical threats such as injection,
eavesdroppi ng, or man-in-the-mddle attacks.

However, HGCP introduces indirect risks, rooted in the potenti al
m suse or nisinterpretation of voluntary signature decl arati ons.
These risks are primarily social and structural, not cryptographic.

13.1. ldentity Inpersonation and Signature Forgery

Wt hout optional cryptographic signing (e.g., OpenPGP), malicious
actors may forge declarations using arbitrary signer IDs. To
mtigate i npersonation, platforns may optionally support

crypt ographi ¢ bi ndi ng, pseudonynous identity resolution, or signer
attestation systens.

HGCP itsel f does not provide or require any identity verification
mechanism Al verification and signer authentication are del egated
to platformlevel inplenmentations, if desired.

13.2. W©Mass Signature Automation (Sybil Behavi or)
In the absence of rate limits or friction, automated agents coul d
mass- generate content with fake signature blocks to sinulate presence
at scale. To reduce such noise, platforns may inplement rate
controls, account friction, or signature frequency thresholds.

13.3. Content Hash Evasion via Trivial Edits
HGCP uses cryptographic content hashes to bind the declaration to a
specific text version. Even mnor changes (e.g., punctuation, enpji)
generate different hashes, allow ng close but unsigned derivatives to
circul ate unchal | enged

Platforns nmay address this via:
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*

Cont ent snapshot storage al ongsi de signhature mnetadata
* Optional use of fuzzy hashing or simlarity checks
* Encouragi ng authors to sign canonical versions of their work
13.4. Revocation M suse and Responsibility Evasion
HGCP supports editable or revocabl e decl arati ons, which enhances
flexibility. However, it may also allow strategic w thdrawal or
deni al of public expression

Pl atforms are encouraged—but not required—to:

* Retain and display revocation tinmestanps or signature histories,
where feasible

* (Cearly indicate altered or w thdrawn declarations

* O fer viewers transparent context about change history, if
avai |l abl e

13.5. Absence of Native Trust or Scoring Mechani sns
HGCP intentional ly avoids any native trust or scoring system All
interpretations of signature consistency, credibility, or intent are

left to the discretion of platforns or conmunities.

Protocol -1 evel neutrality ensures freedom but al so del egates
responsibility for risk assessnent to the surroundi ng ecosystem

13. 6. Fi nal Note

HGCP' s security lies not in enforcement, but in visibility. It
of fers no guarantees—only a format in which authors can voluntarily
say:

“This is mine. | said this.”

Whet her others choose to believe, contest, or ignore such
decl arations is beyond the protocol’ s scope.

HGCP’ s minimal structure invites participation, not control
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