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Abst ract

Thi s docunent defines a new BGP Subsequent Address Family ldentifier
(SAFI) called "Unreachability Information" that allows the

propagati on of prefix unreachability information through BGP without
affecting the installation or renoval of routes in the Routing

I nformati on Base (RIB) or Forwarding Information Base (FIB). This
mechani sm enabl es network operators to share information about
unreachabl e prefixes for nonitoring, debugging, and coordination

pur poses whil e maintaining conplete separation fromthe active
routing pl ane.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 21 Cctober 2026.
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1. Introduction

BGP-4 [RFC4271] withdrawal s are only propagated for prefixes that
have been previously announced. This behavior, while preventing
certain attack vectors, limts the ability of operators to share

i nformati on about prefix unreachability for prefixes that were never
announced in the first place.

There are several use cases where propagating unreachability
informati on wi thout affecting routing decisions would be val uabl e:
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* Debuggi ng and troubl eshooting routing i ssues across administrative
domai ns

* Sharing informati on about DDoS targets without null-routing
traffic

* Coordinating informati on about potentially hijacked prefixes

* Mnitoring and anonmaly detection systens that need visibility into
negative routing events

* Providing tel enetry about routing systemhealth w thout affecting
production traffic

* Correlating unreachability reports frommultiple network vantage
poi nts

Thi s docunent defines a new SAFI that creates a parallel information
pl ane for unreachability data, allowi ng BG speakers to share this

i nformati on while maintaining conplete separation fromthe routing
pl ane.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.2. Termi nol ogy

U -RB: Unreachability Information RI B

NLRI : Net wor k Layer Reachability Information
AFI : Address Family ldentifier

SAFI : Subsequent Address Family ldentifier
TLV: Type- Lengt h- Val ue

Reporter TLV: A nested TLV structure containing information about
one reporting BGP speaker and its associ ated unreachability
details

Aggregation: The process of conmbining nultiple Reporter TLVs from
different paths into a single NLR
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Advertising Speaker: The BGP speaker that sends the UPDATE nessage
contai ning the unreachability information

Reporting Speaker: The BGP speaker that originally generated the
unreachability information (identified within a Reporter

TLV)
2. Protocol Extensions
2.1. Unreachability Information SAFI
Thi s docunent defines a new SAFI:
*  Val ue: 81
* Nane: Unreachability Information (UNREACH)
* Applicable to AFl: 1 (1Pv4) and 2 (1Pv6)
2.2. Capability Advertisenent
A BGP speaker that w shes to exchange Unreachability Information MJST
advertise the correspondi ng AFl/ SAFI capability as defined in

[ RFC5492] .

The Capability Code for Miltiprotocol Extensions is 1. The
Capability Value field contains:

0 1 2 3
01234567890123456789012345678901
R et e s i o e s i i
| AFI | Reserved | SAFI |
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
Wher e:

* AFl =1 (IPv4) or 2 (IPv6)

* Reserved = 0 (MJST be set to 0 on transmt, ignored on receive)
* SAFlI = 81 (Unreachability Information)

Additionally, this docunment defines a new capability:

* Capability Code: TBD2 (to be assigned by | ANA)

* Capability Nanme: Enhanced Unreachability Information
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* Capability Value: 1 octet flags field

01234567
i ok It S S R R
| Al Reserved |
R e s i T

Wher e:

* Abit: If set, speaker supports Aggregation of multiple Reporter
TLVs

* Reserved: MJUST be zero on transmit, ignored on receive

The A bit indicates support for the aggregation procedures in
Section 4.2.1. A speaker that advertises A=1 SHALL conbi ne Reporter
TLVs fromnultiple paths into a single NLRI. A speaker that

adverti ses A=0 MJST NOT perform aggregation and therefore only
advertises the Reporter TLVs present on its best path. A peer

recei ving A=0 MJUST NOT send aggregated NLRIs on that session

2.3. BGP Path Attributes for Carrying Unreachability Information

Unreachability Information NLRI is carried in BGP UPDATE nmessages
using the Miultiprotocol Extensions for BGP-4 as defined in [ RFC4760].
Speci fically:

* MP_REACH NLRI (Path Attribute Type Code 14): Used to announce
unreachability information for one or nore prefixes. The presence
of a prefix in MP_REACH NLRI with AFI/SAFI indicating
Unreachability Information signifies that the prefix is being
reported as unreachabl e by one or nore Reporting Speakers.

*  MP_UNREACH NLRI (Path Attribute Type Code 15): Used to withdraw
previ ously announced unreachability information. The presence of
a prefix in MP_UNREACH NLRI with AFI/SAFI indicating
Unreachability Information signifies that the unreachability
condition for that prefix has been cleared by all previously
Reporting Speakers.

The AFI field in both attributes MJST be set to 1 (I1Pv4) or 2 (IPv6),
and the SAFI field MJUST be set to 81 (Unreachability Information).

The NLRI field within MP_REACH NLRI contains the Unreachability
Informati on NLRI as described in Section 3. The NLRI field within
MP_UNREACH NLRI contains only the prefix (Prefix Length and Prefix)
wi t hout TLVs.
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Standard BGP path attributes (AS_PATH, ORIG N, NEXT_HOP via

MP_REACH NLRI, etc.) apply as defined in [ RFC4760] and [ RFC4271].
These attributes represent the path taken by the UPDATE nessage
itself, not the paths of individual reporters (which are preserved in
Reporter TLVs).

3. NLRI Format

The NLRI is uniquely identified by the combination of Prefix Length
and Prefix. Reporter TLVs are NOT part of the NLRI key but provide
i nformati on about each Reporting Speaker. The presence of an
Unreachability Information NLRI for a prefix signifies that one or
nmore speakers report the prefix as unreachable. The withdrawal of
such an NLRI indicates that all reporters have cleared their
unreachability reports for that prefix.

3.1. Approach to deal with nultiple Reporters

When multiple BGP speakers report unreachability for the same prefix,
i npl ement ers have several options:

1. Single Reporter: Do nothing and allow the Reporter Identifier of
the best path to be used as the only Reporter. This is the
si npl est approach but | oses information from other reporters.

2. Nested TLV Aggregation (Recommended): |nplement the nested TLV
aggregation approach described in this specification to preserve

all reporter perspectives in a single NLRI. This provides the
nost conprehensive view while nmaintaining a single BGP path per
prefi x.

3. BGP ADD PATH Use BGP ADD- PATH [ RFC7911] to maintain multiple
pat hs, each carrying its own Reporter TLV. This preserves ful
BGP path attributes per reporter but requires ADD PATH support.

Thi s specification focuses on the nested TLV aggregati on approach as
the preferred nmechani sm providing detail ed procedures and encodi ngs
for this method throughout the remai nder of this docunent.

3.2. IPv4 Unreachability NLR (AFlI=1, SAFI=81)

0 1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Prefix Length | | Pv4d Prefix (variable) |
el i I e i it T e e e e i i T o S e e S e T R R
| Reporter TLVs (vari abl e) |
I S i o T s S S S e s s T

Tantsura, et al. Expires 21 COctober 2026 [ Page 7]



I nternet-Draft BGP Unreachability SAFI April 2026

* Prefix Length: 1 octet (0-32 bits)

* | Pv4 Prefix: Variable, encoded as in [RFC4271] Section 4.3, and
carried in MP_REACH NLRI per [RFC4760]

* Reporter TLVs: One or nore Reporter TLVs (Section 3.4)
3.3. IPv6 Unreachability NLR (AFI=2, SAFI=81)

0 1 2 3

01234567890123456789012345678901
i I s I i i S SR S S S
| Prefix Length | I Pv6 Prefix (variable) |
i T s i o S i i S R I S I S S S M
| Reporter TLVs (vari abl e) |
B T S i T s i i e e SEI S

* Prefix Length: 1 octet (0-128 bits)

* | Pve Prefix: Variable, encoded in MP_REACH NLRI as defined in
[ RFC4760]

* Reporter TLVs: One or nore Reporter TLVs (Section 3.4)
Exanpl e 1 Pv6 prefix: 2001: db8::/32.
3.4. Reporter TLV Format

The Reporter TLV is a container that encapsul ates information about a
single reporting BGP speaker and its associated unreachability
details. Miltiple Reporter TLVs MAY appear in a single NLR to
represent reports fromdifferent speakers.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Type | Length | |
i s st st s aTei o e S o S Y S S i S |
| Reporter ldentifier (4 octets) |
B T S i T s i i e e SEI S
| Reporter AS Nunber (4 octets) |
I S i o T s S S S e s s T
| Sub- TLVs (vari abl e) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Reporter TLV Fiel ds:

Type: 1 octet. Value: 1 (Reporter)
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Length: 2 octets. Total length of the Reporter Identifier, Reporter
AS Number, and Sub-TLVs fields (minimm8 octets)

Reporter ldentifier: 4 octets. BGP ldentifier (Router ID) of the
Reporting Speaker in network byte order

Reporter AS Nunber: 4 octets. 4-octet AS nunber of the Reporting
Speaker in network byte order. |If the AS nunber is |ess than
65536, the upper 2 octets are set to O

Sub-TLVs: Variable length. Contains zero or nore Sub-TLVs providing
additional details about this reporter’s unreachability
observation. A Reporter TLV carrying no Sub-TLVs is valid: the
presence of the Reporter TLV itself conveys the fact of
unreachability, with the Reporter ldentifier and Reporter AS
Nunber identifying the speaker that observed it. Wen the
Unreachability Reason Code Sub-TLV (Section 3.5.1) is absent, the
reason is treated as Unspecified (code 0).

The conbi nati on of Reporter ldentifier and Reporter AS Number
uniquely identifies the Reporting Speaker. Miltiple Reporter TLVs
with the sane Reporter ldentifier and AS Nunber MJST NOT appear in
the sane NLRI. If such duplication occurs, only the first occurrence
SHOULD be processed.

3.5. Sub-TLV For mat

Sub- TLVs appear within Reporter TLVs and provide specific details
about the unreachability observation by that reporter.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Sub- Type | Sub- Lengt h | |
R e s T o e T e I e i o T i NI S e R S |
| Sub- Val ue (vari abl e) |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Defi ned Sub- TLV Types:
| mpl enent ati ons MJST i gnore unknown Sub-TLV types to allow for future
extensibility. Miltiple Sub-TLVs of the sane type SHOULD NOT appear

within a single Reporter TLV; if present, only the first occurrence
SHOULD be processed.
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3.5. 1.

Unreachability Reason Code Sub-TLV

*  Sub-Type: 1

* Sub-Length: 2 octets

* Sub-Val ue: 2-octet reason code in network byte order

Def i ned Reason Codes:

* 0
* 1
* o2
* 3
* 4
* b
* 6
o
* 8
* O

Unspeci fi ed

Pol i cy Bl ocked

Security Filtered

RPKI Invalid

No Export Policy

Martian Address

Bogon Prefix

Rout e Danpeni ng

Local Adm nistrative Action

Local Link Down

* 10-64535: Reserved

*  64536-65535: Reserved for Private Use

April 2026

I nclusi on of the Unreachability Reason Code Sub-TLV i s RECOVVENDED.
this Sub-TLV is absent froma Reporter TLV, receivers MJST treat

When

the reason as Unspecified (code 0);
to an explicitly encoded Reason Code of O.

this is semantically equival ent
A bare Reporter TLV

carrying no Sub-TLVs therefore conveys the fact of unreachability

W th

3.5. 2.

reason Unspeci fi ed.

Ti mestanp Sub- TLV

*  Sub- Type: 2

* Sub-Length: 8 octets

Tantsura, et al. Expires 21 COctober 2026
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* Sub-Val ue: Unix tinestanp (seconds since epoch) in network byte
order, indicates when the unreachability event occurred or was
detected by this reporter

3.6. Encodi ng Exanpl es
3.6.1. Single Reporter

Exampl e: 192.0. 2.0/ 24 unreachabl e, reported by AS 65001, Router ID
198.51.100. 1, Reason: RPKI Invalid

Prefix Length: 24 (0x18)
Prefix: 192.0.2.0 (0xC0000200)

Reporter TLV:
Type: 1
Length: 24 (0x0018)
Reporter ldentifier: 198.51.100.1 (0xC6336401)
Reporter AS: 65001 (Ox0000FDE9)

Sub- TLV (Reason):
Sub- Type: 1
Sub- Length: 2 (0x0002)
Sub- Val ue: 3 (0x0003) [RPKI Invalid]

Sub- TLV (Ti mest anp):

Sub- Type: 2

Sub- Lengt h: 8 (0x0008)

Sub- Val ue: 1733789400 (0x00000000675786D3)
Hexadeci mal encodi ng:
18 CO 00 02 01 00 18 C6 33 64 01 00 00 FD E9 01
00 02 00 03 02 00 08 00 00 00 00 67 57 86 D8

3.6.2. Miltiple Reporters

Exanpl e: 192.0. 2.0/ 24 unreachabl e, reported by two speakers
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Prefix Length: 24
Prefix: 192.0.2.0

Reporter TLV #1:
Type: 1
Length: 24
Reporter ldentifier: 198.51.100.1
Reporter AS: 65001
Sub- TLV (Reason): 3 (RPKI Invalid)
Sub- TLV (Ti nmestanp): 1733789400

Reporter TLV #2:
Type: 1
Length: 24
Reporter ldentifier: 198.51.100.2
Reporter AS. 65002
Sub- TLV (Reason): 1 (Policy Bl ocked)
Sub- TLV (Ti nmestanp): 1733789410

Total NLRI length: 4 + 27 + 27 = 58 octets
4. Operation
4.1. Cenerating Unreachability Infornmation

A BGP speaker MAY generate an Unreachability Informati on NLRI when

| ocal processing determ nes, for any reason, that a prefix is to be
reported as unreachable. The triggering condition is conveyed by the
Reason Code Sub-TLV (Section 3.5.1). This docunent does not nandate
the set of local conditions that cause generation; that set is

i mpl ement ati on- and depl oynment - speci fic, constrained only by the
Reason Codes defined in this docunment or subsequently registered.

The Reporting Speaker MJST popul ate the Reporter TLV with its own BGP
Identifier and AS Nunber. The speaker SHOULD i nclude a Reason Code
Sub- TLV and SHOULD i ncl ude a Tinestanp Sub-TLV to facilitate tenporal
correl ation.

4.2. NLRI Processing and Aggregation

When a BGP speaker receives an UPDATE nessage with Unreachability
I nformati on SAFI

1. It MIST NOT install or renmpbve any routes in the Loc-RI B based on
this information

2. It MUST naintain a separate Unreachability Information RIB (Ul -
RIB) for this SAFI
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4.

Tantsura, et al.

2

1.

It SHOULD apply standard BGP path selection to U-RI B entries for
consi st ency

It MAY propagate the information according to standard BGP rul es,
| ocal policy, and aggregation procedures defined in Section 4.2.1

It MJUST NOT mix Unreachability Information NLRI with other SAFls
in the same UPDATE nessage

Aggr egati on Procedures

When nul tipl e UPDATE nessages arrive advertising unreachability for
the same prefix fromdifferent neighbors, a BGP speaker supporting
aggregation (A bit set in capability) SHOULD conbi ne the Reporter
TLVs according to the foll owi ng procedure:

1.

Perform standard BGP path sel ection on the received updates. The
"best path" is determ ned based on standard BGP deci sion process,
considering only standard BGP attributes (AS_PATH | engt h,
LOCAL_PREF, etc.), NOT the content of Reporter TLVs.

Extract all Reporter TLVs fromthe best path.

For each non-sel ected path that woul d be feasible (not filtered
by policy):

* Extract all Reporter TLVs fromthat path

* For each Reporter TLV, check if a Reporter with the sane
Reporter ldentifier and Reporter AS already exists in the
aggregat ed set

* |f not present, add the Reporter TLV to the aggregated set

* |f already present, conpare tinmestanps (if present) and keep
the nore recent report, or keep the existing entry if
ti mestanps are equal or absent

Create a new NLRI containing all unique Reporter TLVs

Advertise this aggregated NLRI to appropriate neighbors, with BGP
path attributes taken fromthe best path
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A speaker perform ng aggregation (A=1) MJIST place the Reporter TLV
corresponding to the best path in the first position of the resulting
NLRI. Reporter TLVs drawn from non-sel ected feasible paths MAY
followin any order. Except for the first position, receivers MJST
NOT derive nmeaning from Reporter TLV ordering; inplenentations MJST
tolerate any ordering of Reporter TLVs past the first.

The interoperability case of an aggregating sender paired with a non-
aggregating receiver is resolved by capability negotiation

(Section 2.2): a speaker that advertises A=0 will not receive
aggregated NLRI's on that session, since its peer MJST NOT send them
The first-position rule above applies regardl ess, so that any speaker
transiting a single aggregated NLRI (for |ocal inspection, BM
export, or display) has a determnistic "first Reporter TLV = best
path" invariant to rely on

The nmaxi mum nunber of Reporter TLVs that can be aggregated in a
single NLRI is limted by the naxi num BGP UPDATE nessage size (4096
octets). Inplementations SHOULD linit the nunber of Reporter TLVs to
prevent NLRI size from becom ng unwi el dy. A RECOVMMENDED maxi mum i s
50 Reporter TLVs per prefix, which allows for conprehensive nulti-
vant age- poi nt nonitoring while maintaini ng reasonabl e nessage si zes.

If the maxi mumis reached and a new reporter nust be added,
i mpl ement ati ons SHOULD renove the ol dest Reporter TLV (based on
Ti mestanmp Sub-TLV if present), unless this is the reporter of the
best path. In that case the second ol dest reporter should be
removed.
4.3. Wthdrawal Procedures
Wt hdrawal of unreachability information operates at two |evels:
4.3.1. Individual Reporter Wt hdrawal
When a BGP speaker determ nes that a specific reporter no | onger
considers a prefix unreachable (e.g., receives an UPDATE fromt hat
reporter’s AS that doesn’t include the unreachability NLRI, or |oca
policy determ nes the report is stale), it SHOULD:
1. Renpbve the corresponding Reporter TLV fromthe NLR

2. |If other Reporter TLVs remmin, re-advertise the NLRI with the
remai ni ng Reporter TLVs

3. If no Reporter TLVs remain, withdraw the entire NLRI as descri bed
in Section 4.3.2
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To facilitate individual reporter w thdrawal, inplenentations MJST
track the source of each Reporter TLV (which BGP nei ghbor or | ocal
process it came from.

4.3.2. Conplete NLRI W thdrawal

A BGP speaker MJST withdraw an Unreachability Information NLRI (send
the prefix in MP_UNREACH NLRI) when:

* Al Reporter TLVs have been renoved
* The prefix is explicitly withdrawn by all upstream sources

* Local policy dictates the information should no | onger be
pr opagat ed

The MP_UNREACH NLRI contains only the prefix (Prefix Length and
Prefix) wi thout any TLVs.

4.3.3. Stale Reporter Detection

I mpl enent ati ons SHOULD i npl enment agi ng nechani sns to renove stale
Reporter TLVs:

* |If a Timestanp Sub-TLV is present and indicates the report is
ol der than a configurable threshold (RECOMVENDED default: 24
hours), the Reporter TLV MAY be renoved

* |f the BGP session to the neighbor that provided a Reporter TLV
goes down, inplenentations SHOULD mark associ ated Reporter TLVs as
potentially stale and MAY renove them after a grace period

4.4. Path Selection for Aggregation

The path selection for Unreachability Information SAFl foll ows

standard BGP best path selection (RFC 4271 Section 9.1) with the

followi ng clarifications:

*  Weight/Local Preference: Apply normally based on | ocal policy.

* AS PATH Length: Shorter AS PATH is preferred. This represents the
path the UPDATE message took.

* ORIG@N 1GP preferred over EGP over | NCOWPLETE.
* NMED: Apply if conparing paths fromthe sane nei ghboring AS.

* BGP ldentifier: Use for tie-breaking.
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The content of Reporter TLVs (nunber of reporters, reason codes,
etc.) MJST NOT influence path selection. Path selection determ nes
whi ch UPDATE s BGP attributes are used for propagation, while
aggregation conbi nes Reporter TLVs fromnultiple paths.

4.5. Interaction with Route Refl ection

4.

Rout e Refl ectors process Unreachability Information SAFI |ike any
ot her AFI/ SAFI conbi nati on:

* Apply standard route reflection rules

* ORI G NATOR_ID and CLUSTER LI ST attributes apply norrmally to the
UPDATE nessage, not to individual reporters

* Route Reflectors SHOULD support aggregation to conbine reports
fromnmultiple clients

* \Wen reflecting to clients, include all aggregated Reporter TLVs

The distinction between the ORIGA NATOR ID BGP attribute and the
Reporter ldentifier field in Reporter TLVs is inportant:

* ORIANATOR ID identifies the originator of the BGP UPDATE nessage
for | oop prevention

* Reporter ldentifier identifies the speaker that observed and
reported the unreachability condition

* These MAY be different in aggregated scenarios

6. Comunities and Attributes
Standard BGP conmunities and attributes apply to the UPDATE nessage:
*  NO _EXPORT, NO ADVERTI SE, and NO EXPORT_SUBCONFED work as defined

* Large Conmunities [ RFC8092] MAY be used for policy control of
aggregati on behavi or

* AS PATH is constructed normally for the UPDATE nessage path
* ORIG N SHOULD be set to I NCOWLETE for |ocally generated

information, reflecting that the information does not originate
fromrouting protocol state
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4.7.

Interaction with Graceful Restart

BGP Graceful Restart (GR) as defined in [RFCA724] applies to the
Unreachability Information SAFI. This section describes how U -RI B
is handl ed during restart scenari os.

4.7.

Graceful Restart Capability

A BGP speaker that supports Graceful Restart for Unreachability

I nformati on SAFI MJST include the AFI/SAFI pair (AFl=1 or 2, SAFI=81)
in the Graceful Restart Capability advertisenment as defined in RFC
4724.

The "Forwarding State" (F) bit for this SAFI:

*

4.7.

Since Unreachability Informati on does not affect the forwarding
pl ane (Loc-RIB or FIB), there is no forwarding state to preserve.

The F bit SHOULD be set to O in the Graceful Restart Capability
for this AFI/SAFI conbi nati on.

Recei vi ng Speakers MJST NOT interpret the F bit for this SAFl as
i ndi cating preservation of forwarding state. The F bit, if set,
has no defined meaning for this SAFl and MJST be i gnored.

I mpl enent ati ons MAY use the F bit in future extensions to signal
U -RIB preservation capabilities, but such usage is outside the
scope of this docunent.

Restarti ng Speaker Behavi or

When a BGP speaker restarts and has negotiated GR for the
Unreachability Information SAFI:

1.

The speaker SHOULD set the F bit to 0 in the G aceful Restart
Capability for this AFI/SAFl pair, as there is no forwarding
state associated with this SAFI.

If the speaker preserved its U-RIB across the restart, it SHOULD
re-advertise all retained U-RIB entries to its peers as soon as
possible after restart, but MAY do so gradually to avoid
overwhel m ng the network.

If the speaker did NOT preserve its U-R B across the restart, it
SHOULD rebuild the U-R B fromlocal information sources before
re-advertising entries.
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4.7. 3.

The speaker MJST send an End-of -RIB (EoR) marker for this SAFI
after conpleting the re-advertisenent of U-RIB entries. The EoR
mar ker i s an UPDATE nessage with no NLRI and the MP_UNREACH NLRI
attribute containing the AFI/SAFI pair but no w thdrawn routes.

Recei vi ng Speaker Behavi or

When a BGP speaker detects that a peer has restarted with GR
capability for Unreachability Information SAFI

1.

The speaker MJUST nark all U -RIB entries | earned fromthe
restarting peer as stale. Stale nmarking occurs regardl ess of the
F bit value, since the F bit has no defined semantics for this
SAFI .

Stale entries MJUST NOT be i mediately withdrawn. They MJST be
retained for the duration of the Restart Tine advertised in the
peer’'s GR Capability, or until the End-of-RI B nmarker is received,
whi chever cones first.

During the Restart Tinme period:

* Stale entries MAY be used for nonitoring and correl ation
pur poses

* Implenentations MAY mark stale entries distinctly in display
and APIs

* Stale entries SHOULD NOT be propagated to ot her peers unless
explicitly configured to do so

Upon receiving the End-of -RIB marker fromthe restarting peer:

* Al stale entries that were not refreshed MIUST be renpved from
the U-R B

* Reporter TLVs fromthe restarted peer that were part of
aggregated NLRIs MJUST be renoved if not refreshed

* |f renmoval of Reporter TLVs | eaves other Reporter TLVs for the
sanme prefix, the NLRI SHOULD be re-advertised with the
remai ni ng Reporter TLVs

If the Restart Tinme expires before receiving the End-of-R B
marker, all stale entries MJST be renpved i medi ately.
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4.7.4. Route Reflector Considerations
Route Reflectors inplenmenting Graceful Restart for this SAFI:

* MJST properly handle stale nmarking of U-RI B entries from
restarting clients

*  SHOULD NOT reflect stale entries to other clients unl ess
configured with a specific policy to do so

* MJST correctly nmanage ORI G NATOR I D and CLUSTER LI ST for entries
that transition through stale and refresh phases

*  SHOULD send End-of-RIB markers to clients after the RRitself
conmpl etes restart processing

4.7.5. Inplenentati on Recomendati ons

* Restart Tine for this SAFlI SHOULD be confi gurabl e i ndependently
from ot her AFI/SAFI combinations, with a RECOWENDED def ault of
120 seconds.

* | nplenmentations SHOULD provi de configuration options to:
- Enabl e/ di sabl e preservation of U-R B across restarts
- Control whether stale entries are propagated during GR
- Set the Restart Tine for this SAFI

- Configure actions when End-of-RIB is not received in tine

* I mplenentati ons SHOULD | og GR events for this SAFl to aid in
debuggi ng, incl uding:

- Detection of peer restart

- Stale marking of entries

- Receipt of End-of-R B marker

- Renoval of stale entries
4.8. Preventing State Explosion

To prevent unbounded growth of the U -RIB:
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5.

5.

1. Inplenmentations SHOULD linit the nunber of Reporter TLVs per
prefix (RECOWENDED maxi mum 50)

2. Inplenentations SHOULD i nplenment rate limting for accepting new
unreachability infornmation

3. Default maxi mum U -RIB size SHOULD be configurable with a
reasonabl e default (e.g., 100,000 prefixes)

4. 1 nplenentations SHOULD i npl enent nmenory linmts for total Reporter
TLV st orage

Error Handling

Error handling for the Unreachability Information SAFI foll ows
[ RFC7606] and [ RFC4760] Section 7. Per-class actions are specified
in Section 5.1 through Section 5. 4.

The primary action for session-level errors is "session reset". A
recei ver that supports "AFI/SAFI disable" per [RFC7/606] Section 7 NMAY
apply it in place of "session reset”, confining the inpact to the
Unreachability Information SAFl rather than the entire BGP session.

Checks in Section 5.1 are perfornmed before those in Section 5.2; on
first error the correspondi ng acti on MUST be taken and further NLRI
parsi ng MJST cease. All error conditions MJST be | ogged.

1. NLRI Structural Errors

A receiver MIST apply "session reset" per [RFC/606] Section 4, or
" AFl / SAFI di sabl e" per [RFC7606] Section 7 if supported, on any of
the foll ow ng:

* NLRI length below the minimumfor this SAFl: 1 octet (Prefix
Length) plus the octets of the Prefix for the negotiated AFl, plus
at least 11 octets for one Reporter TLV in MP_REACH NLRI; 1 octet
plus the Prefix octets in MP_UNREACH NLRI.

* NLRI length inconsistent with the encl osing MP_REACH NLRI or
MP_UNREACH NLRI attribute |ength.

* Prefix Length outside the range pernmitted for the negotiated AFI
(0-32 for AFlI=1, 0-128 for AFI=2): the Prefix field boundary
cannot be determ ned, and any subsequent Reporter TLVs cannot be
par sed.
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5

5.

5.

6

2

3.

4.

Non-Key Field Errors

A receiver MJST apply "treat-as-w thdraw' per [RFC7606] Section 2 on
any of the follow ng:

* An MP_REACH NLRI containing no Reporter TLVs after the Prefix
(Section 3 requires one or nore).

* An MP_UNREACH NLRI containing any octets after the Prefix
(Section 4.3 prohibits TLVs in withdrawals).

Reporter TLV Errors

Consistent with the principle in [ RFC9552] Section 5.1, unknown or
mal f ormed Reporter TLVs MJUST NOT cause the enclosing NLRI to be
consi dered nal f or med.

* Unrecogni zed Reporter TLV Type: the TLV MJST be ignored; parsing
resunes at the next TLV boundary conmputed fromthe Length field.

* Malforned Reporter TLV (Length inconsistent with the remaining
NLRI data, or less than the 8-octet minimumrequired to carry the
Reporter ldentifier and Reporter AS Nunmber): the TLV MJST be
discarded. |If one or nore well-forned Reporter TLVs renmin, they
MJUST be processed; otherw se "treat-as-w thdraw' MJST be applied
to the NLRI.

* Duplicate Reporter TLVs (identical Reporter ldentifier and
Reporter AS Nunber within a single NLRI): only the first
occurrence is processed, per Section 3.4.

* Reporter TLV count exceeding the inplenmentation limt
(Section 4.8): excess TLVs MJIST be di scarded.

Sub-TLV Errors

Unr ecogni zed Sub-TLV Types within a Reporter TLV MUST be silently

i gnored per Section 3.5. A Sub-TLV whose Sub-Length is inconsistent
with the avail able data within the encl osing Reporter TLV MJST be

di scarded; processing of the enclosing Reporter TLV and any renmi ni ng
Sub- TLVs continues. Duplicate Sub-TLVs of the sane Sub-Type within a
single Reporter TLV are handl ed per Section 3.5: only the first
occurrence i s processed.

Depl oynment Consi der ati ons
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6.1. Increnmental Depl oynent
The Unreachability Informati on SAFlI can be deployed incrementally:

* Speakers that don't support it sinply don't negotiate the
capability

* M xed environnents work correctly with normal BGP capability
negoti ati on

* Can be enabl ed on specific sessions for testing

* Aggregation support (A bit in capability) is OPTIONAL; speakers
without it can still propagate single-reporter NLRI'S

* Speakers MAY use BGP dynamic capabilities to enable or disable
this SAFlI without resetting the BGP session

6.2. Use Cases
Exanpl e depl oynment scenari os:

I nter-AS Debuggi ng: Enabl e between cooperating ASes for
troubl eshooting. Aggregation provides conprehensive view of why
different ASes find a prefix unreachabl e.

Route Col l ectors: Deploy on route collector sessions for enhanced
telemetry. Collectors can aggregate reports fromnultiple feeders
to provide consolidated unreachability view.

DDoS Coordination: Share attack target information w thout null -
routing. Miltiple reports fromdifferent |ocations confirmattack
patterns.

Security Mnitoring: Track suspicious unreachability patterns.
Correlation of reports frommultiple vantage points aids in
di stinguishing | ocalized issues fromw despread probl ens.
RPKI Validation Mnitoring: Track RPKI validation failures across
different ASes. Aggregation shows consensus or di sagreenent on
RPKI st atus.
6.3. Operational Recommendations

* Enabl e aggregation on route collectors and nonitoring systens to
maximze visibility
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* Configure reasonable Reporter TLV limts based on expected numnber
of reporters

* Use Tinestanp Sub-TLVs to facilitate debuggi ng of tenporal aspects
of unreachability

* Monitor U-RB size and Reporter TLV counts for capacity planning
7. Security Considerations

The Unreachability Information SAFlI introduces new security
consi derati ons:

1. Information Leakage: Unreachability information nmight revea
networ k topol ogy or operational issues. Reporter TLVs explicitly
identify reporting ASes and routers. Operators SHOULD carefully
consi der peering policies for this SAFI

2. State Exhaustion: Mlicious peers could attenpt to exhaust menory
by advertising | arge nunbers of unreachabl e prefixes or including
excessive Reporter TLVs. |Inplenmentations SHOULD enforce linmits
as described in Section 4.8.

3. False Information: Peers could advertise false unreachability
i nformati on or spoof Reporter TLVs. This SAFI SHOULD only be
enabled with trusted peers. Consider validating Reporter
Identifiers and AS Nunbers agai nst known valid val ues.

4. Prefix Hijacking: The SAFl could be used to claimprefixes are
unreachabl e when they' re not. Since this doesn't affect routing,
the inpact is limted to nonitoring systens.

5. Reporter Inpersonation: A malicious speaker could include
Reporter TLVs claimng to represent other ASes. |Inplenentations
SHOULD val i date that Reporter AS Nunmbers in TLVs are consistent
with the AS PATH of UPDATEs that introduced them

6. Aggregation Anplification: A nmalicious speaker could send many
UPDATEs with different Reporter TLVs for the sanme prefix, causing
downstream aggregati ng speakers to accunul ate and propagate |arge
nunbers of Reporter TLVs. Rate linmiting and Reporter TLV linits
mtigate this.

Operat ors SHOULD:

* Use BGP TCP- AO [ RFC5925] or MD5 for session protection

* Inplement prefix filtering for unreachability information
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8.

8.

8.

8.

1.

2

3.

* Mnitor U-R B size and Reporter TLV counts
* Enable this SAFl only with explicitly trusted peers
* Validate Reporter AS Nunbers agai nst expected val ues
* Configure appropriate Reporter TLV linmits per prefix
* Inmplenent rate limting on incom ng unreachability UPDATEs
I ANA Consi derations
SAFI Assi gnnent
I ANA has assigned a SAFl value fromthe "Subsequent Address Famly
Identifiers (SAFI) Paraneters" registry within the "Border Gateway
Prot ocol (BGP) Parameters" registry group, applicable to AFl 1 (IPv4)
and AFl 2 (1 Pv6):
*  Val ue: 81
* Description: Unreachability Information
* Reference: This docunent
BGP Capability Code
I ANA is requested to assign a new BGP Capability Code fromthe
"Capability Codes" registry within the "Border Gateway Protocol (BGP)
Par armet ers" regi stry group:
*  Val ue: TBD2
* Description: Enhanced Unreachability Information
* Reference: This docunent
BGP Unreachability Information Reporter TLV Types
IANA is requested to create a newregistry called "BGP Unreachability
I nformati on Reporter TLV Types" under the "Border Gateway Protoco
(BGP) Paraneters" registry page

Regi stration Procedure: Standards Action

Initial registrations:

Tantsura, et al. Expires 21 COctober 2026 [ Page 24]



I nternet-Draft BGP Unreachability SAFI April 2026

Val ue Descri ption Ref er ence

0 Reserved Thi s docunent
1 Reporter TLV Thi s docunent
2-254 Unassi gned

255 Reserved Thi s docunent

8.4. BGP Unreachability Information Sub-TLV Types
IANA is requested to create a newregistry called "BGP Unreachability
I nformati on Sub-TLV Types" under the "Border Gateway Protocol (BGP)
Par anmet ers" registry page.
Regi stration Procedure: RFC Required

Initial registrations:

Val ue Descri ption Ref er ence

0 Reserved Thi s docunent
1 Unreachabil ity Reason Code Thi s docunent
2 Ti mest anp Thi s docunent
3-254 Unassi gned

255 Reserved Thi s docunent

8.5. BGP Unreachability Reason Codes
IANA is requested to create a newregistry called "BGP Unreachability
Reason Codes" under the "Border Gateway Protocol (BGP) Paraneters”
regi stry page.

Regi stration Procedure: RFC Required for val ues 0-64535, Reserved for
Private Use for values 64536-65535

Initial registrations:
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Val ue Descri ption Ref er ence

0 Unspeci fi ed Thi s docunent
1 Pol i cy Bl ocked Thi s docunent
2 Security Filtered Thi s docunent
3 RPKI Invalid Thi s docunent
4 No Export Policy Thi s docunent
5 Martian Address Thi s docunent
6 Bogon Prefix Thi s docunent
7 Rout e Danpeni ng Thi s docunent
8 Local Adm nistrative Action Thi s docunent
9 Local Link Down Thi s docunent
10- 64535 Unassi gned

64536- 65535 Reserved for Private Use Thi s docunent
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Appendi x A. I nplenentation Considerations

I mpl enenters shoul d consider the foll ow ng aspects when inpl ementing
the Unreachability Information SAFlI with nested Reporter TLVs:

1.

U -RI B should store both the NLRI and associ ated Reporter TLVs
with tracking of which neighbor provided each Reporter TLV

Show conmmands shoul d clearly display all reporters for a given
prefix, including Reporter ID, AS, Reason, and Ti nestanp

M B/ YANG nodel s need structures to represent nultiple reporters
per prefix

BMP [ RFC7854] shoul d be extended to convey Reporter TLV
informati on in nonitoring nmessages
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5. FEfficient data structures for Reporter TLV storage and | ookup are
i mportant for perfornmance

6. Consider inplementing a | ocal database to track reporter history
for forensic analysis

Appendi x B. Detail ed Exanpl es
B.1. Conpl ete UPDATE Message Exanpl e

An UPDATE nessage advertising that 192.0.2.0/24 is unreachabl e,
reported by AS 65001 (Router 198.51.100.1) due to RPKI validation
failure:

BGP UPDATE Message:
Wt hdrawmn Routes Length: O
Total Path Attribute Length: (cal cul ated)

Path Attri butes:
MP_REACH NLRI (Type 14, Flags 0x90):
AFl: 1 (IPv4)
SAFIl: 81 (Unreachability Information)
Next Hop Length: O
Reserved: 0
NLRI :
Prefix Length: 24
Prefix: 192.0.2.0
Reporter TLV:
Type: 1
Length: 24
Reporter 1D 198.51.100.1
Reporter AS: 65001
Sub- TLV (Reason):
Sub- Type: 1
Sub- Length: 2
Reason: 3 (RPKI Invalid)
Sub- TLV (Ti mest anp):
Sub- Type: 2
Sub-Length: 8
Val ue: 1733789400

AS_PATH (Type 2):
Segnent Type: AS_SEQUENCE
Segnment Length: 1
AS: 65001

ORIGA N (Type 1):
Val ue: | NCOVPLETE (2)
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B. 2. Aggregation Exanple
Router Rl receives two UPDATEs for 192.0. 2. 0/ 24:

UPDATE 1 (from Nei ghbor N1, AS 65100):
AS_PATH. 65100
Reporter TLV:
Reporter 1D 198.51.100.1, AS: 65001
Reason: RPKI Invalid (3)
Ti mest anp: 1733789400

UPDATE 2 (from Nei ghbor N2, AS 65200):
AS_PATH: 65200
Reporter TLV:
Reporter ID: 198.51.100.2, AS: 65002
Reason: Policy Bl ocked (1)
Ti mestanp: 1733789410

Rl Path Sel ection:
- Conpare AS _PATH length: both length 1
- Conpare by BGP I D: UPDATE 1 wins

R1 Aggregati on:
- Extract Reporter TLV from UPDATE 1 (best path)
- Extract Reporter TLV from UPDATE 2 (add to aggregated set)
- Result: NLRI with 2 Reporter TLVs

Rl Advertisenent to downstream
AS PATH. 65100 (from best path)
NLRI for 192.0. 2.0/ 24:
Reporter TLV #1:
Reporter ID: 198.51.100.1, AS: 65001
Reason: 3, Tinestanp: 1733789400
Reporter TLV #2:
Reporter I D 198.51.100.2, AS: 65002
Reason: 1, Timestanp: 1733789410

B.3. Wthdrawal Exanple

2026

Scenario: Reporter 198.51.100.1 (AS 65001) clears its unreachability

report, but Reporter 198.51.100.2 (AS 65002) maintains its report.
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Initial State on Router Ri:
U-RB Entry for 192.0. 2.0/ 24:
Reporter TLV #1: 198.51.100. 1/ AS65001 (from Nei ghbor N1)
Reporter TLV #2: 198.51.100. 2/ AS65002 (from Nei ghbor N2)

Event: N1 sends MP_UNREACH NLRI for 192.0.2.0/24

R1 Processing:

ldentify that w thdrawal came from N1

Fi nd Reporter TLVs associated with N1

Renove Reporter TLV for 198.51. 100. 1/ AS65001
Check remmi ning Reporter TLVs

Reporter TLV #2 still present

Re-advertise NLRI with remai ning Reporter TLV

CuAwWNE

Rl Advertisenent to downstream
MP_REACH NLRI for 192.0. 2. 0/ 24:
Reporter TLV #2:
Reporter |ID: 198.51.100.2, AS: 65002
Reason: 1, Tinestanp: 1733789410

Later Event: N2 al so sends MP_UNREACH NLRI for 192.0.2.0/24

Rl Processing:
1. Renmove Reporter TLV for 198.51.100. 2/ AS65002
2. No Reporter TLVs remain
3. Send MP_UNREACH NLRI for 192.0.2.0/24

R1 Advertisenent to downstream
MP_UNREACH NLRI :
AFl: 1, SAFl: 81
W thdrawn Route: 192.0.2.0/24

Appendi x C. Conparison with ADD- PATH Approach

This nested TLV approach differs from using BGP ADD- PATH [ RFC7911] in
several fundanental ways:

C.1. Architectural D fferences

ADD- PATH Approach: Maintains nmultiple conplete BGP paths for the
sane prefix, each with full set of BGP attributes (AS_PATH,
communities, etc.). Each reporter’s information travels as a
separ at e BGP UPDATE pat h.

Nested TLV Approach: Aggregates nmultiple reporter perspectives into

a single BGP path. Only one set of BGP attributes (representing
the advertising path), but nultiple Reporter TLVs within the NLRI.
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C 2.

*

C 3.

C 4.

Advant ages of Nested TLV Approach

No ADD- PATH capability negotiation required - works with all BGP
i npl ement ati ons

More conpact representation - single UPDATE can carry reports from
many speakers

Explicit aggregation nodel designed for consolidating multiple
perspectives

Lower BGP state - one path entry instead of nultiple
Easier correlation - all reports for a prefix in one NLRI
D sadvant ages of Nested TLV Approach

More conpl ex specification and inplenentation

BGP attribute anbiguity - AS PATH represents the path of the
UPDATE nessage, not the original paths reporters observed

Wthdrawal conplexity - requires tracki ng which nei ghbor provided
each Reporter TLV

NLRI size can grow large with many reporters
Non- st andard pattern in BGP protocol design
Pat h sel ecti on doesn’t consider reporter content
New capability bit and processing |ogic required

When to Use Each Approach

Use ADD- PATH when:
*

Ful |l BGP path information per reporter is inportant
* I ndependent |ifecycle managenent is critical
* ADD-PATH is already w dely deployed in the network

* Standard BGP nechani sns are preferred

Use Nested TLV when:

*  ADD- PATH support is limted or unavail abl e

* Conpact aggregation is desired
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* Mnitoring systens want single consolidated view
* Lower BGP state is inportant
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