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Abst ract

Thi s docunent defines a new BGP Subsequent Address Family ldentifier
(SAFI) called "Unreachability Information” that allows the

propagati on of prefix unreachability information through BGP without
affecting the installation or renoval of routes in the Routing

I nformati on Base (RIB) or Forwarding Information Base (FIB). This
mechani sm enabl es network operators to share information about
unreachabl e prefixes for nonitoring, debugging, and coordination

pur poses whil e maintai ning conplete separation fromthe active
routing plane.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 15 May 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction .

1.1. Reqw rements Language .

1.2. Termnology .
2. Protocol Extensions . . .

2.1. Unreachability Infor rratl on SAFI

2.2. Capability Advertisenent
3. NLRI Format . .
.1. 1Pv4 Unreachab| I i ty NLRI (AFI =1, SAFI =86)
.2. 1 Pv6 Unreachabili ty NLRI ( AFl =2, SAFI =86)
. 3.  TLV Format
4. (Qperation . . . .
.1. NLRI Processi ng . .
.2. Interaction with Route Reflectlon.
.3. Comunities and Attributes
.4. Preventing State Expl osion
5. Depl oynent Considerations .

www

A D
OQOOWOWOOONNNNNOOOCTOTOOITRERWWWWN

5.1. Increnental Depl oynent
5.2. Use Cases . .
6. Security Considerati ons .
7. |1 ANA Consi derations .
8. Acknow edgenents
9. References .
9.1. Normative References
9.2. Informative References 10
Appendi x A. I nplenmentati on Consi deratl ons 10
Appendi x B. Exanples . . . 10
B.1. Exanpl e UPDATE Massage 10
B.2. Configuration Exarrpl e . 11
Aut hors’ Addresses 11

1. I nt roduction

BGP-4 [RFC4271] withdrawal s are only propagated for prefixes that
have been previously announced. This behavior, while preventing
certain attack vectors, limts the ability of operators to share

i nformati on about prefix unreachability for prefixes that were never
announced in the first place.

There are several use cases where propagating unreachability
i nformati on wi thout affecting routing decisions would be val uabl e:
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* Debuggi ng and troubl eshooting routing i ssues across administrative
domai ns

* Sharing informati on about DDoS targets without null-routing
traffic

* Coordinating informati on about potentially hijacked prefixes

* Mbnitoring and anomaly detection systenms that need visibility into
negative routing events

* Providing tel enetry about routing systemhealth w thout affecting
production traffic

Thi s docunent defines a new SAFlI that creates a parallel information
pl ane for unreachability data, allowi ng BG speakers to share this

i nformati on while maintaining conplete separation fromthe routing
pl ane.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

1.2. Term nol ogy

U -RB: Unreachability Information R B

NLRI : Net wor k Layer Reachability Information
AFI : Address Family ldentifier

SAFI : Subsequent Address Family ldentifier
TLV: Type- Lengt h- Val ue

2. Protocol Extensions

2.1. Unreachability Information SAFI
Thi s docunment defines a new SAFI
* Value: 86 (to be assigned by | ANA)

* Name: Unreachability Information (UNREACH)
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* Applicable to AFl: 1 (1Pv4) and 2 (1Pv6)
2.2. Capability Advertisenent
A BGP speaker that wi shes to exchange Unreachability Informati on MJUST
advertise the correspondi ng AFl/ SAFI capability as defined in
[ RFC5492] .

The Capability Code for Miltiprotocol Extensions is 1. The
Capability Value field contains:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| AFI | Reserved | SAFI |
B T S i T s i i e e SEI S

Wher e:

* AFl =1 (IPvd) or 2 (IPv6)

* Reserved = 0 (MUST be set to 0 on transmt, ignored on receive)
* SAFlI = 86 (Unreachability Information)

Additionally, this docurment defines a new capability:

* Capability Code: 86 (to be assigned by | ANA)

* Capability Name: Enhanced Unreachability Information

* Capability Value: 1 octet flags field
01234567

R i i i

| TT R Reserved

R e i i i

VWher e:

* T bit: If set, speaker supports Tinmestanp TLV

* Rbit: If set, speaker supports Reason Code TLV

* Reserved: MUST be zero on transmt, ignored on receive
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3. NLRI Format

The NLRI is uniquely identified by the combination of Prefix Length
and Prefix. TLVs are NOT part of the NLRI key and provi de additional
context about the unreachability information. The presence of an
Unreachability Information NLRI for a prefix signifies that the
prefix is unreachable. The withdrawal of such an NLRI indicates
normal routing operation for that prefix.

3.1. IPv4 Unreachability NLR (AFlI=1, SAFI =86)

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Prefix Length | | Pv4d Prefix (variable) |
el i I e i it T e e e e i i T o S e e S e T R R
| TLVs (vari abl e) |
BT T o e S e i i S T e e i s TTE P S S S

3.2. 1Pv6 Unreachability NLRI (AFI=2, SAFI =86)

0 1 2 3

01234567890123456789012345678901
i I s I i i S SR S S S
| Prefix Length | I Pv6 Prefix (variable) |
i T s i o S i i S R I S I S S S M
| TLVs (vari abl e) |
B T S i T s i i e e SEI S

3.3. TLV For nat
TLVs provide additional context about the unreachability information:
0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S
| Type | Lengt h | |
e S S T s s s aTui ST U Sy Y SR P S S > |
| Val ue (vari abl e) |
B T S i T s i i e e SEI S
Defi ned TLV Types:
Type 1: Oiginal Reporter
* Length:4 octets

* Value: BGP Identifier of the original reporting speaker
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4.

4.

Type 2: Unreachability Reason Code

* Length: 2 octets

* Value: Detail ed reason code (registry to be established)
* 0: Unspecified

* 1. Policy Blocked

* 2. Security Filtered

* 3: RPKI Invalid

* 4-65535: Reserved for future use

Type 3: Tinestanp

* Length: 8 octets

* Value: Unix timestanp (seconds since epoch) in network byte order,
i ndi cates when the unreachability event occurred or was detected

Al TLV types except Type 1 (Original Reporter) are OPTIONAL. Type 1
MUST be present in all Unreachability Information NLRI

| mpl enent ati ons MJST i gnore unknown TLV types to allow for future
extensibility. Miltiple TLVs of the same type SHOULD NOT be
included; if present, only the first occurrence SHOULD be processed

Qperation
1. NLRI Processing

When a BGP speaker receives an UPDATE nessage with Unreachability
I nf ormati on SAFI

1. It MJUST NOT install or renpve any routes in the Loc-RI B based on
this information

2. It MUST nmaintain a separate Unreachability Information RIB (Ul -
RIB) for this SAFI

3. It SHOULD apply standard BGP path selection to U-RIB entries for
consi st ency

4. 1t MAY propagate the information according to standard BGP rul es
and | ocal policy
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5. It MJUST NOT nmix Unreachability Information NLRI with other SAFIs
in the same UPDATE nessage

4.2. Interaction with Route Reflection
Route Reflectors SHOULD treat Unreachability Information SAFl 1ike
any ot her AFI/SAFI conbination, applying standard route reflection
rules. The ORIG NATOR ID and CLUSTER LI ST attributes apply normally.

4.3. Communities and Attributes

Standard BGP conmunities and attributes apply to Unreachability
I nf ormati on SAFI

*  NO_EXPORT, NO _ADVERTI SE, and NO _EXPORT_SUBCONFED wor k as defi ned
* Large Comunities [ RFC8092] MAY be used for policy contro
* AS PATH is constructed nornmally for | oop prevention

* ORIA@ N SHOULD be set to IGP for locally generated information, EGP
for information received via eBGP

4.4. Preventing State Explosion
To prevent unbounded growth of the U -RlB:

1. Inplenentations SHOULD limt the nunber of unreachability entries
per prefix

2. Inplenmentations SHOULD age out entries based on the Tinmestanmp TLV
when present

3. Inplenentations MIST inplenent rate limting for accepting new
unreachability infornmation

4. Default maxi mum U -RI B size SHOULD be configurable with a
reasonabl e default (e.g., 100,000 entries)

5. Depl oynent Considerations
5.1. Increnental Depl oynent
The Unreachability Information SAFlI can be depl oyed incrementally:

* Speakers that don't support it sinply don't negotiate the
capability
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5.

2

* M xed environnents work correctly with nornmal BGP capability

negoti ati on

* Can be enabl ed on specific sessions for testing

Use Cases
Exanpl e depl oynment scenari os:

I nter-AS Debuggi ng: Enabl e between cooperating ASes for
troubl eshoot i ng

Route Collectors: Deploy on route collector sessions for enhanced
telemetry

DDoS Coordination: Share attack target information wthout null -
routing

Security Mnitoring: Track suspicious unreachability patterns
Security Considerations

The Unreachability Information SAFl introduces new security
consi derati ons:

1. Information Leakage: Unreachability information nmight revea
net wor k topol ogy or operational issues. Operators SHOULD
carefully consider peering policies for this SAFI

2. State Exhaustion: Mlicious peers could attenpt to exhaust nenory
by advertising | arge nunbers of unreachabl e prefixes.
I mpl enent ati ons MJUST enforce limts as described in Section 4.4.

3. False Information: Peers could advertise false unreachability
information. This SAFI SHOULD only be enabled with trusted
peers.

4. Prefix Hijacking: The SAFl could be used to claimprefixes are
unreachabl e when they’'re not. Since this doesn't affect routing,
the inpact is limted to nonitoring systens.

Operat ors SHOULD:

* Use BGP TCP- AO [ RFC5925] or MD5 for session protection

* Inplement prefix filtering for unreachability information

* NMonitor U-RIB size and growh rate

Tantsura, et al. Expires 15 May 2026 [ Page 8]



I nternet-Draft BGP Unreachability SAFI Noverber 2025

7.

9.
9.
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* Enable this SAFl only with explicitly trusted peers
I ANA Consi derati ons

I ANA is requested to assign:

1. A new SAFlI val ue (suggested: 86) for "Unreachability Informtion"

applicable to AFl 1 and AFl 2 in the "Subsequent Address Fanmily
ldentifiers (SAFl) Paraneters" registry.

2. A new BGP Capability Code (suggested: 86) for "Enhanced
Unreachability Information" in the "Capability Codes" registry.

3. Create a newregistry called "BG Unreachability Information TLV

Types" under the "Border Gateway Protocol (BGP) Paraneters”
registry page. The registration procedure is "RFC Required".
Initial values are defined in Section 3.3.
4. Create a newregistry called "BG Unreachability Reason Codes"
under the "Border Gateway Protocol (BGP) Paraneters" registry
page. The registration procedure is "RFC Required”. Initial
val ues to be defined in a subsequent docunent.
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Appendi x A. I nplenentation Considerations

| mpl enenters shoul d consider the follow ng aspects when inpl enenting
the Unreachability Information SAFI:

1. U-R B should be stored separately fromregular Rl Bs
2. Show commands should clearly differentiate unreachability info
3. M B/ YANG nodel s need updating for nonitoring
4. BMP [ RFC7854] shoul d be extended to support this SAFI
Appendi x B. Exanpl es
B.1. Exanple UPDATE Message

An UPDATE nessage advertising that 192.0.2.0/24 is unreachable due to
RPKI validation failure:

* ARl 1 (IPv4)
* SAFl: 86 (Unreachability Information)
* NLRI:

* Prefix Length: 24
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* Prefix: 192.0.2.0
* TLV Type 1 (Unreachability Type): Value 4 (RPKI
* TLV Type 2 (Tinestanp): Current Unix tinestanp

Novenber 2025

I nval i d)

* Path Attributes: Standard BGP attributes (AS PATH, ORIG N, etc.)

B.2. Configuration Exanple
Exanmpl e BGP configuration (vendor-neutral):

router bgp 65001
nei ghbor 192.0.2.1 renote-as 65002
I

éddress—fanily

i pv4 unreachability
nei ghbor 192.0.2.1 activate
nei ghbor 192.0. 2.1 nmaxi num prefix 50000
nei ghbor 192.0.2.1 route-map UNREACH-IN in
nei ghbor 192.0.2.1 route-mp UNREACH OUT out
exit-address-famly

!
address-family i pv6 unreachability
nei ghbor 2001:db8::1 activate

exit-address-famly
|

rout e-map UNREACH- I N pernit 10
mat ch conmmuni ty NO EXPORT- UNREACH

set | ocal -preference 50
!
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