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Abstract
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1. Introduction

EVPN (Et hernet VPN) [RFC7432] provides a flexible framework for Layer
2 and Layer 3 VPN services. Wile EVPN includes nechanisns for
advertising reachable prefixes via Route Type 5 (1P Prefix
Advertisenment Route) [RFC9136], there is no standard way to signha
unreachability information for nonitoring and troubl eshooting

pur poses without affecting the forwarding plane.

Simlar to the challenges in standard BGP, EVPN withdrawal s are only
propagated for prefixes that have been previously announced. This
behavior limts the ability of operators to share infornmation about
prefix unreachability for prefixes that were never announced or to
correlate unreachability reports fromnultiple PE (Provider Edge)
routers.

Use cases for EVPN unreachability signaling include but not limted
to:

* Milti-tenant network debuggi ng and troubl eshooting
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* Security event coordination across EVPN instances

* DDoS attack target information sharing without null-routing
* NMbnitoring tenant prefix health across multiple data centers
* Correlating unreachability frommultiple PE vantage points

The goal of this nechanismis to provide conprehensive information
about unreachability events:

* \Were the event has happened: Reporter ldentifier, Reporter AS
Nunber, and optionally EVPN Instance (EVI)

* Wy the event has happened: Reason Code indicating the cause of
unreachability

*  \When the event has happened: Tinestanp of the unreachability
detection

Thi s docunent defines a new EVPN Route Type that creates a parall el

i nformati on channel for unreachability data, nmintaining conplete
separation fromthe forwarding plane. The encoding follows the
architecture and term nol ogy of [ RFC9136], applying simlar concepts
to EVPN as defined for standard BGP in

[I-D. tantsura-idr-unreachability-safi].

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.2. Term nol ogy

EVPN: Et her net VPN

NVE: Network Virtualization Edge, as defined in [RFC7365] and
[ RFC9136]. An NVE is a network entity that provides
virtualization functions. 1In this docunent, NVE and PE are

used i nterchangeably.
PE: Provi der Edge router

RT- 5: EVPN Route Type 5 (I P Prefix Advertisenment Route), as
defined in [ RFC9136]

Tantsura, et al. Expires 21 COctober 2026 [ Page 4]
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2

2

Address Family (unreachability NLRI): 1-octet field in the IP Prefix
Unreachability Route NLRI, imrediately after the Ethernet
Tag ID, indicating IPv4 (value 1) or IPv6 (value 2). The
val ues are the existing BGP Address Famly ldentifier (AFIl)
nuneric val ues assigned by ANA in the "Address Famly
Nunbers" registry [ RFC4760]; this docurment defines no new
val ues and creates no new registry. See Section 3. 3.

U -RB: Unreachability Information RI B
NLRI : Net wor k Layer Reachability Information
TLV: Type- Lengt h- Val ue

Reporter TLV: A nested TLV structure containing informtion about
one Reporting PE and its associated unreachability details

Aggregation: The process of conmbining nmultiple Reporter TLVs from
different paths into a single NLR

Advertising PE: The PE router that sends the BGP UPDATE nessage
containing the unreachability information

Reporting PE: The PE router that originally generated the
unreachability information (identified within a Reporter

TLV)

Thi s docunent al so assunes famliarity with the term nol ogy of
[ RFC7365], [RFC7432], [RFCB8365], and [ RFC9136].

EVPN Unreachability Route Type
1. Route Type Definition
Thi s docunent defines a new EVPN Route Type
* Route Type: TBDl1 (to be assigned by | ANA)
* Nanme: |IP Prefix Unreachability Route Type
* Based on: Route Type 5 field order and definitions from|[RFC9136],
pl us an Address Fam |y octet after the Ethernet Tag |ID (not
present in reachability RT-5)
This route type is carried in BGP UPDATE nmessages using the
Mul ti protocol Extensions for BGP-4 [RFC4760], with AFl = 25 (L2VPN)

and SAFI = 70 (EVPN), followi ng the same procedures as ot her EVPN
route types defined in [ RFC7432] and [ RFC9136].
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2

3.

3.

3.

This route type creates a parallel information plane for
unreachability signaling. It MJST NOT affect the EVPN Loc-RI B or
forwarding plane in any way. PE routers receiving this route type
MUST naintain it in a separate Unreachability Information RIB (U -
RI B) and MJUST NOT install or renpbve routes in the Loc-RIB or
forwardi ng tabl e based on these adverti senents.

2. Route Distinguisher and Route Targets

1.

2

The Route Distinguisher (RD) field and Route Target (RT) extended
communities operate as defined in [RFC7432] and [ RFC9136].
Unreachability routes for an EVPN i nstance SHOULD use the sane RD and
RTs as the correspondi ng reachability routes (Route Type 5), ensuring
correlation with the same EVPN i nstance and foll owi ng established
EVPN patterns.

I mpl enent ati ons MAY use distinct RTs for unreachability routes to
limt distribution to specific PEs (e.g., nonitoring systems) or to
prevent distribution to |egacy systens during increnental depl oynent.

NLRI Encodi ng

Desi gn Phi | osophy
The I P Prefix Unreachability Route encoding uses the Route Type 5
field order and definitions from[RFCO9136] to maxi m ze consi st ency
with existing EVPN inplenentations. |Inplenentations can reuse nuch
of existing RT-5 parsing logic but MIUST insert handling for the
Address Family octet (immediately after the Ethernet Tag I D) before
reading the IP Prefix field, because reachability RT-5 has no such
field.
Thi s approach provides:

* Structural consistency with Route Type 5 (with the Address Fanmly
ext ensi on noted above)

* Sinplified inplenentation by following famliar RT-5 field order
and semantics aside fromthat extension

* Extensibility via TLV-based reporter information
* Future-proof design if any currently unused fields becone rel evant
roach to Multiple Reporters
p p p

When nmultiple PE routers report unreachability for the sanme prefix,
i npl ement ers have several options:
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1. Single Reporter: Do nothing and allow the Reporter Identifier of
the best route to be used as the only Reporter. This is the
si mpl est approach but | oses information from other reporters.
This approach is fully conpatible with all EVPN i npl enent ati ons.

2. Nested TLV Aggregation (Recommended): |nplenment the nested TLV
aggregati on approach described in this specification to preserve
all reporter perspectives in a single NLRI. This provides the
nmost conprehensive view while maintaining a single EVPN route per
prefix. This approach is designed specifically for EVPN and does
not require additional protocol extensions beyond this
speci fication.

3. BGP ADD PATH Use BGP ADD- PATH [ RFC7911] to maintain multiple
pat hs, each carrying its own Reporter TLV. ADD PATH is defined
for BGP-4 and can be applied to EVPN route types by prepending a
Path Identifier to each NLRI. However, ADD PATH support for EVPN
varies by inplenmentation, and this approach would require both
ADD- PATH capabi lity negotiation and proper handling of Path
Ildentifiers with EVPN Route Type structures. This option
preserves full BGP path attributes per reporter but has higher
conpl exity and depl oynent requirenents.

Thi s specification focuses on the nested TLV aggregati on approach
(option 2) as the preferred nechani sm providing detail ed procedures
and encodings for this method throughout the remai nder of this
docunent. Option 2 is reconmended because it provides conprehensive
multi-reporter visibility while maintaining conpatibility with
standard EVPN processing and mninzing inplenmentation conplexity.

3.3. IP Prefix Unreachability Route NLR

The I P Prefix Unreachability Route uses the Route Type 5 field order
and definitions from[RFC9136], extended with Reporter TLVs and one
additional field for address-fanmily di sanbi guati on (see bel ow).

The NLRI is uniquely identified by the conbination of Route

Di stingui sher, Ethernet Tag ID, Address Fanily, |IP Prefix Length, and
IP Prefix. Reporter TLVs are NOT part of the NLRI key but provide

i nformati on about each Reporting PE. The presence of an
Unreachability Route for a prefix signifies that one or nore PEs
report the prefix as unreachable. The withdrawal of such a route
indicates that all reporters have cleared their unreachability
reports for that prefix.

For reachability RT-5 routes, [RFC9136] fixes the size of the route-

type-specific NLRI (34 octets for IPv4 or 58 octets for |IPv6), which
allows a receiver to infer whether the IP Prefix fieldis 4 or 16
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octets. Because unreachability routes append a variabl e nunber of
Reporter TLVs, the route-type-specific length is no | onger sufficient
to infer the address famly: for exanple, an IPv4 prefix with a | arge
set of Reporter TLVs can yield the sane total size as a shorter |Pv6
encoding. Furthernore, IP Prefix Length alone is anbiguous (e.g., a
/24 can be valid for both IPv4 and I Pv6). Therefore, this route type
includes an explicit Address Fanmily field i mediately after the

Et hernet Tag ID. Receivers MIJST use this field to determ ne the
width of the IP Prefix field before parsing Reporter TLVS.

o m o oo +
| Route Type (1 octet) |
o m o e e e ee e oo +
| Length (1 octet) |
o e m e e e e e e e e e e e e e e me e +
| Route Distinguisher (8 octets) |
ot o o e +
| Ethernet Segnent Identifier (10 octets)|
o m o e ee oo +
| Ethernet Tag ID (4 octets) |
o e m e e e e e e e e e e e e e e me e +
| Address Famly (1 octet) |
ot o oo +
| 1P Prefix Length (1 octet) |
o m o e e e ieeiaaoo-- +
| 1P Prefix (4 or 16 octets) |
o e m e e e e e e e e e e e e e e me e +
| GWIP Address Length (1 octet) =0 |
ot o oo +
| MPLS Label (3 octets) =0 |
o m o e e +
| Reporter TLVs (vari abl e) |
o e m e e e e e e e e e e e e e e me e +
Wher e:

* Route Type: TBD1 (I P Prefix Unreachability Route Type)

* Length: As defined in [RFC7432], the nunber of octets in the Route
Type specific field (from Route Distinguisher through the end of
the last Reporter TLV). This differs fromreachability RT-5 in
[ RFC9136], where Length is 34 (IPv4) or 58 (IPv6) and does not
i nclude Reporter TLVs.

* Route Distinguisher: As defined in [RFC7432] and [ RFC9136], used

to identify the EVPN i nstance. The RD MJST be used as specified
in those docunents.
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* Ethernet Segrment ldentifier: As defined in [RFC7432]. MJST be set
to O (all bytes zero) for unreachability routes.

* FEthernet Tag ID: As defined in [RFC7432] and [ RFC9136], identifies
the broadcast domain. For unreachability routes, this SHOULD be
set to 0 unless VLAN-aware bundl e service is used, follow ng the
same conventions as reachability RT-5 routes.

* Address Family: 1 octet. The values are the existing BGP Address
Famly Identifier (AFl) nuneric val ues assigned by IANA in the
"Address Fami |y Nunbers" registry [RFC4760]; this docunent defines
no new val ues and creates no new registry. Value 1 (|IPv4, BGP AFI
1) requires an IP Prefix field of 4 octets and IP Prefix Length in
the range 0-32 inclusive. Value 2 (IPv6, BGP AFl 2) requires an
IP Prefix field of 16 octets and IP Prefix Length in the range
0-128 inclusive. Handling of any other Address Family value is
specified in Section 4.10.1.

* | P Prefix Length: Length of the IP prefix in bits. Constraints
depend on Address Fami |y as described above.

* |P Prefix: IPv4 (4 octets) or IPv6 (16 octets) prefix being
reported as unreachabl e, consistent with Address Famly.

* GWIP Address Length: MJST be set to 0. The GWIP Address field
is not used for unreachability routes.

* GWIP Address: MJST be zero octets (GWIP Address Length = 0).
Unreachability routes do not use overlay index resol ution.

* MPLS Label: 3-octet field where the high-order 20 bits contain the
MPLS | abel value, as specified in [ RFC9136]. MJST be set to O
(reserved). Since unreachability routes are information-only and
do not establish forwarding state, and do not use overlay index
resolution, the label field has no semantic nmeani ng and MJST be
zero.

* Reporter TLVs: One or nmore Reporter TLVs as defined in Section 3.5

3.4. Field Usage for Information-Only Routes

Since unreachability routes are information-only and do not use

overlay indexes for recursive resolution, the follow ng constraints

apply to fields inherited from Route Type 5:

* ESI: MJUST be 0 (all bytes zero).

* GWIP Address Length: MJST be 0; GWIP Address: zero octets.
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* MPLS Label : MJUST be 0.

* Address Family: Used only to determine IP Prefix width for NLR
par si ng.

Recei ving PEs MJUST NOT use any of these fields for forwarding
deci sions or recursive resolution. ESI, GNIP Address, and MPLS
Label are maintained for structural consistency with [ RFC9136];
Address Family is an extension defined in this docunent.

The [ RFC9136] Section 3.1 rule that a route with a zero MPLS Labe

and no Overlay |Index MJST be treated as withdrawn, and the

Section 3.2 rule that a route with ESI, GNIP, Router’s MAC, and MPLS
Label all zero SHOULD be treated as withdrawn, apply only to Route
Type 5. The IP Prefix Unreachability Route Type defined here uses a
di stinct EVPN Route Type (Section 3.3) and is not subject to those
rul es.

Unreachability Routes carry ESI=0 and encode no Ethernet- Segnent
menber ship. They signal | P-prefix unreachability fromthe Reporting
PE' s | ocal perspective. DF election, Ethernet-Segnment failure, and
non-DF transitions do not in thenselves trigger Unreachability

Rout es; the multi-hom ng procedures of [RFC7432] and [ RFC9136] are
unchanged.

3.5. Reporter TLV Format

The Reporter TLV encapsul ates information about a single Reporting PE
router. Miltiple Reporter TLVs may be included in a single NLRI to
support aggregation of reports fromdifferent network vantage points.

0 1 2 3
01234567890123456789012345678901
el i I e i it T e e e e i i T o S e e S e T R R
I Type I Length I I
i i i S S T N T S S e S SR S SR S S S |
| Reporter ldentifier (4 octets) |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Reporter AS Number (4 octets) |
el i I e i it T e e e e i i T o S e e S e T R R
| Sub- TLVs (vari abl e) |
I S i o T s S S S e s s T

Reporter TLV Fiel ds:
Type: 1 octet. Value: 1 (Reporter)

Length: 2 octets. Total length of Reporter ldentifier, Reporter AS
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Nunber, and Sub-TLVs fields in octets (m ninmum 8 octets when no
Sub- TLVs are present)

Reporter ldentifier: 4 octets. BGP ldentifier (Router ID) of the
Reporting PE in network byte order

Reporter AS Nunber: 4 octets. 4-octet AS nunber of the Reporting PE
in network byte order. |If the AS nunber is |ess than 65536, the
upper 2 octets are set to O.

Sub-TLVs: Variable length. Contains zero or nore Sub-TLVs providing
addi ti onal context about the unreachability event. A Reporter TLV
carrying no Sub-TLVs is valid: the presence of the Reporter TLV
itself conveys the fact of unreachability, with the Reporter
Identifier and Reporter AS Nunmber identifying the PE that observed
it. Wen the Unreachability Reason Code Sub-TLV (Section 3.6.1)
is absent, the reason is treated as Unspecified (code 0).

The conbi nati on of Reporter ldentifier and Reporter AS Number
uniquely identifies the Reporting PE. Miltiple Reporter TLVs with
the sanme Reporter Identifier and AS Number MJST NOT appear in the
same NLRI. If such duplication occurs, only the first occurrence
SHOULD be processed.
Except that the first Reporter TLV in an NLRI corresponds to the best
path (see Section 4.4), the order of subsequent Reporter TLVs is not
significant; receivers MJST NOT derive nmeaning fromtheir relative
ordering. Inplenentations MJUST tolerate any ordering of Reporter
TLVs past the first position

3.6. Sub-TLV Types

3.6.1. Unreachability Reason Code Sub-TLV
*  Sub-Type: 1
* Sub-Length: 2 octets
* Sub-Val ue: 2-octet reason code in network byte order
Defi ned Reason Codes:
* 0: Unspecified
* 1: Policy Blocked

* 2. Security Filtered
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3.

3.

Tantsura, et al.

3: RPKI Invalid

4: No Export Policy

5: Martian Address

6: Bogon Prefix

7: Route Danpening

8: Local Administrative Action

9: Local Link Down

10: MAC Mobility Limt Exceeded (EVPN-specific)
11: Tenant Isolation Violation (EVPNspecific)
12: VTEP Unreachabl e (EVPN-specific)

13- 64535: Reserved for Future Use (1 ANA allocation required)

64536- 65535: Reserved for Private/ Experinmental Use

Reason codes 0-9 align with the BGP Unreachability Information SAFI
[I-D. tantsura-idr-unreachability-safi] for consistency across
standard BGP and EVPN unreachability signaling. Reason codes 10-12
are EVPN-specific extensions.

6.

*

6.

2.

3.

Ti mestanp Sub- TLV
Sub- Type: 2
Sub-Length: 8 octets
Sub- Val ue: Uni x timestanp (seconds since epoch) in network byte
order, indicates when the unreachability event occurred or was
detected by this reporter
EVI Sub-TLV
Sub- Type: 3
Sub-Length: 4 octets

Sub-Val ue: EVPN I nstance (EVI) identifier where the unreachability
was observed
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3.

4.

4.

Since the Route Distinguisher in the NLRI already identifies the EVPN
instance in nost deploynents, this Sub-TLV SHOULD only be incl uded
when additional EVI-specific information is necessary that cannot be
derived fromthe RD

Exanpl es of when EVI Sub-TLV may be usef ul

* Miltiple EVIs share the sane RD (non-recomended confi guration)
* Correlation with locally-significant EVI identifiers

* Debuggi ng scenarios requiring explicit EVI identification

Qritting this Sub-TLV when not needed saves 7 octets (3 octets TLV
overhead + 4 octets EVI value) per Reporter TLVW.

6.4. Sub-TLV Processing Rul es

| mpl enent ati ons MJUST be prepared to receive Sub-TLVs in any order
Unknown Sub- TLV types MJST be silently ignored to allow for future
extensibility.

The Reason Code Sub-TLV SHOULD be included in all Reporter TLVs. |If
absent, inplenentations SHOULD treat it as Reason Code 0O
(Unspeci fied).

Operation
1. Forwarding Pl ane Separation

This route type creates a parallel information plane that operates
i ndependently of the EVPN forwarding plane. |nplenmentations MJST
mai ntain strict separation between unreachability information and
forwardi ng deci si ons.

Specifically, inplenentations MJIST:

* NOT install or renove any routes in the Loc-RI B or forwarding
tabl e based on unreachability information

* Maintain unreachability routes in a separate Unreachability
Information RIB (U -RIB) that is not consulted for forwarding
deci si ons

* NOT nodify forwarding table entries (including next-hop, |abel, or
other attributes) based on unreachability infornmation
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* Process unreachability routes with lower priority than forwarding
routes to prevent resource contention

* | nplenment separate rate limting for unreachability routes

Viol ati on of these separation requirenents could lead to incorrect
forwardi ng behavior, traffic blackholing, or routing instability.

I mpl enenters MJUST ensure proper separation through careful software
architecture and testing.

Generating Unreachability Routes

A PE MAY generate an I P Prefix Unreachability Route when | oca
processing determnes, for any reason, that a prefix is to be
reported as unreachable. The triggering condition is conveyed by the
Reason Code Sub-TLV (Section 3.6.1). This docunent does not nandate
the set of local conditions that cause generation; that set is

i mpl ement ati on- and depl oynent -specific, constrained only by the
Reason Codes defined in this docunment or subsequently registered.

The Reporting PE MUST set Address Family to 1 (1Pv4) or 2 (1Pv6)

consistent with the IP Prefix field. The Reporting PE MJST popul ate

the Reporter TLV with its own BGP Identifier and AS Nunber. The PE

SHOULD i ncl ude a Reason Code Sub-TLV and SHOULD i ncl ude a Ti nestanp

Sub-TLV to facilitate tenporal correlation.

I mpl enent ati ons SHOULD provi de configuration options to control

* \Which events trigger unreachability route generation

* Rate limting on route generation per prefix and globally

* Filtering criteria for which prefixes can be reported

* Default Reason Codes for different trigger conditions

Processi ng Unreachability Routes

VWhen a PE router receives an I P Prefix Unreachability Route:

1. It MJIST validate that the route type is recognized

2. It MUST parse the NLRI using the Address Fanmily field to
determ ne whether the IP Prefix is 4 or 16 octets, then parse
Reporter TLVs according to Section 3. FError handling for invalid

Address Family or IP Prefix Length values is specified in
Section 4.10. 1.
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It MJUST NOT install or renove any routes in the Loc-RI B or
forwardi ng table based on this route

It MUST maintain a separate U -RIB for unreachability routes

It SHOULD apply standard BGP path selection to U-RIB entries for
consi st ency

It MAY propagate the route according to standard EVPN rul es and
| ocal policy

It MAY aggregate Reporter TLVs as described in Section 4.4

It SHOULD nmake unreachability information avail able to managenent
systens and nonitoring tools

Unknown Sub- TLV types within Reporter TLVs MJST be silently ignored
to allow for future extensibility.

4. 4.

Aggr egati on Procedures

When multiple routes arrive for the sanme prefix (identified by RD

Et hernet Tag ID, Address Family, |IP Prefix Length, and IP Prefix), a
PE supporting aggregati on SHOULD conbi ne Reporter TLVs fromnultiple
paths into a single advertisenent.

Aggr egati on procedure:

1.

Perform standard BGP path sel ecti on based on BGP attributes (NOT
Reporter TLV content) to select the best path

Extract Reporter TLVs fromthe best path

For each non-sel ected feasible path, extract Reporter TLVs and
add uni que reporters (by Reporter ldentifier and Reporter AS) to
the aggregated set. |If a reporter already exists, keep the entry
with the nost recent timestanp (if present).

Create a new NLRI with all unique Reporter TLVs

Advertise the aggregated NLRI using BGP attributes fromthe best
pat h

Tantsura, et al. Expires 21 COctober 2026 [ Page 15]



I nternet-Draft EVPN Unreachability Signaling April 2026

A speaker perform ng Reporter TLV aggregati on MJST pl ace the Reporter
TLV corresponding to the best path in the first position of the
resulting NLRI. Reporter TLVs drawn from non-sel ected feasible paths
MAY follow in any order. Pinning the first position provides a
determnistic fall back for speakers that do not perform aggregation
(see bel ow).

A receiver MIST parse all Reporter TLVs present in a received NLRI,

up to the inplenentation limt defined in this section (RECOMVENDED
50). How the received Reporter TLVs are consuned locally -- stored
inthe U-RIB, exported via BMP, displayed to operators -- is an

i npl ementation natter and does not affect w re behavior

A speaker that does not perform Reporter TLV aggregation, when re-
advertising an IP Prefix Unreachability Route to its peers, MJST
include only the first Reporter TLV fromthe received NLRI and MJST
NOT append Reporter TLVs drawn from ot her paths. Because EVPN does
not negoti ate per-Route-Type capabilities, this rule -- together with
the sender ordering rule above -- constitutes the interoperability
contract between aggregating and non-aggregati ng speakers: at the
first non-aggregating hop, the propagated view degrades to the best-
path Reporter TLV only, with no | oss of correctness.

The nmaxi mum nunber of Reporter TLVs per route SHOULD be limted to
prevent excessive route sizes. RECOMMENDED maxi mum 50 Reporter TLVs
per route.

If the maximumis reached and a new reporter nust be added,
i mpl ement ati ons SHOULD renove the ol dest Reporter TLV based on
Ti mestanp Sub-TLV (if present). The reporter fromthe best path MJST
NOT be removed; if it is the ol dest, renove the second- ol dest
i nst ead.
4.5. Wthdrawal Procedures
Wt hdrawal of unreachability infornmation operates at two |evels:
4.5.1. Individual Reporter Wt hdrawal
When a PE determnes that a specific reporter no |l onger considers a
prefix unreachable (e.g., receives an UPDATE fromthat reporter’'s PE
that does not include the unreachability NLRI, or local policy
determines the report is stale), it SHOULD:
1. Rempve the correspondi ng Reporter TLV fromthe NLRI

2. |If other Reporter TLVs renmmin, re-advertise the NLRI with the
remai ni ng Reporter TLVs
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4.

5.

3. If no Reporter TLVs remain, withdraw the entire NLRI as described
bel ow
To facilitate individual reporter w thdrawal, inplenentations MJST

track the source of each Reporter TLV (which BGP nei ghbor or | ocal
process it came from.

2. Conplete NLRI Wt hdrawal

A PE MUST withdraw an Unreachability Route (send the NLRI key fields
in MP_UNREACH NLRI) when:

* Al Reporter TLVs have been renoved
* The prefix is explicitly withdrawn by all upstream sources

* Local policy dictates the information should no | onger be
pr opagat ed

The MP_UNREACH NLRI contains the NLRI fields (Route Distinguisher,
Et hernet Segnment ldentifier, Ethernet Tag I D, Address Famly, IP
Prefix Length, IP Prefix, GWNIP Address Length, and MPLS Label)

wi t hout any Reporter TLVs.

4.5.3. Stale Reporter Detection

4.

6.

I mpl enent ati ons MAY i npl erent agi ng nechani sns to renove stale
Reporter TLVs:

* |f a Tinmestanp Sub-TLV is present and indicates the report is
ol der than a configurable threshold (RECOWENDED default: 24
hours), the Reporter TLV MAY be renoved

* |f the BGP session to the neighbor that provided a Reporter TLV
goes down, inplenentations MAY nmark associ ated Reporter TLVs as
potentially stale and MAY renpve them after a grace period

Interaction with Graceful Restart

BGP Graceful Restart [RFC4724] applies to the EVPN SAFl (AFI =25,
SAFI =70) and thus to Unreachability Routes. GCR procedures for other
EVPN route types ([ RFC7432], [RFC9136]) are unchanged.

Unreachability Routes follow the same GR procedures as RT-5

[ RFC9136]: one GR Capability for SAFI =70, one End-of-RI B (EoR)
mar ker, one Restart Tinme. They are narked stal e, retained,
refreshed, and renoved identically. The sole departure is the
"Forwarding State" (F) bit. Unreachability Routes install no
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forwarding state (Section 4.1); the F bit has no neaning for this
Route Type. |Its interpretation for forwarding-state-bearing route
types is unchanged.

4.6.1. Gaceful Restart Capability

No new capability is defined. GR is negotiated using the EVPN AFl/
SAFI (25/70).

I mpl enentati ons MUST NOT treat any F bit value as indicating
forwardi ng-state preservation for Unreachability Routes. The F bit
advertised for SAFI =70 is deternmined by the preservation properties
of the other route types carried in the SAFI

4.6.2. Restarting Speaker Behavi or

A PE that has negotiated GR for SAFI =70:

1. SHOULD re-advertise its preserved Unreachability Information R B
(U -RIB) as soon as practicable; gradual re-advertisenment is
permtted to limt burstiness.

2. If the U-R B was not preserved, SHOULD rebuild it fromloca
sources (link-down state, policy decisions) before re-
adverti si ng.

3. MJIST send the SAFI =70 EoR marker [RFC4A724] after re-advertisenent
conpletes. This marker covers all EVPN route types in the SAFI
no Route-Type-specific EoR is defined.

4.6.3. Receiving Speaker Behavi or

On detection of peer restart:

1. Al Unreachability Routes fromthe restarting peer MJUST be narked
stale, irrespective of the F bit.

2. Stale routes MIST NOT be withdrawn. They MJST be retained unti
the SAFI =70 EoR is received or the peer’s Restart Tinme expires,
whi chever occurs first.

3. Wile stale, the routes MAY be used for nonitoring and
correlation, MAY be distinguished in display and APl's, and SHOULD
NOT be propagated to other peers absent explicit configuration

4. On receipt of the EoR

* unrefreshed stale routes MJUST be renpved,;
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* Reporter TLVs fromthe restarted peer within aggregated NLRIs
MJST be renoved if not refreshed;

* if Reporter TLVs from other sources remain for the sane NLRI
key, the route SHOULD be re-advertised with those renmining
TLVs (Section 4.4).

5. If the Restart Time expires before the EoR arrives, all stale
routes MJUST be renpved.

4.6.4. Route Reflector Considerations

4

4.

6.

A Route Reflector participating in GR for SAFI =70:

*  MUIST stal e-mark Unreachability Routes fromrestarting clients
identically to other EVPN route types;

* SHOULD NOT reflect stale Unreachability Routes absent an explicit
reflection policy;

*  MUIST preserve ORI G NATOR I D and CLUSTER LI ST across stal e-to-
refreshed transitions;

*  SHOULD send the SAFI =70 EoR to clients after conpleting its own
restart processing.

5. Inplenentati on Reconmendati ons

Restart Tine is shared with the rest of SAFI=70. Operators SHOULD
account for the additional U -RIB re-advertisenent volune when tuning
it.

I mpl enent ati ons SHOULD expose:

* U -RIB preservation, toggled i ndependently of other EVPN route
types;

* propagation of stale Unreachability Routes during GR;
* action on EoR timeout.

| mpl enent ati ons SHOULD | og, per GR cycle: peer-restart detection
affecting the U -RI B, stale marking, EoR receipt, and stale renoval.

7. Preventing State Explosion

To prevent unbounded growth of the U -RIB, inplenentations SHOULD
enforce the following limts:
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*  Maxi mum Reporter TLVs per route (RECOMMENDED: 50)

* Maximumtotal U -RIB routes (SHOULD be confi gurabl e; RECOMVENDED
default: 100, 000)

* Rate limting on accepting new unreachability routes
* Per-peer rate linmting
When linmits are reached, inplenmentations SHOULD | og the event, apply
aging policies to renove ol dest entries, and continue accepting
withdrawal s to allow state to decrease.

4.8. Relationship to BGP Route Danping
Unreachability routes SHOULD NOT be subject to standard BGP route
danpi ng mechani snms since they do not affect forwarding and represent

informati on that operators explicitly want to propagate.

However, inplementations MAY inplenent rate limting specific to
unreachability routes to prevent:

* U -RIB resource exhaustion
* Excessive BGP UPDATE nessage generation
* Processing overhead on Receiving PEs
* Malicious or misconfigured PEs flooding the network
Rate limting should be applied at:
* Route generation (at Reporting PE)
* Route acceptance (at Receiving PE)
* Per-peer basis
* d obal aggregate |evel
4.9. Path Selection for Aggregation
Path sel ection for Unreachability Routes foll ows standard BGP best
path sel ection ([RFC7432] Section 15, incorporating [RFCI9136]) with

the followi ng clarifications:

*  \Weight/Local Preference: Apply normally based on | ocal policy.
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* AS_PATH Length: Shorter AS PATH is preferred. This represents the
pat h t he UPDATE message t ook.

* ORIAN |GP preferred over EGP over | NCOVPLETE.
* MED: Apply if conparing paths fromthe sanme nei ghboring AS.
* BGP ldentifier: Use for tie-breaking.

The content of Reporter TLVs (nunber of reporters, reason codes,

ti mestanps, etc.) MJIST NOT influence path selection. Path selection
det ermi nes whi ch UPDATE s BGP attributes are used for propagation,
whi | e aggregati on conbi nes Reporter TLVs from nultiple paths.

4.10. Communities and Attri butes

Standard BGP conmunities and attributes apply to the UPDATE nessage
carrying Unreachability Routes:

*  NO_EXPORT, NO _ADVERTI SE, and NO_EXPORT_SUBCONFED wor k as defi ned
in their respective specifications

* Large Comunities [RFC8092] MAY be used for policy control of
aggregati on behavi or

* AS PATH is constructed nornmally for the UPDATE nessage path

* ORIA N SHOULD be set to I NCOWLETE for |ocally generated
unreachability information, reflecting that the information does
not originate fromrouting protocol state

* The Router’s MAC Extended Community has no effect on
Unreachability Routes; overlay index semantics do not apply
(Section 3.4). Senders SHOULD NOT attach it; receivers MJST
ignore it if present.

These attributes represent the path taken by the UPDATE nessage
itself, not the paths of individual reporters (which are preserved in
Reporter TLVs).

4.11. Error Handling

Error handling for I P Prefix Unreachability Routes follows [RFC7606]
and [I-D.ietf-bess-rfc7432bis] Section 7.14.1. Per-class actions are
specified in Sections 4.10.1 through 4.10.4. Per
[1-D.ietf-bess-rfc7432bis] Section 7.14, "session reset" MAY be
replaced with "AFI/ SAFlI di sabl e" behavi or where supported. Checks in
Section 4.10.1 are perforned before those in Section 4.10.2; on first
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error the corresponding acti on MJUST be taken and further NLRI parsing
MJST cease. All error conditions MJST be | ogged.

4.11.

1. NLRI Structural Errors

A receiver MIST apply "session reset" per [I-D.ietf-bess-rfc7432bis]
Section 7.14.1 on:

*

4.11.

Length below the mninmumfor this route type.

Length inconsistent with the encl osing MP_REACH NLRI or
MP_UNREACH NLRI attri bute.

Address Family other than 1 or 2: the IP Prefix field boundary
cannot be determ ned, and subsequent Key fields cannot be parsed.

I P Prefix Length outside the range permtted for the indicated
Address Family: the prefix cannot be unanbi guously constructed and
is not suitable as a | ookup key.

2. Non-Key Field Errors

A receiver MIST apply "treat-as-w thdraw' per
[1-D.ietf-bess-rfc7432bis] Section 7.14.1 on

*

*

4.11.

Non-zero Ethernet Segnent ldentifier, GNIP Address Length, GWIP
Address, or MPLS Label (Section 3.4 requires each to be zero).

No Reporter TLVs present (Section 3.3 requires one or nore).

3. Reporter TLV Errors

Per [ RFC9552] Section 5.1, unknown or malforned Reporter TLVs MUST
NOT cause the NLRI to be considered nal forned.

*

Unrecogni zed TLV Type: the TLV is ignored; parsing resunes at the
next TLV boundary.

Mal formed TLV (Length inconsistent with remaining NLRI data or
bel ow the 8-octet mninmum: the TLV MJUST be discarded. |[If well-
fornmed Reporter TLVs remmin, they are processed; otherw se "treat-
as-wi t hdraw' MJUST be applied

Duplicate Reporter TLVs (same ldentifier and AS Nunber): only the
first is processed (Section 3.5).

Reporter TLV count exceeding the inplenentation limt
(Section 4.6): excess TLVs MJIST be di scarded.
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4.11.4. Sub-TLV Errors
An unrecogni zed Sub-TLV Type within a Reporter TLV is silently
ignored (Section 3.6.4). A Sub-TLV whose Length is inconsistent with
avai | abl e data MJST be di scarded; processing of the enclosing
Reporter TLV and renmi ni ng Sub- TLVs conti nues.

5. Interoperability Considerations

5.1. Increnental Depl oynent

The I P Prefix Unreachability Route Type can be depl oyed increnentally
wi t hout requiring network-w de upgrades:

* PEs that don't support this route type will ignore it per standard
BGP behavi or (unknown route type handling)

* Mxed environments with supporting and non-supporting PEsS work
correctly

* The feature can be enabl ed on specific EVPN instances for testing
bef ore broader depl oynent

* Aggregation support is OPTIONAL; PEs that do not inplenent
aggregation can still propagate single-reporter routes

* Distinct Route Targets all ow control over which PEs receive
unreachability information

5.2. Interaction with Route Reflectors

Rout e Refl ectors process Unreachability Routes |ike any other EVPN
route type:

* Apply standard route reflection rules

* ORI G NATOR_ID and CLUSTER LI ST attributes apply normally to the
UPDATE nessage, not to individual reporters

* Route Reflectors SHOULD support aggregation to conbine reports
fromnmultiple clients

* \Wen reflecting to clients, include all aggregated Reporter TLVs

The distinction between the ORIGA NATOR ID BGP attribute and the
Reporter ldentifier field in Reporter TLVs is inportant:
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* ORIG@NATOR ID identifies the originator of the BG UPDATE nessage
for | oop prevention

* Reporter ldentifier identifies the PE that observed and reported
the unreachability condition

*  These MAY be different in aggregated scenarios

Route Reflectors that do not support aggregation will still properly
reflect unreachability routes using standard route reflection
procedures. In this case, only the best path’s Reporter TLV(s) will
be visible to clients.

Operators deploying this feature SHOULD enabl e aggregati on on Route
Reflectors to maxim ze the utility of multi-vantage-point reporting.

5.3. Interaction with O her EVPN Route Types

6

6

I P Prefix Unreachability Routes are conpletely independent from other
EVPN route types. Specifically:

* A Route Type 5 (IP Prefix Advertisenent) and an I P Prefix
Unreachability Route for the sane | ogical prefix (sane Route
Di stinguisher, Ethernet Tag ID, |IP Prefix Length, and I P Prefix
val ue, with the unreachability Address Fam |y val ue matching the
I Pv4 or 1 Pv6 encoding of that RT-5 per [RFC9136]) are independent
and may coexi st

* Presence of an unreachability route does NOT inply absence of a
reachability route

* Wthdrawal of a reachability route does NOT automatically generate
an unreachability route

* BGP path selection is perforned i ndependently for each route type
Thi s i ndependence is crucial for maintaining forwardi ng pl ane
separation and all owi ng unreachability signaling for prefixes that
were never advertised as reachabl e.

Depl oynent Consi derati ons
1. Use Cases

Multi-Tenant Data Centers: Share unreachability information across

tenant networks for coordi nated security response wi thout
affecting tenant traffic forwarding
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DCl (Data Center Interconnect): Correlate unreachability reports
frommltiple data centers to distingui sh between | ocal issues and
gl obal prefix problens

Security Mnitoring: Track suspicious prefix patterns across EVPN
i nstances, coordi nate DDoS response, and share threat intelligence

Troubl eshooting: Debug prefix reachability issues w thout inpacting
production forwarding, identify asymetric reachability, and
correlate with overlay network health

Conpl i ance and Auditing: Maintain records of unreachability events
for conpliance purposes and SLA verification

Policy-Driven Actions: Trigger an action, as defined by a |oca
policy, in response to received unreachability information (e.g.,
traffic engineering adjustnents, alerting, or |ogging)

6.2. Operational Recommendations

* Enabl e aggregation on Route Reflectors to maximze visibility
while mnimzing route count

* Include Tinmestanp Sub-TLVs for tenporal correlation
* Mnitor U-RIB size for capacity planning

* Test the feature on non-production EVPN instances before
producti on depl oynent

| mpl enent ati ons SHOULD provi de nanagenent interfaces to query the Ul -
RI B, display reporters per prefix, and export unreachability data to
external nonitoring systens.

7. Security Considerations

This route type SHOULD only be enabl ed between trusted BGP peers.
The trust nmodel is simlar to that required for standard EVPN route

types.

The following threats are specific to unreachability signaling:
1. Information Leakage: Unreachability information may revea

net wor k topol ogy or operational issues. Operators SHOULD use
Route Target filtering to restrict distribution
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8.

8.

8.

1.

2.

2. State Exhaustion: Mlicious peers could exhaust U -R B nenory.
I mpl enent ati ons SHOULD enforce the limts described in
Section 4.4 and the Preventing State Expl osion section.

3. False Information: Peers could advertise false unreachability
data. Since this SAFl does not affect forwarding, the inpact is
limted to nonitoring systens.

4. Reporter I|npersonation: A peer could include Reporter TLVs
claimng to represent other PEs. |nplenentations SHOULD validate
that Reporter AS Nunbers are consistent with the AS PATH of the
UPDATE t hat introduced them

5. Aggregation Anplification: A peer could send many UPDATEs with
different Reporter TLVs for the same prefix. Reporter TLV limts
and rate limting mtigate this.

6. Tenant I|solation: Inproper RT configuration could |eak
unreachability information between tenants. Use separate RDs and
tenant - speci fic RTs.

Qperators SHOULD use BGP session security (TCP-AO per [ RFC5925]),

val i date Reporter ldentifiers agai nst knowm PE |lists, configure per-

peer rate limts, and maintain audit |ogs of unreachability route

updat es.

I ANA Consi derati ons

EVPN Route Type

I ANA is requested to assign a new EVPN Route Type value fromthe

"EVPN Route Types" registry within the "Border Gateway Protocol (BGP)

Par amet ers" regi stry group:

* Val ue: TBD1

* Description: IP Prefix Unreachability Route Type

* Reference: This docunent

EVPN Unreachability Reporter TLV Types

I ANA is requested to create a new registry called "EVPN

Unreachability Reporter TLV Types" under the "Border Gateway Protocol

(BGP) Paraneters" registry page.

Regi stration Procedure: Standards Action
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Initial registrations:

Val ue Descri ption Ref er ence

0 Reserved Thi s docunent

1 Reporter TLV Thi s docunent

2-254 Unassi gned

255 Reserved Thi s docunent
EVPN Unreachability Sub-TLV Types

I ANA is requested to create a newregistry called "EVPN
Unreachability Sub-TLV Types" under the "Border Gateway Protoco
(BGP) Paraneters" registry page

Regi stration Procedure: RFC Required

Initial registrations:

Val ue Descri ption Ref erence

0 Reserved Thi s docunent
1 Unreachabil ity Reason Code Thi s docunent
2 Ti mest anp Thi s docunent
3 EVI Thi s docunent
4- 254 Unassi gned

255 Reserved Thi s docunent

EVPN Unreachability Reason Codes

I ANA is requested to create a new registry called "EVPN
Unreachability Reason Codes" under the "Border Gateway Protocol (BGP)
Par anmet ers" regi stry page.

Regi stration Procedure: RFC Required for val ues 0-64535, Reserved for
Private Use for val ues 64536- 65535

Initial registrations:
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Val ue Descri ption Ref er ence

0 Unspeci fi ed Thi s docunent
1 Pol i cy Bl ocked Thi s docunent
2 Security Filtered Thi s docunent
3 RPKI Invalid Thi s docunent
4 No Export Policy Thi s docunent
5 Martian Address Thi s docunent
6 Bogon Prefix Thi s docunent
7 Rout e Danpeni ng Thi s docunent
8 Local Adninistrative Action Thi s docunent
9 Local Link Down Thi s docunent
10 MAC Mobility Limt Exceeded Thi s docunent
11 Tenant Isolation Violation Thi s docunent
12 VTEP Unr eachabl e Thi s docunent
13- 64535 Unassi gned

64536- 65535 Reserved for Private Use Thi s docunent
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Appendi x A: Encodi ng Exanpl es
Example 1: Mninmal Unreachability Route
I Pv4 tenant prefix 192.0.2.0/24 reported unreachable by a single |eaf

PE because egress export policy suppresses the prefix (Reason Code 4,
"No Export Policy"):
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Rout e Type: TBD1

Length: 48 octets (route-type-specific)

Rout e Di stingui sher: 198.51.100.1: 100 (RD Type 1, 8 octets)
Et hernet Segment ldentifier: 0 (10 octets)

Et hernet Tag ID: 0 (4 octets)

Address Family: 1 (IPv4)

I P Prefix Length: 24 (1 octet)

IP Prefix: 192.0.2.0 (4 octets)

GV I P Address Length: 0 (1 octet)

MPLS Label: 0 (3 octets)

Reporter TLV (on-wire: 16 octets = 1 Type + 2 Length + 13 payl oad):
Type: 1
Length: 13 (payl oad octets)
Reporter ldentifier: 198.51.100.1 (4 octets)
Reporter AS: 65001 (4 octets)
Sub- TLV Reason Code
Sub- Type: 1
Sub- Lengt h: 2
Val ue: 4 (No Export Policy)

Rout e-type-specific =8 + 10 + 4 + 1 + 1 +4 + 1 + 3 + 16 = 48 octets
NLRI (with Route Type + Length) = 2 + 48 = 50 octets

Hexadeci mal encoding (TT = TBD1 Route Type):

TT 30 00 01 C6 33 64 01 00 64 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 01 18 CO 00 02 00 00 0O
00 00 01 00 OD C6 33 64 01 00 00 FD E9 01 00 02
00 04

See Exanple 3 for the equival ent | Pv6 encoding.
Exampl e 2: Aggregated Route with Miultiple Reporters

| Pv4 tenant prefix 198.51.100.0/24 reported by three leaf PEs in the
sane DC fabric followi ng a coordi nated adnministrative action (Reason
Code 8, "Local Administrative Action"). Tinestanps are spaced by a
few seconds, consistent with propagation of the adnministrative event
across the fabric:

Route Type: TBD1

Length: 113 octets (route-type-specific)
Rout e Di stingui sher: 198.51.100. 1: 100

Et hernet Segrment ldentifier: O

Et hernet Tag ID: O

Address Family: 1 (1Pv4)

IP Prefix Length: 24

IP Prefix: 198.51.100.0
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GWV | P Address Length: O
MPLS Label: O

Reporter TLV #1 (on-wire: 27 octets):
Type: 1, Length: 24 (payl oad)
Reporter ldentifier: 198.51.100.1
Reporter AS: 65001
Sub- TLVs:

April 2026

Reason Code (Type 1, Length 2): 8 (Local Admi nistrative Action)

Timestanp (Type 2, Length 8): 1704672000

Reporter TLV #2 (on-wire: 27 octets):
Type: 1, Length: 24
Reporter ldentifier: 198.51.100.2
Reporter AS: 65001
Sub- TLVs:
Reason Code (Type 1, Length 2): 8
Ti mestanp (Type 2, Length 8): 1704672005

Reporter TLV #3 (on-wire: 27 octets):
Type: 1, Length: 24
Reporter ldentifier: 198.51.100.3
Reporter AS: 65001
Sub- TLVs:
Reason Code (Type 1, Length 2): 8
Ti mestanmp (Type 2, Length 8): 1704672008

Fi el ds through MPLS Label: 32 octets

Reporter TLVs on wire: 3 x 27 = 81 octets

Rout e-type-specific total: 32 + 81 = 113 octets
NLRI (with Route Type + Length) = 2 + 113 = 115

Hexadeci mal encoding (TT = TBD1 Route Type):

TT 71 00 01 C6 33 64 01 00 64 00 00 00O 00 00 0O
00 00 00 00 00 00 00 00 01 18 C6 33 64 00 00 0O
00 00 01 00 18 C6 33 64 01 00 00 FD E9 01 00 02
00 08 02 00 08 00 00 00 00 65 9B 3B 00 01 00 18
C6 33 64 02 00 00 FD E9 01 00 02 00 08 02 00 08
00 00 00 00 65 9B 3B 05 01 00 18 C6 33 64 03 00
00 FD E9 01 00 02 00 08 02 00 08 00 OO 00 00 65
9B 3B 08

Exanpl e 3: I Pv6 Unreachability Route

octets

I Pv6 tenant prefix 2001:db8::/32 reported unreachable by a | eaf PE

following a |l ocal CE-facing |ink-down event (Reason Code 9,

Li nk Down"):
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Rout e Type: TBD1

Length: 60 octets (route-type-specific)

Rout e Di stingui sher: 198.51.100.1: 100 (RD Type 1, 8 octets)
Et hernet Segment ldentifier: 0 (10 octets)

Et hernet Tag ID: 0 (4 octets)

Address Family: 2 (IPv6)

I P Prefix Length: 32 (1 octet)

I P Prefix: 2001:db8:: (16 octets)

GV I P Address Length: 0 (1 octet)

MPLS Label: 0 (3 octets)

Reporter TLV (on-wire: 16 octets = 1 Type + 2 Length + 13 payl oad):
Type: 1
Length: 13 (payl oad octets)
Reporter ldentifier: 198.51.100.1 (4 octets)
Reporter AS: 65001 (4 octets)
Sub- TLV Reason Code
Sub- Type: 1
Sub- Lengt h: 2
Val ue: 9 (Local Link Down)

Rout e-type-specific =8 + 10 + 4 + 1 + 1 + 16 + 1 + 3 + 16 = 60 octets
NLRI (with Route Type + Length) = 2 + 60 = 62 octets

Hexadeci mal encoding (TT = TBD1 Route Type):

TT 3C 00 01 C6 33 64 01 00 64 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 02 20 20 01 OD B8 00 00
00 00 00 00 00 00 00 00 00 00 00 00 OO 00 01 0O
0D C6 33 64 01 00 00 FD E9 01 00 02 00 09

Exanpl e 4: Conpl ete BGP UPDATE Message

A PE (198.51.100.1, AS 65001) advertises that 192.0.2.0/24 is
unreachabl e, with Reason RPKI Invalid and a detection tinmestanp:
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BGP UPDATE Message:
Wt hdrawn Routes Length: O
Total Path Attribute Length: (cal cul ated)

Path Attri butes:
ORIG N (Type 1):
Val ue: | NCOWPLETE (2)

AS_PATH (Type 2):
Segnent Type: AS_SEQUENCE
Segnent Length: 1
AS: 65001

MP_REACH NLRI (Type 14, Flags 0x90):
AFl: 25 (L2VPN)
SAFI: 70 (EVPN)
Next Hop Length: 4
Next Hop: 198.51.100.1
Reserved: 0

NLRI :
Route Type: TBD1 (I P Prefix Unreachability)
Length: 59

Rout e Di stingui sher: 198.51.100. 1: 100
Et hernet Segnent ldentifier: O
Et hernet Tag ID: O
Address Family: 1 (1Pv4)
IP Prefix Length: 24
IP Prefix: 192.0.2.0
GW I P Address Length: 0O
MPLS Label: O
Reporter TLV:
Type: 1
Length: 24
Reporter ldentifier: 198.51.100.1
Reporter AS: 65001
Sub- TLV (Reason):
Sub- Type: 1
Sub- Length: 2
Val ue: 3 (RPKI Invalid)
Sub- TLV (Ti nmest anp):
Sub- Type: 2
Sub- Length: 8
Val ue: 1733789400

EXTENDED COMMUNI TI ES (Type 16):
Route Target: 65001: 100
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Exanpl e 5: Aggregation at a Receiving PE

Router Rl receives two UPDATEs for the sanme Unreachability NLRI key
(RD 198.51.100.1:100, Ethernet Tag 0, |Pv4, 192.0.2.0/24) from

di fferent upstream nei ghbors. Rl selects a best path by standard BGP
procedure, extracts Reporter TLVs fromthe best path plus feasible
pat hs, de-duplicates by (Reporter ldentifier, Reporter AS), and re-
advertises a single aggregated NLRI.
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UPDATE 1 (from Nei ghbor N1, AS 65100):

AFl: 25, SAFI: 70

AS_PATH: 65100

NLRI (192.0.2.0/24 Unreachability):

Reporter TLV:

Reporter ID: 198.51.100.1, AS: 65001
Reason: RPKI Invalid (3)
Ti mestanp: 1733789400

UPDATE 2 (from Nei ghbor N2, AS 65200):

AFl: 25, SAFI: 70

AS_PATH 65200

NLRI (192.0.2.0/24 Unreachability):

Reporter TLV:

Reporter ID: 198.51.100.2, AS: 65002
Reason: Policy Bl ocked (1)
Ti mestanp: 1733789410

Rl Path Sel ection:
- Conpare AS _PATH length: both length 1
- Conpare by BGP ldentifier: UPDATE 1 w ns

R1 Aggregati on:

- Extract Reporter TLV from UPDATE 1 (best path)
- Extract Reporter TLV from UPDATE 2 (feasible path)

- No duplicate (distinct Reporter ID + AS)
- Build NLRI with both Reporter TLVs

Rl Advertisenent to downstream
AFl: 25, SAFI: 70
AS _PATH: 65100 (from best path)
NLRI (192.0.2.0/24 Unreachability):
Reporter TLV #1:
Reporter ID: 198.51.100.1, AS: 65001
Reason: 3 (RPKI Invalid)
Ti mestanp: 1733789400
Reporter TLV #2:
Reporter ID: 198.51.100.2, AS: 65002
Reason: 1 (Policy Bl ocked)
Ti mestanp: 1733789410

Exanpl e 6: Wt hdrawal Procedures

April

2026

Conti nuing from Exanple 5, Reporter 198.51.100.1 clears its report
first (partial withdrawal), then Reporter 198.51.100.2 also clears

(conpl ete withdrawal).
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Initial State on Ri:
U-RB Entry for NLRI key
(RD 198.51.100. 1: 100, ETag 0, |Pv4, 192.0.2.0/24):
Reporter TLV #1: 198.51.100.1 / AS 65001 (from N1)
Reporter TLV #2: 198.51.100.2 / AS 65002 (from N2)

Event: N1 sends MP_UNREACH NLRI for the NLRI key.

R1 Processing:
1. lIdentify withdrawal source: N1
2. Renpbve Reporter TLVs sourced from N1
(Reporter 198.51.100.1 / AS 65001)
3. Reporter TLV #2 remains
4. Re-advertise with the renmaining Reporter TLV

Rl Advertisenent to downstream
MP_REACH_NLRI (AFI 25, SAFI 70):
NLRI (192.0.2.0/24 Unreachability):
Reporter TLV:
Reporter ID: 198.51.100.2, AS: 65002
Reason: 1 (Policy Bl ocked)
Ti mest anp: 1733789410

Later Event: N2 al so sends MP_UNREACH NLRI for the NLRI Kkey.

R1 Processing:
1. Renove Reporter TLVs sourced from N2
2. No Reporter TLVs remain
3. Wthdraw the entire NLRI

R1 Advertisenment to downstream
MP_UNREACH NLRI (AFI 25, SAFI 70):
Wt hdrawn NLRI:
Route Type: TBD1
Length: 32
Rout e Di stingui sher: 198.51.100. 1: 100
Et hernet Segnent ldentifier: O
Et hernet Tag ID: O
Address Family: 1 (1Pv4)
IP Prefix Length: 24
IP Prefix: 192.0.2.0
GWV | P Address Length: O
MPLS Label: O

Appendi x B: Design Tradeoffs

Thi s appendi x sumari zes encodi ng choices and their rationale.
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Explicit Address Family vs inferring I Pv4/1Pv6: Reachability RT-5
uses a fixed route-type-specific size (34 or 58 octets), so
receivers can infer prefix width. Unreachability NLRI's append
vari abl e-1 ength Reporter TLVs, so total length no |longer inplie
address fanmily, and I P Prefix Length alone is anbi guous (e.g.,
is valid for both). A 1l-octet Address Fanily field resolves th

One route type vs two (per address famly): Separate route type
val ues woul d renove the Address Fam |y octet but duplicate
specifications and | ANA registrations. This docunent uses one
type with an explicit famly indicator.

RT- 5-shaped NLRI vs m nimal custom encoding: Reusing the RT-5 fie
order maximzes famliarity and parser reuse, at the cost of
carrying unused fields (ESI, GWIP, MPLS Label) plus one new oc
for Address Fam|ly. Reporter detail is concentrated in TLVs.

Rout e-type-specific Length linmt: The Length field is one octet
([ RFC7432]), so the route-type-specific portion cannot exceed 2
octets. Inplenentations MIUST stay within that limt by boundin
the nunber of Reporter TLVs per NLRI.
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