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Abst r act

Thi s docunent describes an alternative tinmestanp to the Mnotonic
Recei ve Tinestanp Extension Field defined in NTP version 5 (NTPv5)
when transferring frequency offset. The new extension field, named
Monot oni ¢ RAW Recei ve Timestanp Extension Field uses a stable clock
source that is not affected by NTP adjustnment. It provides nore
accurate frequency-transfer offset between a renote server and | ocal
client, which further enhances the accuracy of tine synchronization.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://exanpl e. conf LATEST. Status information for this document may
be found at https://datatracker.ietf.org/doc/draft-tang-ntp-ntpv5-
extension-field/.

Di scussion of this docunent takes place on the WG Worki ng G oup
mailing list (mailto: Wa@xanpl e.con), which is archived at
https://exanpl e. com WG

Source for this draft and an issue tracker can be found at
https://github. com USER/ REPQO.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

2.

I nt roducti on

NTP version 5 (NTPv5) [I-D.draft-ietf-ntp-ntpv5] introduces a

Monot oni ¢ Receive Tinmestanp Extension Field to transfer frequency in
addition to the tinme-transfer offset captured by the receive and
transmt tinmestanps in the header. Separation of time and frequency
transfer using different clocks shall enhance synchroni zati on
accuracy. It should be noted that when the systemclock is slewed

[ RFC5905], the clock rate of the Mynotonic Receive Timestanp

Ext ensi on Fi el d changes accordingly, i.e., clock rate diverges from
the rate of the crystal. This introduces additional errors when
perform ng frequency transfer, hence, negatively inpact the accuracy
of clock synchronization. This document proposes a stable clock
source whose rate is not affected by NTP adjustment. The Mnotonic
RAW Recei ve Timestanp Extension Field is recommended to faithfully
reflect the crystal rate, despite stepping or slewi ng a system cl ock.
In case of link asymmetry, the Monotonic RAW Transnit Ti nestanp
Extension Field is recomended in addition to the Mnotonic RAW
Recei ve Tinmestanp Extension Field. Measurenents fromthe two
extension fields can be used to identify Iink asymretry and enhance
time synchronization accuracy.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

1. Term nol ogy

Monotoni ¢ Raw Ori ginal Tinmestanps (raw org): Tine of the nonotonic
raw clock at the client when the request departed for the server, in
NTP timestanp fornat.

Monot oni ¢ Raw Recei ve Tinmestanps (raw_rec): Time of the nonotonic raw
clock at the server when the request arrived fromthe client, in NIP
ti mestanp format.

Monotoni ¢ Raw Transmit Tinmestanps (raw xnt): Tine of the nonotonic
raw cl ock at the server when the response left for the client, in NTP
ti mestanp format.

Monot oni ¢ Raw Destination Tinestanps (raw_dst): Time of the nonotonic
raw clock at the client when the reply arrived fromthe server, in
NTP timestanp fornat.
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3.

Monot oni ¢ Receive Tinestanp Extension Field in NTPv5

The Monotoni ¢ Receive Tinestanp Extension Field defined in NTPv5 uses
a different clock to transfer frequency between client and server.

In NTP version 4 (NTPv4) [RFC5905], the clock discipline function
defines two nmethods to adjust systemclock, i.e., step and slew. In
the step node, the clock is stepped to the correct offset. In the

sl ew node, the clock rate is adjusted to achieve the desired offset
during a certain amount of time. The clock rate used to measure the
Monot oni ¢ Recei ve Tinmestanp renmi ns unchanged if the systemclock is
stepped, but is subject to changes if the clock is slewed, see

Fi gure 1.

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmme oo +
| docklD | STEP | SLEW |
| in Linux | | |
... |
| CLOCK_REALTI ME | YES | YES |
I I
| CLOCK_MONOTONI C | NO | YES |
| |
| CLOCK_MONOTONI C_RAW | NO | NO |
... |
Figure 1 — Inpact of NTP clock adjustrment on clock rate/frequency.

In NTPv5 Use Cases and Requirements
[I-D.ietf-ntp-ntpvs-requirenents], it is reconmended to adopt a

| i near and nonotonic tinmescal e when communi cating tinme between a
nunber of conputers. Stepping a clock may cause the systemtine to
junp backward, nmaking the tinescal e non-nmonotonic. Wen the system
clock is slewed, the rate of the nobnotonic clock source noves at the
same speed as the systemclock. The frequency-transfer offset can no
|l onger reflect the rate of the crystal, thus, introducing errors in
frequency transfer. In a nulti-hop scenario, this effect can be
anplified over a nunber of hops. In sonme scenarios, it can increase
time errors when synchronizing time, sonetinmes, result in a system
that fails to converge, see Section 5

Monot oni ¢ RAW Ti nest anp Ext ension Fiel ds

In the Linux system CLOCK MONOTONIC RAWis a clock source that is
not subject to NTP adjustnent, despite stepping or slew ng a clock,
see Figure 1. It provides a stable source to calculate the
frequency-transfer offset and reduces the error that has been

i ntroduced using the Monotonic Receive Tinestanp extension field.
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4.1. Mnotonic Raw Recei ve Ti nestanp Extension Field

An NTPv5 message contains nmultiple optional extension fields. A
Monot oni ¢ Raw Receive Tinmestanp Extension Field is recommended in
addition to the Monotoni c Receive Tinestanp extension field. It is
al so reconmended to derive the frequency-transfer offset fromthe
Monot oni ¢ Raw Receive Tinestanp Extension Field if
CLOCK_MONOTONI C RAW i s avail able. The Mnotoni c Raw Recei ve

Ti mestanp Extension Field has the same format of the Mnotonic
Recei ve Tinestanp Extension Field. It conplies to the constant

Il ength of 16 octets as defined in NTPv5. The counter and tinestanp
are set in response. This extension field enhances the accuracy of
frequency-transfer function and further reduce synchronization tine
error.

4.2. Monotonic Raw Transmt Tinestanp Extension Field

The Monot oni ¢ Raw Recei ve Timestanp Extension Field appears to be

i nsufficient when dealing with asymretric packet delay variation
(PDV) on the forward and backward paths. The sanme issue exists with
the Monotonic Receive Tinestanp Extension Field. The Mnotonic Raw
Transmt Tinestanp Extension Field is included to identify |ink
asymetry (i.e., different PDV on forward and backward paths) and
reduce related errors. The Mnotonic Raw Transnit Ti nmestanp
Extension Field has the sanme format of the Mnotonic Receive

Ti mest anp Extension Fiel d.

5. Frequency to The Root Server Extension Field

In NTPv5, the frequency-transfer offset is conputed as the of fset of
aclient relative to its inmediate preceding server. Aclient is
able to synchronize with the primary server (i.e., the root server)
only if its preceding server has synchronized its frequency with the
primary server. The Frequency To The Root Server Extension Field is
an optional field that can be used to expedite the convergence speed
when synchronizing tine. The Frequency To The Root Server Extension
Field contains the frequency-transfer offset of a client relative to
the Realtime clock of the primary server. This extension field has a
fixed length of 12 octets. The 1-bit sign bit is a binary numnber
indicates if the frequency of a client is faster (1) or slower (0)
relative to the primary server. The absolute frequency-transfer

of fset relative to the primary server is carried by the remaining
31-bit.
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Figure 2 Format of a Frequency To The Root Server Extension Field.

Assunme a multi-hop scenario with n stratumlevels. The prinmary
server determines the frequency offset between the Realtine clock and
the Monotonic Raw clock, and include this value into the Frequency To
The Root Server Extension Field. The frequency-transfer offset of a
server at stratumlevel i (2<i<=n) relative to its inmediate
precedi ng server is determ ned using the Mnotoni c Raw Receive

Ti mestanp Extension Field (or with the Monotoni c Receive Ti nestanp
Extension Field if the clock is stepped). Wen receiving an NTP
nmessage, a server at stratumlevel i (2<i<=n) reads the Frequency To
The Root Server Extension Field, and adds the frequency-transfer
offset that it conputed locally to the existing value. This way, the
frequency-transfer offset of a server relative to the primary server
is captured and passed down to the succeedi hg nodes.

For simplicity, assume that all nodes (other than the primry server)
have successfully learnt their frequency-transfer offset relative to
the preceding server at tine t_k. Wthout the Frequency To The Root
Server Extension Field, synchronization of a server to the primary

server happens sequentially in time, i.e., a server with stratum
level i needs to wait for its inmredi ate preceding server (with
stratumlevel i-1) to conplete the operation of setting frequency-

transfer offset. Note the operation of setting frequency offset is
decoupl ed with NTP nessage exchange. This can take |longer for the
server at the last stratumlevel to synchronize with the primary
server. Wth the assist of the Frequency To The Root Server
Extension Field, the frequency-transfer offset of a server relative
to the primary server can be imredi ately passed down in an NTP
message, allow ng the succeedi ng nodes to synchronize their frequency
relative to the primary server once receiving that nessage
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6. Inplementing the frequency transfer function with different
ti mest anps

## Frequency transfer function assisted with the Monotoni c Receive

Ti mestanp Extension Field NTPv5 does not disclose details on an
algorithmthat assist the inplenmentation of the frequency transfer
function in conjunction with the Mnotonic Receive Tinestanp
Extension Field. One feasible inplenentation is to subtract the

di fference between two consecutive Mnotoni c Receive Tinestanps from
the difference between two consecutive Receive tinmestanps. This
gives us the anpbunt of correction that to be applied to the tine-
transfer offset. Once the tine-transfer offset is corrected, the
frequency-transfer offset can be derived using techni ques such as
linear regression froma nunber of time-transfer offset sanples.

VWhen the systemclock is stepped, the nonotonic clock rate is

unaf fected. The above function will truthfully recover the
frequency-transfer offset froma set of neasurenent sanples. |If the
systemclock is slewed, a client can note down the change of
frequency over a certain amount of tine. This allows the client to
compensate the frequency change caused by clock slew. However, the
Monot oni ¢ Receive Tinmestanp Extension Field is not able to recover
the amount of slewed frequency in the renbte server. This introduces
errors while estimating the frequency-transfer offset. To the

know edge of the author, Chrony 4.7 release [Chrony-project] is the
only open source inplenentation of the Mnotonic Receive Tinmestanp
extension field and the frequency transfer function defined in NTPv5.
The performance of Chrony 4.7 in ternms of frequency-transfer offset
estimati on woul d encounter the sane issue if the systemclock is
slewed. In a nmulti-hop scenario, the frequency-transfer offset
between a server and client pair may not converge. This wll
negatively inpact the synchronization accuracy of follow ng nodes.

6.1. Frequency transfer function assisted with the Monotonic Raw
Recei ve Tinestanp Extension Field

One approach to determ ne the frequency-transfer offset with the
Monot oni ¢ Raw Ti mestanp Extension Field is at a client is to obtain
the amount of offset correction that needs to be applied to the tine-
transfer offset. This can be done by subtracting the difference

bet ween two consecutively Mnotonic Raw receive tinestanps in the
response fromthe difference between two consecutively Realtine

ti mestanps. The frequency-transfer offset shall be estinmated using
techni ques such as linear regression froma nunber of corrected tine-
transfer offset sanples. Since the Mnotonic Raw receive tinestanps
is not affected by NTP adjustment. No additional error is introduced
if clock is slewed. Alternatively, a client can choose to determ ne
the di fference between the Mnotoni c Raw Receive Tinestanps (T2_raw)
in the extension field and the Monotonic Raw Origi nal Ti nestanps
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(Ti_raw) maintained locally at the client. The frequency-transfer
of fset can be derived with a nunber of computed sanpl es using
techni ques such as |inear regression, etc.

6.2. Frequency transfer function assisted with the Mnotonic Raw
Transmit Tinestanp Extension Field

The Monotonic Raw Transmit Ti mestanp Extension Field should al ways be
used together with the Mnotoni c Raw Recei ve Ti mestanp Extension
Field to enable bi-directional nmeasurenent. |In case of |ink
asymetry, the forward and backward pat hs woul d experience different
delay/jitter. Thus, T2 rwaw Tl raw denonstrates distinct different
behavi or than T3_rawT4_raw, i.e., difference between the Monotonic
Raw Transmit Tinestanps (T3_raw) in the extension field and the

Monot oni ¢ Raw Destination Timestanps (T4_raw) at the client. The
client can carefully apply a filter algorithmto take out anonalies
on T2 rawT1 raw and T3 _raw T4_raw respectively. Averaging over

T 2rawT 1 rawand T 3 rawT 4 raw gives us the offset and del ay of
the nmonotonic raw clock of a client relative to the server. the
superscript '~ denotes data sanples that are left after applying the
filtering mechanisn(s). The slope of the delay (or offset) derived
fromthe nonotonic raw tinmestanps would nore truthfully reflect the
true frequency-transfer offset between a server and client.

7. Security Considerations

As this docunent is intended to create di scussion and consensus, it
i ntroduces no security considerations of its own.

8. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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