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Abst ract

Thi s docunent describes an extension to the echo request/reply
mechani sns used in | P, MPLS or other DetNet data plane environnents,
whi ch can be used within the Det Net dommin, allow ng the ping
initiator node to discover the enabl ed Det Net capabilities of each
rel ay node of detnet service-sub layer, which including discovering
Det Net relay nodes, collecting DetNet service sub-layer specific
informati on from Det Net rel ay nodes, as well as discovering the

| ocations of PREOF functions.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 5 January 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

[ RFC8655] provides the overall architecture for Determnistic

Net wor ki ng (Det Net), which provides a capability to carry specified
uni cast or nmulticast data flows for real-tine applications with
extrenely | ow data | oss rates and bounded | atency within a network
domain. Currently DetNet operates on |IP and MPLS data pl ane.

Det Net functionality is divided into two sub-layers. The Det Net
service sub-layer provides Det Net service protection with
functionalities and operation of PRECF, a collective nane for Packet
Replication, Elimnation, and Odering Functions. The Det Net
forwardi ng sub-1layer provides resource allocation for DetNet flows
over paths provided by the underlying network.
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[1-D.ietf-detnet-oamframework] details the specific requirenents of
the Qperation, Admnistration, and Miintenance (OAM recomended to
mai ntain a determnistic network. QOAM for the DetNet MPLS data pl ane
is described in [I-D.ietf-detnet-npls-oami and OAM for the DetNet IP
data plane is described in [I-D.ietf-detnet-ip-oani.

[1-D.ietf-detnet-oamfranework] described the Det Net service sub-

| ayer oamrequirenents of discovering DetNet relay nodes , collecting
Det Net service sub-layer specific (e.g., configuration/operation/
status) information from Det Net relay nodes, as well as discovering
the | ocations of PRECF functions.

These requirenments, could be satisfied using alternative technol ogi es
I'i ke NETCONF/ YANG, | GP fl ooding or ping/traceroute.
[1-D. varga-detnet-service-sub-layer-oam introduced a ping/traceroute
met hod, "DetNet Ping", and nmentions that it could be used for
di scovering Det Net capabilities of DetNet relay nodes.
Thi s docunent introduced extensions to DetNet Ping (echo request/
reply) used in IP, MPLS or other DetNet data plane environnents,
whi ch can be used within the Det Net domain, allow ng the ping
initiator node to discover the enabl ed Det Net capabilities of each
rel ay node of detnet service-sub |ayer.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

1.2. Term nol ogy
The abbreviations used in this document are:
Det Net: Deternmninistic Networking
OAM Operation, Adm nistration, and Mintenance
PRF: Packet Replication Function
PEF: Packet Elimnation Function
POF: Packet Ordering Function

PREOF: Packet Replication, Elimnation and Ordering Function
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2. DetNet Capability Discovery
2.1. DetNet Capability Discovery Qperation

Once the DetNet PINGinitiator node is triggered to discover the
enabl ed Det Net capabilities of each DetNet relay node, the initiator
node will send Det Net echo requests that include the Det Net

Capabi lities Discovery Header.

First, with TTL equal to 1 to reach the cl osest node, which may be an
Det Net relay node or not. Then with TTL equal to 2 to reach the
second nearest node, which also nmay be an DetNet relay node or not.
And further, increasing by 1 the TTL every tine the initiator node
sends a new echo request. As a result, the echo requests sent by the
initiator node will reach all nodes one by one al ong the transport
pat h of DetNet service flow

Alternatively, if the initiator node knows precisely all the DetNet
rel ay nodes beforehand, once the initiator node is triggered to

di scover the enabl ed DetNet capabilities, it can send an echo request
to each DetNet relay node directly, without TTL expiration.

2.2. DetNet Capability Discovery Header
For echo DetNet request/reply nmessage used for DetNet capability
di scovery, DetNet capabilities information are delivered by several
ki nds of DetNet Capabilities D scovery Objects. This docunent
i ntroduces an abstract header which has the correspondi ng format
dependi ng on the type of DetNet data plane. The format of Det Net
Capabi lities Discovery Ohject is shown as bel ow
0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Det Net Capabilities Discovery Header
:I-- +-+-+- - - -+ - - - - - - - - - - - - - e - - - - - - - - - +-:i-
Det Net Capabilities Discovery Data
:I-— +-+-+-+-+-+-+- -+ - -+ - - - - - - - - - - - - - +—:I-
Figure 1: The Format of Mandatory Section of A BFD Control Packet
Det Net Capabilities Discovery Header: abstract header of DetNet Capabilities Discovery b
ject, with varied |l ength and format depending on the type of DetNet data plane.
Det Net Capabilities Discovery Data: detailed informati on of DetNet Capabilities Discovery
ohject, with fixed length and fornat depending on the type of Detnet capability.

2.3. DetNet Capabilities Discovery (bjects
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2.3.1. DetNet Capability nject

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

Det Net Capabilities Discovery Header

B i s T T i i o S o T Ji I
Det Net Capability Flags |SIFI g
R e s T o T S R El ok i R e e S S e o o s

Figure 2: DetNet Capability Object Format

Flags (4 bytes): DetNet Capability Fl ags
* S: Service sub-layer capability
* F. Forwardi ng sub-layer capability
* 1: Incoming flow configuration
* Qut goi ng fl ow configuration

Q

2.3.2. DetNet Relay Node ldentifier bject
2.3.2.1. DetNet Node Identifier Ohject (MPLS)
0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
Det Net Capabilities Discovery Header
.+- R e s o e T i T NI TN NI S i R S i . i o i ot S e

+-
| Node I D | RESERVED | OP
T S S S AT T ST S i g

+- +
I
+-+

Figure 3: DetNet Node ldentifier Cbject (MPLS) Fornmat

Node ID (20 bits): The value of the Node ID field identifies the Det Net node that ori gi
nated the packet. It is same as defined in {{I-D.ietf-detnet-npls-oan}}.
OP (3 bits): Service operation on the node.
0x00: No operation for DetNet service sub-I|ayer
0x01: Initiation for DetNet service sub-layer encapsul ation
0x02: Term nation for DetNet service sub-layer encapsul ation
0x03: Rel ay(Swap) operation for DetNet service sub-Ilayer

2.3.2.2. DetNet Node Identifier Object (IPv4)
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

Det Net Capabilities Discovery Header

T e L o o o e i i s it NN R SR S B S

| | Pv4 address (4 bytes)

B i T i T S i s S S N e s o T S

| Prefix Length | RESERVED | oP
+-

+- +
R S S T £k S o S SEp i SEp I S S S A R Tk S S o -+

+
Figure 4: DetNet Node ldentifier Cbject (IPv4) Format

| Pv4 address(4 bytes): An IPv4 address. This address is treated as a prefix based on th
e prefix | ength val ue.
Prefix length(1l bytes): Length in bits of the I Pv4 prefix.
OP (3 bits): Service operation on the node.
0x00: No operation for DetNet service sub-layer
0x01: Initiation for DetNet service sub-layer encapsul ation
0x02: Term nation for DetNet service sub-layer encapsul ation
0x03: Rel ay(Swap) operation for Det Net service sub-I|ayer

2.3.2.3. DetNet Node Identifier Ohject (I1Pv6)

0 1 2 3
01234567890123456789012345678901
e i S T S S T T S i S S S S

Det Net Capabilities Discovery Header

B T I e R i i i T S S e e I e ik oI I S S e S S
| | Pv6 address (16 bytes) |
el i I e i it T e e e e i i T o S e e S e T R R
| Prefix Length | RESERVED | OP |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 5: DetNet Node ldentifier Cbject (IPv6) Format

| Pv6 address: An | Pv6 address. This address is treated as a prefix based on the prefix
| engt h val ue.
Prefix length: Length in bits of the IPv6 prefix.
OP (3 bits): Service operation on the node.
0x00: No operation for DetNet service sub-layer
0x01: Initiation for DetNet service sub-layer encapsul ation
0x02: Term nation for DetNet service sub-layer encapsul ation
0x03: Rel ay(Swap) operation for Det Net service sub-I|ayer

2.3.3. DetNet service protection function objects

Zhang, et al. Expires 5 January 2026 [ Page 6]



Internet-Draft Echo Request/Reply for DetNet Capability July 2025

2.3.3.1. Service Protection hject
0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
Det Net Capabilities Discovery Header
:l-— B i T S S S T i S S R I i T i i i S +-:|-
fl ags | OP |SL |
i i i T i I S i e s o o i i
Figure 6: Service Protection Object Fornmat
flags (4 bytes): service protection flags.
* SL (2 bits): Sequence nunber |ength.
0b00: no sequence nunber
0b01: sequence nunber length of 16 bits
0b10: sequence nunber length of 28 bits
2.3.3.2. Replication Capability Object
0 1 2 3
01234567890123456789012345678901
R et e s i o e s i i
Det Net Capabilities Discovery Header
:l-— e i i o i i I e S S S e +-:|-
flags
R et e s i o e s i i
Figure 7: Replication Capability Cbject Format
Flags (4 bytes): unused.
2.3.3.3. Elimnation Capability Object
0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
Det Net Capabilities Discovery Header
:l-— B i T S S S T i S S R I i T i i i S +-:|-

flags
i i i T i I S i e s o o i i
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Figure 8 Elinmination Capability Cbject Format
Flags (4 bytes): unused.
2.3.3.4. Odering Capability Object
0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
Det Net Capabilities Discovery Header
:l--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-:l-
flags
B i s T T i i o S o T Ji I
Figure 9: Ordering Capability Object Fornmat
Flags (4 bytes): unused.
2.3.4. DetNet Service Flow Information Cbjects
2.3.4.1. DetNet Service Flow Identifier Object (MPLS)
0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
Det Net Capabilities Discovery Header
.+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-.+
I Fl ags [PI1]Q
B i s T T i i o S o T Ji I
Figure 10: DetNet Service Flow Identifier Object Fornat
Fl ags (4 bytes):
* |: Incomng flow
* O Qutgoing flow

* P: platform| abel -space

2.3.4.2. Service Label nject
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

Det Net Capabilities Discovery Header
.+- R e i i i i T T T I R S S T SR SR S SN Rk S SR S SR S S +
Servi ce Label
B i s T T i i o S o T Ji I
Figure 11: Service Label Object Fornmat
Service Label (4 bytes): S-Label, DetNet Service identifier with MPLS data pl ane.
2.3.4.3. DetNet Service Flow Identifier Object (1Pv4)

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

Det Net Capabilities Discovery Header

T I T S S i T T S AR

I Fl ags [SIAIT]Q
S T S S S e e SH S R SR e S

Figure 12: DetNet Service Flow Identifier Object (1Pv4) Ohject Format

Fl ags (4 bytes):

* |: Incomng flow

* O Qutgoing flow

* A IPv4 flow identifier, including Source Address, Destination Address, Source Port,
estination Port, Protocol and Dscp

* S. | PSec- spi

2.3.4.4. 1Pv4 Flow Identifier Object
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

Det Net Capabilities Discovery Header

T e L o o o e i i s it NN R SR S B S
| Sour ce Address |
B i s T T i i o S o T Ji I
| Destination Address |
e L o i e S  th o i R S
| Sour ce Port | Destination Port |
i e e R e s o i e e b i S I N S T
| Pr ot ocol | Dscp | RESERVED |
B i s T T i i o S o T Ji I

Figure 13: I1Pv4 Flow Identifier oject Format

Source Address (4 bytes): |1Pv4 source address of the packet.
Destination Address (4 bytes): |Pv4 destination address of the packet.
Source Port (2 bytes): Source port of the packet.

Destination Port (2 bytes): Destination port of the packet.

Protocol (1 byte): Protocol of the packet.

Dscp (1 byte): Differentiated Services Code Point.

2.3.4.5. DetNet Service Flow Identifier Object (I1Pv6)

0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

Det Net Capabilities Discovery Header

T T i i Sl S S S SURV A S S S R A
I Fl ags [LISIAT G
T S i e S S T T S S S i Sl S SNt St S

Figure 14: DetNet Service Flow Identifier Object (1Pv6) Ohject Format

Fl ags (4 bytes):

* |: Incomng flow

* O CQutgoing flow

* A IPve flow identifier, including Source Address, Destination Address, Source Port,
estination Port, Protocol and Dscp

* S | PSec- spi

* L: IPv6 flow | abel

2.3.4.6. 1Pv6 Flow Identifier Object
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

Det Net Capabilities Discovery Header

T S S e i S S s S SR S i S

Sour ce Address

i S T S T o S S e e it Sl S S e S S S

Desti nati on Address

— T+ T+ T+ +

i T S S S T i T i I S I S S
Sour ce Port | Destination Port |

R s i o e i ol S e S e T ik ik T S e T S T S
Pr ot ocol | Dscp | RESERVED |

+-
+
I
+
I
+
I
+-
I
+
I
+
I
+
I
+-
I
+-
I
T S T T T S i i S Supt

Figure 15: 1 Pv6 Flow Identifier (hject Format

Source Address (16 bytes): |Pv6 source address of the packet.
Destination Address (16 bytes): |IPv6 destinati on address of the packet.
Source Port (2 bytes): Source port of the packet.

Destination Port (2 bytes): Destination port of the packet.

Protocol (1 byte): Protocol of the packet.

Dscp (1 byte): Differentiated Services Code Point.

2.3.4.7. 1Pv6 Flow Label nject
0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i
Det Net Capabilities Discovery Header
:I-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—:I-

| Pv6 Fl ow Label
i i i T i I S i e s o o i i
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Fi gure 16: |Pv6 Fl ow Label Object Format
| Pv6 Fl ow Label (4 bytes): The flow | abel value of the header. 1Pv6 only.
2.3.4.8. |1PSec-SPI hject
0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
Det Net Capabilities Discovery Header
.+- R S i T R T s i S S S e i +-.+
| Psec Security Parameters |ndex
B i s T T i i o S o T Ji I
Figure 17: |1PSec-SPlI Object Fornat
| PSec-SPlI (4 bytes): IPsec Security Parameters |ndex
2.4. DetNet Data Pl ane Consi derations
2.4.1. MPLS Data Pl ane
Det Net echo request/reply nessages in MPLS data pl ane, could
encapsul ate Det Net Capabilities Discovery Cbjects with typical TLV
header format in place of the "DetNet Capabilities Di scovery Header",
as defined in {#detnet-cap-disc-obj}. The values of tlv types had not
been defined yet.
0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h |
i i i T i I S i e s o o i i

Fi gure 18: MPLS TLV Header For mat

Type (2 bytes): Tlv type
Length (2 bytes): Tlv Length
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Length |
R e s T o T S R El ok i R e e S S e o o s

Det Net Capabilities Discovery Data
:l-— I S i S S s S S S S S e e +
Figure 19: DetNet Capabilities Discovery Cbhject (MPLS) Format

2.4.2. |P Data Pl ane

TBD.
3. | ANA Consi derations

NA.
4. Security Considerations

The security considerations described in [RFC8655] apply to the

extensions defined in this document as well. This docunent does not

rai se new security issues.
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