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Abst r act

Qperational efficiency in incident managenent on tel ecom and conputer
networks requires correlating and interpreting | arge vol unes of

het er ogeneous techni cal information. Know edge graphs can provide a
uni fied view of conpl ex systenms through shared vocabul aries. YANG
data nodel s enabl e describing network configurations and autonating
their depl oynent. However, both approaches face chall enges in
vocabul ary al i gnment and adopti on, hindering know edge capitalization
and sharing on network designs and best practices. To address this,
the concept of a IT Service Managenent (I TSM Know edge Graph (KG is
introduced to | everage existing network infrastructure descriptions
in YANG format and enabl e abstract reasoning on network behavi ors.
The key principle to achieve the construction of such ITSMKGis to
transform YANG representations of network infrastructures into an
equi val ent knowl edge graph representation, and then enbed it into a
nmore extensive data nodel for Anonaly Detection (AD) and Risk
Managenment applications. In addition to use case analysis and design
pattern analysis, an experinment is proposed to assess the potential
of the ITSMKG in inproving network quality and desi gns.
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1. Introduction

I nci dent managenent on tel ecom and conputer networks, whether it is
related to infrastructure or cybersecurity issues, requires the
ability to simultaneously and quickly correlate and interpret a | arge
nunber of heterogeneous technical information sources. Know edge
graphs, by structuring heterogeneous data through shared
vocabul ari es, enable providing a unified view of conplex technica
systens, their ecosystem and the activities and operations rel ated
to them (see [I-D. marcas-nnmop- know edge- gr aph-yang] and

[ NORI A- O-2024]). Using such formal know edge representation all ows
for a sinplified interpretation of networks and their behavior, both
for NetOps & SecOps teans and artificial intelligence (Al) algorithns
(e.g. anommaly detection, root cause analysis, diagnostic aid,
situation sumrarization), and paves the way, in line with the Network
Digital Twin vision [I-D.irtf-nnrg-network-digital-tw n-arch], for
the devel opnent of tools for detecting and anal yzi ng conpl ex network
i ncident situations through expl ai nabl e, actionable, and shareable
nmodel s (see [FCOLI O 2018], [SLKG 2023], and [ GPL-2024]).
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However, despite potential benefits of using know edge graphs, these
are not mainstreamyet in comercial network depl oynment systens and
deci si on support systens (see [ NORI A-Ul -2024] for nore on the
deci si on support systens perspective). YANGis a widely used
standard anong operators for describing network configurations and
automating their deploynment. Using YANG representations in the form
of a KG as suggested in [I|-D. marcas-nnop-know edge- gr aph-yang],
woul d nminimze the effort required to adapt network nmanagenent tools
towards the unified vision and applications evoked above. The | ack
of alignment between various YANG nodel s on key concepts (e.g. for
descri bi ng network topol ogy) is, however, hindering this evolution
[1-D. boucadair-nnop-rfc3535-20years-later].

Furt hernmore, although [I-D. netana-nmop- networ k-anomal y-1ifecycl e]
addresses the capitalization of incident managenent know edge through
a YANG nodel, it can be observed that the overall scope of YANG
nodel s does not naturally cover the description of the networks’
ecosystem (e.g. physical equipnent |ocation, operator organization,
supervi sion systens) or the description of network operations from an
I T service managenent (I TSM perspective (e.g. business processes and
design rul es used by the conpany, schedul ed nodification operations,
renedi ati on actions performed during incident handling). As a
consequence, the continuous inprovenent of network quality & designs
requires additional data cross-referencing operations to properly
contextualize incidents and | earn fromrenedi ati on actions taken
(e.g. analyzing intervention technicians’ verbatim conparing actions
performed on simlar incidents but occurring on different networks).
As a result of these additional efforts of contextualization, the
capitalization of know edge typically remains confined at the | eve

of each network operator. This, in turn, hinders the sharing of
information within the community of researchers and system designers
regarding failure nodes and best practices to adopt, considering the
concept of overall inmprovenment of IT systems and the Internet.

Real i zi ng an | TSM know edge graph for network depl oynent, anonaly
detection and ri sk nmanagenent applications has been studied for
several years in the Semantic Web community (i.e. know edge
representati on and aut omated reasoni ng | everagi ng Web technol ogi es
such as [RDF], [RDFS], [OAL], and [SKOS]). Anong ot her examples: the
DevOpsl nfra ontol ogy [ DevOpsl nfra-2021] allows for describing sets of
conputing resources and how they are all ocated for hosting services;
the NORI A- O ontol ogy [ NORI A-O 2024] allows for describing a network
infrastructure & ecosystem its events, diagnosis and repair actions
performed during incident managenment. Assum ng the continuous
integration into a know edge graph of data fromticketing systens,
network nonitoring solutions, and network configurati on managenent
dat abases, we remark that the resulting know edge graph (Figure 1)
inplicitely holds the necessary information to (automatically) learn
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incident contexts (i.e. the network topology, its set of states and
set of events prior to the incident) and renediati on procedures (i.e.
the set of actions and network configuration changes carried-out to

resol ve the incident).
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Figure 1: Learning an incident signature seen as a classification
nmodel that is trained on the relationship of the incident context
(i.e. a subgraph centered around a Resource entity concerned by a
gi ven Troubl eTicket) to the problemclass defined at the
Troubl eTicket entity level. Arrows are for object properties
(oW : Ooj ect Property), double line edges are for object class
rel ati onships (rdf:type).
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3.

3.

By going a step further, we notice that a generic understanding of

i nci dent context can be extracted and shared anong operators from
know edge graphs. |Indeed, a know edge graph, being an instantiation
of shared vocabul aries (e.g. RDFS/ OAL ontol ogi es and controlled
vocabul ari es in SKOS syntax), sharing incident signatures can be done
wi thout revealing infrastructure details (e.g. hostnane, |P address),
but rather the abstract representation of the network (i.e. the class
of the know edge graph entities and rel ationships, such as "server"
or "router”, and or "IPoVWDM Iink")

The renmai nder of this docunent is organized as follows. Firstly, the
concept of an ITSMKG is introduced in Section 3 towards | everagi ng
existing network infrastructure descriptions in YANG format and
enabl i ng abstract reasoning on network behaviors. The relation of
the 1 TSM KG proposal to the Digital Mp

[1-D. havel - nmop-di gi tal - map-concept] is notably discussed in this
section. Secondly, strategies for the | TSMKG construction are

di scussed in Section 4. This include YANG nodel s transformation in
Section 4.1, inplenmenting alignments of nodels with the ITSMKG in
Section 4.2, and know edge graph construction pipeline designs in
Section 4.3. The Section 4.3 notably focuses on addressing the
handl i ng of event data streans and providing a unified view for

di fferent stakehol ders, also known as the data federation
architecture. Finally, an experinment is proposed in Section 5 to
assess the potential of the I TSMKG in inproving network quality and
designs. The inplenentation status related to this docunent is also
reported in this section

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

An | TSM KG for Learning and Sharing Network Behavi oral Model s
1. Principles

As evoked in Section 1, a detailed characterization of network
behavi or requires comnbi ni ng several facets of data related both to
the configuration of the networks and to their lifecycle, as well as
the ecosystemin which they are operated. |In this docunent, we wll
consider the follow ng fundanmental definitions as a means to achieve
the conbination of all these facets of data in a conveni ent way,
regardl ess of their origin, for operational efficiency in incident
managenent and change managenent with the aid of Al tools:
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| TSMKG A know edge graph in RDFS/ OAL syntax tha enabl es change
managenment activities, anomaly detection, and risk analysis at the
organi zational |evel by conbining heterogeneous data sources from
the configuration data of the network’s structural elenents,
events occurring on this network, and any other data useful to the
busi ness for the effective managenent of the services provided by
this network.

ONTO I TSM  For a given | TSMKG the RDFS/ OAL ontol ogy that
structures the | TSM KG

ONTO- YANG- MODEL:  For a given YANG nodel, its equival ent RDFS/ OAL
representation.

ONTO- META:  An ontol ogy that contributes to structuring some | TSM KG,
regardl ess of the specifics of a given application donmain or | TSM
KG instance, in the sense that it provides an abstract |IT Service
Managenent nodel (i.e. it holds generic concept and property
definitions for realizing IT Service Management activities).

ONTO LI NKER:  For a given (set of) ONTO YANG MODEL and a given ONTO-
META, the inplenentation of the equival ence rel ati onshi ps bet ween
the key concepts and key properties of the (set of) ONTO YANG
MODEL and ONTO META.

Based on these definitions, which will be discussed in nore detail
later in this docunment, Figure 1 can be seen as an illustration of
| TSM KG from whi ch a subgraph has been extracted, allow ng for
incident situation to be anal yzed through querying. For exanple,
close to ideas from|[I-D. netana- nnop- net wor k- anonal y-1ifecycle],
querying the evolution of network entities states fromthe | TSM KG
during sone incident remediation stage could bring to identify the
causal graph underlying incident resolution. As the querying would
go through the ONTO- I TSM the causal graph would de-facto be an
abstraction of the situation, thereby enabling know edge
capitalization and sharing for simlar incidents that could occur

| ater.

3.2. Relation to the Digital Mp

Simlar to the concept of |ITSM KG di scussed in this docunent, the
concept of Digital Map discussed in

[1-D. havel - nmop-di gi t al - map- concept] enphasi zes the need to structure
het er ogeneous data descri bing networks in order to sinmplify network
managenent operations through unified access to this data. The |ITSM
KG can be seen as a neta-know edge graph that extends the Digital Map
concept by adding information about the |lifecycle of infrastructures
and services, as well as the context of their usage. These
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3.

3.

2.

2.

addi tional pieces of information are considered essential for
| earni ng shareable activity nodels of systens.

To clarify this positioning, the following lists (Section 3.2.1,
Section 3.2.2, and Section 3.2.3) reflect the conpliance of the neta-
KG concept with the Digital Map Requirenents defined in

[1-D. havel - nmop-di gi tal - map-concept]. A synbol to the right of each
requi renent name indicates the nature of conpliance: *+* for
compatibility, */* for partial satisfaction, *-* for non-conpliance
with the requirenent. A comment is provided as necessary.

1. Core Requirenents

*+* REQ BASI C- MODEL- SUPPORT: nothing to report (n.t.r.)

*+* REQ LAYERED- MODEL: n.t.r.

*[* REQ PROG OPEN- MODEL: Partially satifying the requirenment as the
concept of meta-KG mainly relate to the know edge representation
topic rather than to the platformrunning the Digital Map service
on top of the neta-know edge graph.

*[* REQ STD- APl - BASED: Sane remark as for REQ PROG OPEN- MODEL.

*+* REQ COVMMON- APP:  n.t.r.

*+* REQ SEMANTIC. n.t.r.

*+* REQ LAYER- NAVI GATE: n.t.r.

*+* REQ EXTENSI BLE: Know edge graphs inplicitly satisfy this

requirenent, notably with O [OA] and SKOS [ SKOS] constructs if

consi deri ng RDF know edge graphs for the neta-KG (e.g. ow :saneAs
torelate a neta-KG entity to sone other entity of another

know edge graph, ow :equivalentClass to |link concepts and

properties used to interpret the neta-KG to concepts and

properties fromother data nodels, skos:inScheme to group new
items of a control ed-vocabul ary as part of a skos: Concept Schene).

*+* REQ PLUGG  Sane remark as for REQ EXTENSI BLE.

*+* REQ CRAPH TRAVERSAL: This capability is naturally enabled as the
met a- KG concept involves using a graph data structure.

2. Design Requirenents

*-* REQ TOPO-ONLY: Requirenent not satisfied as the neta-KG involves
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3.

4.

to have nore than topol ogical data to interpret and contextualize
t he network behavi or.

*-* REQ PROPERTIES: Same remark as for REQ TOPO ONLY.
*-* REQ RELATIONSHI PS: Sane remark as for REQ TOPO ONLY.

*+* REQ CONDI TI ONAL: Native, notably considering the expressiveness
of SPARQ [ SPARQ11-Q@Q.] if using the Semantic Web protocol stack
to run the neta-KG concept.

*+* REQ TEMPO-H STGO n.t.r.
2.3. Architectural Requirenents

*+* REQ DM SCALES: This capability applies as we can use data
aggregation at the graph level (Figure 10 and Figure 11 conpared
to Figure 8 and Figure 9), aggregation wi thout |oss of information
(Figure 10 and Figure 11), and | oad bal ancing (horizontal scaling)
by partitioning the neta-KG (Figure 12). Further, ease of
integration is enabled thanks to existing standard graph data
access protocols (e.g. SPARQL Federated Queries [SPARQL11-FQ, as
illustrated in Figure 12).

*/* REQ DM DI SCOVERY: Sane remark as for REQ PROG OPEN- MODEL.
Strategies for the | TSM KG Construction

In this section, we firstly define in Section 4.1 two YANG based data
transformation scenario, nanely the YANG KG SEMANTI C- EQUI VALENCE and
YANG- KG- SEMANTI C- CENERALI ZATI ON scenari os. The YANG KG SEMANTI C-
GENERALI ZATI ON scenario is then used as a basis in Section 4.2 to
illustrate strategies to reuse YANG nodels transfornmed in RDFS/ OAL
syntax in a higher-level ontology that would structure the | TSM KG
Finally, two Extract-Transform Load (ETL) pipeline approaches and a
data federation architecture are presented in Section 4.3 to neet the
needs of constructing and exploiting the | TSM KG

1. From YANG based Configurations to Meta-Know edge G aph

In the followi ng, we consider the use of Semantic Wb technol ogi es as
the foundation for representing data in the formof a know edge
graph. W also assune the ability to transforma description of
configurations and network infrastructures expressed accordingly to a
gi ven (set of) YANG nodel (s) into a know edge graph representation.

For the realization of this data transformation, we identify the
foll owi ng scenari os:
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YANG- KG- SEMANTI C- EQUI VALENCE: The ontol ogy structuring the target
know edge graph is an exact equival ence of the many YANG nodel s
organi zi ng the configuration data.

YANG- KG- SEMANTI C- GENERALI ZATI ON: The ontol ogy structuring the target
KGis a generalization of the YANG nodel s organizing the
configuration data.

We note that the YANG KG SEMANTI C- EQUI VALENCE case requires a
significant know edge engineering effort to align all YANG nodels
into a coherent ontology with a sufficient level of abstraction to
enabl e the discovery and anal ysis of energent behavioral nodel s of
net wor ks i ndependently of |ocal configuration specifics. However,
this case has the advantage of being relatively easy to inplenent
based on the avail able configuration data of an operator, for
exanple, by inplenenting [RWM.] rules for constructing a know edge
graph fromthis data.

For the YANG KG SEMANTI C- GENERALI ZATI ON case, we observe that the
transformation effort invol ves:

1. Being able to transform YANG nodels into their RDFS/ OAL
equi val ent to provide a consistent interpretation of
configuration data in a knowl edge graph that aligns with each
data source

2. Being able to provide a generalized interpretation of these
transfornmed YANG nodel s by identifying alignments between key
concepts in these nodels and those in a nore expressive ontol ogy.

As an exanpl e, the YANG KG SEMANTI C- GENERALI ZATI ON case coul d invol ve
wanting to integrate Service and Network topol ogy data, matching the
Net wor k Topol ogi es [ RFC8345] and Service Assurance [ RFC9418] YANG
data nodels, into a know edge graph structured by the NORI A-O
ont ol ogy [ NORI A- O 2024] .

Al t hough identifying alignnents in the YANG KG SEMANTI C-
GENERALI ZATI ON case nmay appear non-trivial for "constructor” YANG
model s, it is worth noting that the design of YANG nodels generally
relies on principles of concept hierarchies and reuse of common
concepts between nodels to pronpte nodel interoperability, as is the
case with the Abstract Network Mdel of [RFC8345]. Therefore, the
task of identifying alignments can theoretically benefit fromthese
desi gn principles.
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In continuity of the above RFC8345 / NORI A- O exanpl e, providing an

al i gnment may nean asserting a semantic equival ence between the RDFS/
ONL representation of the "node" concept from[RFC8345] with the
"nori a: Resource"” concept from [ NORI A-O 2024]. Exanples of approaches
for linking ontol ogies are provided in Section 4. 2.

4.2. Inmplementing Alignnments of Mdel-Specificities to a Milti-Faceted
Know edge G aph

Bui I ding on the previously defined YANG KG SEMANTI C- GENERALI ZATI ON
scenario, this section presents two approaches to construct the
structuring ontol ogy of the | TSM KG by conbi ni ng YANG nodel s
translated into RDFS/ OAL and a neta-ontol ogy enabling the anal ysis of
the operational context of the network lifecycle. As techniques for
identifying alignnents between data nodels is beyond the scope of
this docunment, we refer interested readers to specialized literature
inthis field, such as [ ONTO MATCH 2022].

To present the approaches, we assume the ability to convert a given
YANG nodel into its ONTO YANG MODEL (i.e. its equival ent RDFS/ O
representation). The code snippet in Figure 2 is a fictional exanple
of translating the "node" concept from[RFC8345] into its RDFS/ OAL
equi val ent .

@refix oW : <http://www wW3. org/ 2002/ 07/ ow #> .
@refix rdf: <http://www wW3. org/ 1999/ 02/ 22-r df - synt ax- ns#> .
@refix rdfs: <http://ww. w3.org/ 2000/ 01/ rdf - schema#> .

<urn:ietf:params: xn :ns:yang:ietf-network#node>
rdf:type ow : d ass ;
rdf s: conment "The inventory of nodes of this network." ;

Figure 2: Snippet of the ONTO YANG MODEL descri bing the 'node’
concept from RFC8345 into its RDFS/OAL equivalent, in Turtle
synt ax.

The foll owi ng sub-sections build on the ONTO YANG MODEL exanpl e from
Fi gure 2.

4.2.1. The Network of Ontol ogi es Approach

The network of ontol ogi es approach is a comon practice in the field
of know edge engi neering and Semantic Wb technol ogi es. The
principle invol ves assenbling vocabularies fromdifferent domains to
forma coherent set, for exanple to infer - through graph traversa
or reasoning - relationships between entities in the graph, starting
froma concept defined in one of the vocabularies and |l eading to an
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i nstance of a concept from another vocabul ary.

In our exanple, the code snippet of Figure 3 inplements the ONTO | TSM
by inporting concepts fromthe ONTO YANG MODEL (Figure 2) and
concepts fromthe ONTO META (Figure 4). An additional inport in
Figure 5 relates to the ONTO LI NKER

@refix oW : <http://wwv wW3. org/ 2002/ 07/ ow #> .
@refix rdf: <http://ww. wW3. org/ 1999/ 02/ 22-r df - synt ax- ns#> .

<https://exanpl e. com ont ol ogi es/itsm >

rdf :type ow : Ontol ogy ;

ow :inmports
# ===> | nport of one of the ONTO YANG MODEL <===
<https://exanpl e. com ont ol ogi es/i et f-network-topol ogy> ,
# ===> | nport of the ONTO META <===
<https://w3id.org/norial/ontol ogy/> ,
# ===> | nport of the ONTO LI NKER definitions <===
<https://exanpl e. com ontol ogi es/ietf-noria-linker> ;

Figure 3: The inplenmentation of the ONTO-I TSMto structure the
relati on of ONTO YANG MODEL(sS) with ONTO- META, in Turtle syntax.
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@refix oW : <http://www wW3. org/ 2002/ 07/ ow #> .
@refix rdf: <http://www wW3. org/ 1999/ 02/ 22-r df - synt ax- ns#> .
@refix rdfs: <http://ww. w3. org/ 2000/ 01/ rdf - schema#> .

@refix seas: <https://w3id.org/seas/> # Snart Energy Aware Systens
@refix bot: <https://w3id.org/bot#> . # Building Topol ogy Ontol ogy
@refix observable: # Unified Cybersecurity Ontol ogy (UCO
<https://unifiedcyberontol ogy. or g/ ont ol ogy/ uco/ obser vabl e#> .
@refix log: <https://w3id.org/sepses/ns/log#> . # a.k.a. SLOGERT

@refix noria: <https://w3id.org/norialontol ogy/> .

nori a: Resource
rdf :type ow : d ass ;
rdf s: | abel "Resource"

3

rdf s: comment """ General resource record of the Communication Device
kind fromthe logistics park. It is a nanaged entity that can be
either Physical or Virtual."""@n ;

rdf s: subd assOf nori a: Structural El enent
rdf s: subCd assOf

seas: System

seas: Communi cat i onDevi ce,

bot : El enent

observabl e: Devi ce ,

| og: Host ;
rdf s:i sDefinedBy noria: ;

’

Figure 4: Snippet of the ONTO META describing the
"noria: Resource’ concept fromNORIA-O v0.3, in Turtle syntax.

@refix oW : <http://www wW3. org/ 2002/ 07/ ow #> .

@refix rdf: <http://ww. wW3. org/ 1999/ 02/ 22-r df - synt ax- ns#> .
@refix rdfs: <http://ww. w3. org/ 2000/ 01/ rdf - schema#> .
@refix noria: <https://w3id.org/norialontol ogy/> .

nori a: Resour ce
ow : equi val ent C ass <urn:ietf:params: xm : ns:yang:ietf-network#node> ;

Figure 5: Snippet of the ONTO LINKER to rel ate ONTO YANG MODEL
definition(s) with ONTO- META definition(s), in Turtle syntax.

As a result, querying any | TSMKG structured by the ONTO- I TSM as
shown in Figure 6, enables retrieving entities of the I TSM KG usi ng
ONTO META concepts, even if entities are described with ONTO YANG
MODEL concepts.
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PREFI X owl : <http://ww. w3. org/ 2002/ 07/ oM #>

PREFI X rdf: <http://ww.w3. org/ 1999/ 02/ 22-rdf - synt ax- ns#>
PREFI X rdfs: <http://ww. w3. org/ 2000/ 01/ r df - schema#>

PREFI X noria: <https://w3id.org/norialontol ogy/>

SELECT ?res

VWHERE {
# Pattern for the base class from ONTO META
# or any equival ent class from ONTO YANG MODEL
?resC ass (ow : equi val ent d ass| “ow : equi val ent C ass)* nori a: Resource .

# Pattern to retrieve instances fromthe | TSM KG
?res rdf:type ?resd ass .

}

Figure 6: Snippet to retrieve entities of the | TSM KG assuni ng
the rel atedness of ONTO META concepts with ONTO YANG MODEL
concepts, in SPARQ syntax.

4.2.2. Explicit Linking in the ONTO META

In this approach, we assunme that we have the neans to evolve ONTO
META, which allows for the inplenentation of equival ence

rel ati onshi ps between the concepts of ONTO META and ONTO YANG MODEL
directly within ONTO- META, as shown in Figure 7.

In this sense, ONTO-ITSMis part of ONTO META, and ONTO LINKER i s

within ONTO-META. The query in Figure 6 applies here as well and
will yield the sane results.
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@refix oW : <http://www wW3. org/ 2002/ 07/ ow #> .
@refix rdf: <http://www wW3. org/ 1999/ 02/ 22-r df - synt ax- ns#> .
@refix rdfs: <http://ww. w3. org/ 2000/ 01/ rdf - schema#> .

@refix seas: <https://w3id.org/seas/> # Snart Energy Aware Systens
@refix bot: <https://w3id.org/bot#> . # Building Topol ogy Ontol ogy
@refix observable: # Unified Cybersecurity Ontol ogy (UCO
<https://unifiedcyberontol ogy. or g/ ont ol ogy/ uco/ obser vabl e#> .
@refix log: <https://w3id.org/sepses/ns/log#> . # a.k.a. SLOGERT

@refix noria: <https://w3id.org/norialontol ogy/> .

<https://w3id. org/ norial/ ontol ogy/ >
a ow : Ont ol ogy ;
# ===> | nport of one of the ONTO YANG MODEL <===
<htt ps:// exanpl e. com ont ol ogi es/i etf-network-topol ogy> .

nori a: Resour ce
rdf :type ow : d ass ;
rdf s: | abel "Resource" ;

rdf s: conment """ General resource record of the Commrunication Device
kind fromthe logistics park. It is a managed entity that can be
either Physical or Virtual."""@n ;

rdf s: subd assOf nori a: Structural El enent ;
rdf s: subC assOf
seas: System
seas: Comuni cat i onDevi ce,
bot : El enent
obser vabl e: Devi ce ,
| og: Host ;
rdf s:i sDefinedBy noria: ;
# ===> Explicit linking to ONTO YANG MODEL <===
ow : equi val ent C ass <urn:ietf:parans: xn : ns:yang:i et f-net wor k#node>

Figure 7: Snippet of the ONTO META describing the
"noria: Resource’ concept fromNORIA-O v0.3 with added linking to
ONTO YANG MODEL, in Turtle syntax.

4.3. Extract-Transform Load Pipelines for the | TSM KG

Based on [I-D. marcas-nnop- know edge- graph-yang] and [ NORI A- DI - 2023] ,
whi ch present the technical means to inplenent a pipeline for
constructing the I TSMKG this section focuses on two conpl ementary

vi ewpoi nts: Section 4.3.1 the managenent of stream ng data such as

al arns and | ogs, and Section 4.3.2 the deploynent of a federated data
architecture when various technical foundations or business units are
i nvol ved in providing the | TSM KG
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Fromthe perspective of the Digital Map Requirenents (Section 3.2),
the Figure 10, Figure 11 and Figure 12 particularly address the REQ
DM SCALES requi renent .

4.3.1. Handling Event Streans

The following figures illustrate different scenarios for constructing
a | TSM KG t hrough an Extract-Transform Load (ETL) data integration
pi pel i ne.

Figure 8 illustrates a comopn design pattern providing the capability
to record event streans into a know edge graph, such as an | TM5-KG i f
considering that event data are mapped to ONTO META concepts and
network entities to ONTO YANG MODEL concepts. The Figure 9 provides
an exanple of the resulting representation in the formof a know edge
gr aph.

r————— a r———————— a r————— a r——————
— r————— a
—————— sl || stream | | || stream | | r————1
\Events F*\ESB‘ F— | ‘mapp‘ing F*\S‘.S.B‘. F— | ‘Ioad‘er F— | }Kc‘i \L\ ]
N e J S — L
1 L |
|
e ———— -
77777777 1

Figure 8 KGonly data integration architecture for event data
streans.

<obj ect/ RES rout er 3>
<obj ect/ RES rout‘er 2> | ‘
———————— 7

<obj ect/ RES_rout er 1>—r df: type—% Resource
- J
|
| ogOri gi nati ng‘l\/anagedOoj ect
<event/LOG | ogi n_01> r— =
<event/LOG | ogi n_02>——rdf: type—% Event Record |
<event/LOG login 03> @ Lb——=n—n———— -

Figure 9: Resulting know edge representation for the KGonly data
integration architecture for event data streans
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As event streans can be hi gh-paced, it could be beneficial to

| everage input/output (1/0O performance optinizations specific to
each type of database nmanagement system (DBMS), such as Tine-Series
Dat aBases (TSDBs) for streanming data and graph databases for

know edge graphs. Figure 10 illustrates the capability to handl e
both a know edge graph and a tine-series representation of the
network’s lifecycle while naintaining a |link between the two
representations (Figure 11). Each serve different purposes, such as
context analysis with the know edge graph representation and trend
anal ysis with the TSDB. Thanks to the |inking between the two
storage systens, users browsing aggregated data fromthe know edge
graph can access the raw data within the relevant tinme span for
further analysis, and vice versa.

r 1
| Conpl ex \
\ Event \
| Processing |
s
r————— - Yt S I
L r— 1
r—————— i || stream | | || stream | | r————7 |
| Events — | EES.B. F— | mapping F— | S.S.B. +— | loader F— | | KG | |
L T T T o T e
L g
B T 4
|
— -
\L(event / Al S_| ogi n_01) =>( obj ect/ RES/router1) |
r 1 T 1
| stream | | r————7 |
————————————————————————————— | | oader f— |
| TSDB | |
| I it
L I T 4

Figure 10: M xed KG non-KG data integration architecture for
event data streans.
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<obj ect/ RES rout er 3>
<obj ect/ RES rout er 2>
| | P —————— s
<obj ect/ RES‘_rout er1>—rdf: type—j Resour ce |

| ogOri gi nat i ngManagedoj ect

| A L E

duration \ \
| dcterns:type
" POYOMDDTOH3MBOS" A xsd: duration |
\ <Not i fi cation/
| oggi ngTi ‘ma Event Type/i nf er r‘edAI ert>
"2024-02-07T16: 22: 427" " xsd: dat eTi ne rdf: type N

KG know edge representation e -

Ti me series database (TSDB) data representation

Ti mest anp Oigin Event

2024-02-07T16: 22: 42Z <object/RES router1> Login Attenpt
2024-02-07T16: 23: 13Z <object/RES router1> Login Attenpt
2024-02-07T16: 26: 12Z <object/RES router1> Login Attenpt

L——shared—identifier—-——————M—— ——— -

Figure 11: Resulting know edge representation for the m xed KG
non- KG data integration architecture for event data streans.

4.3.2. Federated Data Architecture
The Figure 12 illustrates the principles for providing unified access
to data distributed across various technol ogi cal platforns and

st akehol ders thanks to Federated Queries [ SPARQ11-FQ and the use of
a shared ONTO- | TSM across data managenent pl atforns.
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Figure 12: Unified access to data distributed across various
technol ogi cal pl atforns.
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5.1. Experinental Plan

In terms of experinentation, we consider the YANG KG SEMANTI C-
GENERALI ZATI ON case defined in Section 4 as the reference approach
and recommend i npl enenting a data processing pipeline that perforns
the follow ng use cases:

Y- MODEL- FROM DATA: Based on a dataset of configuration data
expressed in YANG nodels, the goal is to enable extracting the
Iist of nodels involved for their conversion to their RDFS/ OAL
equi val ent .

Y- MODEL- DEPENDENCI ES:  Based on a gi ven YANG nodel, the goal is to
enabl e identifying and retrieving all the YANG nodels that the
model refers to, in order to build a conplete corpus of nodels for
their conversion to their RDFS/ OAL equival ent as a coherent set.

Y- MODEL- TO- RDFS- OAL: Based on a YANG nodel and the associ ated nodel
corpus (i.e. Y-MODEL- DEPENDENCI ES), the goal is to enable
produci ng a semantically equival ent RDFS/OAL representation (i.e.
ONTO YANG- MODEL) .

Ideal ly, a YANG to RDFS/ OAL/ YANG projection al gebra would be used
to provide a formal proof of semantic equival ence; testing
mechani sms shoul d be inplenmented as a fallback to provide a proof
of equi val ence.

Y-1 NSTANCE- TO- KG  Based on a dataset of configuration data expressed
in YANG nodel s and the related (set of) ONTO YANG MODEL, the goal
is to enable constructing a know edge graph fromthe configuration
data, with the know edge graph structured by the (set of) ONTO
YANG- MODEL.

Y- MODEL- META- KG- ALI GNVENT: Based on a corpus of YANG nodel s
transforned into RDFS/OAL (i.e. Y-MODEL-TO RDFS-OA) and a
reference ontology structuring the ITSMKG the goal is to enable
querying of the configuration entities present in the graph (i.e.
data derived fromthe Y-INSTANCE- TO KG case) through the concepts
of the reference ontol ogy.

In addition to identifying the class and property correspondences
bet ween the resulting Y-MODEL- TO RDFS- OAL nodel s and the reference
ontology, this capability requires inplenenting a necessary and
sufficient nunmber of class equival ence relations and property

equi val ence rel ati ons.

META- KG- BEHAVI ORAL- MODEL: Based on the | TSMKG which results from
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the conposition of the Y-1NSTANCE- TO KG case with Y- MODEL- META- KG
ALl GNMVENT and addi tional operational data structured by ONTO META,
the goal is to |learn behavioral nodels (e.g. incident signatures)
ina formalismthat can be interpreted through the | enses of ONTO
| TSM and shared with other stakeholders with mninmal discrepancies
in the underlying configuration data.

5.2. Inplenmentation Status

This section provides pointers to existing open source
i npl ementations of this docunent or in close relation to it.

5.2.1. NORIA

The NORI A project ains at enabling advanced network anomaly detection
usi ng knowl edge graphs. Anpbng the conponents resulting fromthis
project, the follow ng ones serve the use case described in this
docunent :

*  NORIA-O[NORI A-O 2024], is a data nodel for IT networks, events
and operations information. The ontology is devel oped using web
technologies (e.g. RDF, ON, SKOS) and is intended as a structure
for realizing an | TSM know edge graph for Anonaly Detection (AD)
and R sk Management applications. The NORIA-Oinplenentation is
avai | abl e as open source at https://w3id.org/norial
(https://w3id.org/noria/). |Its use for anomaly detection is
di scussed in:

- [ SLKG 2023] with a npdel -based desi gn approach (i.e. query the
graph to retrieve anomalies and their context) and a
statistical learning approach (i.e. relate entities based on
context simlarities, then use this relatedness to alert and
gui de the repair).

- [GPL-2024] with a process mning approach to align a sequence
of entities to activity nodels, then use this relatedness to
gui de the repair actions.

- [ NORI A-Ul -2024] a Web-based know edge graph expl oration design
for incident managenent that conbi nes the above [ SLKG 2023] and
[ GPL-2024] techniques for broader coverage of anomaly cases and
know edge capitalization.

* A know edge graph-based platform design [ NORI A-Dl -2023] using

Semantic Web technol ogi es and open source data integration tools
to build an | TSM know edge gr aph:
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-  SMASSI F-RML, a Semantic Wb stream processing solution with
decl arative data mappi ng capability. Available as open source
at https://github. coni Orange- OpenSour ce/ smassi f-rm
(https://github. coni Orange- QpenSour ce/ smassif-rm).

- ssb-consumup, a Kafka to SPARQL gateway enabling end-to-end
Semantic Web data flow architecture with a Semantic Service Bus
(SSB) approach. Avail able as open source at
https://gi thub. coml O ange- OpenSour ce/ ssh- consum up
(https://github. coni Orange- OpenSour ce/ ssh-consum up) .

- ogrlc, a fork of CLARIAH grlc with SPARQL UPDATE and G tLab
interface features to facilitate the call and versioni ng of
stored user queries in SPARQL syntax (e.g. for anonmaly
detection follow ng the nodel -based desi gn approach).

Avai | abl e as open source at https://github.conl Orange-
penSource/grlc (https://github. cont O ange- OpenSource/grlc).

*  SemNl DS [ SemNI DS- 2023], a test bench involving network trafic
generati on, open source Network Intrusion Detection Systens
(NIDS), know edge graphs, process mning and conformance checking
conmponents.

Note that the NORI A project does not currently address the Y-MODEL-
FROW DATA, Y- MODEL- DEPENDENCI ES, and Y- MODEL- TO- RDFS- OMAL use cases.

.2.2.  YANROAL

The YANRON framework ains at facilitating the inplenentation of a
Network Digital Twin (NDT) that would | everage the representati on and
reasoni ng capabilities typically associated with know edge graphs for
anomal y detection needs, as well as for network nanagement purposes
by enabling network configuration based on nodifications at the |evel
of the ITSMKG itself. Basically, the approach consists of reusing
YANG dat a nodel s used in network operations in a nearly equival ent
formwi thin Semantic Web technol ogies (i.e. produci ng ONTO YANG MODEL
instances) to create a bijection between network configuration data
and t he NDT.

The YANGRON framewor k addresses the use cases Y- MODEL- TO- RDFS- OAL
and Y- NSTANCE- TO- KG (as defined in Section 5.1).

Figure 13 illustrates the top-level tasks of the semantization
process at play. Subsequent sections detail how the framework builds
ont ol ogi es that captures the specificities of the telco domain and
nodel s any tel co network instance as an | TSMKG Pl ease note that
the publication of the related tools and algorithns is in progress.
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Figure 13: The YANGROAL framework. Labels w thin boxes represent
aut omat ed or human actions, while |abels between top/bottomlines
represent datasets

5.2.2.1. Mdtivations and Principles

The docunent [I-D. mackey-nnop- kg-for-netops] (Know edge G aph
Framewor k for Network Operations) enphasizes the inportance of

ont ol ogi es al ongsi de know edge graphs for network nanagenent

automati on. However, it |acks guidance on creating these ontol ogi es
and provides linmted details on generating know edge graphs or their
relationship with the ontol ogies. To address these topics, the

foll owi ng principles have been considered to underpin the devel opnent
of the YANROMN approach:

1. The ontologies should intimately reflect YANG nodel s,

2. The generation of ontol ogies should be nostly automatized,

3. The know edge graphs should intimately reflect the payl oad of
messages that YANG conpliant network equi pnments and controlers
publish or emt in response to a Renobte Procedure Call (RPC)
request,

4. The generation of know edge graphs shoul d be automated,
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5. The nodes and predi cates of the know edge graphs shoul d be
defined as instances of classes and properties of the ontol ogies.

Point 1 of the proposed principles is essential for ensuring the
engagenent of network adm nistrators and experts in semantic
technology. Aligning the ontol ogy’s vocabul ary (class and

rel ati onshi p nanming) and semantics (relationship constraints) with
that of network nmanagers is crucial. The YANG | anguage is currently
the reference in this area and will continue to be so, given its
specification by the | ETF and support fromnajor telco industry

pl ayers. This necessity has driven the devel opnent of the YANRONA
framework for converting YANG nodels into OAL nodel s, which
corresponds to point 2 of the proposal. Points 3, 4, and 5 are
direct outconmes of the commitment to points 1 and 2

5.2.2.2. The Y-MODEL- TO RDFS-OANL step

YANG and OAL are both data nodeling | anguages. They define a
vocabul ary and a grammar. The vocabul ary defines the concept of the
domain. YANG donmin is the tel co domain.

In a natural |anguage, the vocabul ary defines nouns, verbs,
adj ectives, and adverbs that are useful for discussing the world.
The grammar specifies how these el ements should be assenbled into

sentences that describe a state of the world. |In a YANG nodel, the
vocabulary is defined in ternms of _containers_, _lists_ , _|leaves_,
_leaf-lists_, and other categories, while the grammar is defined in
terms of statements that relate these elenents to one another. In an
ONL ontol ogy, the vocabulary is defined in terns of _classes_,

_subcl asses , _object properties , and _data properties , which is

sonewhat similar to YANG but does not directly map.

As ontol ogi es have been introduced as a nodeling | anguage neant to
share a common view (or know edge) of a domain anobng different

st akehol ders [ GRUBER-1995], the terns defined by the ontol ogi es
shoul d refl ect those used by equi prment manufacturers, telecom

sol utions devel opers, systens integrators, network operators, and
ultimately end users.

A YANG nodel is a docunment containing declarations. The docunment has
a tree-like structure: declarations can contain other declarations.
There are about half hundred types of declarations. The nain ones
are _container_, _list_, leaf_ and _leaf-list_:

CONTAINER: It is a concept, something we can talk about ; it is the
the basic type of elenents of the domain, such as a network, a
node, a link. A container declaration can contain another
cont ai ner declaration that can be called a sub-container. This
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sub-container allows to define a concept that will characterize
the container that contains it (e.g. link, source, and
destination).

LIST: It is a concept that can have multiple instances, such as
nodes of a network.

LEAF: It is a property of this concept, such as an identifier or a
geogr aphi cal | ocati on.

LEAF-LIST: It is a nultivalued property, such as hours of the day
the device is in sleep node.

By applying the above principles, and in line with the reasons
sketched in Section 5.2.2.1, we have devel oped the YANRONA t hat
automatically generates OAL ontol ogi es from YANG nodul es (i.e.
conmput es ONTO YANG- MODELs). Figure 14 sketches the use of the
YANGROAL tool to conpute the org.opendaylight.yangtools ONTO YANG
MODEL .

YANG ‘fi Il e
v
or g. opendayl i ght. yangt ool s————Abstract Syntax Tree
v
| ETF RFC 7950—————————— Yang20OuM Converter ————ON file

Figure 14: Conputing the org.opendaylight.yangtools ONTO YANG
MODEL with YANGROAL.

In nore detail, we have defined mapping rul es between YANG constructs
and OAL concepts and inplenmented these in YANROAL. The mai n YANG
constructs (_container , list , leaf , and leaf-list_ ) are
transformed as foll ows:
* The _container_ and _list_ declarations are converted into OAL
cl asses. The name of the OAL class correponds to the nane of the
_container _or _list_in the YANG nodel.

* The leaf and leaf-list_ declarations are converted into OAL
data properties. The nane of the OAL data property corresponds
the nane of the _leaf_or _leaf-list_ in the YANG nodel.

An exanpl e of this conversion is presented in the follow ng section.
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5.2.2.3. The Y-1NSTANCE- TO KG st ep

As introduced above, YANG nodels define the vocabul ary and grammar to
descri be factual know edge about the state of the network. For
exanple if a YANG nodul e defines the container _node , and this
contai ner has a leaf identifier which has the type string, then a
valid JSON docurment with configuration data describing a node should
be a JSON object containing a key naned identifier which value should
be a string such as router_253.

So, inline with the mapping rules of YANG statenment into OAL
concepts defined in Section 5.2.2.2, when parsing a JSON tree that
conply to a given YANG nodel we can assune that if we get a _key
whi ch value is a JSON object_ then the _key should be the nane of a
container or a list_ and its _value should be a description to be
further analyzed . Thus, in terns of know edge graph nodeling, this
JSON obj ect should be interpreted as an _instance of a class_ which
name is the _nane of the container or of the list_.

Conversely, if the value is a _litteral _, the _key_ should be the
_name of a leaf or a leaf-list_. Thus, in ternms of know edge graph
nmodel ing, the litteral should be interpreted as the _object of a
Dat aProperty_ which nane is the nane of the |eaf .

The JSON2RDF tool (which is part of the YANGROA framework)

i npl ements these principles, realizing the Y-1NSTANCE- TO KG use case
Figure 15 shows the algorithminpl emented by JSON2RDF as pseudo code.
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function createURl (jsonCbj ect, class, nanespace, ontology) {
if class has a 'key’ annotation {
get the content <keycontent> of this annotation
search the key <keycontent> in the json(hject
append the key to the nanespace to create the URI
} else {
generate a uni que URI

return the URI created

}

function createbject(URI, class) {
return an instance of the class with the given UR

}

function parse(object, parentURlI, class, namespace, ontology) {
obj ect URI = createURI (obj ect, cl ass, nanespace, ontol ogy)
creat eObj ect (obj ect URI, cl ass)
for each key of object {
if the value of object[key] is a list {
for each elt of the list {
if elt is an object {
parse(elt, objectURl, key, nanespace, ontol ogy)
create the triple <objectURl haskey elt>
} elseif elt is alitera
create the triple <objectURl key elt>
} else if the value of object[key] is an object {
eltURI = createURl (elt, key, nanespace, ontol ogy)
create the triple <objectURl haskey eltURl >
parse(elt, objectURl, key, namespace, ontol ogy)
} else if the value of object[key] is literal {
create the triple <objectURl key val ue>
}

}
}

Fi gure 15: Pseudo code of the algorithminplenmented by JSON2RDF.
The algorithmis initiated by calling the parse function as follows,
where top is the root of the JSON object (i.e. configuration data as
a JSON tree that conplies to a given YANG nodel ), and ontology is the
out put of the Y-MODEL- TO RDFS- OAL st ep:

call parse(top, nil, namespace, ontol ogy)
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5.2.2.4. Exanple of Inplenentation

To illustrate the YANQROA approach, this section briefly reports on
an experinent conducted in an industrial setting with data froma
virtualized 5Ginfrastructure. 1In the context of the Network Change
Managenent process, _inpact analysis_ prior to conducting a schedul ed
operation can be run on an ITSMKG It aims to determne all the
components of the 5G core network that are dependent of a given (set
of) network infrastructure el enent. For exanmple, for a schedul ed
operation on a |leaf node (i.e. a network elenment in a 2-tier spine-

| eaf architecture), the inpact calculus will return all the servers
connected to the leaf, all the Virtual Mchines (VMs) hosted on these
servers, all the Network Functions (NFs) deployed on these VMs, and
ideally all the tel ecom services using these NFs.

Figure 16 provides an overvi ew of the data processing workfl ow used
for the experinment. The tasks of the diagram are described bel ow.
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Figure 16: Flowchart for the YANROAN experinent. A left
vertical bar on a step indicates that it is scripted; otherw se,
steps require user or operator action.

Model Gathering: This task corresponds to the realization of the Y-
MODEL - FROMt DATA use case with the manual sel ection of YANG nodul es
inrelation to the 3GPP application domain. The YANG nodul es from
[ ETSI - TS-128-541] have been selected for this experinent.
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Model Translation: For a given YANG nodul e, this task inplenents the
Y- MODEL - DEPENDENCI ES use case by fetching sub- YANG nodul es from
wel | -known G tHub repositories used for storing YANG nodul es (e.qg.
| ETF, |1 EEE, | ANA, ETSI, broadband forum OpenROADM OpenConfi g,

Ci sco, Huawei, to nane a few). This is achieved by scrutinizing

i mport clauses (including inmports of inports) and exani ni ng nodul e
| ocations and rel ationships fromthe [ YANG CATALOQG .

Additionally, it addresses the Y-MODEL-TO RDFS-OAL use case using
the YANROA solution defined in Section 5.2.2.2. For this
experinment, the resulting ontology is referred to as MBI LE-QO

Model Curation: This task involves providing a streamnined ontol ogy
by manually filtering_ (selection of classes and rel ationships
based on the data avail abl e) and _groupi ng_ (comnpression of the
nmodel hierarchy, i.e. class of classes) the nodel resulting from
the Mdel Translation_ task. This sinplification ains to enhance
the readability of the nodel for an operator and facilitate the
i npl ementation of potentially nore concise queries in the
downstream _Use Cases-Rel ated Querying_ task.

Model - Rel at ed Knowl edge G aph Construction: It realizes the Y-
I NSTANCE- TO- KG use case using the JSON2RDF sol ution described in
Section 5.2.2. 3.

Net Ops- Rel at ed Knowl edge Graph Construction: It corresponds to the
execution of RML transformation rules [RM.] with definitions from
the NORI A-O ontol ogy [ NORI A- O 2024] for the integration of
conpl enentary data to that of the 5G network derived from YANG
configurations (i.e. the _Model-Rel ated Know edge G aph
Construction_ task), such as the topol ogy of connected networKks,
schedul ed operations, incident tickets, and organization-rel ated
dat a.

A obal Know edge Graph Construction: It is achieved through parallel
insertions into a graph database of the results fromthe _Model -
Rel ated_ and _Net Ops-Rel ated_ tasks, after ensuring that: 1) the
URI patterns inplenmented in the RVL rules of the Net Ops-Rel ated
step are consistent with the URIs produced by the Mbdel - Rel ated
step to benefit fromautomatic linking of triples within the graph
dat abase t hrough the uni queness of the URIs; 2) the definition of
mappi ngs between MOBI LE- O and NORI A- O has been i npl emented and
inserted into the graph database (i.e. realization of the Y-MODEL-
META- KG ALI GNVENT use case through the inplenentation of the ONTO
LI NKER concept as illustrated in Figure 5). For this experinent,
the graph database is a Neo4j database [ NE(4J] instance, and the
| oading is perforned using the Neo4j Neosemantics toolkit.

Use Cases-Rel ated Pre-Processing: Dependency relationships are, in
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general, know edge el enents that cannot be directly derived from
field data; they are part of the business know edge regarding the
operation of the network systens. It may therefore be beneficia
to support the downstream Use Cases-Rel ated Querying_task by
perform ng pre-processing, particularly by calculating these
dependency rel ationshi ps retrospectively from busi ness rul es and
the data | oaded into the database. For exanple, one can create a
(Server)-[ DEPENDS_ON] - >(Leaf) rel ationship by searching instances
of the (Server)-(Server Interface)-(Network Link)-(Leaf
Interface)-(Leaf) graph pattern. The same principle can apply to
different network configurations to create other kinds of
dependency rel ati onshi ps.

For this experinent, the dependency rel ationships are cal cul ated
directly in the graph database using Neo4j Cypher | anguage
queries, or externally to the graph database using SHACL shapes

[ SHACL] according to the principles described in [ GU TTOUM 2023].
As anot her exanple, nore specific to the 3GPP nodel s

[ ETSI - TS-128-541] included in MOBILE-O and the Neo4j setup, one
coul d cal cul ate a dependency rel ationship between a 5G NF and the
Kubernetes cluster that hosts it, as shown in Figure 17. It is
important to note that subclass inference with Neo4j is not
automati ¢ and nust be performed through dedicated queries, as
illustrated in Figure 18.

MATCH (c: ManagedFuncti on) - - (n: namespace) - - (k: C ust er Kuber net es)
MERGE (c)-[d: DEPENDS_QN] - >( k)

Figure 17: Dependency cal cul ation query, in Cypher syntax, for
relating a 5G NF and the Kubernetes cluster that hosts it.

MATCH (m) <-[:subd assO]-(x)<-[:type]-(c)
WHERE m uri CONTAI NS ' ManagedFuncti on’
SET c: ManagedFuncti on

Fi gure 18: Subcl ass inference query, in Cypher syntax, to tag 5G

NF entities as ‘ManagedFunction' based on prior annotation of the

entities at creation time with a specific class described in the

YANG nodel, which is also a subclass of ‘ManagedFunction’ as per
MOBI LE- O

Use Cases-Rel ated Querying: The exploitation of dependency
relationships is carried out through queries on the graph, e.g.
during the insertion of an entity of type noria: ChangeRequest or
by follow ng an expl oratory approach by coupling a query such as
that in Figure 19 with a visualization tool |ike Neo4j NeoDash
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MATCH (el) WHERE el.resourceHost Nane = $neodash_ressour ce_host nane
MATCH g1 = (el) ((w)<-[:DEPENDS_ON -(t)) {0, 8}

UNWND t AS inpacts

RETURN DI STI NCT i npact s. r esour ceHost Nane

Figure 19: User query, in Cypher syntax using a quantified path
pattern, for rendering dependency rel ationships in a Neo4j
NeoDash di splay. The query seeks paths starting fromthe node
‘el' and propagates up to 8 tines using the ‘' DEPENDS_ON
rel ati onships. The depth of 8 has been defined in relation to
the characteristics of the networks addressed in the
experinentation.

Situation Analysis: Decision-making based on the results of the
upstreamtask is the responsibility of the network adm nistrator,
potentially supported by a conplenentary exploration of the | TSM
KG perforned algorithmically or interactively to anal yze a broader
techni cal and operational context.

5.2.2.5. Di scussi on

Wi |l e t he YANGRROAL approach has proven its validity as a proof of
concept, several R&D questions remain for exploration with the NMOP
comuni ty, including:

* Are the conversion principles based on statenment types (class vs.
data property) in the Y-MODEL- TO RDFS- OAL use case universally
appl i cabl e?

* How to ensure that an I TSMKG can still be generically constructed
from JSON YANG data and queried when a _Mddel Curation_ task is
appl i ed on an ONTO- YANG- MODEL ?

* \What techni ques can autonmate the Y- MODEL- META- KG ALI GNVENT use
case?

*  What principles should guide the inplenentation of the Y-MODEL-
META- KG ALI GNVENT use case to extract an aggregated view from
ONTO- META of infrastructures/configurations represented by an
ONTO YANG MODEL (e. g. distinguishing devices from sub-devices)?
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* As evoked in [I|-D. boucadair-nnop-rfc3535-20years-later] (NEW OPS-
REQ QUI CK- BUT-VWELL), how can we ensure reliable retrieval of
dependenci es between YANG nodul es for the Y-MODEL- DEPENDENCI ES use
case? Indeed, while browsing the G tHub projects of nodule
devel opers, we observe a lack of unifornmity in the way nodul es are
presented and managed (e.g. differences in project structure,
replication and | ocal nodifications of reference nodul es), which
hi nders dependency cal cul ati on and the sound i nclusion of sub-
modul es in the YANROA transl ation process.

Furthernore, it is noteworthy that the YANRON approach is

conpl enentary to the YAN&RDF approach [ YANGRDF- | ETF- 121], which
consists in translating YANG nodels into RDF. Mre specifically,
YANG2RDF defines an ontol ogy of the YANG | anguage, where RDF graph

i nstances nodel a YANG nodule. This approach is useful for querying
YANG nodels. In contrast, the YANGROA approach defines an ontol ogy
of a YANG nodel, where RDF graph instances nbdel an operational
network. Future work may aimto conbi ne the YANGRRDF and YANGROMN
appr oaches.

Finally, it is noteworthy that the YANROA franmework automates the
_Ontology Inplenentation_ and Ontology Update activities of the
LOT4KG net hodol ogy [ LOT4KG 2024] (a nethodol ogy that extends the

wel | - known LOT ontol ogy engi neering nethodol ogy to include know edge
graph lifecycle managenent) by |inking YANG nodul es with | TSM KG
fragment construction. This stream ines the devel opnent of NDT
architectures based on know edge graphs and sinmplifies | TSMKG

updat es when YANG nodul es change.

6. Security Considerations

As this document covers the _|ITSM KG_ concepts, and use cases, there
is no specific security considerations.
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8.

8.

8.

However, as the concept of a neta-know edge graph invol ves the
construction of a multi-faceted graph (i.e. including network
topol ogi es, operational data, and service and client data), it poses
the risk of sinplifying access to network operational data and
functions that fall outside the know edge graph users’ responsibility
or that could facilitate the intervention of malicious individuals.
To support the discussion on mitigating this risk, we suggest
referring to Figure 12, which illustrates the concept of partial
access to the neta-know edge graph based on rights associated with
each user group (UG at the data domain level. W also recomend
referring to [ AMD2012] for an exanple of inplenentation of access
rights in a content nanagenent systemthat relies on Semantic Wb
nmodel s and technol ogies. This inplenmentation uses the AMO ont ol ogy,
whi ch includes a set of classes and properties for annotating
resources that require access control, as well as a base of inference
rul es that nodel the access nanagenent strategy to carry out.
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