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Abst r act

Thi s document specifies the Intent-based Agent |nterconnection
Protocol (I AIP) operating at the Agent Gateways (AG, which defines
the interacti on nechani sns between Al Agents (at the Agent Domain)
and the AG (at the Interconnection Services Domain). This
specification focuses on dynam c interconnection anong agents based
on semantic intent, rather than static network addressing al one.

Thi s protocols defines the nechanisns for agent registration via
capability advertisement, Gateway Validation, Intent Resolution and
Mat chi ng, Routing Decisions and Forwardi ng, enabling the discovery,
sel ection and di spatching of intent queries based on agent
capabilities and task requirenents at AG
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1. Introduction

The energence of agentic networks marks a fundamental shift from
static, address-based networking to semantic, intent-driven
interactions. Autonompbus agents powered by advanced artificia
intelligence nodels are capabl e of reasoning, planning, and executing
tasks on behal f of users or other agents. Interactions are
increasingly expressed in terns of high-1evel objectives or natura

| anguage intents, rather than predefined service endpoints or static
i nterfaces.

Traditional networking and service di scovery nechani sns assune that
conmuni cation targets are identified by fixed addresses, nanes, or
service identifiers. These assunptions no |longer hold in agentic
environnments, where the appropriate execution entity for a request
may depend on semantic interpretation, contextual constraints, and
dynami ¢ systemconditions. As a result, routing decisions based
solely on static addressing or preconfigured bindings are
insufficient to support flexible and scal abl e agent col |l aboration

I ntent-based interconnection addresses this gap by enabling the Agent
Gateway to resolve and forward requests according to their semantic
intent, rather than their destination address. By decoupling request
di spatch fromrigid topology and static identifiers, intent-based

i nterconnection all ows autononpous agents to be dynamically

di scovered, selected, and invoked based on their advertised
capabilities.

Thi s docunent introduces the Intent-based Agent I|Interconnection
Protocol (IAIP) to provide a standardi zed mechani sm for capability-
based regi stration and validation, intent-aware discovery and routing
at AG |APis designed to operate as an application-Ilayer protocol
for interconnection service domain, conplenenting existing transport
and networking infrastructure without requiring changes to underlying
transport protocols.
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2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in <xref

target ="RFC2119"/ >.

3. Term nol ogy

Al Agent An agent is a software or hardware entity wi th autononous
deci si on- naki ng and execution capabilities, capable of perceiving
the environnent, acquiring contextual information, reasoning, and
| ear ni ng.

Agent Gateway (AG A Functional Conmponent in the Interconnection
Service Domain that possesses the capbilities of agent
registration, capbility authentication, intent resolution and
estabili shing interconnection betweens agents.

Intent A declarative expression of a desired outconme. |In the
intent-driven routing protocol, intent is represented at three
conceptual |ayers

* *Human Intent:*A high-level, possibly anmbi guous expression
originating froma human user or application (e.g., natura
| anguage input). Human Intent is out of scope for the
pr ot ocol

* *Task Intent:*An abstract, task-oriented description that
captures the objective of a request, independent of any
specific agent, algorithm or execution plan.

* *|Intent Descriptor:*A structured, machine-interpretable
representation of Task Intent used within IAIP for routing and
di spat chi ng deci si ons.

Leader Agent (LA) Agent who issues tasks and |aunches interactions.
There shoul d only be one Leader Agent in a conplete task execution
process.

Partner Agent (PA) Agent who accepts tasks and provi des services.
After Partner Agent receives a task fromthe Leader Agent, it
executes and returns the execution result.

4, Probl em St at enent and Use Cases
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4.1. Limtations of Address-Based Static |Interconnection

Exi sting network interconnection and gateway mechani sns are

predom nantly organi zed around static identifiers, such as network
addresses, dommi n names, or service labels. At the application and
servi ce-di spatch | ayer, these nechani sns assune that the
functionality associated with a agent behind a gateway is stable,
explicitly addressable and functionally static. Wile effective for
traditional client-server and mcroservice architectures, this
assunpti on becomes increasingly inadequate for the dynanic

i nterconnection required by agentic networks.

First, traditional interconnection protocols provide |inited support
for expressing semantic intent. High-level requests such as "anal yze
this dataset” or "resolve a billing issue" do not naturally
correspond to a single predefined endpoint. Encoding senantic
meaning into static addresses or service nanmes requires manual
configuration and tight coupling between task requesters and service
provi ders, which undermines flexibility and scalability.

Second, static interconnection |acks adaptability to dynamc
lifecycle of Al Agents. |In the Agent Donmi n, agents may be
instantiated, fine-tuned, or deprecated rapidly based on
conmputational |oad or task requirenents. Static bindings or namne-
based resol uti on nechani sns are generally unable to reflect real-tine
changes in agent’s availability or intent-processing capacity,

| eading to service selection or routing dispatch failures.

Third, existing protocols offer limted support for intent-aware
resolution. Wen a request arrives at the gateway wi thout a specific
destination address, traditional gateway have no mechanismto parse
the intent and match it against a |local registry of vector-based
capabilities. This behavior is msaligned with agentic workfl ows,
wher e anbi guous or underspecified intents are conmmon and may require
clarification, delegation, or escalation to nore generalist agents.

These linitations notivate the need for an intent-driven

i nterconnection protocol specifically at the Agent Gateway that can
manage regi stration and routing based on senmantic intent and
dynanmical | y advertised capabilities, rather than relying solely on
fixed addresses or static identifiers. This protocol addresses these
chal | enges by transform ng the gateway froma static packet forwarder
into a semantic ingress/egress point, enabling establishing agent

i nterconnection while maintaining conpatibility with the

I nterconnection Service Domain.

Sun, et al. Expires 31 October 2026 [ Page 5]



I nternet-Draft AP April 2026

4.2. Representative Use Case

The following exanple illustrates a typical use case of the Intent-
based Agent Interconnection Protocol operating at the Agent Gateway.

A Custoner Service Dispatcher Agent, acting as the Leader Agent,
transmits a user inquiry to the AG for intent resolution and service
response. Specialized Partner Agents (Billing, Technical Support,

Sal es) have previously registered their specific semantic domai ns
with the AG For explicit queries like "My credit card was charged
twice," the AGidentifies a high-confidence semantic nmatch and routes
the request to the Billing Agent. Upon conpletion, the AGrelays the
result back to the Leader Agent. Conversely, when handling anbi guous
inputs (e.g., "lI’mhaving a bad experience") where semantic
simlarity scores fail to nmeet the required confidence threshold, the
AG encapsul ates the intent and forwards the intent to a Generali st
Fal | back Agent. This nmechani smensures the request is constructively
resol ved via clarifying questions or human escal ati on, thereby
preventing service failure.

5.  Function Conponents

Figure 1 illustrates the interaction di agram between Al agent and
Agent Gat eway.

[ Agent Dormai n] [ nterconnection Service Domai n]
S + | Al P oo +
| Al Agent | <------------- > | Agent Gateway | <---> [Core Router]
S + S R +

Figure 1: Interaction Di agram between Al Agent and Agent Gateway

To support the interaction with Al Agents, the AG MJST inpl ement the
foll owi ng specific Functional Conponents within the Interconnection
Servi ce Dormmai n.

* *Local Capability Registry (LCR):*The LCR maintains a dynanic
dat abase of attached Agents. The function of LCRis to store the
Capability Profile of each registered agent. Wen an Agent sends
the capability updating request, the LCR updates the napping.

*  *Agent Access Conponent (AAC):*The AAC serves as the term nation
point for the interconnection session between the Al Agent and the
Agent Gateway. The function of AAC is to nanage authentication,
mai ntain session |lifecycle, and verify message integrity. Wen an
Al Agent initiates a connection or transmts a nessage, the AAC
validates the agent’s identity credentials and establishes the
i nterconnection for nessage forwarding.
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* *Intent Forwarding Routing (IFR):*The | FR serves as the dynanic
routing decision engine within the Agent Gateway for forwarding
i ntent -based requests. Its primary function is to map normalized
intent vectors-derived fromincomng task senantics-to a set of
eligible Partner agents. Based on real-tinme capability nmatching
scores, performance nmetrics (e.g., latency, success rate, and
resource availability), and policy constraints, the |IFR selects
the optimal next-hop Partner agent for request forwarding.

6. Protocol Overview
The protocol functions in two prinmary phases.

* *Phase 1: Agent Registration & Capability Advertisenment.*This
phase establishes the trust domain and service mesh. Both Leader
Agents and Partner Agents MJUST conplete Identity Registration with
the Agent Gateway (AG to obtain the verifiable Agent ldentity
Code (AIC). Following identity registration, Partner Agents (or
agents acting in a service-provisioning role) MIST additionally
perform Capability Adverti senent to publish their functional
profiles to the Local Capability Registry (LCR).

*  *Phase 2: Intent-based Routing and Forwardi ng. *Thi s phase
establ i shes intent-based interconnection. The Leader Agent
submits its intent. The AG resolves it against the LCR and | FR
sel ects suitable Partner Agents, and facilitates the connection.

Figure 2 illustrates the updated two-stage processing pipeline
bet ween Al Agents and AG
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. + T + . +
| Leader Agent | | Agent Gat eway | | Partner Agent|
| (Intent Init.)| | (I nterconnecti on Domai n) | | (Intent Exec.)

Phase 1: Registration & Capability Advertisenent

--(1) ldentity Reg ------ >
[ ACP- 1 F-01] <------ (1) Identity Reg ---
[ ACP-1 F- 06]

I
I
I
I
[ ACP- | F-01] |
I
I
I
I

I

I

I

|

| <------ (2) Publish Cap ----
|

|---(3) Sync to ADMF ------ |
I

---(4) Trust Check (DTMyF) -

--(5) Submt Intent ----- >|

[ Si gned Vect or] |
|---(6) Resolve Intent ----- |
| Match & Filter

|
Phase 2: Intent-based Routing & Execution |
I
I
I

<eo-- (7) Cand. List ----- |

I

I

I

I

I

I

I

I

I

I

I

I

I I
I

I

I

I

I

I

|

| [ Ranked + Sig] |
I

|-(8) Verify & Select ----- |
I

| ::::::::::( 9) Rout i ng and Executi on =================>
| [ E2E vi a ACP-1F- 08/ 09]
Figure 2: Two-Stage Processing Flow of AP
*Phase 1: Agent Registration & Capability Advertisement*
This stage is the prerequisite for any agent participation. It
involves lIdentity Registration (mandatory for all) and Capability

Publication (nandatory for service providers). The steps are as
fol |l ows:
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*Stepl:*ldentity Registration (Leader & Partner). Any Agent
(whet her Leader or Partner) MJST register its identity with the
Agent Gateway using the ACP-1F-01 interface (between AIMF in the
agent and AIMJF in the AG. This establishes a verifiable Agent
Identity Code (AIC) and exchanges cryptographic credentials
required for future intent signing (Leader) or service execution
(Partner).

*St ep2: *Capability Publication (Partner Agent). The Partner Agent
publ i shes a structured capability description (e.g., supported
task types, performance bounds, resource constraints) to the Agent
Gateway via the ACP-1F-06 interface (ADMF <-> ADMyF). Note: If a
Leader Agent also wi shes to serve tasks, it MJST also performthis
st ep.

*St ep3: *Synchroni zati on to Interconnection Service Domain. The
Agent Gateway forwards the capability description to the Agent
Descri pti on Managenent Function (ADMyF) in the Interconnection
Service Domain. ADMF persists the data and synchronizes it to
the Agent Discovery Function (ADF) for indexing.

*St epd: *Trust Scope Enforcenent. The Domain Trust Managenent
Function (DTMgF) applies domain federation policies to determ ne
whet her the registered Agent is authorized to operate within the
specific trust domain. Only authorized capabilities are made
queryabl e via ADF.

*Phase 2: Intent-based Routing and Forwardi ng*

This stage is triggered when a registered Leader Agent submits a
semantic intent request. The Agent Gateway resolves and routes the
intent to eligible Partner Agents. The steps are as foll ows:

*

Sun,

*St ep5: *I ntent Submi ssion. The Leader Agent sends a signed
semantic intent vector to the Agent Gateway. The signature MJST
be generated using the credentials established in Step 1. The
payl oad contai ns abstract task senantics.

*St ep6: *I ntent Resol ution and Candi date Matching. The Agent

Gat eway i nvokes the ACP-1F-07 interface to query the ADF. The IFR
(I'ntent Forwarding Routing Table) performs semantic matching

agai nst the LCR filtering based on trust scopes, and ranking
candi dat es.

*St ep7: *Candi date Agents Return. The Gateway returns a ranked
list of eligible Partner Agents to the Leader Agent.

et al. Expires 31 October 2026 [ Page 9]



I nternet-Draft AP April 2026

* *Step8: *Leader-side Verification and Sel ection. The Leader Agent
verifies the gateway' s signature and sel ects one or nore Partners
based on | ocal policy.

*  *Step9: *Routing and Execution. The Leader Agent establishes a
direct end-to-end session with the selected Partner Agent(s) using
ACP-1 F-08 for point-to-point interaction, or ACP-1F-09 for
groupi ng- node col | aboration. All task payloads are transmitted
over this encrypted channel .

7. Message Formats
This section specifies the binary structure of | AlP nessages. The

protocol uses a Type-Length-Value (TLV) design to ensure
extensibility, as shown in Figure 3.

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeoo oo +
| | AP Message (TLV-based) |
o m m m e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— oo +
o e e e o R o e e e e e e e e e e e e e o m o +
| Type | Len | Value |
o e e o s Femmm o - o m e e e e e e e e mee oo s +
| Common Header TLVs |
o e e e oo S o m m e e e e e e e e e e e eo oo s +
VERSI ON 1 Pr ot ocol version
MSG_TYPE 1 I NTENT_REQ / CAP_ADV / ERROR
MSG | D var Uni que nessage identifier
SENDER | D var Source agent / router ID

I I I I
| | | |
I I I I
I I I I
| RECEI VER | D | var | Target agent / router ID |
I I I I
I I I I
| | | |
I I I I

TI MESTAMP 8 Unix time / logical time

TTL / EXPI RY 4 Validity / hop limt

CORRELATI ON_I D var Request -response correl ation

I NTECGRI TY_TAG var MAC / signature
S TRy S O +
S RIS oo T T +
| Payl oad TLVs (depend on MSG _TYPE) |
o e e e e oo oo - [ S, o e e e e e e e e e e e e e a - oo +

- CAPABI LI TY ADVERTI SEVENT ( CAP_ADV) == ---=--c2mmcammcaammaao-

AGENT_I D | wvar Advertising agent identifier
ENDPQO NT var Network / | ogical endpoint
FUNC_DESC var Functi onal descriptors

PERF_METRI CS var Latency, success rate, etc.
RESOURCE_LIM TS var

I I I
I I I I
I I I I
| | NTENT_DOMAI NS | var | Supported intent types |
| 1 O_SCHEMA | var | Input/output constraints |
I I I I
I I I I

Token / conpute budget
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- CAPABI LI TY REFRESH ( CAP_REFRESH) - --------ccmmemcommaaaomaa- |

| AGENT_ID | var | Agent identifier |
| TTL_UPDATE | 4 | Extended lifetime |
| METRI C_DELTA | var | Updated perfornmance netrics |

I
-- CAPABI LI TY DEREGQ STER (CAP_DEREG STER) - --------------------- |
| AGENT_ID | var | Agent identifier |
| REASON_CODE | 2 | Deregistration reason |
| EFFECTI VE_TI ME | 8 | Tinme of effect |

I

| NTENT REQUEST (INTENT REQ) -------mmmmmmmmmmmmm e oo

OBJECTI VE var Task objective
CONSTRAI NTS var Preferences / limts
CONTEXT var Cont ext net adat a

I I I
I I I
| | |
PRI ORI TY | 1 | Request priority |
I I I
I I I
I I I

BUDGET var Cost / token budget
PRI VACY_FLAG 1 Intent privacy |evel
OBFUSCATED_|I NTENT | var Encrypted / nasked intent

ROUTE DECI SION / I NTENT RESPONSE -----------mmmmmmmm oo o -
TARGET_AGENT_LIST | var | Selected target agent(s) |
MATCH_CONFI DENCE var | Simlarity / rank score |

I I
I I

FORWARDI NG _| NFO var Next - hop / endpoi nt
FALLBACK_| NDI C. 1 Fal | back used?

- ROUTI NG FEEDBACK - - === - s m s s s e e e e e e e e e e e e oo o - |
OUTCOVE 1 Success / failure

I I I
OBSERVED LATENCY | var | Execution |atency |
I I I
I I I

OBSERVED_COST var Resour ce usage
ERROR_| NFO var Error details
- ERROR MESSAGE -------mmmmmm e e o e e e oo |
| ERROR_CODE | 2 | Error identifier |
| DI AGNOSTI C | var | Human-readabl e info |
| RETRY_AFTER | 4 | Backoff hint ||
I

SECURI TY EXTENSI ON ( SECURI TY_EXT) === c---smcmmmmaoommeaaammao

| AUTHN_I NFO | var | Certificate / token ref |
| AUTHZ_SCOPE | var | Authorization scope |
| NONCE | var | Anti-replay |
| SIGNATURE / MAC | var | Integrity protection | ]
| ENCRYPTI ON_CTX | var | Intent confidentiality ctx |
U USSR .

Figure 3: | AlP nessage fornat
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The tabl e above sunmarizes the field requirements. Key fields
i ncl ude:

*MBG TYPE* ldentifies the payload type (e.g., 0x01: CAP_ADV, 0x02:
| NTENT_REQ) .

*TTL / EXPIRY* Tinme-To-Live |ogic depending on nmessage type. For
routing messages (I NTENT_REQ), this represents the hop linmt. For
regi stration messages, this represents the validity duration in
seconds.

*OBJECTIVE (in INTENT_REQ * The semantic vector or structured
description of the task.

*RESOURCE_LIM TS (in CAP_ADV)* Specifies operational constraints,
i ncludi ng token budget per request and conputational cost.

*FALLBACK_INDIC. (in RESPONSE)* Flag indicating if a generali st
fall back agent was used (0x01) or a direct match was found (0x00).

8. Protocol Operation and Core Procedures
This section specifies the nornative processi ng behavi or of the Agent
Gateway (AG), organized by the functional conponents defined in
Section 5. The Agent Access Conponent (AAC) handl es ingress
connectivity and security; the Local Capability Registry (LCR)
manages state; and the Intent Forwarding Routing Table (IFR) executes
deci sion | ogic.

8.1. Illustrative Protocol Exanples

The examples in this section are provided for illustration only and
are non-normati ve.

8.1.1. Exanple A: Agent Registration (CAP_ADV)

A Partner Agent registers its translation service with cost
constrai nts.

[ Common Header] MSG TYPE =
CAP_ADV SENDER | D = "agent-trans-01", TTL/EXPI RY = 3600 [ Payl oad],
FUNC DESC = "service:translation; |ang:en-to-zh", RESOURCE LIMTS =
"max_t okens=2048", SECURI TY_EXT = "(signature bytes...)"

8.1.2. Exanple B: Intent Resolution Flow

*Step 1. Leader Agent sends |ntent Request*
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[ Common Header] MSG TYPE =
| NTENT_REQ SENDER | D
[ Payl oad], OBJECTI VE
"100"

"| eader - agent - 007", MSG ID = "req-1024"
“(vector: [0.12, 0.95, ...])", BUDCGET =

*Step 2. Gateway returns Candi date List (Response)*
The AG finds two matching agents. The first one is a direct natch,
so Fal | back Indicator is O.

[ Common Header] MSG TYPE =
RESPONSE RECEI VER | D = "Il eader - agent - 007", CORRELATION_ID =
"req-1024" [Payl oad], TARGET _AGENT LIST = [1] "agent-trans-01"
(Conf: 0.92, Endpoint: "10.0.1.5:8080"), [2] "agent-trans-03" (Conf:
0. 85, Endpoint: "10.0.1.8:8080"), FALLBACK INDIC. = 0x00 (No
Fal | back)

8.1.3. Exanple C Routing Feedback

After execution, the Leader Agent reports performance nmetrics back to
the AGto update the LCR s dynam c scores.

[ Common Header] MSG TYPE =

ROUTI NG_FEEDBACK SENDER | D = "I eader -agent-007" [ Payl oad], OUTCOMVE =
1 (Success), OBSERVED LATENCY = 250 (ms), OBSERVED COST = 50
(t okens)

8.2. Agent Access Conponent (AAC) Operations

The AAC serves as the ternmination point for the interconnection
session. It MJST intercept all inconming | AlP nessages before they
reach the LCR or |IFR

8.2.1. Session Authentication and Integrity

Upon receiving any nmessage, the AAC MUST performthe foll ow ng
val i dati ons:

* *ldentity Verification:* Validate the SENDER | D agai nst the
credentials provided in the AUTHN | NFO TLV or the underlying
transport session (e.g., nirLS).

* *Message Integrity:* Verify the INTEGRITY _TAG or SIGNATURE. |f
verification fails, the AAC MJST drop the nessage and return an
ERROR wi th code AUTH_FAI LED.
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8.2.2. Ingress Validation

The AAC acts as the first line of defense. It MJIST validate the
syntax of Common Header fields (e.g., VERSION, MSG TYPE). Malforned
packets MJST be rejected imediately to protect the internal |IFR
engi ne.

8.3. Local Capability Registry (LCR) Managenent

The LCR mmi ntains the dynam c database of attached Agents. It
processes capability managenment nessages validated by the AAC

8.3.1. Profile Creation and Updates
When the AAC forwards a CAP_ADV nessage, the LCR MJST:
1. Extract the AGENT_ID and map it to the provi ded ENDPO NT.

2. Store the FUNC DESC, | NTENT_DOMAINS, and RESOURCE LIMTS as the
agent’s Capability Profile.

3. Set the entry’s expiration time to Current_Time + TTL.
8.3.2. Lifecycle Mintenance

Upon receiving a CAP_REFRESH, the LCR MJST | ook up the existing
profile and extend its validity by TTL_UPDATE.

The LCR MJST periodically purge entries that have exceeded their
expiry time without refresh (STALE state) to ensure the | FR does not
route to dead agents.

8.4. Intent Forwarding Routing Table (IFR) Decision Logic

The Intent Forwarding Routing Table (IFR) functions as the dynamc
routing engine of the Agent Gateway. After an | NTENT_REQ
successfully passes AAC validation, the | FR MJST eval uate the request
and produce a ranked TARGET_ACENT_LI ST cont ai ni ng one or nore
eligible Partner Agents.

8.4.1. Candidate Retrieva
The I FR MJUST interpret the OBJECTIVE TLV as an intent descriptor and

query the Local Capability Registry (LCR) to obtain the current set
of active Capability Profiles.
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8.4.2. Constraint-Based Filtering

The I FR MUST apply nmandatory constraints to reduce the candi date set
prior to semantic evaluation. Wen a request includes constraint
fields such as BUDGET, the I FR MJUST conpare these constrai nts agai nst
the corresponding attributes in the Capability Profiles (e.g.,
RESOURCE_LIM TS) and exclude agents that do not satisfy the required
condi tions.

Addi tional policy-based constraints MAY be applied according to | oca
adm ni strative policy.

8.4.3. Senmantic Evaluation and Ranking

For the remai ning candi dates, the | FR MJUST perform semanti ¢ natchi ng
bet ween the request intent and the advertised capabilities. The
specific matching nethod is inplenentation-dependent; however, the

| FR MUST conpute a rel ative confidence score that reflects the degree
of intent-capability alignnent.

The | FR MAY incorporate additional operational signals, such as
hi storical performance netrics (e.g., latency or success rate), when
deriving the final ranking.

The I FR MUST preserve the rel ative ordering of candi dates when
constructing the TARGET_AGENT LI ST.

8.4.4. Selection and Fal | back

The | FR SHOULD sel ect the highest-ranked candi dates for inclusion in
the response, subject to local policy.

If no candi date satisfies the acceptance criteria (e.g., m nimnmm
confidence threshold), the I FR SHOULD i nvoke the Fal |l back Mechani sm
When fall back is applied, the Agent Gateway MJUST set FALLBACK | NDI C
to OxOLl.

8.5. Forwardi ng and Loop Prevention
For multi-hop scenarios, the AG enforces |oop prevention using the
TTL field in the Common Header. |If TTL <= 1, the request is dropped.
Duplicate MSG I D, are suppressed to prevent broadcast storns.

8.6. Reliability and Error Handling
Errors detected by any conmponent (AAC auth failure, LCR parsing

error, IFR no-route) MJST result in an ERROR nessage returned to the
sender, containing the appropriate ERROR CODE
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8.7. Protocol Processing procedure at Agent Gateways

Figure 4 illustrates the protocol processing pipeline within the
Agent Gateway (AG. The protocol operation relies on the

coordi nati on between three nornative functional conponents: the Agent
Access Component (AAC), the Local Capability Registry (LCR), and the
Intent Forwardi ng Routing Table (IFR).
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| | Intent Forwarding Routing (IFR) [Sec 8. 4] | |
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| | 1. Candidate Retrieval (Query LCR) [Sec 8.4.1] -------------- + |
| | 2. Constraint Filtering [Sec 8.4.2] |
| | 3. Semantic Eval & Ranking [ Sec 8. 4. 3] | |
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| +------ o m e o e e e e e e e e e e e e e e e e e e e e e e e m e m e mm— oo + |
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%
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Figure 4: Protocol Processing procedure at Agent Gateways
The process begins when a Partner Agent transmts a capability
adverti senent (CAP_ADV) [Section 8.1.1].
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*]l ngress Validation:* The AAC [Section 8.2] intercepts the nmessage to
perform session authentication and integrity verification

*Regi stry Updat e: *Upon successful validation, the AAC forwards the
payl oad to the LCR [Section 8.3]. The LCR parses the functiona
descriptors and updates its internal database, mapping the agent’s
semantic profile to its network endpoint.

The routing process is triggered when a Leader Agent subnmits an
intent request (INTENT_REQ [ Section 8.1.2].

*I ngress Validation:*The AAC validates the request format and the
sender’s authori zati on scope.

*Rout i ng Deci sion: *Validated requests are passed to the IFR
[ Section 8.4], which executes the core decision |ogic:

* *Candidate Retrieval:*The |IFR queries the LCR [Section 8.4.1] to
retrieve active agents capable of satisfying the intent objective.

* *Filtering:*Mandatory constraints (e.g., budget, l|latency) are
applied to prune ineligible candidates [Section 8.4.2].

* *Ranking: *The | FR perfornms semantic evaluation [Section 8.4.3] to
assi gn confidence scores to the remaining candi dat es.

* *Selection:*The eligible partner agents are sel ected based on
| ocal policy and fallback mechani sns [Section 8.4.4].

*Egress Processing: *The partner agent list is passed to the
Forwar di ng nmodul e [ Section 8.5]. This nodule enforces Tine-To-Live
(TTL) checks and duplicate suppression to prevent routing |oops

bef ore di spatching the forwarded request to the Partner Agent.

9. Core State Managenent at Agent Gateway

This section defines the fundanental state infornmation maintained by
Agent Gateway’'s (AG core functional conponents: Agent Access
Conponent (AAC), Local Capability Registry (LCR), and Intent
Forwardi ng Routing Table (IFR)

9.1. State in Agent Access Conponent (AAC)
The AAC is responsible for nmanagi ng aut hentication, maintaining
session lifecycle, and verifying nessage integrity for incomng AP

messages. For each active connection or connect with an Al Agent,
the AAC MUST naintain the followi ng state:
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*Session ldentifier (SESSION_ID)* A unique identifier for the
est abl i shed session

*Peer ldentity (PEER ID)* The authenticated identity of the
connected Al Agent or another AG verified during the session
establ i shment process.

*Connection Paraneters (CONN_PARAMS)* Details of the underlying
transport connection, such as source |P address, port, and TLS
session state.

*Session Expiry Tinmer (SESSION_EXPIRY_TIMER)* A tinmer indicating
when the session is considered idle and can be termnated. This
timer is reset upon active nessage exchange.

*Security Context (SEC CONTEXT)* Cryptographic keys or context
informati on derived fromthe TLS handshake or identity
verification, used for nmessage integrity checks and potentially
for subsequent nmessage encryption/ decryption

AAC | everages these states to performrapid authentication, integrity
verification, and manage the |ifecycle of the connections, ensuring
that only legitinmate and secure interactions proceed to the LCR or
| FR

9.2. State in Local Capability Registry (LCR
LCR muai ntai ns a dynam c dat abase of attached Agents’ capabilities and
operational status. Each entry in the LCR MJST represent a
regi stered Agent and include the followi ng state attributes:

*Agent ldentifier (AGENT_ID)* The unique identifier of the Agent, as
specified in | AlP nmessages.

*Net wor k Endpoi nt (ENDPO NT)* The network address and port where the
Agent can be reached. This MAY include nultiple endpoints for
r edundancy.

*Capability Profile (CAPABILITY_PRCFILE)* The conprehensive
description of the Agent’s capabilities, including:

* FUNC_DESC:. Functional descriptors.
* | NTENT_DOMAI NS: Supported intent types.

* | O_SCHEMA: | nput/output constraints
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* PERF_METRICS: Real -tine performance indicators (e.g., |atency,
success rate, resource availability).

* RESOURCE LIMTS: QOperational constraints and budgets.

*Registration Expiry Time (EXPIRY_TIME)* A tinestanp indicating the
absolute time when the Agent’s registration will expire if not
refreshed by a CAP_REFRESH nmessage. This is derived fromthe TTL/
EXPIRY field of CAP_ADV messages.

*Qperational Status (STATUS)* The current availability and
trustworthiness state of the Agent fromthe AG s perspective. The
followi ng states are defined for LCR entri es:

* ACTIVE: The Agent is registered, its capabilities are current,
verified, and it is available for intent-based routing. This
is the default state for successfully registered Agents.

*  PENDI NG_VERI FI CATI ON: The Agent has initiated registration, but
its identity, capabilities, or trust assertion are stil
undergoi ng verification by the AAC or DTMgF. Intents MJST NOT
be routed to Agents in this state.

* EPRECATED:. The Agent’s capabilities have been explicitly de-
registered (e.g., via CAP_DEREQ STER) or its registration has
expi red and has been purged from active use by the AG s
I'ifecycle maintenance. Intents MJST NOT be routed to Agents in
this state.

* SUSPENDED: The Agent has been administratively or system
matically marked as tenporarily unavail abl e due to m sbehavi or,
excessive errors, or resource exhaustion. Intents MJST NOT be
routed to Agents in this state.

*  UNREACHABLE: The Agent was previously ACTIVE, but recent
conmmuni cation attenpts (e.g., routing feedback, or active
heal th checks) indicate it is currently unreachable. AG MAY
periodically attenpt to re-verify reachability before
potentially transitioning to DEPRECATED or SUSPENDED.

*Trust Information (TRUST_INFO* Information relating to the Agent’s
trust domain and verification status by the DTMyF

The LCR s lifecycle maintenance MJST ensure that stale or invalid

Agent entries are transitioned to appropriate states and eventually
pur ged.
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9.3. State in Intent Forwarding Routing (IFR)

The | FR (<xref target="conponents"/>, <xref target="ifr-decision-
logic"/>) is the dynam c routing decision engine. For each Intent
Request (I NTENT_REQ currently being processed, the | FR MAY naintain
a transient request-specific state. This state aids in managi ng the
deci si on- naki ng process and correl ati ng subsequent protocol
interactions. The states MAY incl ude:

*Intent Request ldentifier (REQUEST ID)* The MSG ID of the
I NTENT_REQ uni quely identifying the current intent processing
i nstance.

*Leader Agent ldentity (LEADER AGENT ID)* The SENDER I D of the
| NTENT_REQ.

*Original Intent Objective (OBJECTIVE)* The full semantic intent
descriptor received fromthe Leader Agent.

*Intent Constraints (CONSTRAINTS)* Budget, privacy flags, and other
constraints specified in the | NTENT_REQ

*Candi date List (CANDI DATE LIST)* A set of potential Partner Agents
retrieved fromthe LCR, filtered by constraints, and awaiting
semantic eval uation and ranki ng.

*Ranked Candi date List (RANKED LIST)* The CANDI DATE LI ST after
semanti c eval uation and ranki ng have been appli ed.

*Sel ected Partner Agent(s) (SELECTED AGENT_LIST)* The final list of
Partner Agents chosen for forwarding, including their confidence
scores and endpoi nts.

*Processing Stage (STAGE)* The current stage of the intent’s
deci sion processing within the IFR (e.g., RETRI EVI NG CANDI DATES,
FI LTERI NG, EVALUATI NG SELECTI NG, COVPLETED).

This I FR request state is typically initiated upon successful
validation of an I NTENT_REQ by the AAC and is dissolved once the
routing decision is transmtted back to the Leader Agent, or upon
ti meout or error.
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10.

10.

I Al P Transport and Security Bindi ngs

This section specifies how | AlP nessages are securely transnmitted
over underlying network protocols. As an application-layer protocol,
I AlP | everages existing transport and security nechanisns to ensure
reliable, confidential, and authenticated comruni cati on between Al
Agents and Agent Gateways (AGs), and potentially between AGs

t hensel ves.

1. Secure Transport Layer Foundation

Al T AlP conmmuni cations, including Agent registrations (CAP_ADV),
intent requests (I NTENT_REQ), responses, and routing feedback, MJST
be secured using Transport Layer Security (TLS) or its successor.
TLS provides the foll owi ng essential security services:

*Confidentiality* Protects | AP nessage contents, including
sensitive intent descriptors, capability profiles, and task
payl oads, from eavesdropping during transit.

*Integrity* Ensures that | AP nessages are not tanpered with or
corrupted between the sender and receiver

*Aut hentication* Provides nmutual authentication of the communicating
endpoi nts (Al Agents and AGs) through cryptographi c nmeans.

* AG Aut hentication: Al Agents MJST authenticate the AGusing its
server certificate presented during the TLS handshake. Agents
SHOULD validate the AGs identity against its AGENT_ID or a
known trust anchor

* Agent Authentication: AG MJST authenticate Al Agents using TLS
client certificates or other credentials provided within the
TLS handshake. The AG MJST verify the Agent’s identity
(AGENT_I D) against the presented client certificate and
established trust policies.

I mpl enent ati ons MJST support TLS version. Specific cipher suites,
certificate validation policies, and trust anchors are subject to
| ocal administrative policy and the broader security considerations.
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2. Underlying Transport

| Al P nessages are designed for secure and reliable transport, with
ordering semantics defined by the selected transport binding. To
ensure interoperability across deploynents, AP inplenmentations MJST
support a baseline transport binding over TCP protected by TLS.

I mpl enent ati ons MAY additionally support QU C as an alternative
secure transport binding, particularly for |atency-sensitive or

hi ghl y dynam c environments.

*TCP/ TLS Binding* [|AIP inplenmentati ons MJUST support transm ssion
over TCP within a TLS tunnel.

* Message Framing: Each | AlP message (structured as a Type-
Lengt h- Val ue (TLV) bl ock as per <xref target="nessage-
formats"/>) MJST be explicitly framed to delimt individual
messages within the TCP byte stream A MANDATORY fram ng
mechanismis to prefix each IAIP nmessage with a 4-octet
unsi gned integer in network byte order indicating the | ength of
the subsequent | Al P nessage payl oad. Receivers MJST read this
length field before attenpting to read the full Al P nessage.

* Reliability and Ordering: TCP provides reliable, in-order
delivery of bytes. |AIP nessage processing over TCP/TLS
therefore relies on the fram ng nechani sm above to reconstruct
message boundari es.

* Port Allocation: AP inplenentations SHOULD use a dedi cated
TCP port for secure | AIP communi cation. Oher ports MAY be
used according to local policy or service discovery nmechani sns.

*QUI C Binding (OPTIONAL)* | Al P inplenentati ons MAY support
transm ssion over QU C as an alternative secure transport binding.
QUI C provides integrated cryptographic protection, reliable stream
transport, and native multiplexing, and MAY be preferred in
| at ency-sensitive scenarios or environments with frequent path
changes.

* Security Foundation: Wen IAIP is carried over QU C, the
security properties of QU C MIST be used as the transport
protection nmechanism | nplenentati ons MUST NOT assune an
additional TLS tunnel outside QU C, since QU C al ready
i ncorporates TLS-based cryptographi c protection.
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* Message Mapping: For interoperability, a conpliant QU C bi nding
MJUST use one | AIP nessage per QUIC bidirectional stream Each
| Al P nessage MJST be carried entirely within a single QU C
stream and the end of that stream defines the end of the
message. Fragmenting a single | AlP nessage across nultiple
QUI C streans MJUST NOT be used.

* Reliability and Ordering: AP over QU C MIST use reliable QU C
streans for all protocol nessages defined by this
specification. Odering is guaranteed only within an
i ndi vidual QUIC stream protocol entities MJST NOT assune any
gl obal ordering across different QU C streans.

* Miltiplexing: Independent |AlIP nessage exchanges MAY be carried
over separate QUIC streans to avoid head-of-1ine bl ocking
bet ween unrel at ed exchanges. Protocol-level identification and
correlation MJUST continue to rely on MSG | D and CORRELATI ON_I D,
rather than on QUIC streamidentifiers al one.

* Port Allocation: IAP inplementations using QU C SHOULD use a
dedi cated UDP port for secure | AP comunication over QU C
O her ports MAY be used according to |l ocal policy or service
di scovery nechani sns.

*Transport Selection and Interoperability* Al conmpliant AP
i mpl ement ati ons MJST support the TCP/ TLS bi ndi ng as t he mandat ory-
to-inmpl enent baseline. Support for QUC is OPTIONAL. When both
endpoi nts support multiple transport bindings, the transport
sel ecti on nmechani sm MAY be determ ned by | ocal configuration,
service discovery, capability advertisenent, or future negotiation
procedures defined by this specification or its extensions.

3. Connection Managenent

IAIP entities (Al Agents and AGs) SHOULD manage persistent secure
transport connections to optim ze perfornmance and reduce repeated
handshake overhead. The connection nanagenent procedures defined in
this section apply to both TCP/TLS and QUI C, unl ess ot herw se
specified by the corresponding transport binding.

*Connection Establishment* An Al Agent initiates a connection to an
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AG for registration or intent subm ssion. AGs MAY initiate
connections to other AGs for multi-hop routing, subject to
configured policies. Before any | AP nessages are exchanged, the
underlying secure transport handshake MJUST conpl ete successfully.
For TCP/TLS, this requires successful conpletion of the TLS
handshake over TCP. For QUIC, this requires successfu

establi shnent of the QU C connection with its integrated
crypt ogr aphi ¢ handshake.

*Connection Keep-Alive* |nplenentations SHOULD provi de nechanisns to
detect idle or failed connections and to prevent prenmature closure
by network internmediaries. For TCP/TLS, inplenentations SHOULD
utilize TCP keep-alive where appropriate. For QU C
i mpl ement ati ons SHOULD use QUI C-native |iveness mechani sms, such
as transport-level keep-alive signaling or PING franes, as
provided by the inplenentation. Application-layer keep-alive
messages MAY al so be defined by future extensions for use across
transport bindi ngs.

*Connecti on Re-establishnent* |[|f an active connection is
unexpectedly term nated and continued interaction is required,
IAIP entities SHOULD attenpt to re-establish the connection. Re-
establishnent attenpts MJST incorporate exponential back-off
mechani snms to prevent congestion anplification or resource
exhaustion. Under TCP/TLS, re-establishnent is typically required
after transport disruption. Under QU C, re-establishnent is
required only if the QU C connection itself has been | ost; network
pat h changes that are handl ed through QU C connection mgration do
not constitute connection re-establishnent. |nplenentations
SHOULD preserve only the mnimum state necessary to safely resune
operation after reconnection. The AAC plays a critical role in
managi ng session continuity and security-related state across
connecti on disruptions.

*Mul tiplexing* Miltiple independent | Al P nessage exchanges MAY share
a single persistent secure transport connection. Under TCP/TLS,
such mul tiplexing occurs within the sane protected byte stream and
relies on unique M5G | D and CORRELATION ID fields for nessage
correlation. Under QU C, independent |AlIP nessages MAY be carried
over different QU C streans to reduce head-of-line blocking. In
all cases, protocol-level correlation MIST rely on IAIP
identifiers rather than on transport-Ilevel connection or stream
i dentifiers al one.

*Connection Mgration and Path Changes* Transport bindi ngs MAY
differ in their ability to tolerate endpoint nobility or network
pat h changes. TCP/ TLS connections typically require re-
establishnent after a path-disrupting failure or endpoint address
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change. QUIC inplenentations MAY support connection mgration in
accordance with QU C transport behavior, allow ng continuity
across certain network changes w thout full reconnection. 1AP

i mpl ement ati ons MJUST NOT assune that transport-level continuity
alone is sufficient to preserve application-Ievel session
validity; validation of session state remains the responsibility
of the AAC.

*Connection Teardown* Connections SHOULD be term nated graceful ly
whenever possible. For TCP/TLS, graceful term nation SHOULD use
the standard TCP FI N ACK sequence together with appropriate TLS
session closure behavior. For QU C, graceful term nation SHOULD
follow the QUI C connection closing procedure. An AG MAY forcibly
term nate connections that violate security policy, exceed
configured idle time limts, or exhibit persistent protoco
errors.

11. Concl usi ons

Thi s docunent specifies the functional components, protoco
procedures, and message formats of the Intent-based Agent

I nterconnection Protocol (IAIP). 1t defines the nechanisns for
capability-aware registration, semantic intent resolution, and
dynanmic routing. By abstracting the conplexity of agent discovery
and intent matching, | AP ensures scal able and adaptive coll aboration
across het erogeneous agent systens.

12. Security Considerations

Thi s docunent focuses on the Intent-based Agent Interconnection
Protocol at the Agent Gateway for inter-agent collaboration in the
Internet of Agents (loA). Security of the | oA ecosystemis not
detailed in this docunment. Security considerations relevant to
cross-domain intent routing, capability advertisenent integrity,
trust federation anmong multiple agent service providers, and end-to-
end confidentiality of agent interactions are suggested to be deeply
di scussed t hrough other proposals.

13. | ANA Consi derations
TBD
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