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Abst ract

Thi s docunent specifies formats and principles for the MPLS Network
Action for Determ nistic Latency to provide guaranteed | atency
services. They are used to nmake scheduling decisions for tinme-
sensitive services running on Deternministic Network (DetNet) nodes
that operate within a single or nultiple donains.
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

[ RFC8655] defines Deterministic Network (DetNet) architecture. The
overall framework for DetNet data plane is introduced in [ RFC8938].
Determ ni stic Networking (DetNet) operates at the IP | ayer and
delivers services with | ow data | oss rates and bounded | at ency
guarantee within a network donain.

[ RFC8964] introduces the DetNet MPLS data plane technol ogy, providing
a foundation of building blocks to enabl e PRECF (Packet Replication,
Eli m nati on and Ordering Functions (PRECF)) functions to the Det Net
service sub-layer and forwardi ng sub-layer. The DetNet service sub-

| ayer includes a DetNet Control Word (d-CW, service |abel (S-Label),
and aggregation | abel (A-Label) in special case of S-Label used for
aggregation. The DetNet forwardi ng sub-layer supports one or nore
forwarding | abels (F-Labels) to forward a Det Net flow over MPLS

domai ns. The Det Net forwardi ng sub-1ayer provides correspondi ng
forwardi ng assurance with resource allocations and explicit routes.
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To support time-sensitive services with ultra-low loss rates and
determnistic | atency, feasible scheduling nechani sns nmust be applied
to specific applications for determnistic networking. As described
in [RFC9320], the end-to-end bounded latency is the sum of non-
queui ng and queui ng del ay bounds al ong with the queui ng nechani sns.

The queui ng nechani snms, as nentioned in [ RFC9320] and [ RFC8655],

whi ch include Tine Aware Shaping | EEE802. 1Qbv, Asynchronous Traffic
Shapi ng | EEE802. 1Qcr, cyclic-schedul i ng queui ng mechani sm proposed in
| EEE802. 1Qch. In terns of delay guarantee for different

applications, selecting the right scheduling/queui ng nechani sm
applied to a specific application is required. Based on the existing
Det Net MPLS encapsul ati ons and nechani sns [ RFC8964], the docunent
defines the encoding format for the Determ nistic Latency Network
Action (DLNA) option in the MPLS data pl ane.

But with DetNet network scaling up or flows nunber increased in the
same work, some enhanced data plane requirenents for Det Net network
are brought, which are described at the
[I-D.ietf-detnet-scaling-requirements]. This document follows the
enhanced data pl ane requirenents and introduces the MPLS Network
Actions (MNA) solution to address the requirenents specified in
section 4.2 of [I-D.ietf-detnet-scaling-requirenents]. The
determnistic network should support synchroni zed or asynchroni zed
queui ng mechani sms. Different queuing mechani sms require different
information to be defined as the Det Net-specific netadata to help
ensure determnistic latency, including regulation, queue nanagenent,
etc.

The use case Del ay Budgets for Time Bound Applications are under

di scussion in the MPLS MNA [I-D.ietf-npls-ma-usecases] docunent.
MPLS Network Actions (MNA) indicate actions for LSPs and/or MPLS
packets and transfer data needed for these actions.
[I-D.ietf-npls-ma-hdr] defined the MNA solution for carrying Network
Actions with Sub-Stack Data and associated Ancillary Data (AD) (i.e.,
in the MPLS | abel stack).

Thi s docunent presents one MPLS MNA solution for Determnistic
Latency. It follows the MPLS MNA requirenents specified at
[1-D.ietf-npls-ma-requirenents] and MPLS MNA header specifid at
[I-D.ietf-npls-ma-hdr] to support basic DetNet service and Det Net
service with enhanced Det Net data plane requirenents specified at
[1-D.ietf-detnet-scaling-requirenents]

Conventi ons
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3.

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy

Refer to [ RFC8655], [RFC8964], [I-D.ietf-npls-ma-hdr],
[1-Dietf-npls-ma-fwk], [I-D.ietf-npls-ma-requirenents] and
[ RFC9320] for the key terms used in this document.

Determ nistic Latency (DL): The ability to precisely determ ne the
delay in the network fromsource to destination(s). The delay is
vari abl e and depends on the queui ng mechani sns used for network flows
and the operations of the network nodes. The delay variation is
acceptabl e but shoul d be bounded and neasurabl e.

Determ nistic Latency Network Action (DLNA): Used to indicate
determnistic |atency network action for MPLS data pl ane.

Enhanced Deterministic Network Requirenents
1. CQueuing Del ay

[ RFC8655] provides the architecture for determnistic networking

(Det Net), which enables the service delivery of DetNet flows with
extrenely | ow packet loss rates and deterministic latency. The
forwardi ng sub-1ayer provides correspondi ng forwardi ng assurance but
can not provide the deternministic latency (including bounded | atency,
| ow packet |oss and in-order delivery). As described at [RFC9320],
the end-to-end bounded | atency for one DetNet flowis the sumof the
del ay bound of non-queui ng and queui ng processing |latency. The del ay
bound for non-queui ng processi ng may include output delay, |ink

del ay, frame preenption delay, and processing delay, the delay bound
for queuing processing may include regul ator del ay, queui ng del ay.

It is assuned that the delay of non-queuing processing is fixed or be
i gnorabl e, the delay of queuing processing is variable. To realize
the guarantee of bounded | atency service, it is inportant to sel ect
the right queui ng nmethodol ogy applied to specific applications and
carry necessary queui ng delay information for the conputation of end-
to-end | atency.

The existing switches and routers have the ability to classify
traffic and provi de i ndependent queui ng nmechani sns based on C ass of
Service (CoS) that CoSis used in the Priority Code Point (PCP) field
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of the 802.1Q DSCP field in |Pv4 header and Traffic Class field in
IPv6 field. CoS defines the priority levels of traffic and QoS uses
these CoS values to handle traffic to optim ze traffic transm ssion
To achi eve determ nistic/bounded | atency service requirenents, the
queui ng nmechani snms, as nentioned in [RFC9320] and [ RFC8655], Tine
Awar e Shapi ng | EEE802. 1Qov, Asynchronous Traffic Shaping

| EEE802. 1Qxcr, cyclic-scheduling queui ng mechani sm proposed in

| EEE802. 1Qc are used in single or nultiple domains networKk.

3.2. Determnistic Latency

The Det Net data pl ane encapsulation in the transport network using
the MPLS data plane is specified in [RFC8964]. A determnistic

| atency option is required to address the DetNet scaling question and
support the enhanced data plane requirenments described at
[1-D.ietf-detnet-scaling-requirenents]. The option should include
end-t o-end and hop-by-hop processing of packets to be adaptive to

di fferent queuing nechanisns in Det Net networks.

The DetNet routers in the data plane perform MPLS forwardi ng
functions using a feasible way with sufficient network resources for
the incom ng packets and nake the right selection on the queuing or
schedul i ng nmechani sns applied for specific DetNet flows to satisfy
strict deternministic service criteria in the forwardi ng output port.
The queui ng or scheduling mechanisminformation is carried in the
MPLS header. Refer to [I-D.stein-srtsn], considering the tine

| atency information is processed per hop so that the time |atency
informati on (such as deadline tine, cycle identify, etc.) of each
Det Net node for DetNet flows is expected to be carried as a set of
lists of LSEs in MPLS data pl ane.

4. MPLS Extensions for Determnistic Latency

Thi s docunent provides an optional MNA header to address enhanced

Det Net data plane requirenents described at
[I-D.ietf-detnet-scaling-requirenments] to support different
determnistic service categories such as bandw dt h guarantee, bounded
| atency, loss ratio guarantee, etc.

4.1. Enhanced Det Net MPLS Header for Determ nistic Latency

To support determ nistic bounded | atency service, this docunent

i ntroduces an MNA option for Deterministic Latency Network Action
(DLNA). As shown in Figure 1, the MNA | abel is inserted to indicate
the presence of MPLS Network Actions. The format for DLNA foll ows
the Det Net data plane MPLS encapsul ation specified at [ RFC8964] and
MNA encapsul ation specified in [I-D.ietf-npls-ma-hdr] and
[1-Dietf-npls-ma-fwk], which is conprised of a set of Label Stack
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Entries (LSEs) that carry the DLNA Indicator and Ancillary Data to
perform DLNA actions for MPLS packets.

e e e e e e e eaea oo n +

| Physi cal |

o e e e e e e e e e e oo - +

| Dat a- Li nk |
o +<-\-- Top of Stack

| F- Label (s) | |

R + | Det Net

| WMNA Label | | Data Pl ane
e R LR LR R + | MPLS Encapsul ation
I DLNA (.

o e e e e e e e e oo - + |

| S- Label | |
. + |

| Det Net Control Word | |
e R LR LR R +<-/-- Bottom of Stack
| Det Net App- Fl ow |

| Payl oad |

o e e e e e e e oo +

Fi gure 1: Enhanced Det Net MPLS Header for Determnistic Latency

As defined in [RFC8964], the DetNet functionality PREOF (Packet
Replication, Elimnation and Ordering Functions) is supported through
d-CW S-1 abel and F-label. The queue nechani smfor DetNet networks is
expected to use the existing COS nmechani sm such as PCP for VLAN,
DSCP for I1Pv4, Traffic Class for IPv6. The S-lable is at the bottom
of MPLS | abel stack and is nornmally followed by d-CW (Det Net Control -
Word, i.e., sequence nunmber). The S-label is used to identify DetNet
service-type. F-lable(s) identify explicit route and all ocated
resources for DetNet nodes, the route schedul e and resource
reservation are achieved via provision by the controller. D CW
(i.e., sequence nunber) is used for the ordering function of DetNet
packets. To support backward conpatibility, the aspects (DetNet
d-CW S-label, F-label and A-label) are kept shown in MPLS sub-stack
but outside of MPLS MNA sub-stack. The base DetNet data plane MPLS
encapsul ation foll ows specification at [RFC8964]. For base Det Net
services, it’'s assuned that the requirenents can be satisfied via
depl oyi ng CoS nechanisns (i.e., PCP for VLAN, DSCP for |Pv4 and
Traffic Class for | Pv6) to Det Net network nodes.

For enhanced Det Net services, enhanced queui ng nechani sns are
expected to be deployed, and the queueing information may be carried
in data packets. The enhanced Det Net data plane requirenents are
specified in [I-D.ietf-detnet-scaling-requirenents]. To support
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enhanced determ nistic services, strict queuing technol ogi es may be
required for DetNet devices. |Its related |latency requirenments may
involve different categories: (1) Industrial, tight jitter, strict
latency limt; (2) Industrial, strict latency limt; (3) Non-
periodic, relatively | oose |atency requirenments; (4) Best effort.

And different network inplenmentations require different SLA
requirenents with different queueing mechani snms inplemented in single
or multiple network domains.

4.2. Determnistic Latency Network Action
The Deterministic Latency Network Action Sub-Stack format for MNA is
shown in Figure 2. The network action follows LSE format C to carry

DLNA Opcode and LSE format D for Additional Data as specified in
[I-D.ietf-npls-ma-hdr].

0123456701234567012345670123456¢617

T e L o o o e i i s it NN R SR S B S
| | |RITHS| S| U NASL | NAL |
e o I e e ol i I T T T S S e e e e i i ol it T R R
| DLNA Opcodel] A-Latency Data | S|U Data | NAL |
e L o i e e th o i R SR S
| DLNA Opcode2| Latency Data | S|U Data | NAL |
i e e e R e S e b it s i eI TR SRR S S
| 1] Lat ency Data | S| Dat a |
e o I e e ol i I T T T S S e e e e i i ol it T R R

Figure 2: DLNA Sub- Stack

As specified in [I-D.ietf-npls-ma-hdr], The header for MPLS Sub-
St ack Network Action encodes:

R (1 bit) : Reserved bit. This MJST be transmtted as zero and
i gnored upon receipt.

IHS (2 bits) : The processing scope of the sub-stack. The IHS scope
values refer to [I-D.ietf-npls-ma-hdr]. The filed is set as 00 for
End-to- End processing and 01 for Hop-By-Hop processing.

S (1 bit) : The Bottom of Stack [ RFC3032].

U (1 bit): Unknown Action Handling. This field MJST be transnmited as
zero and i gnore upon receipt.

NASL (4 bits) : The Network Action Sub-Stack Length (NASL). The

nunber of additional LSEs in the sub-stack, not including the |eading
Format A LSE and the Format B LSE.
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DLNA Opcodel (7 bits): This is the first 7-bit value in the Labe
Field. The value is used to indicate DLNA network action with
aggregated service and to be assigned by I ANA as val ue TBAl. The
field is only set when an A-Label exits.

DLNA Opcode2 (7 bits): This is the second 7-bit value in the Labe
Field. The value is used to indicate DLNA network action with
i ndi vi dual service and to be assigned by | ANA as val ue TBA2.

A-Latency Data (20 bits): A-latency data is used for tine recording
correspondi ng to Det Net A-Label services, which helps with the

sel ection of underlying queues and network resources associated with
Det Net aggregated fl ows.

Latency Data: It is used for tine recording correspondi ng to Det Net
S-Label for individual flows.

The ancillary data carried in Format D LSE is not mandatory. In
common Det Net scenario (i.e., not network topo at scale or network
flows at scale), the traditional mechani sms such as DSCP and Traffic
Class are used for queue processing. The basic DetNet functionality
PREOF (Packet Replication, Elimnation and Ordering Functions) is
supported through sequence nunber and S-|abel and the aggregated fl ow
function is supported via MPLS A-label. In this case, the DLNA is
assuned to be the only MNA data carried in LSE format B. The val ue
for Opcode in Format B LSE will be set as 2 and not performthe DLNA
net wor k acti on.

The Deterministic Latency Data speicification refers to [ RFC9320] and
[1-D.ietf-detnet-datapl ane-taxonony], which introduces DetNet Bounded
Latency Model. To support determnistic latency services the |atency
vari ation across the Det Net-aware or Det Net-unaware islands should be
bounded and conputable. The Determnistic Latency Bound of End-to-
End and each nodes along with the Det Net flows should be included.

It is inportant to select the right queuing nethod applied to
specific applications and carry necessary queui ng delay infornmation
in data plane. And network delay is related to network topol ogy
scal e and network flows scale, hop counts for delay assessnent is an
important factor. The possible paraneters for |atency data carried
in Format C and D LSE is showed as Figure 3.

012345670123456701234567012345¢617
B T I e R i i i T S S e e I e ik oI I S S e S S
| 1] Ti mest anp | S| Ti mest anp
el i I e i it T e e e e i i T o S e e S e T R R

Figure 3: Ancillary Data Fornmat
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Packet - by- packet | oad-sharing e.g., via ECVWP is not utilized in
DETNET [ RFC8938], Section 3.5.1.5, hence tinmestanp can be added in
In-Stack Data as |abel stack will not be used for hashing.

Ti mestanps are used to record key tinme points such as when a packet
is generated and when it enters the network. This enabl es network
nodes to calcul ate the transm ssion duration based on these

ti mestanps, and then determ ne whether the delay requirements are
met. According to the urgency of the service, conbined with queue
mechani sns (such as CQF, TAS, etc.), the network nodes wll
prioritize the processing of packets in the high-priority queues.

5. | ANA Consi derati ons

Thi s docunent requests one new | ANA- managed code-poi nt for

Determ nistic Latency processing. |ANA nmaintains the "Network Action
Opcodes" registry when created from | ANA request in
[I-Dietf-npls-ma-hdr]. I1ANA is requested to allocate a value for

MPLS Network Action Opcode for Determnistic Latency Network Action
fromthis registry:

+o——oooo4 oo+ - ——————=—=+4
| Value | Description | Reference |
[ bl s ool e e e o3
| TBA1 | DLNA Opcodel | This docunent |
+------- I i I i +
| TBA2 | DLNA Opcode2 | This docunent |
+------- F-- - - - - - i I +

Table 1. MPLS Network Action Opcode
for Determnistic Latency

6. Security Considerations

Security considerations for DetNet are covered in the Det Net
Architecture [ RFC8655], DetNet Data Pl ane Franework [ RFC8938] and

Det Net Security Considerations [ RFC9055]. MPLS security

consi derations are covered in [ RFC8964], [RFC3031], [RFC3032]. These
security considerations also apply to this docunment. The MA
security considerations speicified at [I-D.ietf-npls-ma-hdr] and
[I-Dietf-npls-ma-fwk] are also applicable to the procedures defined
in this document.

7. Acknow edgenent s
The authors would like to acknow edge Adrian Farrel, Lou Berger,

Gregory Mrsky, Loa Andersson for their hel pful comments and Shaofu
Peng for his thorough review and very hel pful conments.

Song, et al. Expi res 18 Decenber 2025 [ Page 9]



I nternet-Draft WMNA for Determ nistic Latency June 2025

8. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8964] Varga, B., Ed., Farkas, J., Berger, L., Malis, A, Bryant,
S., and J. Korhonen, "Determnistic Networking (DetNet)
Data Pl ane: MPLS', RFC 8964, DO 10.17487/ RFC8964, January
2021, <https://ww. rfc-editor.org/info/rfc8964>.

9. Informative References

[1-D.ietf-detnet-datapl ane-taxonony]
Joung, J., Geng, X., Peng, S., and T. T. Eckert,
" Dat apl ane Enhancenent Taxonony", Work in Progress,
Internet-Draft, draft-ietf-detnet-datapl ane-taxonony-03, 2
March 2025, <https://datatracker.ietf.org/doc/htm/draft-
i et f-detnet-datapl ane-taxonony- 03>.

[1-D.ietf-detnet-scaling-requirenents]
Liu, P., Li, Y., Eckert, T. T., Xiong, Q, Ryoo, J.,
zhushiyin, and X. Geng, "Requirenents for Scaling
Determ nistic Networks", Work in Progress, Internet-Draft,
draft-ietf-detnet-scaling-requirements-08, 1 June 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-detnet-
scal i ng-requi rement s- 08>.

[1-D.ietf-npls-ma-fwk]
Andersson, L., Bryant, S., Bocci, M, and T. Li, "MLS
Net wor k Actions (MNA) Franmewor k", Work in Progress,
Internet-Draft, draft-ietf-npls-ma-fwk-15, 27 Decenber
2024, <https://datatracker.ietf.org/doc/htm/draft-ietf-
mpl s- ma- f wk- 15>.

[1-D.ietf-npls-ma-hdr]
Raj amani ckam J., Gandhi, R, Zigler, R, Song, H, and K
Konpel I a, "MPLS Network Action (MNA) Sub-Stack Sol ution",
Work in Progress, Internet-Draft, draft-ietf-npls-mma-hdr-
12, 3 March 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-npls-ma-hdr-12>.

Song, et al. Expi res 18 Decenber 2025 [ Page 10]



I nternet-Draft WMNA for Determ nistic Latency June 2025

[1-D.ietf-npls-ma-requirenents]
Bocci, M, Bryant, S., and J. Drake, "Requirements for
Sol utions that Support MPLS Network Actions (MNA)", Work
in Progress, Internet-Draft, draft-ietf-npls-ma-
requi renents-16, 30 May 2024,
<https://datatracker.ietf.org/doc/htm/draft-ietf-npls-
ma- requi rement s- 16>.

[1-D.ietf-npls-ma-usecases]
Saad, T., Makhijani, K, Song, H, and G Mrsky, "Use
Cases for MPLS Network Action Indicators and MPLS
Ancillary Data", Work in Progress, Internet-Draft, draft-
i etf-npls-ma-usecases-15, 23 Septenber 2024,
<https://datatracker.ietf.org/doc/htm/draft-ietf-npls-
ma- usecases- 15>.

[1-D. stein-srtsn]
Stein, Y. J., "Segnent Routed Tinme Sensitive Networking",
Work in Progress, Internet-Draft, draft-stein-srtsn-01, 29
August 2021, <https://datatracker.ietf.org/doc/htm/draft-
stein-srtsn-01>.

[ RFC3031] Rosen, E., Viswanathan, A, and R Callon, "Miltiprotocol
Label Switching Architecture", RFC 3031,
DO 10.17487/ RFC3031, January 2001,
<https://ww.rfc-editor.org/info/rfc3031>.

[ RFC3032] Rosen, E., Tappan, D., Fedorkow, G, Rekhter, Y.,
Farinacci, D., Li, T., and A Conta, "MPLS Label Stack
Encodi ng", RFC 3032, DO 10.17487/ RFC3032, January 2001,
<https://ww.rfc-editor.org/info/rfc3032>.

[ RFC8655] Finn, N., Thubert, P., Varga, B., and J. Farkas,
"Determ nistic Networking Architecture", RFC 8655,
DO 10.17487/ RFC8655, Cctober 2019,
<https://www. rfc-editor.org/info/rfc8655>.

[ RFC8938] Varga, B., Ed., Farkas, J., Berger, L., Malis, A, and S
Bryant, "Deterministic Networking (DetNet) Data Pl ane
Framewor k", RFC 8938, DO 10.17487/RFC8938, November 2020,
<https://www. rfc-editor.org/info/rfc8938>.

[ RFC9055] G ossman, E., Ed., Mzrahi, T., and A Hacker,
"Determ nistic Networking (DetNet) Security
Consi derations", RFC 9055, DA 10.17487/RFC9055, June
2021, <https://ww.rfc-editor.org/info/rfc9055>.

Song, et al. Expi res 18 Decenber 2025 [ Page 11]



I nternet-Draft WMNA for Determ nistic Latency June 2025

[ RFC9320] Finn, N., Le Boudec, J.-Y., Mhamuadpour, E., Zhang, J.,
and B. Varga, "Determnistic Networking (DetNet) Bounded
Latency", RFC 9320, DO 10.17487/ RFC9320, Novenber 2022,
<https://ww.rfc-editor.org/info/rfc9320>.

Aut hors’ Addr esses

Xueyan Song

ZTE Cor p.

Chi na

Enmai | : song. xueyan2@te.comcn

Quan Xi ong

ZTE Cor p.

Chi na

Enmai | : xiong. quan@te.comcn

Rakesh Gandhi

Ci sco Systens, Inc.
Canada

Enmai | : rgandhi @i sco. com

Song, et al. Expi res 18 Decenber 2025 [ Page 12]



