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Abst r act
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operational issues including CA availability problens, publication
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i nprove the overall health and efficiency of the RPKI ecosystem by
establishing best practices for CA operations and del egati on
managenent .
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1. Introduction

The Resource Public Key Infrastructure (RPKI) [RFC6480] provides a
framework for securing Internet routing through cryptographic
attestation of | P address and AS number allocations. Regiona
Internet Registries (RIRs) and National Internet Registries (N Rs)
may del egate RPKI certification authority (CA) operations to resource
hol ders, allowi ng themto nanage their own certificate issuance and
publi cati on.
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Wi | e RPKI del egation provides operational flexibility and autonony
for resource holders, it also introduces potential failure nodes that
can negatively inmpact the broader RPKI ecosystem Poorly operated
del egated CAs can cause significant resource waste for RPKI

val i dators, degrade overall system perfornmance, and underm ne
confidence in RPKI depl oyment.

Thi s docunent establishes operational guidelines for both del egated
CA operators and registry operators managi ng such del egati ons. The
gui del i nes address comon operational issues including CA
availability problens, publication inconsistencies, and |ifecycle
managenent chal | enges.

The recomendations in this docunent are based on operationa
experience from RPKI depl oynents worl dwi de and anal ysi s of
probl emati ¢ CA behavi ors observed in production systens. A

2. Recommended Readi ng

[ RFC6481] will informreaders of requirements on repository content
structure, directory structure, namng of directories and nanagai ng
rol |l overs

[ RFC8182] provides details of efficient alternative to
[ RFC5781] [rsync] and key operational efficiencies |ike caching and
CDN depl oynent .

As as of witing this |I-D session desynchronization issues are being
handl ed under [RFC9697].

3. Termi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Thi s docunent uses the follow ng terns:

Del egated CA: A certification authority that has been del egated RPK
certificate issuance authority by a registry operator, and is
operated by the resource hol der rather than the registry.

Regi stry Operator: An organization (typically an RIR or NIR) that

del egates RPKI CA authority to resource hol ders and nmi ntains
oversi ght of such del egati ons.
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Publication Point: A repository |ocation where RPKI objects
(certificates, manifests, CRLs, ROAs, etc.) are published and nade
available to relying parties.

Fl appi ng CA: A delegated CA that exhibits rapid or frequent changes
in operational state, causing instability for relying party
val i dators

Dead CA: A delegated CA that is persistently non-functional or
unreachabl e for extended peri ods.

Mani fest: An RPKI signed object that lists the contents of a
publication repository and provides integrity protection [ RFC9286].

Relying Party (RP): An entity that uses RPKI data to make routing
decisions, typically through RPKI validator software

4. Pr obl em St at enent

Current RPKI del egation practices allow for several problematic
operational scenarios that negatively inpact the RPKI ecosystem

Anal ysi s of production RPKI systens has identified recurring patterns
of CA m sbehavi or that waste validator resources and degrade system
per f or mance.

4.1. CA Availability Issues
Del egated CAs nmmy experience various availability problens:

Dead CAs: Sone del egated CAs becone conpletely offline for extended
peri ods (weeks to nmonths), yet renmain referenced in the RPKI

hi erarchy. RPKI validators continue attenpting to fetch data from
these CAs, resulting in hundreds of thousands of failed
synchroni zati on attenpts over tine.

Fl appi ng CAs: Certain delegated CAs exhibit intermttent availability
patterns, rapidly cycling between online and offline states. This
"fl appi ng" behavi or causes cache thrashing in RPKI validators and
creates uncertainty about the current state of published objects.

Sl ow CAs: Sone del egated CAs respond to requests but with excessive
| at ency, causing validator tinmeouts and retry storns. These CAs may
appear functional but create significant operational burden

Partial Failures: Del egated CAs may have sonme publication endpoints

functioning while others fail, leading to inconsistent data
availability and validator confusion
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4.2. Publication Quality |ssues

Beyond avail ability, delegated CAs may exhibit poor publication
practi ces:

Stale Manifests: CAs that rarely update their nanifests cause
validators to repeatedly attenpt synchronization of unchanged dat a,
wasti ng network bandw dth and processing resources.
I nconsi stent Publication: CAs may publish inconplete or inconsistent
obj ect sets, with manifests referencing objects that are not
avai l abl e or publishing objects not listed in manifests.
Clock Skew. CAs with incorrect systemtime may publish objects with
validity periods that cause premature expiration or rejection by
val i dators
Mal formed Objects: CAs may publish syntactically invalid or
incorrectly signed objects, causing validator errors and potentially
underm ni ng security.

4.3. (Operational Anti-patterns

Several operational practices by del egated CAs create ecosystemw de
probl ens:

Resource Churn: Frequent unnecessary certificate rei ssuance creates
processi ng overhead for validators and may indicate poor operationa
practi ces.

Publication Stornms: Bul k updates that overwhel mvalidators or
publication infrastructure, often due to poor change managenent.

I nconsi stent Policies: Conflicting or rapidly changi ng ROA/ ASPA
publications that create uncertainty for relying parties.

5. Operational Requirements for Del egated CAs
5.1. Availability and Reliability Standards

Del egat ed CA operators MJUST i npl enment robust infrastructure to ensure
reliable service delivery

5.1.1. Availability Requirenents

* CA operators MJUST maintain greater than 99.5%availability for al
publication points over any 30-day period.
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* CA operators MUST inplenent redundant publication infrastructure
with automatic failover capabilities.

* CA operators MIST provide nultiple publication endpoints with
geographic diversity to minimze single points of failure.

* CA operators MJIST inplenent conprehensive nmonitoring with
automated alerting for all critical infrastructure conmponents.

5.1.2. Infrastructure Requirenents

* CA operators SHOULD i npl ement | oad bal anci ng across publication
points to distribute validator traffic.

* CA operators SHOULD use Content Distribution Networks (CDNs) or
anycast addressing for global distribution of RPKI objects.

* CA operators SHOULD mai ntain hot standby systenms capabl e of taking
over operations within one hour of primary systemfailure.

* CA operators SHOULD i npl enent DDoS protection and traffic shaping
to handl e validator traffic spikes.

5.2. Publication D scipline

Del egat ed CA operators MJIST foll ow di sciplined publication practices
to minimze validator burden:

5.2.1. WMani fest Managenent

* CA operators MJST publish new mani fests at regular intervals,
RECOMVENDED t o be between 4-8 hours for active CAs.

* CA operators MJIST ensure mani fest validity periods provide
sufficient operational w ndows, RECOMVENDED ni ni mum of 24 hours.

* CA operators MJUST NOT al |l ow mani fest gaps (periods w thout valid
mani f ests) | onger than 24 hours except during planned naintenance.

* CA operators SHOULD i npl emrent mani fest publication schedul es that
are predictable and avoi d unnecessary updat es.

5.2.2. Publication Practices

* CA operators MJST inplenent atom c publication updates to prevent
tenporary inconsistencies between mani fests and published objects.

* CA operators MJST nmaintain consistent object nam ng and URI
structure throughout the CA's operational lifetine.

* CA operators SHOULD NOT publish nanifest updates nore frequently
than every 30 minutes wthout operational justification.

* CA operators SHOULD batch certificate operations to mnimze
publication frequency while nmaintaining security.

Sweet ser Expires 3 March 2026 [ Page 7]



I nternet-Draft Gui delines for RPKI CA Qperators August 2025

5.3. Data Integrity and Consi stency

Del egat ed CA operators MJUST ensure the integrity and consi stency of
al | published RPKI objects:

5.3.1. Validation Requirenents

* CA operators MJST validate all RPKI objects before publication,
i ncludi ng syntax, cryptographic signatures, and | ogica
consi st ency.

* CA operators MJIST inplenent autonated testing of published
repositories using standard RPKI validator software.

* CA operators MUST naintain audit logs of all certificate
operations for a mnimum of two years.

* CA operators MIST ensure accurate tine synchronization (NTP)
across all infrastructure conponents with stratum 2 or better
accuracy.

5.3.2. Operational Consistency

* CA operators SHOULD i npl ement confi gurati on managenent systens to
ensure consi stent depl oynents across redundant infrastructure.

* CA operators SHOULD nmi ntain staging environnments for testing
changes before production depl oyrment.

* CA operators SHOULD i npl erent aut omat ed backup and recovery
procedures with regular testing of restore capabilities.

* CA operators SHOULD coordi nate pl anned nai ntenance activities with
registry operators and the broader comunity when possi bl e.

6. Addressing Problematic CA Behaviors
6.1. Flapping CA Detection and Mtigation
Fl appi ng behavi or represents one of the npbst disruptive operationa
problenms for RPKI validators. CA operators and registry operators
MUST i npl ement nmeasures to detect and prevent flapping behaviors.
6.1.1. Flapping Patterns
Conmon fl apping patterns incl ude:
* Rapid cycling between online and offline states with periods
shorter than typical validator refresh intervals (< 1 hour)
* Publication inconsistencies where repositories alternate between
different content states

* |Intermittent network connectivity causing sporadic tineouts
* |Infrastructure instability causing frequent service interruptions
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CA Operator Anti-Fl appi ng Measures:

* CA operators MIST inplenent circuit breaker patterns for failing
dependenci es to prevent cascading fail ures.

* CA operators MJIST use conprehensive health checks before bringing
systens online after mai ntenance or failures.

* CA operators MUST inplenment graceful degradation procedures rather
than hard failures when possible.

* CA operators SHOULD i npl ement exponential backoff for automated
recovery processes to prevent rapid cycling.

Regi stry Operator Fl apping Detection

* Registry operators SHOULD i npl enent aut omat ed fl appi ng detection
al gorithms nonitoring CA state changes over tine.

* Registry operators SHOULD apply progressive operationa
restrictions for CAs exhibiting flappi ng behavior

* Registry operators SHOULD require stabilization periods before
all owi ng re-del egation after revocation due to flapping.

Dead CA Managenent

Persistently non-functional CAs create significant waste in the RPKI
ecosystem and MUST be nanaged t hrough clear lifecycle policies.

1. Detection Criteria

A CA SHOULD be considered persistently non-functional if: - Valid
mani f est and CRL cannot be retrieved for nore than 60 days - Miltiple
publication points are consistently unreachable - Published objects
consistently fail validation - No response to operationa
communi cati ons for extended periods

2. Registry Qperator Actions

* Registry operators MJST inplenent autonmated nmonitoring to detect
persistently non-functional CAs.

* Registry operators MJST nake reasonable efforts to contact CA
operators before taking revocation actions.

* Registry operators SHOULD revoke del egations for CAs that remain
non-functional for nore than 90 days after initial contact
attenpts.

* Registry operators MJST provide clear comruni cati on about
revocation policies and procedures to CA operators.
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6. 3. Per f ormance | ssues

CA operators MJST ensure their infrastructure provi des adequate
performance for the gl obal validator ecosystem

6.3.1. Perfornmance Standards

* Publication points MJST respond to HTTP requests within 10 seconds
under normal conditions.

* Publication points SHOULD support concurrent connections from
mul tiple validators without degradation

* (Object retrieval SHOULD conplete within 30 seconds for typica
repository sizes.

* CA operators SHOULD i npl ement cachi ng mechani snms to reduce server
| oad and i nprove response tines.

6.3.2. Monitoring and Renedi ation

* CA operators MJUST nonitor response tines and error rates
conti nuously.

* CA operators SHOULD i npl ement automated al erting for performance
degr adati on.

* CA operators MJST have procedures for rapid response to
performance i ssues.

7. Mnitoring and Al erting Franmework
7.1. CA Operator Self-Mnitoring

Del egat ed CA operators MUIST i npl ement conprehensive nonitoring of
their infrastructure and operations.

7.1.1. Required Minitoring Mtrics

* Publication point availability and response tine fromnultiple
geogr aphi c | ocations

Mani f est freshness and validity period remaining

oj ect count and repository size trends over tine

Certificate expiration schedul es and renewal status

Error rates and failure patterns across all services
Infrastructure resource utilization (CPU, nmenory, disk, network)

* Ok X X

7.1.2. Aerting Requirements

CA operators MJST inplenent alerting for
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* %k Ok k%

Publication point failures (imrediate notification)

Mani f est agi ng beyond 4-hour threshold

Certificate expiration warnings at 30, 7, and 1 day intervals
Anonal ous traffic patterns or potential attacks
Infrastructure failures or resource exhaustion

Moni toring I nfrastructure:

*

7.2.

CA operators SHOULD i npl enent redundant nonitoring systens to
prevent single points of failure.

CA operators SHOULD use external nonitoring services to detect
out ages from val i dator perspectives

CA operators SHOULD mai ntain historical nmonitoring data for trend
anal ysi s and capacity pl anning.

Regi stry Operator Mnitoring

Regi stry operators MJST inpl enent nonitoring systens to oversee all
del egated CAs under their authority.

7.2.

Moni t ori ng Scope

Regi stry operators MJST nonitor:

*

* ok X F

7.2.

Avail ability and response times for all del egated CA publication
poi nt

Mani f est publication frequency and consi stency

oj ect validation status and error patterns

Val idator inpact netrics (fetch attenpts, success rates, tinmng)
Conpl i ance with operational guidelines and policies

Aut omat ed Det ecti on

Regi stry operators SHOULD i npl enent autonat ed detection of:

* X X *

Dead CAs (extended periods of non-functionality)
Fl appi ng CAs (rapid state changes)

Per f or mance degradati on trends

Policy violations or operational anomalies

Reporting and Commruni cati on

*

Regi stry operators SHOULD provi de operational dashboards for CA
operators to nonitor their own perfornmance

Regi stry operators SHOULD publish aggregate ecosystem health
netrics.

Regi stry operators MJST maintain communication channels for urgent
operational issues.
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7.3. Validator-side Mnitoring

RPKI validator operators are encouraged to inplement nonitoring that
can help identify problematic CAs.

7.3.1. Recommended Metrics

Per-CA fetch success rates and timng

Mani fest validation patterns and frequency
Repository size and change detection

Error categorization and frequency anal ysis
Resour ce consunption per CA

* ok X Xk

7.3.2. Community Reporting

* Validator operators SHOULD report persistent CA issues to registry
oper at or s.

* Validator operators MAY inplenent automated reporting of severe CA
performance i ssues.

* Registry operators SHOULD provi de nechani sns for comunity
f eedback on CA operati ons.

8. CA Lifecycl e Managenent
8.1. Pre-Delegation Requirenents

Regi stry operators MJST establish clear requirenents for CA
del egation to ensure operational readi ness.

8.1.1. Technical Requirenents

Bef ore approvi ng del egati on requests, registry operators SHOULD
verify:

Stabl e infrastructure denonstrated for m ni num 30-day peri od
I mpl enentati on of nonitoring and alerting systens

Docurent ed operational procedures and energency contacts
Backup and recovery capabilities with tested procedures
Adequat e techni cal expertise and operational resources

E I

Docunent ati on Requi renent s:

CA operators MJST provide detail ed operational procedures

CA operators MJST maintain current energency contact information
CA operators MJST docunent backup and di saster recovery procedures
CA operators SHOULD provi de capacity planning and scaling
docunent ati on

E I
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Val i dati on Process:

* Registry operators SHOULD i npl enent technical validation of CA
infrastructure before del egation

* Registry operators MAY require probationary periods for new
del egati ons with enhanced nonitoring.

* Registry operators SHOULD provi de operational guidance and
training resources for new CA operators.

8.2. Ongoing Operational Standards

Del egated CA operators MJST nmintain high operational standards
throughout the lifecycle of their del egation

8.2.1. C(Operational Disciplines:

* CA operators MJIST inplenent regular infrastructure maintenance
wi ndows wi th advance notification to registry operators.
* CA operators MJST inplenent proactive certificate renewal
procedures, initiating renewal at |east 30 days before expiration
* CA operators MIST foll ow change managenent procedures for al
i nfrastructure updates.
* CA operators MJST nmintain incident response plans and
conmmuni cati on procedures.

8.2.2. Reporting Requirenents

* CA operators SHOULD provide regul ar operational reports to
registry operators.

* CA operators MJIST report significant incidents or outages to
registry operators within 24 hours.

* CA operators SHOULD participate in operational reviews and
community engagenent activities.

8.2.3. Continuous | nprovenent

* CA operators SHOULD regul arly review and update operationa
pr ocedures.

* CA operators SHOULD inpl ement | essons |earned fromincidents and
out ages.

* CA operators SHOULD stay current with RPKI operational best
practices and security recomendati ons.

8.3. G aceful Shutdown Procedures

CA operators planning to discontinue operations MJST foll ow
est abl i shed procedures to mninize ecosystemdi sruption
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8.3.1. Planning Requirenents
For planned CA retirenent:

* CA operators MJST provide mni num 90-day advance notice to
registry operators and affected communities.

* CA operators MUST coordinate with registry operators on migration
procedures for dependent resources.

* CA operators SHOULD gradual ly reduce certificate validity periods
to facilitate mgration.

* CA operators MJIST naintain service |evels during the shutdown
transition period.

8.3.2. Mgration Support

* Registry operators SHOULD provi de mgration assistance and
alternative del egation options.

* CA operators SHOULD provi de technical assistance for resource
nm grati on where possible.

* Registry operators MJST ensure continuity of service for affected
resources during transition

8.3.3. Final Procedures

* CA operators MJIST revoke all issued certificates in an orderly
manner .

* CA operators MIST coordinate final revocation and cl eanup
procedures with registry operators.

* Registry operators MJST update del egati on records and hierarchy
i nformation.

9. Registry Qperator Responsibilities
9.1. DMonitoring and Enforcenent

Regi stry operators bear responsibility for oversight of del egated CAs
and enforcenent of operational standards.

9.1.1. Monitoring Infrastructure
Regi stry operators MJST

* I nplenment automated nonitoring of all delegated CAs with
appropriate alerting threshol ds.

* Establish clear Service Level Agreements (SLAs) and enforcenent
pr ocedur es.

* Provide operational dashboards and reporting for CA operators.

* Maintain emergency contact procedures for critical issues.
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9.1.2. Enforcenent Escal ation

Regi stry operators SHOULD i nmpl enent progressive enforcenent: 1.
Automat ed nonitoring alerts and initial operator notification 2
Formal operator notification within 24-48 hours of issue detection 3.
Public visibility of persistent issues within one week 4. Revocation
procedures for issues persisting | onger than 60-90 days

The specific timeframes MAY** be adjusted based on the severity of
the operational issue and its inpact on the RPKI ecosystem

9.1.3. Docunmentation and Comruni cati on

* Registry operators MJST maintain clear docunmentation of nonitoring
criteria and enforcement procedures.

* Registry operators MJST provide regular comruni cati on about
enforcement actions and their rationale.

* Registry operators SHOULD coordi nate enforcenent actions with
other registry operators when appropriate.

9.2. Support and Conmunity Engagenent

Regi stry operators SHOULD provi de conprehensi ve support for del egated
CA operators.

9.2.1. Support Services

* Registry operators SHOULD mmai ntai n conprehensi ve operationa
gui dance docunent ati on

* Registry operators SHOULD provide training and certification
prograns for CA operators.

* Registry operators SHOULD naintain community forunms and
troubl eshooti ng resources.

* Registry operators SHOULD conduct regul ar operational reviews and
provi de feedback to CA operators.

9.2.2. Conmunity Coordination

* Registry operators SHOULD coordinate with other registry operators
on operational standards and procedures.

* Registry operators SHOULD participate in operational working
groups and standards devel opnent.

* Registry operators SHOULD share operational experience and | essons
| earned with the broader comunity.
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10. I nplenentation Considerations
10.1. Deploynent Strategies

Organi zations inplenmenting these guidelines SHOULD consi der phased
depl oynent approaches.

10.1.1. Phased I npl enentation
Phase 1: Establish nonitoring and neasurenent baseline

I mpl ement conpr ehensi ve nonitoring systens
Establ i sh baseline metrics for current operations
* Begin collecting data on CA perfornmance and val i dator inpact

Phase 2: |nplenent basic operational standards

Depl oy availability and reliability requirenments
Establ i sh publication discipline practices
* Implenent automated alerting and response procedures

Phase 3: Advanced operational features

Depl oy advanced nonitoring and anal ytics
I mpl ement predictive failure detection
* Establish community reporting and feedback mechani snms

Coor di nati on Requirenents:

* Registry operators SHOULD coordi nate inplenentation tinmelines with
CA operators.

* Registry operators SHOULD provi de adequate notice for new
requi renents and enforcenent procedures

* CA operators SHOULD plan infrastructure upgrades to neet new
requirenents within reasonable tinefranes.

10. 2. Tooling and Autonation

Ef fective inplenentation of these guidelines requires appropriate
tooling and autonati on.

Reconmrended Tool s:

RPKI validator software for continuous validation testing
Monitoring systems with RPKI-specific metrics and alerting
Configuration managenent systens for consistent deploynents
Aut omat ed backup and recovery systens

L I
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Open Source Resources

*

CA operators SHOULD | everage exi sting open source RPKI tools where
appropri at e.

The community SHOULD devel op and maintain reference

i mpl ementations of nonitoring and validation tools.

Regi stry operators SHOULD contribute to open source tooling

devel opnent.

I ntegration Considerations:

11.

Tool s SHOULD integrate with existing operational infrastructure.
Moni tori ng systens SHOULD provide standard APlIs for integration
wi th ot her operational tools.

CA operators SHOULD i npl enent automation carefully to avoid
creating new failure nodes

Security Considerations

I mpl enent ati on of these operational guidelines has several security
i nplications that MJST be carefully considered.

11. 1.

*

11. 2.

11. 3.

Qperational Security

Enhanced nonitoring nay expose operational details that could be
useful to attackers.

Aut omat ed systens MJUST be secured agai nst nani pul ati on or abuse.
Ener gency procedures MJST bal ance rapid response with security
controls.

Key managenent and rotation procedures MJST be naintained even
during operational issues.

Ecosystem Security

Revocati on procedures MJST not be exploitable for denial of
service attacks.

Moni toring systens MJST be protected agai nst false reporting or
mani pul ati on.

Conmuni ty reporting nechani sns MJUST prevent abuse while
encouraging legitimte feedback.

Privacy Considerations

Moni toring data may contain sensitive operational information
Public reporting of CA issues MJST bal ance transparency with
operational privacy.

Contact information and conmuni cati on procedures MJST be protected
appropriately.
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11. 4. Ri sk Managenent

* Organi zati ons MJST bal ance operational requirements with security
controls.

* |ncident response procedures MJST account for potential security
i nplications.

* Regular security reviews SHOULD be conducted for operational
systens and procedures.

12. | ANA Consi derations

Thi s document has no | ANA acti ons.
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Appendi x A, Operational Checklists

A 1.

Pre-Del egati on Checklist for CA Operators

Bef ore requesting RPKI del egation, CA operators SHOULD verify:

I nfrastructure Readi ness:

L I R

Qper ati

* Ok X F

A 2.

—r————

—————

[ S S -

[ S S —

Redundant publication infrastructure depl oyed and tested
Monitoring and al erting systens inpl enented

Backup and recovery procedures docunented and tested
Ener gency contact procedures established

Techni cal staff training conpleted

onal Procedures:

Certificate |lifecycl e managenent procedures docunented
I nci dent response procedures established

Change nanagenent procedures inplenented

Security procedures and control s inpl enented

Per f ormance nonitoring and capacity planni ng conpl eted

Ongoi ng Operations Checklist for CA Operators

Regul ar operational tasks (nmonthly):

L I

—r————

[ S S -

Revi ew monitoring nmetrics and trends

Test backup and recovery procedures

Revi ew and update operational docunentation
Verify certificate expiration schedul es
Conduct security reviews and updates

Quarterly tasks:

* ok X F
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Conpr ehensive infrastructure review
Capacity planning and scal i ng assessnent
Ener gency procedure testing

Staff training and certification updates
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* [ ] Community engagenent and feedback revi ew
A. 3. Registry Operator Mnitoring Checklist
Dai ly monitoring tasks:
Revi ew aut omated nonitoring alerts
Check CA availability and performance netrics

Moni tor validator imnpact nmetrics
Revi ew community feedback and reports

b

—r———
— e

Weekly tasks:

Conpr ehensi ve CA performance revi ew

Enf orcement action tracking and review
Conmruni cation with problematic CA operators
Ecosystem heal th reporting

L I

—r—r——
[y P —
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