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Abst r act

Thi s docunent extends the Autonmatic Certificate Managenent

Envi ronment (ACME) to provision X 509 certificates for |ocal Internet
of Things (10T) devices that are accepted by existing web browsers
and ot her software running on End User client devices.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 August 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. I nt roduction

| oT Devices are common on | ocal networks and often utilize TLS

[ RFC8446] with self-signed X. 509 certificates [ RFC5280] to provide
HTTPS [ RFC9110] based web pages and services. Unfortunately, web
browsers typically do not trust such certificates and show error
messages i ntended to deter usage. Sone |oT Devices al so have

manuf act urer-supplied X 509 certificates, however due to the service
life of such devices, the need for crypto-agility, and well-known
chal | enges of secure key nmanagenent, those certificates are better
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suited to attestation and secure network connection than direct use
wi th TLS.

The goal of this docunment is to provide a nmethod for providing
trusted X. 509 certificates for use with TLS that does not depend on
an Internet connection or a service provided by the original device
manuf act urer, does not depend on credentials or key material provided
with the device fromthe factory, allows a device to be nmoved to
different networks or domains without interaction with the device
manuf acturer, and supports the needs of both sinple hone networks and
conpl ex enterprise networks.

Because of obvious security concerns on public or untrusted networks,
this method is only used on private (hone, business, etc.) networks
that have at |east basic access restrictions - a password or pre-
shared key, physical access (Ethernet), and so forth.

1.1. Connecting to the Network

Thi s docunent is not concerned with the nethod of connecting Cdient
or 1oT Devices to the network. That said, the level of security and/
or trust of the network and the proposed sol ution necessarily depends
on the access controls, confidentiality, and validation provided by
the network, as well as the quality of any identification and/or key
mat eri al supplied by the nmanufacturer

1.2. Trusting |oT Devices on the Network

Thi s docunent uses existing infrastructure, nanely the network’s

Ext ensi bl e Aut hentication Protocol (EAP) [ RFC3748] server to
establish 10T device trust and the network’s DHCP [ RFC2131] and DNS
[ RFC1034] services to discover the local Automatic Certificate
Management Environnent (ACME) [ RFC8555] Server to use for that
network. Local ACME Servers are discovered using either a DHCP
option or a DNS-SD [ RFC6763] service record fromthe network’s DNS
service, and the local ACME Server’s X. 509 certificate provides a
usabl e and verifiable network identifier as well as the trust anchor
for issued |oT Device X 509 certificates.
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ACME defines a protocol for network services to obtain trusted X 509
credentials for use with TLS [ RFC38446]. However, since existing ACVE
Servers depend on public Internet connectivity to the ACME Cient for
val idation, and since those same servers cannot issue X 509
certificates for the ".local" donmain, sone changes are needed to
support a local ACME Server. X. 509 certificates issued by the |oca
ACME server are only valid when accessing the 10T Device for the

| ocal DNS domain, the nDNS (".local") domain, or any link-1ocal or
private I P addresses. Local ACME Servers can be standal one servers
(common in enterprise networks) or software that runs on a consuner

I nternet router/nodem

Because devi ces often connect to multiple, unconnected networks,
trust and usage of X 509 certificates provided by a |l ocal ACME server
is limted to that network, essentially creating an internediate
trust level below global Certificate Authorities (CAs).

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in "Key words for use in
RFCs to I ndicate Requirenment Level s" [RFC2119].

ACME Cient: A device that uses the ACME protocol to request
certificate managenent actions, such as issuance or revocation

ACME Server: A device that inplenents the ACME protocol to respond
to ACME Cient requests, performng the requested actions if the
client is authorized.

Certificate Authority (CA): A trusted source for X. 509 certificates
used during negotiation of a TLS session. (TODO Update from
current TLS/ X. 509 specifications)

Client Device: A conputer, tablet, phone, or other End User device
that accesses an | 0T Device

End User: A person or software process that is authorized to use
Client Devices and, through the dient Device, access and use |oT
Devi ces.

| oT Device: A camera, printer, switch, or other |ocal device that
provi des services or functions to a Cient Device.

Medi a Access Control (MAC) Address: A unique identifier assigned to

a network interface controller for use as a network address in
communi cations within a network segment.
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Private Network: A network that requires sone | evel of authorization
and/ or physical access to join such as an Ethernet network or a
W-Fi network with a password or pre-shared key.

Public Network: A network that does not require any |evel of
aut hori zati on and/or physical access to join such as a cellular
network or a public or guest W-Fi network with no password or
pre-shared key at a cafe.

Service Set Ildentifier (SSID): The nane associated with a wirel ess
net wor k.

Trust On First Use (TOFU): An unauthenticated public key obtai ned on
first contact (and retained for future use) will be good enough to
secure future comunication [ RFC7435].

Uni form Resource ldentifier (URI): A conpact sequence of characters
that identifies an abstract or physical resource [ RFC3986].

3. Specification
3.1. Default Host Nanme Convention

| oT devi ces SHOULD use a default host name conposed of a vendor
prefix followed by a unique identifier such as a serial nunmber or MAC
address, e.g., "ex123456abcdef" for an "Exanple" 10T device with a
MAC address of 12:34:56:ab:cd:ef. This nane can be used as a peer
identifier for secure network connection and as a |abel in an nDNS
and/ or DNS nane, e.g., "exl23456abcdef.local" and
"exl23456abcdef . exanpl e. com'. The use of unique identifiers

m nimzes the risk of accidental name colli sions.

3.2. Secure Network Connection

Client and |oT devices SHOULD securely connect to networks using | EEE
802. 1X Extensi bl e Authentication Protocol (EAP) [ RFC3748], EAP-TLS
Aut henti cation Protocol [RFC5216], and the EAP Key Managenent
Framewor k [ RFC5247]. 10T devices that do not support these protocols
MJUST support stable MAC addresses to enabl e nmanual authorization of
the device on the network

Note: 10T devices with random zed MAC addresses woul d requi re manual
aut hori zation every tine the device powers up.

3.3. ACME Server Discovery

Client and |oT devices discover the | ocal ACME Server using one of
two nmethods (in order of precedence):
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1. Via DHCP Option NNN (ACME Server) when obtaining |Pv4/1lPv6
addresses. _Note: DHCP Option 60 (Vender C ass ldentifier
[ RFC3925]) with enterprise nunber 55357 (Lakesi de Robotics
Cor poration) shall be used for purposes of prototyping this
docunent. _

2. Via a subsequent DNS-SD query sent to the configured DNS server
and domain for the "_acme-server. _tcp.donmain" SRV record

Honme networks will typically use the DHCP Option while |arger
(enterprise) networks providing a dedicated DNS dormain will use the
DNS- SD net hod.

Not e: DNS- SD queries MJUST NOT be perforned using Milticast DNS (nDNS)
[ RFC6762] for security reasons

3.4. ACME Server Extensions

ACME [ RFC8555] defines a protocol for managi ng trusted X 509
certificates. Oganizations such as "Let’s Encrypt" provide publicly
avai | abl e ACMVE servers, and such servers have led to the ubiquitous
usage of TLS for internet web and email|l servers. However, public
ACME servers typically cannot access local (private) devices and will

not issue certificates for the nDNS ".local" domain. A |ocal ACME
server can both access |ocal devices and issue certificates for |oca
domai ns.

3.4.1. Root (CA) Certificate

A local ACME server will typically generate a self-signed X 509
certificate as its root (CA) certificate and the | ocal network’s
trust anchor. The certificate MJIST use a SHA2 hash of at |east 256
bits and MJST use either RSA encryption with a key length of at |east
3072 bits or ECDSA encryption with the secp384rl1 (P-384) or secp52lrl
(P-521) curves. The expiration of the self-signed certificate MJST
be between 1 and 10 years, inclusive. The certificate MJST contain
subj ect Al t Nane extensions for the nDNS (".local") and | ocal domain
nane(s), and MAY contai n subject Al tNanme extensions for the current |IP
address(es) of the server. For exanple, if the |ocal ACMVE server
nane is "router-fdb531" and the local domain is "exanple.con, the
certificate will at |east contain two subject AltNane extensions wth
val ues "DNS: rout er-fdb531. exanpl e. com' and "DNS: router-fdb531. 1 ocal "
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3.4.2. Accounts

ACME account objects contain an array of contact strings. Normally
this array consists of "mailto:" URIs, however for |ocal |oT devices
an array of "https:" URIs should be used instead, one for each fully-
qual i fied domai n nane used by the device

3.4.3. 10T Device Certificate Signing Requests

The certificate signing request supplied by the |IoT Device MIST use a
SHA2 hash of at |east 256 bits and MJUST use either RSA encryption
with a key length of at |east 3072 bits or ECDSA encryption with the
secp384r1 (P-384) or secp521r1 (P-521) curves.

The commonNanme MJUST be the device | D

The request MJST al so contain subjectAltNane extensions for the nDNS
(".local") and any local domain nane(s), MAY contain subjectAl t Nanme
extensions for the current | P address(es) of the device, and MJUST NOT
contai n subj ect Alt Name extensions for "local host". For example, if
the device nane is "device-12cd56" and the | ocal domain is
"exanpl e. cont', the signing request will at |east contain two
subj ect Al t Nane extensions with val ues "DNS: devi ce-12cd56. exanpl e. conf
and "DNS: devi ce-12cd56. | ocal "

3.4.4. Manual Approval of Signing Requests

The | ocal ACME server MUST provide interfaces to manual ly approve
initial 10T Device certificate signing requests and revoke approval s
of |oT Devices in order to protect against rogue devi ces obtaining
trusted certificates. Once approved, the server can automatically
approve renewal s unl ess such approval has been revoked.

When the | ocal ACME server resides on a consuner |nternet nodem
router, such approvals will typically be authorized using the
router’s adm nistrative account on the router’s enbedded web
interface and/or nobile application

3.4.5. 10T Device Certificates

Certificates generated by the | ocal ACME server MJUST have an
expiration of three nonths or |ess.
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3.5. dient Device Configuration

Client Devices, upon connecting to a network, MJST use ACMVE Server

Di scovery to determ ne whether the | ocal network has an ACME Server

If it does, the Client Device connects to the server using HTTPS and
copies the X. 509 certificates for use in validating future
connections to |oT Devices. The Cient Device SHOULD utilize a TOFU
validation policy for self-signed X. 509 certificates unless otherw se
configured, for exanple in a managed enterprise network environnent.
Client Devices can present U inform ng and/or obtaining consent from
the user to use or trust the root certificate, however such U is
beyond t he scope of this docunent.

The Cient Device MJUST NOT use the supplied X 509 certificate when
validating certificates on other networks. The certificate is
typically associated with the network interface nane, network SSID,
and/ or MAC address of the default router and MAY be associated with
the I ocal domain nane. Cient Devices MJST validate the host nane(s)
and/or | P address(es) to validate the CA certificate against the
nane(s) or | P address(es) supplied by the DHCP or DNS server during
di scovery. Since a certificate MAY be used for nultiple networks,
for exanple with a wireless cable nodemthat provides both W-Fi and
Et hernet connectivity, such validation MJUST allow for the presence of
subj ect Al t Name ext ensi ons contai ni ng val ues other than those provided
by the DHCP or DNS server the dient uses.

3.6. 10T Device Configuration

| oT Devices, upon connecting to a network, MJST use ACME Server

Di scovery to determ ne whether the |local network has an ACME Server
If it does, the 10T Device connects to the server using HTTPS and
uses the ACME protocol to obtain, renew, or verify an X 509
certificate for each network the device is connected to. The IoT
Devi ce SHOULD utilize a TOFU validation policy for self-signed X 509
certificates unless otherw se configured, for exanple in a nanaged
enterprise network environnent.

The | oT Devi ce MAY share/reuse certificates between networks when
those networks utilize the same ACME server and X. 509 certificate.

4. Security Considerations
The security considerations of 10T provisioning are sinilar to those
described in [ RFC1034], [RFC2131], [RFC6763], [RFC8446], and

[ RFC8555]. The foll owi ng subsections describe additional security
consi derati ons.
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4.1. Trusting Local DHCP and DNS Infrastructure

Thi s specification necessarily depends on all devices trusting the
underlying network infrastructure, specifically the | ocal DHCP and
DNS servers. Public Networks cannot be trusted and MJUST NOT use a

| ocal ACME server or its root certificate. Private Networks can be
trusted nore and SHOULD use a | ocal ACME server and its root
certificate. Sites can utilize Network Endpoint Assessnment [RFC5209]
and Trusted Network Connect (TNC) [RFC5792] [ RFC5793] to provide
enhanced security and trust in the |ocal network.

4.2. Certificate Signing Request Validation

The | ocal ACME Server MUST validate the subjectAtNanme val ues in
certificate signing requests fromloT Devices. DNS nane suffixes

MUST be restricted to ".local" and the configured | ocal domain
nane(s), and the |eftnost | abel MJUST NOT be the nane of the | ocal
ACME Server or "localhost". |P addresses MUST be limted to Iink-
| ocal, |oopback, and private use addresses.

4. 3. Man-in-the-M ddl e Attacks

Because the local ACME Server will often rely on a self-signed
certificate and TOFU validation policy, a man-in-the-mddle attack is
possi ble with successful DHCP, DNS, and/or nDNS request interception
and/ or redirection. Such attacks can be detected using network
monitoring tools, and the use of a long-lived root certificate hel ps
to mtigate the possibility that conprom sed network connections or
infrastructure will go undetected by the Cient Device.

4.4. Storage of Key Material

It is inportant for all devices to protect stored encryption keys
fromdisclosure. Disclosure of the |local ACME Server’s private key
will conpronmise all encrypted traffic on the |ocal network.

Di sclosure of an |oT Device's private key will only affect that
device’'s traffic.

4.5. Revocation and Rei ssuance/ Regenerati on

Al'l devices MJST provide a way for an End User to re-issue X 509
certificates and regenerate a new private/public key pair for
certificates and certificate requests. The npbst conmpn way is
through a so-called "factory reset” process that restores a device to
its original, factory configuration/state.

Al'l devices SHOULD provide a way for an End User to revoke X 509
certificates.
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4. 6. Use of nDNS

Mul ticast DNS (nDNS) [ RFC6762] has a nunber of known security
limtations. DHCP Option NNN provides the |ocal ACME Server’'s fully-
qual i fied domai n nane which can be resol ved using nDNS, providing a
smal | wi ndow for a man-in-the-niddle attack during initial device
connection. Such attacks can be detected using network nonitoring
tool s and/or through the use of a root X 509 certificate froma
trusted, public CA on the |ocal ACME Server

4.7. nDNS Domai n Nane Col |i sions

Mul ticast DNS (nDNS) domain nanmes ("exanple.local.") can collide with
ot her network devices. While nDNS does define an algorithmto
resol ve nane collisions, |oT Devices SHOULD use a default name with a
unique identifier, e.g., "device-12cd56.local.", so that nane changes
are less likely. Wen an |oT Device' s nDNS changes, it MJST revoke
all certificates for the old nanme with the (current) |ocal ACVE
Server and request new certificate(s) for the new nanme. Portable |oT
Devi ces that connect to many different networks MJST track their nDNS
host name separately for each network and only revoke certificates for
the currently connected network(s).

4.8. Network ldentification and Validation

Client and |1oT Devices SHOULD identify networks using the |oca
network interface nane, MAC address of the default router, and/or the
W-Fi SSID and validate the | ocal ACME Server’'s root certificate when
connecting. W-Fi validation is necessarily linmted since W-Fi
SSIDs are not unique. Cient Devices MIST and | oT Devi ces SHOULD
notify the End User when the root certificate changes for a network.

4.9. Miltiple Network Support

Mul tiple network configurations pose an interesting inplenentation
chal l enge. The nost typical nultiple-network configurations are W -
Fi + cellular and W-Fi + Ethernet. Cellular networks are Public
Net wor ks and MUST NOT be used for |ocal ACVME servers or root
certificates. Ethernet networks are usually Private Networks whose
nDNS nanespace nmight or might not be bridged with the W-Fi network

Client Devices MJST separately track and validate the root X 509
certificate for each local ACME Server. Sinilarly, 10T Devices MJST
separately track, store, and use X 509 certificates for each loca
ACMVE Server. Cient and |1oT Devices MAY purge "ol d" network
information if sufficient storage space is not avail abl e.
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4.10. Protection of Certificates and Key Materi al
| oT Devices and | ocal ACME Servers MJST protect access to certificate
and key material, allow ng access only to approved software running
on the device or server. The private key for an X 509 certificate
MUST NOT be accessibl e outside of the correspondi ng device or server
4.11. Reuse of Key Materi al
I oT Devices MJUST NOT reuse key material when generating an X 509
certificate signing request. Local ACME Servers MJST NOT reuse key
mat eri al when generating the root X 509 certificate.
5. | ANA Consi derations
5.1. DHCP Option
In accordance with [ RFC2132], | ANA has added the foll owi ng new DHCP
option to the BOOTP Vendor Extensions and DHCP Opti ons
[ DHCP- REG STRY] registry:
Tag: NNN
Name: ACME Server
Data Length: N (variable |ength)
Meani ng: Fully-qualified domain nanme of the |ocal ACME server
Ref erence: This docunent
5.2. Service Name
I n accordance with [ RFC6335], | ANA has added the foll owi ng new
service nane to the Service Nane and Transport Protocol Port Number
Regi stry [ SERVI CE- REQ STRY] :
Servi ce Nane: acme-server
Port Nunber: None

Transport Protocol: tcp

Description: Automatic Certificate Managenent Environment (ACMVE)
server

Assi gnee: M chael Sweet
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Appendi x A,  Change History

[ RFC Editor: This section to be del eted before RFC publication ]

February 7, 2025 - draft-sweet-acne-iot-07

* Added discussion of a default host name with a unique identifier.

* Added di scussion of network connection security.

* Added di scussion of manual approval of certificate requests.

* Added 802.1X device ID to CSRs/certificates.

* Added EAP RFCs

August 9, 2024 - draft-sweet-acne-iot-06

* Added di scussion of network types - public, private, "donain".

* Add security considerations - do not enable local trust root on
publ i c networks.

January 30, 2024 - draft-sweet-acne-iot-05

* Carified the contents and validation of X 509 root (CA)
certificates.

* Added note that a dient Device can display U when connecting to
a network with an ACME server.
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* Carified key material security considerations.
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* Updated X. 509 certificate revocation requirenment to SHOULD.

* Carified that X. 509 certificates are only revokes on the current
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Mul tipl e Network Support.
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* Initial revision.
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