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Abst ract

Thi s docunent specifies the Domain Key Authority (DKA) franmework, a
DNS- anchored public-key distribution nmechanismfor the email -address
nanespace. The framework enables an Internet domain to designate an
authoritative key service that verifies, stores, and distributes

sel ector-scoped public keys for emmil -address identifiers under that
domain. The result is a decentralized, deterministic, and

appl i cati on-agnostic framework for verified public-key discovery that
supports increnental deploynent and cryptographic agility.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-swan nat han-dka-framework/ .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 Novenber 2026.
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1. Introduction

Emai | addresses are widely used as identifiers for individuals and
aut omat ed agents on the Internet. Beyond email comrunication, they
serve as login identifiers for banking, governnent services,
e-conmer ce, social nedia, healthcare portals, and enterprise
applications. An enuil-address identifier is therefore already a
practical Internet-wide identifier, but it is not, by itself, a
cryptographic identifier: knowi ng an email address does not provide a
means to encrypt to its holder, verify a signature fromits hol der

or authenticate possession of a correspondi ng secret.

A framework that associates public keys with emmil -address
identifiers and makes those bindings discoverable in a consistent,

i nt eroper abl e manner coul d enabl e end-to-end encrypted email without
proprietary infrastructure, digitally signed nessages with stronger
origin assurance, passwordless authentication in which a relying
party verifies possession of a private key rather than a shared
secret, and secure key distribution for nessagi ng systems and rel ated
pr ot ocol s.

Over the past three decades, several systens have addressed parts of
this problem Each contributed inportant ideas, but each al so
revealed limtations that informthe design requirenents for a nore
depl oyabl e franework

1.1. Prior Approaches and Lessons Learned

1.1.1. OpenPGP and the Web of Trust

OpenPGP [ RFCO580] introduced a decentralized nodel in which users
generate their own key pairs and other users may certify bindings
between identities and keys through a web of trust. Public keys can
be upl oaded to key servers for distribution

Thi s nodel denonstrated the val ue of decentralized key generation and
distribution, but it has seen limted depl oynent outside technically
sophi sticated comunities. |In particular, user-to-user certification
does not scale well for the general Internet popul ation, key servers
do not by thensel ves establish verified bindings between an enmi |
address and a subnitted key, and key discovery is not determnistic:
a relying party may need to consult nultiple servers, and the absence
of a key at one |ocation does not establish that no key exists.

These observati ons suggest that a nore depl oyable franmework shoul d
provide built-in verification of the binding between an ennil address
and its public key, should support determnistic |ookup, and should
not depend on user-to-user coordination for routine operation
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1.1.2. S/MME and Certificate Authorities

S/'M ME [ RFC8551] addressed the verification problem by using
Certificate Authorities (CAs) to certify bindings between identities

and public keys. |In enterprise and nmanaged environnents, this
approach can provide a workabl e solution for encrypted and signed
emai | .

However, S/ M ME depl oynent has generally depended on access to CA
infrastructure and rel ated operational arrangenents, which has
limted participation outside nanaged environnments. This suggests
that a broadly depl oyabl e franework shoul d not depend on managed CA
infrastructure for baseline participation

1.1.3. DANE and DNS-Based Key Distribution

DANE [ RFC7671] and OPENPGPKEY [ RFC7929] contributed an inportant
architectural insight: the domain nanmespace is a natural place to
begi n when | ooking for keying information associ ated with addresses
under that namespace, and DNS is a natural nechanismfor discovering
where such information can be obtai ned.

However, storing per-user key material directly in DNS can create
operational challenges at large scale. DNSis well suited to
publ i shing domai n-1evel and service-level information, but per-user
key distribution may require storage, update, and retrieva

mechani sms that scale nore naturally through dat abase-backed services
and application-layer APIs.

The lesson is that DNS is well suited to discovery: it can tell a
client where to look for key information, while the key materia
itself may be better served through infrastructure that scal es

i ndependently of DNS

1.1.4. Web Key Directory

Web Key Directory (WKD) [I-D. koch-openpgp-webkey-service] partially
addressed this issue by separating publication fromDNS storage and
delivering keys over HTTPS. This denmonstrated the practical val ue of
using existing web infrastructure to distribute per-address key

mat eri al
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WKD defines a conventional donmai n-hosted |ocation at which an OpenPGP
key may be published for an email address. Because QpenPGP keys may
al so be distributed through other nmechanisns, failure to find a key
via WKD does not inply that no OQpenPGP key exists for that address

el sewhere. In addition, WKD is specific to OQpenPGP and enmi |
encryption, whereas DKA is intended as an application-agnostic
framework for distributing sel ector-scoped public keys for email -
address identifiers.

1.2. Wiy Now. Drivers

Several devel opnents nmake this a practical tinme to standardize a
framework for verified public-key distribution for enail-address
i dentifiers:

* *Passwordl ess authentication adoption*: FI D2/ WbAuthn and rel at ed
public-key login nodels are increasing demand for cryptographic
bi ndi ngs between user identifiers and public keys w thout reliance
on shared secrets.

* *End-to-end encryption at scal e*: Messagi ng and col | aborati on
systens increasingly need scal able, interoperable authentication
of public keys that does not depend on proprietary directories.

* *|nfrastructure readi ness*: DNSSEC depl oynment, DNS-over-HTTPS
[ RFC8484], and ubiquitous HTTPS provi de the discovery integrity
and transport security needed for DNS-designated key services.

* *Cryptographic transition*: Mgration to post-quantum al gorithns
(e.g., M.-KEM M.-DSA) benefits froma distribution framework that
is algorithmagnostic and can evol ve w t hout requiring protocol
redesi gn.

These factors do not create the need for verified public-key
distribution for enmil-address identifiers; that need has |ong

exi sted. Rather, they create conditions under which a franmework |ike
DKA can achi eve practical, increnmental deploynent.

1.3. Design Principles

The precedi ng di scussion notivates the follow ng design principles
for the DKA frameworKk:

* *Domai n-desi ghated authority.* A domain designates, using DNS, an
authoritative key service for identifiers under its namespace.
Authority over key records for a given identifier derives from
that domai n’s DNS desi gnation
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* *Scal able key distribution.* Per-identifier key material is stored
and served through infrastructure that scal es i ndependently of
DNS.

* *Verified binding.* The franework provi des nechani sns for
verifying the association between an email-address identifier and
its public key, and communicates which verification nmethods were
performed so that relying applications can apply local trust

policy.

* *Deterministic |lookup.* Gven an enmnil-address identifier and a
selector, a conformng client obtains a single definitive result
by following a fixed | ookup order: a matching key record, an
indication that no record exists, or an error.

* *Application agnosticism* The framework distributes keys without
prescribing or constraining what applications do with them

* *Cryptographic agility.* The framework does not prescribe a single
key type or algorithmand supports future cryptographi c schenes.

* *|ncrenental deploynent.* The framework operates over existing
DNS, emmil, and HTTPS infrastructure and does not require
coordi nat ed ecosystem w de upgrades.

1.4. Scope

Thi s docunent specifies the DKA franework: DNS-based designhation of
Domai n Key Authorities, the key | ookup protocol, the key registration
mechani sm and sel ector-scoped key nmanagenent .

The framework is application-agnostic. Applications that consume
DKA-di stributed keys (such as encrypted email, passwordl ess

aut hentication, or cryptocurrency wall et addressing) are outside the
scope of this docunent.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here
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3. Termi nol ogy

* *Email -Address ldentifier:* An identifier having the syntactic
formof an enmil address (local -part@onmain), used as the nane to
whi ch one or nore public keys can be bound. The syntax of enmail -
address identifiers follows [RFC5321].

* *Domain Portion:* The portion of an email -address identifier
following the "@ character.

* *Domain Key Authority (DKA):* A network-accessible service
designated by an Internet domain to collect, verify, store, and
di stribute public keys associated with enail -address identifiers
under that domain.

* *Designating Domain:* An Internet donmmin that publishes a DKA
Locator Record designating a DKA as authoritative for public keys
associated with enail -address identifiers under that donmain.

*  *DKA Locator Record:* A DNS TXT record at a well -known subdomain
by which a designating domain designates its DKA

* *Selector:* A string value that distinguishes one public key from
another for the sane enunil-address identifier, enabling different
keys for different application contexts.

* *Default Selector:* The sel ector value default, used when no
selector is explicitly specified.

* *Public Key Record:* A data object naintained by a DKA that
associates a public key with an email -address identifier and
sel ector, together with verification metadata and optiona
appl i cati on net adat a.

* *Verification Methods:* Nanmed nmet hods perfornmed by a DKA to verify
the associ ati on between an enmil-address identifier and a
submitted public key.

* *Key Lookup Request:* A request sent by a client to a DKAto
obtain the Public Key Record associated with a specified email -
address identifier and optional selector.

* *Key Lookup Response:* A response returned by a DKA containing the
requested Public Key Record, an indication that no matching record
exi sts, or an error

* *Requesting Client:* A software conponent that perforns DKA
di scovery and sends Key Lookup Requests.
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4.

* *Registrant:* An entity that submits a public key for association
with an email -address identifier.

Architecture Overvi ew

The DKA franmework is a distributed framework in which Internet
domai ns desi gnate Domain Key Authorities to act as key services for
emai | -address identifiers under those domains. The framework
separates four functions that have been confl ated, underspecified, or
application-bound in earlier approaches:

* *Designation of authority.* DNS provides the designation function
at domain granularity, identifying which service is authoritative
for key records under a given domain.

* *Storage of key material.* The DKA service stores per-identifier
key records at identifier-level granularity using infrastructure
that scal es i ndependently of DNS

* *Retrieval of key records.* The DKA service is discovered by
applications via DNS and accessed via HITPS to retrieve structured
key records with netadata.

* *ldentifier-to-key binding.* The framework treats an enuil -address
identifier as an Internet identifier to which one or nore public
keys may be bound, without limting use of those keys to emnai
transport. This separates the identifier’'s role as a routable
emai |l address fromits broader role as a nane for a person, agent,
service, or account in applications that consunme DKA-distributed
keys.

Thi s separation preserves domain-level authority while permtting key
storage and | ookup to be inpl enented usi ng databases, caches, or
ot her application-layer infrastructure.
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DKA Franewor k Architecture
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Figure 1: DKA Framework Architecture
4.1. Sel ector-Scoped Keys

An emmi |l -address identifier may be associated with multiple public
keys, each distinguished by a selector. Selectors allow different
applications to use different keys without the DKA interpreting what
the selectors nmean or what applications consune them

For exanple, an identifier mght have one key under sel ector default
for general use, another under auth for authentication, and another
under signing for digital signatures. The DKA stores and serves keys
by identifier and sel ector wi thout assigning semantic neaning to

sel ector values. Applications define their own sel ector conventions
i ndependent|y.

4.2. Cryptographic Agility

The DKA franmework does not prescribe a key type or al gorithm

Sel ector-scoped Public Key Records MAY mai ntain netadata associ ated
with each public key to indicate its cryptographic properties. This
crypt ographi ¢ agnostici sm enabl es the DKA framework to support future
crypt ographi ¢ schenes, includi ng post-quantum schenes.
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4.3. Determnistic Lookup

For any given (email -address identifier, selector) pair, a conformng
client queries the DKA designated by the identifier’s domain. |If
that DKA returns a matching Public Key Record, that record is the

| ookup result. |If the domain DKA returns a definitive not-found
result, or if no domain DKA is designated, the | ookup result is not
found, meaning that the framework defines no public key for that
(email -address identifier, selector) pair. Because all conform ng
clients follow this sane | ookup procedure, they obtain the sane
result for the sane (emmil-address identifier, selector) pair,
assuni ng the underlying DKA state i s unchanged.

4. 4. Increnental Depl oynent

4.5.

5.

The framework can be deployed by a single domain or multiple domains,
serving the email-identifiers of those domains. It is not dependent
on uni versal adoption

The framework operates over existing DNS, email, and HTTPS
infrastructure and does not depend on yet-to-be invented technol ogy
or protocols.

Di scovery and Retrieval Flow

A Requesting Cient begins with an email -address identifier for which
it seeks a public key. The flow proceeds as foll ows:

* The client queries DNS for a DKA Locator Record for the
identifier’s donain.

* |f a DKA Locator Record is found, the client queries the DKA. If
the domain DKA returns a matching Public Key Record, the |ookup is
conpl et e.

* |f no matching record is found at the donmain DKA, or if no DKA
Locator Record exists for the domain, the | ookup result is not
f ound.

The normative | ookup procedure is specified in Section 7.5.

DNS Desi gnati on
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5.1. DKA Locator Record
A domai n designates its DKA by publishing a TXT record at the DNS
nane fornmed by prepending " _dka." to the domain. The record fornmat
follows the tag-val ue syntax used by DMARC [ RFC7489] and DKI M
[ RFC6376] :
_dka. exanple.com IN TXT "v=DKAl; dka=dka.exanpl e.cont
The record contains the follow ng tags:

*  *vy=DKAl* (REQUIRED): Version tag identifying this as a DKA
designation record and indicating protocol version DKAL.

* *dka=* (REQUI RED): Hostname of the DKA service.

The record format is defined by the follow ng ABNF [ RFC5234]:

dka-record = version-tag *WBP ";" *WSP dka-tag *(*WsP ";" *WSP
future-tag)

versi on-tag %" v=DKA1"

dka-tag %" dka=" dka- host nane

dka- host nane sub-domain *("." sub-donai n)

sub- donmai n Let-dig [Ldh-str]

Let-dig ALPHA / DG T

Ldh-str *(ALPHA / DGAT / "-") Let-dig
future-tag tag-nane "=" tag-val ue

t ag- name ALPHA *(ALPHA / DIGT / "-")

t ag- val ue *(9%21-3A /| 9%&3C 7E)

; printable ASCI1 excluding ";"
Figure 2: ABNF for DKA Locator Record

The underscore-prefixed subdomain follows the conventions established
in [ RFC8552] for DNS nanes used with underscore-scoped service
desi gnati ons.

A domai n MJUST NOT publish nmore than one valid DKA Locator Record at
the sanme _dka subdomain. |[If nultiple TXT records exist at that nane,
a client MJST ignore records that do not contain a syntactically
valid v=DKAL tag. |If nore than one valid DKA Locator Record renains,
the client MIUST treat the condition as a configuration error.

Clients MJST ignore unrecognized tags in the DKA Locator Record.

This permts future versions to introduce additional tags w thout
breaki ng existing clients.
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5.

5.

5.

6.

2. DKA Service Endpoint

The DKA service identified by the DKA Locator Record MJST expose its
service root at the well-known URI path /.well-known/dka/. The | ookup
operation MJST be perforned at /.well-known/dka/l ookup. dients MJST
construct the full | ookup URI by combining the designated hostnane
with the | ookup path.

The DKA service MJIST be served over HITPS [ RFC9110]. dients MJST
NOT send Key Lookup Requests over unencrypted HTTP.

3. Subdomai n Scopi ng
Each domain portion in an emil-address identifier is treated as a
di stinct designating domain. A DKA Locator Record at
_dka. exanpl e. com desi gnates a DKA for enunil-address identifiers whose
domai n portion is exanple.com It does not apply to sub.exanpl e.com
or any ot her subdomain. A DKA Locator Record at _dka.sub. exanpl e. com
woul d be required to designate a DKA for sub.exanple.com Nothing in
this specification requires distinct DKAs for distinct domains or
subdomai ns; exampl e. com and sub. exanpl e. com MAY desi ghate the sane
DKA servi ce.

4. dient Discovery

G ven an emuil -address identifier user@xanple.com a Requesting
Client:

1. Extracts the donmmin portion: exanple.com

2. Queries DNS for TXT records at _dka. exanpl e. com

3. Parses the response for a record containing v=DKAL.
4. Extracts the DKA hostnane fromthe dka= tag.

5. Constructs the DKA | ookup URI as https://<dka-hostname>/.well -
known/ dka/ | ookup.

Key Regi stration
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6.1. Registration Protoco

A registrant submts a public key to a DKA by email. A DKA MJST
accept registration nmessages at the mail box register @dka-host nane>,
wher e <dka- hostnanme> is the hostnane specified in the dka= tag of the
DKA Locator Record. The operator MAY inplenent this mail box using

al i ases, forwarding, or other local mail handling arrangenments. A
domai n MAY additionally provide a conveni ence address such as

regi st er-dka@domai n> that forwards to the DKA registration mail box,
but support for such forwarding is outside the scope of this

speci fication.

Public key registration follows a two-step protocol

*Step 1 -- Initiation.*
The registrant sends an email fromthe emai|l address to be associ ated
with the key to the DKA registration nail box.

*Step 2 -- Token exchange and key subm ssion.*

The DKA responds to the subm ssion email address with a verification
email containing a unique, time-limted verification token and
instructions for conpleting registration. The registrant replies
with the verification token and a JSON payl oad containing the public
key and optional registration paraneters:

{
"token": "<verification-token>",
"public_key": "<baseb64-encoded-key>",
"selector": "<optional; defaults to 'default’>",
"metadata": {}

}

In version DKAl, the JSON payl oad MJST be included either
1. ina MM part with Content-Type: application/json, or

2. as the entire content of a text/plain MME part whose body parses
as a conplete, syntactically valid JSON val ue.

If neither condition is met, the DKA MJST reject the subm ssion
Future versions of this specification may define additiona
submi ssi on mechanisnms. It is expected that key submission and

verification workflows will typically be perfornmed with the aid of
aut omat ed assi st ants.
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The reply email MJIST originate fromthe sane email address to which
the verification token was sent. The DKA MUST verify that the From
header on the reply matches the address to which the token was
del i vered

6. 2. Donmai n Verification

A DKA MUST verify that the domain portion of the subm ssion emai
address matches the domain the DKA serves. |f the domain portion
does not nmatch, the DKA MJUST reject the subni ssion

6.3. Emmil-Address Verification

The registration protocol described above establishes the
registrant’s control of the subm ssion ermail address through two
nmechani sns:

*  *Mail box control.*
The verification token is delivered to the subm ssion email
address and nust be returned by the registrant. Successful return
of the token confirns that the registrant has access to the
mai | box associated with the subm ssion email address.

*  *DKIMvalidation.*
The DKA validates the DKIM signhature [ RFC6376] on the registration
reply and verifies that the domain in the From address is the sane
as the DKIM signing domain identified by the d= tag. |If these
checks succeed, the DKA records the verification method dkim
val i dati on.

The DKA records which verification nmethods were successfully
performed. These are reported in the verification_nethods field of
the Key Lookup Response.

The framework MAY accommbdat e additional verification nmethods in
future specifications. The initial verification nethod identifiers
are:

* mail box-control: The registrant denonstrated control of the
mai | box.

* dkimvalidation: A DKA-defined verification outcome indicating
that the registration reply passed DKI M signature validation and
that the domain in the From address matched the DKI M signing
domain. This identifier docunments what checks were perfornmed by
the DKA; it does not by itself inply any broader security or
pol i cy neani ng beyond those checks.
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6.4. Verification Tokens

Verification tokens MIJST be generated with sufficient entropy to
resist brute-force guessing. Tokens SHOULD contain at |east 128 bits
of entropy generated using a cryptographically secure random source.

Verification tokens MIST have a finite expiration period. The DKA
MUST comuni cate the expiration period to the registrant in the
verification email. The DKA MJST reject registration replies
cont ai ni ng expired tokens.

6.5. Key Representation and Storage

The public_key field MIST be a base64-encoded val ue and t he DKA MJST
verify that the public_key field is syntactically valid base64 before
storing the Public Key Record.

The use of base64 is a representation requirenent, not a
cryptographic one. It provides a uniformway to carry arbitrary
public-key material in JSON, email, and HTTP w thout requiring the
DKA to understand the underlying key format. The framework remains
cryptographically agnostic because it does not prescribe the
algorithm structure, or senmantic interpretation of the decoded key
mat eri al

Upon successful verification, the DKA stores the public key as a
Public Key Record associated with the subm ssion email address and
selector. |If a Public Key Record already exists for the sanme email -
address identifier and selector, the new record replaces it, and the
record’ s version nunber is increnented.

6.5. 1. Identifier Normalization

For storage and matching, the DKA MJUST nornmalize the domain portion
of the email-address identifier to | owercase. The local part MJST be
preserved exactly as subnmitted and MJUST NOT be case-nornalized or
otherw se rewitten.

*Design Note:* Enmil-address identifiers are used beyond emai
transport (e.g., as login identifiers, cryptographic identities,
or wallet addresses). Provider-specific email canonicalization
rules (such as dot rempval or plus-tag stripping) are not
appropriate for these broader use cases and woul d break
determni stic | ookup.

The DKA MUST NOT apply provider-specific transformati ons such as dot

renoval , plus-tag stripping, or other canonicalization rules not
defined by this specification
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6.6. Registration Confirmation and Rejecti on Messages

Upon successful registration, update, or deletion of a Public Key
Record, the DKA SHOULD send a confirmation enmail to the subm ssion
emai | address indicating the outcone and the sel ector affected.

If a registration or deletion request fails (due to an expired or
invalid token, invalid base64 in the public_key field, a domain

m smat ch, a payl oad containing both public_key and "delete": true, or
any other reason) the DKA SHOULD send a rejection email to the

submi ssion enail address indicating the reason for rejection. The
DKA MUST NOT store or nodify any Public Key Record as a result of a
failed request.

6.7. Key Deletion

A registrant may request deletion of a Public Key Record by
initiating the registration protocol and replying to the verification
token with a JSON payl oad that identifies the selector to be del eted:

"token": "<verification-token>",
"selector": "<optional; defaults to 'default’>",
"delete": true

}

A del etion payl oad MUST NOT contain a public_key field. |If a payl oad
contains both a public_key field and "delete": true, the DKA MJST
reject the request.

A registration payload containing a valid public_key field and no
"delete": true is a create-or-replace operation for the Public Key
Record associated with the subm ssion emai|l address and sel ector
This operation is authorized by mail box-control verification rather
than by signature froma previously regi stered key; see

Section 9. 3. 1.

The DKA perforns the same verification as for registration before
deleting the record identified by the subm ssion ermail address and
selector. |If no selector field is present, the DKA del etes the
Public Key Record associated with the default selector. |If no

mat chi ng Public Key Record exists, the DKA SHOULD treat the request
as successfully conpl et ed.
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Key Regi stration Fl ow

Regi st rant DKA Mai | box
I I
| Step 1. Email to DKA |
R EEEEEEEERTREEE >
I I
| Step 2: Verification token |
| |
I I
| Step 3: Reply with token + |
| public key (JSON) |
R RSEREEEEEEEEE >
I I
| e o o - +
| | Verify: |
| | - Mailbox ctrl |
| | - DKIMvalid
| | - Dommin match
| o e e e e a e oo m +
I
| Step 4: Confirmation (SHOULD) |
I
I

[ Key stored]
Figure 3: Key Registration Fl ow
7. Key Lookup
7.1. Lookup Request

A Requesting Cient obtains a Public Key Record by sending an HTTPS
CGET request to the DKA s | ookup path:

CGET https://dka. exanpl e. coni . wel | - known/ dka/ | ookup
?enui | _addr ess=bob%l0exanpl e. con&sel ect or =def aul t

The enmi | _address paraneter is REQUI RED and specifies the email -
address identifier to be | ooked up. The paraneter val ue MJST be
percent - encoded as needed for use in a URl query conponent, as
specified in [RFC3986]. For exanple, the @character MJST be encoded
as %0. For matching purposes, the DKA MIST apply the sane
identifier normalization rules used during registration and storage.

The sel ector paraneter is OPTIONAL. |If omtted, the DKA returns the
Public Key Record associated with the default sel ector.
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7.2.

Lookup Response

The DKA MJST return all responses with Content-Type: application/
j son.

A successful | ookup returns a JSON object with the follow ng fields:

{

}

"emai | _address": "bob@xanpl e. cont,
"selector": "default",
"public_key": "LSOtLSICRUdJTi...",
"verification_nethods": ["nmail box-control", "dkimvalidation"],
"met adata": {

"al gorithni: "RSA",

"format": "base64- PEM,

"expires": "2027-01-31T00: 00: 00Z"
},
"version": 1,
"updated_at": "2026-03-31T22: 31: 20+00: 00"

Field definitions:

*

*emai | _address* (REQUI RED): The emmil -address identifier
associ ated with the Public Key Record.

*sel ector* (REQUI RED): The sel ector val ue.
*publ i c_key* (REQUI RED): The base64-encoded public key.

*verification_methods* (REQU RED): An array of verification nethod
identifiers indicating which methods the DKA successfully
performed when the key was registered. This field provides
provenance information for the key-to-identifier binding. It does
not assert a trust level; relying applications apply their own
trust policies based on the reported nethods.

*met adat a* (REQUI RED): A JSON obj ect containing key-val ue pairs
provided by the registrant during registration. MAY be an enpty
object. The DKA stores and returns netadata without interpreting
its contents.

*version* (REQU RED): An integer increnmented each time the Public
Key Record for this emil -address identifier and selector is
updated. Clients MAY use the version to detect key changes.
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* *ypdated_at* (REQU RED): An | SO 8601 tinestanp indicating the tine
at which the Public Key Record was created, or if later nodified,
nmost recently updat ed.

If no Public Key Record exists for the specified enuail-address
identifier and selector, the DKA MJUST return an HTTP 404 response.
The response MJUST NOT di stinguish between "no keys exist for this
identifier" and "keys exist for this identifier but not under the
specified selector.”

7.3. Error Responses

When a request cannot be fulfilled, the DKA MJST return an
appropriate HITP status code with a JSON body containing at m ni nrum
the following fields:

{

"error": "<error-code>",
"message": "<human-readabl e description>"

}
The followi ng error codes are defi ned:
* not_found: No matching Public Key Record exists (HTTP 404).

* invalid_request: The request is malformed or mssing required
paraneters (HTTP 400).

* rate_ limted: The client has exceeded the DKA's rate limt (HTTP
429).

* server_error: An internal error prevented the DKA fromfulfilling
the request (HTTP 500).

DKAs MAY define additional error codes. Cients MIST treat
unrecogni zed error codes as equivalent to server_error.

7.4. Caching

DKAs SHOULD i ncl ude appropriate Cache-Control headers in | ookup
responses.

Positive | ookup responses MAY be cached, but DKAs SHOULD use cache

lifetimes that reflect the possibility of key replacenment or
del eti on.
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Negati ve | ookup responses (HTTP 404) MAY al so be cached for a short
duration in order to reduce repeated query |load. Short negative-
cache lifetimes are RECOVVENDED.

The specific caching policy is an operational decision for each DKA
7.5. Lookup Order

A Requesting Cient |ooking up a public key for a given (email -
address identifier, selector) pair MJST proceed as foll ows:

1. The client extracts the domain portion of the identifier
2. The client queries DNS for a DKA Locator Record at _dka.<domai n>

3. If no DKA Locator Record is found, the | ookup result is not
found. Wthin the framework, no public key is defined for the
queried (enmnil-address identifier, selector) pair.

4, |f a DKA Locator Record is found, the client obtains the DKA
host nane.

5. The client constructs the | ookup URL and sends a Key Lookup
Request to the DKA, specifying the email-address identifier and
optionally a sel ector

6. If the domain DKA returns a matching Public Key Record, the
| ookup is conplete with the matching Public Key Record as the
result of the | ookup

7. If the domain DKA returns a 404 response for the requested
(identifier, selector) pair, the | ookup result is not found.
Wthin the framework, no public key is defined for that pair.

8. If the domain DKA returns a non-404 error (such as HTTP 500, 429,
or a network timeout), the client SHOULD treat the condition as a
transient failure and MAY retry. A non-404 error is not a not-
found result.

This order is determnistic: for any given (identifier, selector)

pair, a conforming client always obtains the sanme result regardl ess
of inplenentation.
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Key Lookup FI ow

Requesti ng Domai n
Cient DNS DKA
I I
| _dka. <domai n>? | |
| > | |
| None or DKA hostnane | |
| <o | |
| GET /.well-known/ dka/l ookup |
------------------------------------------ >|
| Public Key Record or 404 |
| S |

Figure 4: Key Lookup Fl ow
8. Selectors
8.1. The Default Sel ector

Every DKA MUST support a selector value of default. A registration
that does not specify a selector is stored under the default

sel ector. A |lookup that does not specify a selector returns the
Public Key Record associated with the default sel ector.

This ensures that the sinplest interaction with the framework ---
registering a key without specifying a selector, |ooking up a key
wi t hout specifying a selector --- works without the registrant or
requesting client being aware of the sel ector nechani sm

8.2. Selector Naning

Sel ector values are case-insensitive ASCII strings. The reserved
sel ector val ue default MJST be supported by every conforning DKA and
is used when no selector is explicitly specified. Oher selector
val ues MJUST be one or nore ASCI| letters or digits, may include
hyphens only in non-initial and non-final positions, and MJUST NOT
exceed 63 characters. Selector values are conpared case-

i nsensitively.

The syntax of a selector value is defined by the follow ng ABNF
[ RFC5234] :
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default / non-default-selector

%" defaul t"

sel ect or - body

sel ector-start [selector-niddle] selector-end
ALPHA / DA T

0*61(ALPHA / DIGT / "-")

ALPHA / DA T

sel ect or

defaul t
non-def aul t - sel ect or
sel ect or - body

sel ector-start

sel ector-m ddl e

sel ect or-end

Figure 5: ABNF for Sel ector Val ues

The DKA framewor k defines one reserved sel ector val ue, default, which
every conform ng DKA MJST support. Apart fromdefault, this
specification does not define a registry of selector values or assign
semantic neaning to selectors. Applications that consume DKA-

di stributed keys define their own sel ector conventions independently
of this specification

8.3. Miltiple Keys

9

9

An emmi | -address identifier MAY be associated with any number of
Public Key Records under different selectors at the same DKA. Each
(email -address identifier, selector) pair identifies at nobst one
Public Key Record. Registration, update, and del eti on operations act
on a single (identifier, selector) pair.

Security Considerations
1. Security Properties
The DKA franmework provides two core security-relevant properties:

* Verified provenance of key-to-identifier bindings. The framework
reports what verification methods were successfully performed when
a public key was registered for an enmil-address identifier.

* Determnistic discovery and | ookup. For a given (enmil-address
identifier, selector) pair, conforming clients follow a fixed
di scovery and | ookup procedure that yields a single framework-
defined result: a matching Public Key Record, an indication that
no matching record exists, or an error.

After a successful |ookup, a Requesting Client can determ ne that:

* For the queried (enmail-address identifier, selector) pair, if the
conform ng | ookup procedure returns a Public Key Record, that
record is the framework-defined result for that pair. |If the
conform ng | ookup procedure returns a definitive not-found result,
then the framework defines no public key for that pair.
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* The public key was submitted by a party who denonstrated contro
of the mail box associated with the emil-address identifier at the
time of registration (if mailbox-control is reported).

* The submi ssion satisfied the DKA-defined checks corresponding to
dkimvalidation (if dkimvalidation is reported).

The framework does not provide end-to-end authentication of the
registrant’s identity, does not attest to the registrant’s possession
of the corresponding private key (see Section 9.3.1), and does not by
itself provide transparency or historical continuity of keys.

9.2. Verification Provides Provenance, Not Trust

The verification_nethods field in a Key Lookup Response reports what
the DKA verified when the key was registered. It does not assert a
trust level or reconmend a |l evel of reliance.

A consuming application that accepts keys verified only by mail box-
control knows that someone with mail box access regi stered the key,
but has no dommi n-Ievel endorsenment of that binding. An application
that additionally requires dkimvalidation knows that the
registration satisfied the DKA-defined checks associated with that
verification nethod.

Applications SHOULD sel ect verification requirenents based on their
threat nodel and the consequences of accepting a fraudul ent key.

9.3. Live Key Distribution vs. Certificate PK

The DKA framework enbodies a different security nodel from
traditional certificate PKI. Conventional PKlIs are built around

Il ong-lived keys, certificate expiration periods, revocation

mechani sns, and continuity of trust over tine. By contrast, DKA is
designed for live discovery of the currently published key for an
(enuil -address identifier, selector) pair at the tine of use.

This difference affects lifecycle managenent. |n the DKA franework,
registration, replacenment, and del etion of key records are governed
by control of the mail box associated with the enmil -address
identifier, rather than by signatures from previously registered
keys. This nodel favors rapid recovery and key agility over
cryptographic continuity of record control
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9.3.1. Mailbox Control as the Lifecycle Trust Anchor

The primary threat to the key-to-identifier binding is conprom se of
the registrant’s emai|l account, which would allow an attacker to
register a fraudulent key. This risk is inherent to any systemthat
uses enmil -based verification and is nitigated by strong enuil
account security practices, including nulti-factor authentication.

In the DKA framework, authorization for key registration,

repl acenent, and deletion is based on control of the mail box
associated with the email-address identifier, not on proof of
possession of a previously registered private key. This is an

i ntentional design choice. The DKA trust nodel treats continued
mai | box control as the basis for maintaining the key-to-identifier
bi nding over tine. As a result, a registrant who retains mail box
control can replace or delete a Public Key Record even if the
previously associated private key has been | ost, rotated away, or
conprom sed

Applications that require cryptographic continuity of keys or signed
updat e aut hori zation, or stronger |lifecycle assurances MJST | ayer
such nechani sns above the DKA framework

9.3.2. Proof-of-Possession and Lifecycle Operations

Pr oof - of - possessi on (PoP) verification is explicitly out of scope for
this specification. The DKA framework is intentionally designed to
operate at the key distribution layer, not the cryptographic protoco
| ayer. Incorporating PoP would require the DKA to:

* understand and validate algorithmspecific signature schenes,

* generate and nmanage cryptographic chall enges appropriate to each
key type,

* inplement replay protection and nonce validation |ogic, and

* potentially maintain session state for nulti-step cryptographic
handshakes.

These requirenments would bind the distribution infrastructure to
speci fic cryptographic protocols, undermning the framework’s
cryptographic agility and application agnhostici smdesign principles.

The DKA franmework therefore does not require signed updates, signed
del etions, or other proof-of-possession checks tied to a previously
regi stered private key. Mailbox control remains the |ifecycle trust
anchor. Applications that require assurance of private key
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possessi on SHOULD perform an application-Iayer proof-of-possession
chall enge directly with the key hol der, using the cryptographic
protocol appropriate to the key type and use case. The DKA provides
the verified public key; the application perforns the cryptographic
val i dati on.

Future specifications nmay define a standardi zed, al gorithmagnostic
PoP extension for the DKA framework that preserves this separation of
concerns. Until then, proof of private key possession remmins an
application-layer responsibility.

9.4. Metadata Authenticity

The netadata field in a Public Key Record is self-asserted by the
registrant (or an application acting on the registrant’s behal f) and
is stored and returned by the DKA without interpretation, validation,
or semantic processing. The DKA treats netadata as opaque key-val ue
pai rs comuni cated by the registrant to consuming applications
regardi ng the public key.

This design is intentional: the DKA framework is application-
agnostic, and different applications may define their own netadata
conventions for different selectors. Further, different
cryptographic algorithnse may require different nmetadata. The DKA
does not define the keys that belong in netadata, nor does it verify
their val ues.

9.5. Key Lifecycle

Key updates and del etions follow the sane verification requirenents
as initial registration. Detailed key |lifecycle managenent,
including rotation policies, revocation mechanisns, and nulti-device
coordi nation, is expected to be addressed in future specifications.

Future specifications nmay al so define transparency |ogs or other
mechani snms for tracking the public-key history of (emmil-address
identifier, selector) pairs.

9.6. Transport Security
DKA service endpoints MJST be served over HITPS to protect the

integrity of | ookup responses and prevent substitution of key
mat eri al by on-path attackers.
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7. DNS Security

The DKA framework relies on DNS for discovery of Donmain Key

Aut horities and therefore inherits the known vulnerabilities of the
DNS protocol, including cache poi soning, unauthorized zone
nmodi fi cation, and man-in-the-mddl e attacks on queries that are not
protected by DNSSEC. Wthout DNSSEC validation, an attacker capable
of poisoning the cache for a _dka. <domai n> record coul d redirect
clients to a malicious DKA service that supplies attacker-controlled
public keys, thereby underm ning the integrity of key-to-identifier
bi ndi ngs.

Domai ns t hat publish DKA Locator Records SHOULD depl oy DNSSEC to
provide origin authentication and data integrity for those records.

8. Non- Enuneration

A DKA MUST NOT provide any interface that enunerates email-address
identifiers for which Public Key Records exist.

A DKA MUST NOT provide any interface that enunerates sel ector val ues
associated with a given email -address identifier.

Lookups are point queries only: given an enuil -address identifier and
a selector, the DKA returns the matching record or indicates that no
mat chi ng record exists. Wen no matching record exists, the DKA MJST
NOT di stingui sh between "this identifier has no keys" and "this
identifier has keys but not under the specified selector”". Both
cases produce the sane response.

9. Rate Linmting

DKAs SHOULD inplenment rate limting on Key Lookup Requests to
mtigate enuneration attenpts through brute-force querying of
identifier-selector conbinations.

Privacy Considerations

The DKA framewor k publishes public-key bindings for email -address
identifiers. As with any public | ookup nmechanism this creates
privacy considerations related to the exposure of identifier
participation, netadata, and | ookup behavi or.

A successful |ookup reveals that a given (emmil-address identifier,
sel ector) pair has a registered Public Key Record at a particul ar
DKA. This may disclose that the identifier participates in the
franmework and, in sone cases, that the registrant uses nultiple
selectors for different application contexts. Although the DKA
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11.

framewor k prohibits enuneration interfaces and recomends rate
limting, a determ ned attacker may still attenpt to infer
participation through repeated point queries.

The framework mtigates sone privacy risks by decentralizing storage
and | ookup. Public Key Records are not nmaintained in a single globa
repository. Donains MAY operate their own DKAs, thereby limting
centralized aggregation of identifier-to-key bindings.

The DKA franmework does not require subm ssion, escrow, or storage of
private keys. DKAs store only public-key material and associ ated
met adata. Conpromi se of a DKA therefore does not, by itself, revea
private keys.

The framework avoi ds dependence on a separate revocation authority.
A registrant who controls the nmil box associated with an email -
address identifier can replace or delete a Public Key Record using
the sane verification process as registration. This allows users to
revoke or rotate keys without relying on an external certificate or
revocation service

DKA operators will generally be able to observe | ookup requests and
registration traffic, including queried identifiers, source
addresses, and timng information. Operators SHOULD minim ze
retention of |ogs containing personal data, SHOULD protect such |ogs
appropriately, and SHOULD publish clear retention policies where

f easi bl e.

Appl i cations using DKA-distributed keys shoul d consi der whether a

| ookup may itself disclose user intent. For exanple, querying for a
recipient’s key may reveal an intention to comunicate securely with
that recipient. The |ookup selector may reveal the purpose or
application context of such conmunication. Applications with
stronger privacy requirenments MAY use additional measures such as
query mnim zation, proxying, or privacy-preserving access

mechani sns.

The framework supports self-service key recovery, provided the user
retains control of the associated nail box.

Manageabi |l ity Consi derations
DKA operators are responsible for maintaining reliable, secure, and

scal abl e key services. This section outlines operationa
consi derations for deploying and managi ng DKAs.
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1. Service Availability

DKA services SHOULD be operated with high availability. Operators
SHOULD depl oy redundant infrastructure, |oad bal ancing, and
monitoring to ensure consistent responsiveness to | ookup and

regi stration requests.

2. Logging and Mbonitoring

Qperators SHOULD i npl ement | oggi ng sufficient to di agnose operati onal
i ssues, detect abuse, and support security investigations. Logs
SHOULD avoi d storing unnecessary personal data and SHOULD be
protected appropriately. Retention periods SHOULD be m nimi zed.

3. Abuse Mtigation

DKAs SHOULD inplenent rate limting, anomaly detection, and other
abuse controls to prevent enuneration attenpts, denial-of-service
attacks, and malicious registration behavior.

4. Key Storage Integrity

Qperators MJST ensure that stored Public Key Records are protected
agai nst unaut horized nodi fication. Storage systens SHOULD support
integrity verification, access control, and regul ar backups.

5. DNS Qperations

Domai ns publ i shing DKA Locator Records SHOULD mmi ntai n DNSSEC si gni ng
and nonitoring. Operators SHOULD ensure tinely updates to DKA

host names and SHOULD avoid stale or conflicting records.

6. Email Deliverability

The DKA operator SHOULD configure the domain’s mail infrastructure so
that verification nmessages sent fromregister@dka-hostnanme> to

reci pi ents under that domain are reliably accepted and are not
rejected or filtered as spam

7. Operational Transparency

Qperators SHOULD publish docunentati on descri bing service behavior,
retention policies, rate limts, and operational practices.

| ANA Consi der ations
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Thi s docunent
verification
registry are:

DKA Fr anmewo

Regi stration

requests registration of

Table 1

i on Met hods Registry

requests establishment of an | ANA registry for

met hod identifiers. The

| Identifier
[ st
| mail box-control

subm ssi on emi l

rk May 2026

the follow ng well-known URI

[ b oo e e o)
| Val ue |
Yo+
| dka |
i I +
| IETF |
I I T +
| This document |
i +
| permanent |
i I +

DKA

initial contents of the

| Reference |

ey ey —p—_—

Regi strant denonstrated control | This |
of the mail box for the | document |
addr ess | |

---------------- S

| DKA-defined verification outcome | This |
| for a registration reply that | docunent |
| passes DKIMvalidation and that | |
| the domain in the From address | |
| matched the DKI M signing domain | |
St N +

Table 2

New entries may be added through the Specification Required [ RFC83126]

policy.
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Changes from Previ ous Version

di fference between this version (draft-swam nat han-dka-

framewor k- 01) and the previous version (draft-swani nat han- dka-
framework-00) is that this version drops the Fall back DKA ai med at
hel pi ng the bootstrapping of the framework entirely. The sel ector
syntax, ABNF, and other details have been tightened, and the text has
been edited for clarity.
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Appendi x B. Conpl ete Exanpl e

This appendi x illustrates the full DKA discovery, registration, and
| ookup fl ow using a working depl oynent.

B.1. DNS Discovery

A Requesting dient seeks the public key for alice@xanple.com It
queries DNS:

_dka. exanple.com IN TXT "v=DKAL; dka=dka. exanpl e. cont

The client parses the record and deternmines that the DKA for
exanpl e.comis | ocated at dka.exanpl e.com

B.2. Key Registration
Alice registers a public key with her domain’ s DKA:

1. Alice sends an email from alice@xanple.comto
regi st er @ka. exanpl e. com

2. The DKA responds with a verification enail:
Subj ect: DKA: Your Verification Token
Your DKA verification token:
XGsQqf j XyJy8y6l VsKAUZQyM al LOG6f ThhK8KN
This token expires in 600 seconds.
To register a public key, reply with:
Subj ect: register
Body (JSON): {"token": "<token>", "public_key": "<base64>",

"selector": "<optional>", "metadata": {}}

3. Alice replies fromalice@xanple.comwth:
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Subj ect: register
Body:
{
"token": "XGs@qfj XyJy8y6l VsKAUZQm al LOG6f ThhK8KN',
"public_key": "LSOtLSICRUdJTi...",
"selector": "default",
"met adata": {
"al gorithni: "RSA",
"format": "base64- PEM',
"expires": "2027-01-31T00: 00: 00Z"

}
}

4. The DKA verifies mail box control and applies the checks
associated with dki mvalidation, then stores the key.

B.3. Key Lookup --- Donmain DKA
The Requesting Cient sends a | ookup request:

GET https://dka. exanpl e. contf . wel | - known/ dka/ | ookup
?emi | _addr ess=al i ce%0exanpl e. com&sel ect or =def aul t

The DKA returns:

{
"emni | _address”: "alice@xanpl e. cont,
"selector": "default",
"public_key": "LSOtLS1CRUdJTi BQVUIMSUMgSOVZLSOL . . . ",
"verification_nethods": ["nmail box-control", "dkimvalidation"],
"met adata": {
"al gorithni: "RSA",
"format": "base64-PEM,
"expires": "2027-01-31T00: 00: 00Z"
},
"version": 1,
"updated_at": "2026-03-31T22: 31: 20+00: 00"
}
Because the donmain DKA returned a matching record, the | ookup is
conpl et e.

Appendi x C. Reference |nplenentation

An open-source reference inplementation of the DKA framework is
avail able. The inplenentation serves as the DKA for any donain once
a configuration variable is set to that domain and the dommin’s DNS
record is configured as described in Section 5.
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Appendi x D. Wbirking Denonstration

A wor ki ng denonstration of the DKA framework, illustrating key
regi stration and key | ookup is available at:

* https://denourl . us/dka

D.1. Appendi x: Example Sel ector Conventions for Early Depl oynent
(I'nformational)

Thi s appendi x provi des non-nornative exanples that early adopters MAY
find useful. It does not create a registry, does not define
interoperability requirements, and does not constrain future
specifications or application-specific selector conventions.

Applications MAY use sel ector values such as the follow ng as |oca
conventi ons:

* default -- General -purpose key for the identifier

* encrypt -- Key intended for confidential nessage encryption

* auth -- Key intended for authentication or chall enge-response
* sign -- Key intended for docunent or nessage signing

These val ues are exanmples only. Applications are free to define
additional or alternative selectors.

Aut hor’ s Addr ess
Ki shore Swam nat han
I ndependent

United States
Emai |l : k.s.swam nat han@ i ve. com
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