I ndi vi dual Subni ssi on K. Swani nat han
I nternet-Draft I ndependent
I ntended status: Standards Track 20 April 2026
Expires: 22 Cctober 2026

Domai n Key Authorities (DKA): DNS-Designhated Public Key Distribution for
Emai | - Address ldentifiers
dr af t - swam nat han- dka- f r amewor k- 00

Abst ract

Thi s docunent specifies the Domain Key Authority (DKA) franmework, a
DNS- anchored public-key distribution nmechanismfor the email -address
nanespace. The framework enables an Internet domain to designate an
authoritative key service that verifies, stores, and distributes

sel ector-scoped public keys for emmil -address identifiers under that
domai n. A Fall back DKA (fDKA) provides coverage for identifiers
whose donmi ns have not depl oyed a DKA, addressing the bootstrapping
probl em t hat has hi ndered conparabl e proposals. The result is a
decentralized, determnistic, and application-agnostic framework for
verified public-key discovery that supports increnental depl oynent
and cryptographic agility.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-swan nat han-dka- f ramework/ .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 22 Cctober 2026.
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1. Introduction

Emai | addresses are widely used as identifiers for individuals and
aut omat ed agents on the Internet. Beyond email comrunication, they
serve as login identifiers for banking, governnent services,
e-conmer ce, social nedia, healthcare portals, and enterprise
applications. Despite this ubiquity, there is no commonly adopted
mechani sm by which a public key can be associated with an enai
address and di scovered in a consistent, interoperable manner

Such a nechani sm coul d enabl e end-to-end encrypted enmail wi thout
proprietary infrastructure, digitally signed nessages with stronger
origin assurance, passwordless authentication in which a relying
party verifies possession of a private key rather than a shared
secret, and secure key distribution for nessaging systenms and rel ated
pr ot ocol s.

Infrastructure franmeworks that depend on per-donai n depl oynent for
initial utility face a well-known bootstrapping chal |l enge:
applications lack incentive to inplenment the framework until enough
domai ns have depl oyed, and domains | ack incentive to deploy unti
enough applications create demand. A successful franmework nust
address this bootstrappi ng problemto achi eve practical depl oynent.

Over the past three decades, several systens have addressed parts of
this problem Each contributed inmportant ideas, but each al so
revealed limtations that informthe design requirenents for a nore
depl oyabl e franeworKk.

1.1. Prior Approaches and Lessons Learned
1.1.1. OpenPGP and the Web of Trust

QpenPGP [ RFC9580] introduced a decentralized nodel in which users
generate their own key pairs and other users may certify bindings
between identities and keys through a web of trust. Public keys can
be upl oaded to key servers for distribution

Thi s nodel denonstrated the val ue of decentralized key generation and
distribution, but it has seen |imted depl oynent outside technically
sophi sticated comunities. |In particular, user-to-user certification
does not scale well for the general Internet popul ation, key servers
do not by thenselves establish verified bindings between an enuil
address and a subnitted key, and key discovery is not determnistic:
a relying party may need to consult multiple servers, and the absence
of a key at one location does not establish that no key exists.

Swani nat han Expires 22 COctober 2026 [ Page 4]



I nternet-Draft DKA Fr amewor k April 2026

These observati ons suggest that a nore depl oyable framework shoul d
provide built-in verification of the binding between an email address
and its public key, should support determ nistic |ookup, and should
not depend on user-to-user coordination for routine operation

1.1.2. S/MME and Certificate Authorities

S/'M ME [ RFC8551] addressed the verification problem by using
Certificate Authorities (CAs) to certify bindings between identities

and public keys. In enterprise and nmanaged environnents, this
approach can provide a workable solution for encrypted and si gned
emai | .

However, S/ M ME depl oynent has generally depended on access to CA
infrastructure and rel ated operational arrangenents, which has
limted participation outside managed environnments. This suggests
that a broadly depl oyabl e framework shoul d support participation by
any emmi |l address, including addresses under domai ns that have not
depl oyed specialized PKlI infrastructure of their own.

1.1.3. DANE and DNS-Based Key Distribution

DANE [ RFC7671] and OPENPGPKEY [ RFC7929] contributed an inportant
architectural insight: the domain is a natural authority for

i nformati on about addresses under its namespace, and DNS is a natura
mechani sm for designating that authority.

However, storing per-user key material directly in DNS can create
operational challenges at large scale. DNS is well suited to
publ i shing domai n-1evel and service-level information, but per-user
key distribution may require storage, update, and retrieva

mechani sms that scale nore naturally through dat abase-backed services
and application-layer APIs.

The lesson is that DNS is well suited for designating where
authoritative key information can be obtained, while the key nateri al
itself may be better served through infrastructure that scales

i ndependently of DNS

1.1.4. Wb Key Directory

Web Key Directory (WKD) [I-D. koch- openpgp-webkey-service] partially
addressed this issue by separating publication fromDNS storage and
delivering keys over HTTPS. This denmponstrated the practical val ue of
using existing web infrastructure to distribute per-address key

mat eri al
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However, VKD relies on domai n-hosted publication w thout defining a
broader framework for verified key registrati on and universal | ookup
coverage. Further, WKDis |limted to a particular application
context and does not define a general nechanismfor distributing

mul tiple keys for the sane identifier for different uses.

1.2. Design Principles

The precedi ng di scussion notivates the foll ow ng design principles
for the DKA franmework:

*  *Domai n-desi gnated authority.* A domain designates, using DNS, an
authoritative key service for identifiers under its nanespace.
Aut hority over key records for a given identifier derives from
that domain’s DNS designation

* *Scal abl e key distribution.* Per-identifier key material is stored
and served through infrastructure that scal es i ndependently of
DNS.

* *Verified binding.* The franmework provides nechani sns for
verifying the associati on between an enmil -address identifier and
its public key, and comuni cates which verification nmethods were
performed so that relying applications can apply | ocal trust

policy.

* *Determnistic |ookup.* Gven an email -address identifier and a
sel ector, a conforming client obtains a single definitive result
by following a fixed | ookup order: a matching key record, an
indication that no record exists, or an error

* *Application agnosticism* The framework distributes keys w thout
prescribing or constraining what applications do with them

* *Cryptographic agility.* The franework does not prescribe a single
key type or algorithmand supports future cryptographic schenes.

* *|ncremental deployment.* The framework operates over existing
DNS, emmil, and HITPS infrastructure and does not require
coordi nat ed ecosystem w de upgrades.

* *Universal coverage.* Via the Fallback DKA (fDKA), the franework
provi des i nredi ate coverage for every emmil-address identifier
regardl ess of whether that identifier’s domain has depl oyed a DKA,
addr essi ng the bootstrapping problemthat has Iimted adoption of
conpar abl e proposal s.
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1.3. Scope

Thi s docunent specifies the DKA franmework: DNS-based designation of
Domai n Key Authorities, the key | ookup protocol, the key registration
mechani sm sel ector-scoped key nanagenent, and the Fal | back DKA.

The framework is application-agnostic. Applications that consune
DKA-di stributed keys (such as encrypted email, passwordl ess

aut hentication, or cryptocurrency wall et addressing) are outside the
scope of this docunent.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Term nol ogy

* *Enmmil-Address ldentifier:* An identifier having the syntactic
formof an enmil address (local -part@onain), used as the nane to
whi ch one or nore public keys can be bound. The syntax of enail -
address identifiers follows [RFC5321].

* *Domain Portion:* The portion of an enunil-address identifier
following the "@ character.

* *Domain Key Authority (DKA):* A network-accessible service
designated by an Internet domain to collect, verify, store, and
distribute public keys associated with email-address identifiers
under that domain.

*  *Fal | back DKA (fDKA):* A DKA designated by a well-known donain
that accepts key registrations fromenuail-address identifiers
bel onging to any domain. The fDKA is operationally identical to a
domai n DKA except that it does not restrict registrations to a
si ngl e domai n.

* *Designating Donmain:* An Internet donmain that publishes a DKA
Locator Record designating a DKA as authoritative for public keys
associated with ennil -address identifiers under that domain

*  *DKA Locator Record:* A DNS TXT record at a wel | -known subdonai n
by which a designating domain designates its DKA
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* *Selector:* A string value that distinguishes one public key from
anot her for the same ennil-address identifier, enabling different
keys for different application contexts.

* *Default Selector:* The sel ector value "default", used when no
selector is explicitly specified.

* *Public Key Record:* A data object maintained by a DKA that
associates a public key with an email -address identifier and
sel ector, together with verification netadata and optiona
appl i cation netadat a.

* *Verification Methods:* Naned nmethods perforned by a DKA to verify
the association between an email -address identifier and a
submitted public key.

* *Key Lookup Request:* A request sent by a client to a DKAto
obtain the Public Key Record associated with a specified email -
address identifier and optional selector.

* *Key Lookup Response:* A response returned by a DKA containing the
requested Public Key Record, an indication that no matching record
exi sts, or an error

* *Requesting Client:* A software conponent that perfornms DKA
di scovery and sends Key Lookup Requests.

* *Registrant:* An entity that subnmits a public key for association
with an enmail -address identifier.

4., Architecture Overview

The DKA framework is a distributed framework in which Internet
dommi ns designate Domain Key Authorities to act as key services for
enmui | -address identifiers under those domains. The franmework
separates four functions that have been confl ated, underspecified, or
appl i cation-bound in earlier approaches:

* *Designation of authority.* DNS provides the designation function
at dommin granularity, identifying which service is authoritative
for key records under a given donain.

* *Storage of key material.* The DKA service stores per-identifier

key records at identifier-level granularity using infrastructure
that scal es i ndependently of DNS
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* *Retrieval of key records.* The DKA service is discovered by
applications via DNS and accessed via HITPS to retrieve structured
key records wi th netadata.

* *|dentifier-to-key binding.* The framework treats an enmil -address
identifier as an Internet identifier to which one or nore public
keys may be bound, without limting use of those keys to enmil
transport. This separates the identifier’'s role as a routable
emai |l address fromits broader role as a nane for a person, agent,
service, or account in applications that consunme DKA-distributed
keys.

Thi s separation preserves domain-l1evel authority while permtting key
storage and | ookup to be inpl enented usi ng databases, caches, or
ot her application-layer infrastructure.

DKA Framework Architecture

o m m e o e o oo +
| DNS Layer |
I I
| _dka. al pha. com _dka. beta. org _dka. f dka. ar pa |
| v=DKAL; dka=... v=DKA1; dka=. .. v=DKA1; dka=. .. |
| | | | (1 ANA governance) |
oo |- |- |- +
| Designates | Designates | Designates
% % %
o o m o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm— oo oo +

I I
I I
| . S ST RS + ememeem e +
| | DKA for | | DKA for | | Fallback DKA |
| | al pha.com | | beta.org | | (any domain) |
| AR, Neeeo o + oo ---- AVEpR +  A--------- LA +
o o m o o oo +
I
al i ce@l pha. com bob@et a. org carol @mai | . com

(no domai n DKA)

Figure 1: DKA Framework Architecture
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4.1. Lookup Priority

The | ookup protocol gives priority to the domain DKA for any (enmail -
address identifier, selector) pair it holds. For a given pair, the
client queries the domain DKA first. |If the domain DKA returns a
mat chi ng record, the | ookup is conplete and the fDKA is not queried.
If the domain DKA does not hold a record for that pair, or if no
domai n DKA exists, the client queries the fDKA. The conplete
procedure is specified in Section 7.5.

4.2. Universal Coverage

The Fal | back DKA (fDKA), designated by a well-known domain under | ANA
gover nance, accepts registrations fromany email-address identifier
regardl ess of its domain. The fDKA addresses the bootstrapping
problem any email address can register a key with the fDKA and any
application can query it, creating a usable key-distribution service
frominitial deploynment without requiring per-domai n adoption

As individual domains deploy their own DKAs, the | ookup order
(Section 7.5) naturally gives priority to domai n-desi gnated services
The fDKA continues to serve (identifier, selector) pairs for which
the donmain DKA has no record, ensuring uninterrupted coverage during
the transition.

4.3. Sel ector-Scoped Keys

An enmi |l -address identifier may be associated with nmultiple public
keys, each distinguished by a selector. Selectors allow different
applications to use different keys without the DKA interpreting what
the selectors nmean or what applications consune them

For exanple, an identifier mght have one key under sel ector
"default" for general use, another under "auth" for authentication,
and anot her under "signing" for digital signatures. The DKA stores
and serves keys by identifier and selector w thout assigning semantic
meaning to sel ector values. Applications define their own sel ector
conventions independently.

4.4. Cryptographic Agility

The DKA framework does not prescribe a key type or al gorithm

Sel ect or-scoped Public Key Records MAY mmi ntain netadata associ ated
with each public key to indicate its cryptographic properties. This
crypt ographi ¢ agnostici sm enables the DKA framework to support future
crypt ographi ¢ schenes, including post-quantum schenes.
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4.5. Determnistic Lookup

For any given (email -address identifier, selector) pair, a conformng
client follows a fixed | ookup order. The client first queries the
DKA designated by the identifier's domain. |If that DKA returns a

mat chi ng Public Key Record, that record is the | ookup result and the
client does not query the fDKA for the same pair. |If the domain DKA
returns no matching record, or if no domain DKA is designated, the
client queries the fDKA, whose response becomes the final result.
Because all conforming clients follow this sanme ordered procedure,
they obtain the sane result for the sanme (emmil -address identifier,
sel ector) pair, assumng the underlying DKA state is unchanged.

4.6. Increnental Depl oynent
The framework operates over existing DNS, email, and HTTPS
infrastructure and is not dependent on universal adoption. Enmail-
address identifiers under domains that have depl oyed a DKA use their
respective DKAs for key distribution. Email-address identifiers
under dommi ns that have not depl oyed a DKA use the fDKA

4.7. Discovery and Retrieval Flow

A Requesting Cient begins with an email-address identifier for which
it seeks a public key. The flow proceeds as foll ows:

1. The client extracts the domain portion of the identifier
2. The client queries DNS for a DKA Locator Record at _dka. <donmi n>.

3. |If a DKA Locator Record is found, the client obtains the DKA
host nane.

4. The client constructs the | ookup URL and sends a Key Lookup
Request to the DKA, specifying the email-address identifier and
optionally a sel ector

5. If the DKA returns a matching Public Key Record, the | ookup is
compl et e.

6. If no matching record is found at the domain DKA, or if no DKA
Locator Record exists for the domain, the client sends a Key
Lookup Request to the fDKA.

5. DNS Designation
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5.1. DKA Locator Record

A domai n designates its DKA by publishing a TXT record at the DNS
nane fornmed by prepending " _dka." to the domain. The record fornmat
follows the tag-val ue syntax used by DVARC [ RFC7489] and DKI M

[ RFC6376] :

_dka. exanple.com IN TXT "v=DKAl; dka=dka.exanpl e.cont
The record contains the follow ng tags:

*  *vy=DKAl* (REQUIRED): Version tag identifying this as a DKA
designation record and indicating protocol version DKAL.

*  *dka=* (REQUI RED): Hostname of the DKA service

The record format is defined by the follow ng ABNF [ RFC5234]:
dka-record "
versi on-tag
dka-tag

dka- host nane

version-tag ";
%" v=DKA1"
%" dka=" dka- host nane
sub-domain *("." sub-donai n)
; sub-domain as defined in RFC 5321, Section 4.1.2
tag-nane "=" tag-val ue
ALPHA *(ALPHA / DIGAT / "-")
*(9%21-3A /| %3C 7E)
; printable ASCI1 excluding ";"

dka-tag *(";" future-tag)

future-tag
t ag- name
t ag-val ue

Figure 2: ABNF for DKA Locator Record

The underscore-prefixed subdormai n foll ows the conventions established
in [RFC8552] for DNS nanes used with underscore-scoped service
desi gnati ons.

A domai n MJUST NOT publish nore than one valid DKA Locator Record at
the same _dka subdomain. |If nultiple TXT records exist at that name,
a client MJST ignore records that do not contain a syntactically
valid v=DKAl tag. |If nore than one valid DKA Locator Record remains,
the client MIUST treat the condition as a configuration error

Clients MJST ignore unrecogni zed tags in the DKA Locator Record.

This pernits future versions to introduce additional tags w thout
breaki ng existing clients.
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5

5

5.

5

2

3.

4.

5

DKA Servi ce Endpoi nt

The DKA service identified by the DKA Locator Record MJST expose its
| ookup interface at the well-known URI path /.well-known/dka/ as
defined by [ RFC8615].

The DKA service MJIST be served over HTTPS [ RFC9110]. dients MJST
NOT send Key Lookup Requests over unencrypted HTTP

f DKA Desi gnati on

The fDKA is designated by a well-known domai n nanaged under | ANA
governance. The designation uses the same DKA Locator Record fornat
as domai n DKAs. The recomended designation is fdka.arpa. The
correspondi ng DKA Locator Record woul d be:

_dka. fdka.arpa. IN TXT "v=DKAL; dka=dka. fdka. arpa"

The fDKA is intended to operate as a shared conmunity infrastructure
service, anal ogous to other |ANA-managed infrastructure zones such as
those under the .arpa top-level domain (see RFC 3172). |1ANA will
designate the domain, and the I ETF community will determ ne the
detail ed operational arrangenents including selection of operator(s),
servi ce expectations, abuse mitigation policies, and transparency
requi renents through the normal | ETF process.

The fDKA inplenents the sane registration, verification, |ookup, and
response protocols as a domain DKA, with the sole difference that it
does not enforce domain verification (Section 6.2). Operators of the
f DKA zone MUST publish the DKA Locator Record with DNSSEC signi ng and
are expected to follow established best practices for high-
availability infrastructure services, including robust rate limting,
moni toring, and mninmal |ogging of personal data.

Subdomai n Scopi ng

Each domain portion in an enmil-address identifier is treated as a

di stinct designating domain. A DKA Locator Record at

_dka. exanpl e. com desi gnates a DKA for enumil-address identifiers whose
dommi n portion is exanple.com It does not apply to sub.exanple.com
or any other subdonmain. A DKA Locator Record at _dka. sub. exanpl e. com
woul d be required to designate a DKA for sub. exanpl e.com

Client Discovery

G ven an enmuil -address identifier user@xanple.com a Requesting
Cient:
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1. Extracts the dommin portion: exanple.com

2. Queries DNS for TXT records at _dka. exanpl e.com

3. Parses the response for a record containi ng v=DKAL.
4. Extracts the DKA hostnane fromthe dka= tag.

5. Constructs the DKA Service Endpoint as https://<dka-
host name>/ . wel | - known/ dka/ .

6. Key Registration
6.1. Registration Protoco

A registrant submits a public key to a DKA by email. The
registration follows a two-step protocol

*Step 1 -- Initiation.*

The regi strant sends an email fromthe enmail address to be associ ated
with the key (the subm ssion email address) to the DKA s designated
mai | box. The enail need not contain any specific content.

*Step 2 -- Token exchange and key subm ssion. *

The DKA responds to the subm ssion ermail address with a verification
email containing a unique, time-limted verification token and
instructions for conpleting registration. The registrant replies
with the verification token and a JSON payl oad containing the public
key and optional registration paraneters:

{
"token": "<verification-token>",
"public_key": "<base64-encoded-key>",
"selector": "<optional; defaults to 'default’>",
"metadata": {}
}
In version DKA1l, the JSON payl oad MJST be included in the body of the
reply email. The DKA MJIST extract the JSON fromthe first MM part

with Content-Type: application/json, or, if no such part exists, from
the first text/plain MM part whose content parses as valid JSON
Future versions of this specification may define additiona

submi ssi on mechanisnms. It is expected that key submission and
verification workflow will be performed through the use of automated
assi stants.

Swani nat han Expires 22 COctober 2026 [ Page 14]



I nternet-Draft DKA Fr amewor k April 2026

The reply email MJIST originate fromthe sane email address to which
the verification token was sent. The DKA MUST verify that the sender
address on the reply matches the address to which the token was
del i vered

6. 2. Donmai n Verification

A domai n-scoped DKA MJST verify that the domain portion of the
submi ssion emai|l address matches the domain the DKA serves. |[If the
domai n portion does not match, the DKA MJST reject the subm ssion

An f DKA does not performthis donmain check and accepts public keys
fromany email address. This is the sole protocol-level difference
bet ween a domai n DKA and the f DKA.

6.3. Emmil-Address Verification

The regi stration protocol described above establishes the
registrant’s control of the subm ssion email address through two
mechani sns:

*  *Mail box control.*
The verification token is delivered to the subm ssion emil
address and nust be returned by the registrant. Successful return
of the token confirns that the registrant has access to the
mai | box associated with the subm ssion enmail|l address.

* *DKIMvalidation.*
The DKA validates the DKIM signature [ RFC6376] on the registration
reply and verifies that the domain in the From address is the sane
as the DKIM signing donmain identified by the d= tag. |f these
checks succeed, the DKA records the verification method dkim
val i dati on.

The DKA records which verification nethods were successfully
performed. These are reported in the verification_nethods field of
the Key Lookup Response.

The framework is designed to accommodat e additional verification
met hods in future specifications. The initial verification nethod
identifiers are:

* mail box-control: The registrant denonstrated control of the
mai | box.

* dkimvalidation: A DKA-defined verification outcone indicating

that the registration reply passed DKIM signature validation and
that the domain in the From address matched the DKI M signing
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domain. This identifier documents what checks were perfornmed by
the DKA; it does not by itself inply any broader security or
pol i cy neani ng beyond those checks.

6.4. Token Expiration

Verification tokens MIST have a finite expiration period. The DKA
MUST comuni cate the expiration period to the registrant in the
verification email. The DKA MJST reject registration replies
cont ai ni ng expired tokens.

6.5. Key Storage

Upon successful verification, the DKA stores the public key as a
Public Key Record associated with the subm ssion email address and
selector. |If a Public Key Record already exists for the sanme email -
address identifier and selector, the new record replaces it, and the
record’ s version nunber is increnented.

The public_key field contains a base64-encoded val ue. The DKA MUST
verify that the public_key field is syntactically valid base64 before
storing the Public Key Record. The DKA stores and serves this val ue
without interpreting its decoded contents. The framework does not
prescribe the key type, algorithm or format of the encoded key
material. Interpretation of the decoded key material is the
responsibility of the consum ng application

6.6. Registration Confirmation

Upon successful registration, update, or deletion of a Public Key
Record, the DKA SHOULD send a confirmation email to the submi ssion
emai | address indicating the outconme and the sel ector affected.

6.7. Key Deletion

A registrant may request deletion of a Public Key Record by
initiating the registration protocol and replying to the verification
token with a JSON payl oad that identifies the selector to be del eted:

"token": "<verification-token>",
"selector": "<optional; defaults to 'default’>",
"del ete": true

}

A del etion payl oad MUST NOT contain a public_key field. |If a payload
contains both a public_key field and "delete": true, the DKA MJST
reject the request.
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7.

7.

1.

A registration payload containing a valid public_key field and no
"delete": true is a create-or-replace operation for the Public Key
Record associated with the subm ssion email address and sel ector.

The DKA perforns the sanme verification as for registration before
deleting the record identified by the subm ssion email address and
selector. |If no selector field is present, the DKA del etes the
Public Key Record associated with the default selector. |If no

mat chi ng Public Key Record exists, the DKA SHOULD treat the request
as successfully conpl et ed.

Key Regi stration Fl ow

Regi st rant DKA Mai | box
| |
| Step 1. Emmil to DKA |
R RREEEEEEEETEEEE >
I I
| Step 2: Verification token |
e EREEEEEEEE |
| |
| Step 3: Reply with token + |
| public key (JSON) |
R RREEEEEEETEEEE >
I I
| o e e e e a e oo m +
| | Verify: |
| | - Mailbox ctrl |
| | - DKIMvalid |
| | - Dommin match |
I | (domai n DKA) |
| o e e e e a e oo m +
|
| Step 4: Confirmation (SHOULD) |
| e |
| [ Key stored]

Figure 3: Key Registration Flow
Key Lookup

Lookup Request

A Requesting Cient obtains a Public Key Record by sending an HTTPS
CGET request to the DKA' s | ookup endpoint:

GET https://<dka-host>/.well-known/ dka/l ookup
?enmai | _addr ess=<per cent - encoded- enuni | >&sel ect or =<sel ect or >
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The enmi | _address paraneter is REQUI RED and specifies the email -
address identifier. The value MJST be percent-encoded per [RFC3986];
in particular, the "@ character MJST be encoded as %l0.

The sel ector paraneter is OPTIONAL. |If omtted, the DKA returns the
Public Key Record associated with the default sel ector.

7.2. Lookup Response

The DKA MUST return all responses with Content-Type: application/
j son.

A successful | ookup returns a JSON object with the follow ng fields:

{

"emni | _address": "bob@xanpl e.coni,

"selector": "default",

"public_key": "LSOtLSICRUdJTi...",

"verification_nethods": ["mail box-control", "dkimvalidation"],

"met adat a": {
"algorithnf: "RSA",
"format": "base64- PEM',
"expires": "2027-01-31T00: 00: 00Z"
b
"version": 1,
"updated_at": "2026-03-31T22: 31: 20+00: 00"
}

Field definitions:

* *email|l _address* (REQUI RED): The emmil -address identifier
associated with the Public Key Record

* *gelector* (REQUI RED): The sel ector val ue.
* *public_key* (REQUI RED): The base64-encoded public key.

* *yerification_methods* (REQU RED): An array of verification nethod
identifiers indicating which methods the DKA successfully
performed when the key was registered. This field provides
provenance information for the key-to-identifier binding. It does
not assert a trust level; relying applications apply their own
trust policies based on the reported nethods.

*  *metadata* (REQUI RED): A JSON object containing key-value pairs
provided by the registrant during registration. MAY be an enpty
object. The DKA stores and returns nmetadata without interpreting
its contents.
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* *version* (REQU RED): An integer increnented each time the Public
Key Record for this emil -address identifier and selector is
updated. Clients MAY use the version to detect key changes.

* *updated at* (REQUI RED): An | SO 8601 tinestanp indicating when the
Public Key Record was |ast nodified.

If no Public Key Record exists for the specified email -address
identifier and selector, the DKA MJST return an HTTP 404 response.
The response MJUST NOT di stinguish between "no keys exist for this
identifier" and "keys exist for this identifier but not under the
specified selector.”

7.3. Error Responses

When a request cannot be fulfilled, the DKA MJST return an
appropriate HITP status code with a JSON body containing at mnininum
the follow ng fields:

{

"error": "<error-code>",
"message": "<human-readabl e descri pti on>"

}

The following error codes are defined:
* not_found: No matching Public Key Record exists (HTTP 404).

* invalid request: The request is nmalformed or m ssing required
paraneters (HTTP 400).

* rate_limted: The client has exceeded the DKA's rate limt (HTTP
429).

* server_error: An internal error prevented the DKA fromfulfilling
the request (HTTP 500).

DKAs MAY define additional error codes. Cdients MIST treat
unrecogni zed error codes as equivalent to server_error

7.4. Caching
DKAs SHOULD i ncl ude appropri ate Cache-Control headers in | ookup

responses. The specific caching policy is an operational decision
for each DKA.
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7.5. Lookup Order

A Requesting Cient |ooking up a public key for a given (email -
address identifier, selector) pair MJST proceed as foll ows:

1. The client queries DNS for a DKA Locator Record for the
identifier’s domain.

2. If a DKA Locator Record is found, the client sends a Key Lookup
Request to the designated domai n DKA.

3. If the domain DKA returns a matching Public Key Record, the
| ookup is complete. The client MJUST NOT query the fDKA for the
same (identifier, selector) pair.

4. 1f the domain DKA returns a 404 response for the requested
(identifier, selector) pair, or if no DKA Locator Record exists
for the domain, the client sends a Key Lookup Request to the
f DKA.

5. The result fromthe fDKA (a matching record or 404) is the fina
resul t.

This order is determnistic: for any given (identifier, selector)
pair, a conforming client always obtains the sane result regardl ess
of inplementation. The domain DKA has priority; the fDKA serves as
the fallback for (identifier, selector) pairs that the domai n DKA
does not hol d.

A user MAY register keys at both their domain DKA and the fDKA. For
a given enuil-address identifier and selector, a conforning client
first queries the domain DKA. |If the domain DKA returns a key for
that selector, that key is the |lookup result. Qherw se, the client
queries the fDKA, and a key returned by the fDKA becones the | ookup
resul t.
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Key Lookup FI ow

Requesti ng Domai n
Cient DNS DKA f DKA
I I I
| _dka. <domai n>? | | |
|- > | |
| DKA host name | | |
| <o | | |
| GET /.well-known/ dka/l ookup | |
|- > |
| Public Key Record or 404 | |
| mrrmne | |
| [Only if domain DKA returned 404 or no DKA exists] |
| GET /.well-known/ dka/l ookup |
R T e EEERTEEES >
| Public Key Record or 404 |
e EEEEREEEE |
Figure 4: Key Lookup Fl ow
8. Selectors
8.1. The Default Selector
Every DKA MUST support a selector value of "default". A registration

that does not specify a selector is stored under the default
sel ector. A |lookup that does not specify a selector returns the
Public Key Record associated with the default sel ector.

This ensures that the sinplest interaction with the framework ---
registering a key wi thout specifying a selector, |ooking up a key
wi t hout specifying a selector --- works without the registrant or
requesting client being aware of the sel ector nechani sm

8.2. Selector Naning
Sel ector values are case-insensitive ASCI| strings consisting of
letters, digits, and hyphens. Sel ector values MJST NOT begin or end
with a hyphen. Selector values MJST NOT exceed 63 characters in
| engt h.

The syntax of a selector value is defined by the foll owi ng ABNF
[ RFC5234] :
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sel ect or sel ector-char *(selector-char / "-") selector-char /
sel ector-char

ALPHA / DA T

; maxi mum 63 characters total

; "-" may appear only between sel ector-char el enents

sel ector-char

Figure 5: ABNF for Selector Values

The DKA framework defines one reserved sel ector value, "default”,

whi ch every conform ng DKA MJUST support. Apart from"default", this

specification does not define a registry of selector values or assign
semantic neaning to selectors. Applications that consunme DKA-

di stributed keys define their own sel ector conventions independently

of this specification

8.3. Miltiple Keys

An enmi | -address identifier MAY be associated with any nunber of
Public Key Records under different selectors at the same DKA. Each
(email -address identifier, selector) pair identifies at nost one
Public Key Record. Registration, update, and del etion operations act
on a single (identifier, selector) pair.

9. The Fal |l back DKA
9.1. Purpose

The fDKA is necessary to bootstrap the DKA framework. Wthout the

f DKA, the framework woul d provide service only for identifiers under
domai ns that have al ready depl oyed a DKA, creating a depl oynment

deadl ock in which applications have linted incentive to inplenent
the framework until enough donmins participate, and domai ns have
limted incentive to deploy until enough applications consune it.

The fDKA breaks this deadl ock by providing an i medi ately avail abl e

| ocation at which any ennil -address identifier can register a key and
fromwhich clients can retrieve keys using the sanme | ookup nodel .

9.2. Designation
The fDKA is designated by a well-known domai n nanaged under | ANA

governance. The designation uses the sane DKA Locator Record fornmat
as dommi n DKAs.
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9. 3.

9. 4.

10.

10.

Oper ati onal Equi val ence

The fDKA inplenents the sanme registration protocol, verification

met hods, | ookup protocol, and response format as a domain DKA. The
sol e operational difference is that the f DKA does not perform donain
verification (Section 6.2): it accepts registrations fromenail -
address identifiers belonging to any domain.

A conform ng fDKA inplenentation is identical to a conformng domain
DKA inplenentation with the donmain restriction renoved.

Regi strati on | ndependence

The domain DKA and the fDKA are independent key stores. A user MAY
regi ster keys at both their domain DKA and the fDKA. The existence
of a dommi n DKA does not prevent a user fromregistering at the fDKA,
and a dormai n DKA does not suppress the fDKA. For a given
(identifier, selector) pair, the domain DKA takes precedence in the

| ookup order (Section 7.5). As a result, the domain DKA has priority
for selectors it serves, while the fDKA can serve sel ectors not
present at the domai n DKA.

Future specifications nmay define nmechani sms by which a user can
express a policy regarding which of their regi stered keys shoul d be
preferred for a given purpose.

Security Considerations
1. Security Property

The DKA framework provides a single security property: verified
provenance of the key-to-identifier binding. After a successfu
| ookup, a Requesting Client can determne that:

* The public key was subnitted by a party who denonstrated contro
of the mail box associated with the emmil-address identifier at the
time of registration (if mail box-control is reported).

* The subm ssion satisfied the DKA-defined checks corresponding to
dkimvalidation (if dkimvalidation is reported).

The framework does not provide end-to-end authentication of the
registrant’s identity, does not attest to the registrant’s possession
of the corresponding private key (see Section 10.5), and does not by
itself provide transparency or historical continuity of keys.
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10.

10.

10.

Future specifications may define transparency |ogs or other
mechani sms for tracking the public-key history of (emmil-address
identifier, selector) pairs.

2. Transport Security

DKA service endpoi nts MJST be served over HITPS to protect the
integrity of | ookup responses and prevent substitution of key
mat eri al by on-path attackers.

3. DNS Security

The DKA framework relies on DNS for discovery of Domain Key

Aut horities and therefore inherits the known vul nerabilities of the
DNS protocol, including cache poisoning, unauthorized zone
nodi fi cations, and man-in-the-mddl e attacks on queries that are not
protected by DNSSEC. Wthout DNSSEC validation, an attacker capable
of poisoning the cache for a _dka. <donmai n> record coul d redirect
clients to a malicious DKA service that supplies attacker-controlled
public keys, thereby underm ning the integrity of key-to-identifier
bi ndi ngs.

Domai ns t hat publish DKA Locator Records SHOULD depl oy DNSSEC to
provide origin authentication and data integrity for these records.
The DKA Locator Record designating the Fallback DKA (fDKA) MJST be
signed with DNSSEC, as the fDKA m ght serve a | arge number of enmai
address identifiers. Operators of the fDKA zone are expected to
fol | ow established DNSSEC operational practices, including regular
key rollover and nonitoring.

4. \Verification Provides Provenance, Not Trust

The verification_nethods field in a Key Lookup Response reports what
the DKA verified when the key was registered. It does not assert a
trust level or reconmend a | evel of reliance.

A consuming application that accepts keys verified only by mail box-
control knows that someone with mail box access regi stered the key,
but has no dommi n-Ievel endorsenment of that binding. An application
that additionally requires dkimvalidation knows that the
registration satisfied the DKA-defined checks associated with that
verification nethod. Neither nmethod verifies that the registrant
possesses the correspondi ng private key.

Applications SHOULD sel ect verification requirenents based on their
threat nodel and the consequences of accepting a fraudul ent key. The
framewor k does not inpose policy; it provides the provenance data
from whi ch applications can nake informed deci sions.
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10.5. Mail box Conprom se

The primary threat to the key-to-identifier binding is conprom se of
the registrant’s emai|l account, which would allow an attacker to
register a fraudulent key. This risk is inherent to any systemthat
uses enmil -based verification and is nitigated by strong enuil
account security practices, including nulti-factor authentication.

The current registration protocol verifies that the registrant
controls the nmail box associated with the email-address identifier but
does not verify that the regi strant possesses the private key
corresponding to the submitted public key. A proof-of-possession
mechani sm in which the registrant signs a challenge with the
correspondi ng private key, would strengthen the key-to-identifier

bi nding by ensuring that only a party holding the private key can
register it. Such a mechanismis expected to be addressed in a
future specification.

10. 6. Non- Enunerati on

A DKA MJST NOT provide any interface that enunerates emmil -address
identifiers for which Public Key Records exist.

A DKA MJUST NOT provide any interface that enunerates sel ector val ues
associated with a given enail -address identifier.

Lookups are point queries only: given an email -address identifier and
a selector, the DKA returns the matching record or indicates that no
mat chi ng record exists. Wen no matching record exists, the DKA MJST
NOT di stinguish between "this identifier has no keys" and "this
identifier has keys but not under the specified selector.” Both
cases produce the sane response.

10.7. Rate Limting

DKAs SHOULD inplenent rate limting on Key Lookup Requests to
mtigate enuneration attenpts through brute-force querying of
identifier-selector conbinations.

10.8. Metadata Authenticity
The netadata field in a Public Key Record is self-asserted by the
registrant and is not verified by the DKA. Consuming applications

MUST NOT treat netadata values (such as algorithmidentifiers or
expiration dates) as authoritative w thout independent verification
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10.

11.

9. Key Lifecycle

Key updates and del etions follow the sane verification requirenents
as initial registration. Detailed key lifecycle managenent,
including rotation policies, revocation nechanisns, and nulti-device
coordi nation, is expected to be addressed in future specifications.
Key transparency | ogs, which would allow clients to detect unexpected
key changes, are a potential future extension

Privacy Consi derations

The DKA framewor k publishes public-key bindings for email -address
identifiers. As with any public | ookup nmechanism this creates
privacy considerations related to the exposure of identifier
participation, netadata, and | ookup behavi or.

A successful |ookup reveals that a given (emmil-address identifier,
sel ector) pair has a registered Public Key Record at a particul ar
DKA. This may disclose that the identifier participates in the
framework and, in some cases, that the registrant uses multiple
selectors for different application contexts. Although the DKA
framework prohibits enuneration interfaces and recomrends rate
limting, a determ ned attacker may still attenpt to infer
participation through repeated point queries.

The framework mtigates some privacy risks by decentralizing storage
and | ookup. Public Key Records are not nmaintained in a single globa
repository. Donains MAY operate their own DKAs, thereby limting
centralized aggregation of identifier-to-key bindings. The fDKA
provi des universal coverage without requiring all domains to depl oy
their owmn DKAs, but it also concentrates |ookup traffic for

i dentifiers whose donmai ns have not depl oyed a DKA.

The DKA franmework does not require subm ssion, escrow, or storage of
private keys. DKAs store only public-key material and associ ated
met adata. Conpromi se of a DKA therefore does not, by itself, revea
private keys.

The framework avoi ds dependence on a separate revocation authority.
A registrant who controls the nmil box associated with an email -
address identifier can replace or delete a Public Key Record using
the sane verification process as registration. This allows users to
revoke or rotate keys without relying on an external certificate or
revocation service

DKA and fDKA operators will generally be able to observe | ookup
requests and registration traffic, including queried identifiers,
source addresses, and timng information. Operators SHOULD minim ze
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12.

12.

12.

12.

12.

retention of |ogs containing personal data, SHOULD protect such | ogs
appropriately, and SHOULD publish clear retention policies where
f easi bl e.

Appl i cations using DKA-distributed keys shoul d consi der whether a

| ookup may itself disclose user intent. For exanple, querying for a
recipient’s key may reveal an intention to comunicate securely with
that recipient. The |ookup selector may reveal the purpose or
application context of such conmunication. Applications with
stronger privacy requirenments MAY use additional measures such as
query mnim zation, proxying, or privacy-preserving access

mechani sns.

The framework supports self-service key recovery, provided the user
retains control of the associated nail box.

Manageabi |l ity Consi derations

DKA operators are responsible for maintaining reliable, secure, and
scal abl e key services. This section outlines operationa
consi derations for deploying and managi ng DKAs and t he fDKA.

1. Service Availability

DKA services SHOULD be operated with high availability. Operators
SHOULD depl oy redundant infrastructure, |oad bal ancing, and
monitoring to ensure consi stent responsiveness to | ookup and

regi stration requests.

2. Loggi ng and Mnitoring

Operators SHOULD i npl ement | oggi ng sufficient to di agnose operationa
i ssues, detect abuse, and support security investigations. Logs
SHOULD avoi d storing unnecessary personal data and SHOULD be
protected appropriately. Retention periods SHOULD be m ni ni zed.

3. Abuse Mtigation

DKAs SHOULD inplenment rate limting, anomaly detection, and other

abuse controls to prevent enuneration attenpts, denial-of-service

attacks, and nalicious registration behavior.

4. Key Storage Integrity

Operators MJST ensure that stored Public Key Records are protected

agai nst unaut horized nodification. Storage systens SHOULD support
integrity verification, access control, and regul ar backups.
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12.5. DNS Operations
Domai ns publ i shing DKA Locat or Records SHOULD mai nt ai n DNSSEC si gni ng
and nonitoring. Operators SHOULD ensure tinely updates to DKA
host names and SHOULD avoi d stale or conflicting records.

12.6. Operational Transparency
Operators SHOULD publ i sh docunentati on descri bing service behavior,
retention policies, rate limts, and operational practices. For the
f DKA, such transparency is especially inportant due to its role as a
shared infrastructure service

13. | ANA Consi derations

13.1. Well-Known URI Registration

Thi s docunent requests registration of the foll owi ng well-known URI
[ RFC8615] :

[} et ————————————— Ll p—p——_—
| Field | Val ue |
B sy ey
| URI suffix | dka |
T I IRy +
| Change controller | ITETF |
o e e e e e e e e oo o - T +
| Specification docunent | This docunent |
e S I +
| Status | pernmanent |
T I IR +

Table 1
13.2. f DKA Domain

Thi s docunment requests designation of a well-known domain for the
Fal | back DKA under | ANA governance. The operational nodel for the
fDKA is that of a community-operated infrastructure service: | ANA
desi gnates the domain nane, and the | ETF conmunity deternines the
operational arrangenents through the normal | ETF process, simlar to
other infrastructure services under the .arpa top-level donain.

The recomended designation is fdka.arpa. The correspondi ng DKA
Locat or Record woul d be

_dka. fdka.arpa. IN TXT "v=DKAL; dka=dka. fdka. arpa"
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13.

14.

14.

3. Verification Methods Registry

Thi s docunent requests establishment of an | ANA registry for DKA
verification nethod identifiers. The initial contents of the
registry are:

| Identifier | Description | Reference |

[} gl ———— e p—p—p—p—_———————————————(——————(——_—_ Lpp—p—p—p—(—————r

| mail box-control | Registrant denonstrated | This |

| | control of the mail box for | document |
I I

t he subni ssion enail address
| DKA-defined verification | This
| outconme for a registration |
| reply that passes DKIM |
| validation and the additional |
| dommi n-consi stency checks |
| defined by this specification |
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New entries may be added through the Specification Required [ RFC3126]
pol i cy.
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Appendi x A.  Conpl ete Exampl e

This appendi x illustrates the full DKA discovery, registration, and
| ookup flow using a working depl oynment.

A.1. DNS Discovery

A Requesting Oient seeks the public key for alice@xanple.com It
queri es DNS:

_dka. exanple.com IN TXT "v=DKAl; dka=dka. exanpl e.cont

The client parses the record and deternines that the DKA for
exanple.comis | ocated at dka.exanple.com

A. 2. Key Registration
Alice registers a public key with her domain’ s DKA:

1. Alice sends an email fromalice@xanple.comto
dka@ka. exanpl e. com

2. The DKA responds with a verification email:
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Subj ect: DKA: Your Verification Token
Your DKA verification token:

XGsQqf j XyJy8y6l VsKAUZQM al LOG6f ThhK8KN
Thi s token expires in 600 seconds.

To register a public key, reply with:
Subj ect: register
Body (JSON): {"token": "<token>", "public_key": "<base64>",
"selector": "<optional>", "metadata": {}}

3. Alice replies fromalice@xanple.comwth:

Subj ect: register
Body:
{
"token": "XGsQqfj XyJy8y6l VsKAUZQyM al LOGGf TbhK8KN",
"public_key": "LSOtLSICRUJJTi...",
"selector": "default",
"met adata": {
"al gorithni: "RSA",
"format": "base64- PEM',
"expires": "2027-01-31T00: 00: 00Z"
}
}

4. The DKA verifies mailbox control and applies the checks
associ ated with dki mvalidation, then stores the key.

A. 3. Key Lookup --- Domai n DKA
The Requesting Client sends a | ookup request:

GET https://dka. exanpl e. con . wel | - known/ dka/ | ookup
?enui | _address=al i ceY%exanpl e. con&sel ect or =def aul t

The DKA returns:

2026
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{
"emai | _address": "alice@xanpl e. cont,
"selector": "default",
"public_key": "LS0tLS1CRUdAJTi BQVUIMSUMYSOVZLSOt . .. ",
"verification_nethods": ["mail box-control"”, "dkimvalidation"],
"met adata": {
"al gorithni: "RSA",
"format": "base64- PEM',
"expires": "2027-01-31T00: 00: 00Z"
}
"version": 1,
"updated_at": "2026-03-31T22: 31: 20+00: 00"
}

Because the domain DKA returned a matching record, a conform ng
client does not query the fDKA for (alice@xanple.com "default").

A 4. Key Lookup --- Fallback DKA

A Gmail user, bob21@nuil.com has registered a key with the fDKA at
dka. fdka. arpa. A Requesting Cient seeking bob2l1@nuil.coms key:

1. Queries _dka.gmail.com--- no DKA Locator Record found.
2. Since no domain DKA exists, queries the fDKA

GET https://dka. fdka. arpa/.wel | - known/ dka/ | ookup
?emi | _addr ess=bob21%10gmai | . com&sel ect or =def aul t

3. The fDKA returns:

{
"emai | _address": "bob21l@mail . cont,
"selector": "default",
"public_key": "LSOtLS1CRUdJTi BQVUIMSUMgSOVZLSOL . . . ",
"verification_nethods": ["nmail box-control", "dkimvalidation"],
"metadata": {},
"version": 1,
"updated_at": "2026-03-31T19: 17: 13+00: 00"
}

Thi s exanpl e denonstrates the fDKA's role as a bootstrap nmechanism a
Gmai |l user participates in the framework w t hout any action by
CGoogle. |If Google later deploys a DKA for gmail.com the domain DKA
woul d take priority for any (identifier, selector) pairs it serves,
while the fDKA would continue to serve pairs not present at Google’'s
DKA.

Swani nat han Expires 22 COctober 2026 [ Page 33]



I nternet-Draft DKA Fr amewor k April 2026

Appendi x B. Reference |nplenentation

An open-source reference inplementation of the DKA framework is
avail able. The inplenentation serves as both a domai n DKA and an
fDKA, with the operational difference controlled by a configuration
par anet er specifying whether the DKA restricts registrations to a
specific domain or accepts registrations fromany domain

Appendi x C.  Wirking Denonstration

A wor ki ng denonstration of the DKA framework, illustrating key
regi stration, key | ookup, and fDKA behavior, is available at:

* https://keymail 1. conl denp
Aut hor’ s Address

Ki shore Swami nat han

I ndependent

United States
Emai |l : k.s.swam nat han@1i ve. com
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