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Abst ract

Thi s docunent specifies a parent-centric behavioral nodel for DNS
recursive resolvers, in which del egation decisions are al ways based
on the NS RRset (or DELEG RRset) received fromthe parent side of a
zone cut and are never overwitten by child-side NS data.

The parent-centric nodel elimnates the "two sources of truth”

probl eminherent in the current DNS del egati on design, closes the
Gnost Dommi n and Phoeni x Dormai n attack vectors, provides
determnistic behavior in the presence of parent/child NS m smatches,
and enabl es resolvers to safely accept sibling (out-of-bailiw ck)
gl ue by scoping delegation information to individual zone cuts. It
al so provides the behavioral foundation required for deploynent of
the DELEG extensi bl e del egati on nechani sm

Thi s docunent updates RFC 1034 and RFC 1035.
Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 17 Septenber 2026.
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1. Introduction

The Donmai n Nanme System (DNS) [ RFCL034] [ RFCL035] uses NS ( Nane
Server) records to del egate authority over portions of the nanespace
froma parent zone to a child zone. A fundanmental consequence of the
current del egation nodel is that NS records exist in two places: at
the delegation point in the parent zone (the "parent-side" NS RRset)
and at the apex of the child zone (the "child-side" or "apex" NS
RRset ) .

Hi storically, nost recursive resolver inplenmentations have foll owed a
"child-centric" approach: when a referral is received froma parent
zone, the resolver caches the parent-side NS RRset, but subsequently
replaces it with the child-side apex NS RRset if one is observed in a
response fromthe del egated zone. This replacenent is perforned on
the assunption that the child zone’'s apex NS RRset is "nore
authoritative" than the parent’s del egati on point NS RRset.

Thi s docunent specifies a "parent-centric" behavioral nodel for
recursive resolvers, in which del egation decisions are al ways based
on the NS RRset (or DELEG RRset) received fromthe parent side of a
zone cut, and are never overwitten by child-side NS data. The
parent-centric nodel elimnates an entire class of inconsistency and
security problems inherent in the child-centric approach. 1t also
provi des the behavioral foundation needed for the depl oynent of

ext ensi bl e del egati on nechani sns such as the DELEG record
[I-D.ietf-deleq].

Thi s docunent does not prescribe any particul ar cache architecture,
data-structure | ayout, or |ookup ordering for inplenentations.
Conformng inplenentations are free to use any internal organization
-- including a single unified cache -- that achieves the required
behavi or.
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1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Parent-side NS RRset: The set of NS records present at a del egation
point in the parent zone and optional glue records (A + AAAA)
[ RFC9471] required for the iterative clients to find the addresses
of nanme servers that are contained within a del egated zone. These
records are non-authoritative in the parent zone and are included
in referral responses.

S,

ild-side NS RRset: The set of NS records present at the apex of
the del egated (child) zone. These records are authoritative
within the child zone.

De

egation information: The data a resolver uses to determ ne which
naneservers are responsible for a zone cut: naneserver nanes,
associ ated addresses fromthe glue records, and (when DELEG
[I-D.ietf-deleg] is supported) DELEG and DELEGPARAM par anet ers.
This information originates fromreferral responses received from
a parent zone's nameservers

5

ild-centric resolver: A resolver that repl aces parent-side
del egation information with child-side apex NS data when
avai | abl e.

Parent-centric resolver: A resolver that retains parent-side
del egation information as the authoritative source for del egation
deci sions and does not overwite it with child-side NS data.

Answer data: Resource records cached by the resolver for the purpose
of answering client queries. In the context of this docunent, the
child-side NS RRset is answer data: it is the authoritative answer
to an NS query at a zone apex.

Del egation data: Information used internally by the resolver to
det ermi ne whi ch naneservers to contact when resolving queries. In
the context of this docunent, the parent-side NS RRset (and
associated glue) is delegation data. Delegation data is never
returned to clients as an answer.
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Pr obl em St at enent

1. Two Sources of Truth

[ RFC1034] Section 4.2.1 specifies that NS records appear both at the
del egation point in the parent zone and at the apex of the child
zone. ldeally these two NS RRsets are identical, but in practice
they frequently diverge. When a zone admi nistrator updates the
naneserver set, it is common for either the parent or the child NS
RRset to be updated first, creating a wi ndow (sonetines indefinitely
| ong) during which the two disagree.

A child-centric resolver that replaces parent-side NS data with
child-side NS data effectively trusts the child zone to define its
own del egation. This creates several problens:

* A conprom sed or msconfigured child zone can redirect resolution
by publishing NS records pointing to servers not sanctioned by the
parent .

* NS RRsets |learned fromthe child side may include nanmeservers that
are not present at the delegation point, creating inconsistencies
in the resolver’s view of the namespace. O NS RRsets |earned
fromthe child side may not include nanmeserver that are present at
the del egation point, again creating inconsistencies in the
resol ver’s view of the nanespace. It is up to the inplenentation
whet her the two distinct sets of NS RRsets get nerged or whet her
the child-side NS RRset replace the parent-side del egation
i nformation.

* The child-side NS RRset may have a different (often |onger) TTL
than the parent-side del egation, causing the resolver to use stale
del egation information. Alternative parent-side NS RRsets may
have a different TTL than the child-side NS RRset. It is again up
to the inplenentati on whether the parent-side NS RRset TTL is
honored, the child-side NS RRset TTL is honored or the snall est
val ue of the two is chosen

2. Ghost Dommin Attacks

The Ghost Domain attack [ GHOST- DOVAI N] denonstrated that a chil d-
centric resolver’s willingness to replace cached del egation data with
fresher child-side NS records allows an attacker to keep a revoked
domai n nane resol vable indefinitely. The attack works by exploiting
the cache update |l ogic: even after the parent zone has renoved the
del egation, the attacker can trigger queries that cause the resol ver
to contact the (still-running) rogue naneserver, which returns a
child-side NS RRset with a fresh TTL, overwiting the stale (or
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absent) parent-side delegation data in the cache. Experinments showed
that nmore than 70% of tested open resolvers were still resolving a
revoked domain a week after renoval fromthe parent zone at the tine
the research was publi shed.

The foll owup work on Phoeni x Domai n [ PHOENI X- DOVAI N] showed t hat the
original Ghost Domain mtigations (TTL capping on NS repl acenent)
were insufficient. The Phoenix Domain attack uncovered additiona

vul nerabl e cache operations in the del egati on process that all owed
revoked domains to remain resolvable for over a nonth on nore than
25% of tested resolvers at the tine this research was publi shed.
Critically, the Phoeni x Domain paper identifies the child-centric vs.
parent-centric distinction as a key architectural factor: parent-
centric resolvers that do not overwite delegation data with child-
side NS records are imune to the Tl class of Phoeni x Domain attacks,
because the attacker cannot inject fresh del egation data through

chi | d-zone responses.

A parent-centric resolver as specified in this docunent elininates
the Gnhost Domai n and Phoeni x Domain Tl attack vectors entirely,
because del egati on deci sions are never influenced by child-side NS
dat a.

2. 3. I nconsi stent RPZ Behavi or

Response Policy Zones (RPZ) [RFC7719] include NSDNAME and NSI P
trigger types that match agai nst the naneservers of the zone
containing the answer. \When a child-centric resolver replaces the
parent-side NS RRset with the child-side NS RRset, the set of
nameserver nanmes and addresses visible to RPZ policy eval uation
changes unpredi ctably dependi ng on whether the chil d-side data has
been cached yet. This leads to inconsistent policy enforcenent: the
same query may or may not trigger an RPZ rul e depending on the cache
state.

A parent-centric resolver provides a stable set of del egation
informati on for RPZ eval uation, because the del egation data used for
resolution is always the parent-side data received in referrals,
regardl ess of what child-side NS data may exist in the cache.

2.4. |Inpedinent to DELEG Depl oynent

The DELEG record [I-D.ietf-deleg] is an extensible del egation
mechanismthat is authoritative on the parent side of a zone cut.
DELEG records can carry server addresses, transport paraneters, and
other extensible netadata directly in the delegation, elimnating the
need for additional queries to resolve naneserver addresses. The
conpani on DELEGPARAM record provides an indirection nmechanismfor
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sharing del egati on parameters across multiple zones.
A child-centric resolver cannot cleanly support DELEG because:

* DELEG data is exclusively parent-side; there is no child-side
equivalent. A child-centric resolver that overwites parent-side
data with child-side NS data would | ose the DELEG i nformati on.

* [I1-Dietf-deleg] Section 5.1.1 requires that when DELEG records
exi st at a delegation point, a DELEG aware resolver MJST use the
name servers fromthose DELEG records and MJUST NOT use NS records
for the zone, even if resolution using DELEG records has fail ed.
A parent-centric resolver naturally enforces this rule because it
never overwites parent-side delegation data with child-side NS
dat a.

Interaction with Strict d ue Checking

Recent resol ver rel eases have adopted strict (hardened) gl ue checking
[STRICT-G.UE]: glue records in referral responses are only accepted
when the NS target nane is at or bel ow the del egation point (in-
domain glue). Que for out-of-domain, but in-the-bailiw ck
naneserver names -- "sibling glue" -- is discarded, and those nanes
must be resolved iteratively.

For exanple, given the delegation from.org

exanpl e. or g. NS nsl. exanple.org.
exanpl e. org. NS ns2. ot herdonain. org.
nsl. exanpl e. org. A 198.51.100.42

ns2. ot herdomain.org. A  203.0.113.53

strict glue checking accepts the A record for nsl. exanple.org (which
i s bel ow exanpl e.org) but discards the A record for

ns2. ot herdonmai n.org (which is not). The resolver nust then
iteratively resolve ns2.otherdomain.org, follow ng a separate

del egati on chain through the otherdomain.org zone.

This strict checking revealed a m sconfiguration where a set of
domai ns used cyclic in-the-bailw ck glue and relied on the rel axed
acceptance of the glue records for resolution.

For exanple, give the delegation from.org
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exanpl e. or g. NS nsl. ot herdonain. org.
exanpl e. or g. NS ns2. ot herdonain. org.
nsl. ot herdomain.org. A 198.51.100. 42

ns2. ot herdomain.org. A  203.0.113.53

ot her domai n. or g. NS nsl. exanpl e. org.

ot her domai n. or g. NS ns2. exanpl e. org.
nsl. exanpl e. org. A 198.51.100.42

ns2. exanpl e. org. A 203.0.113.53

strict glue validation would throw away both set of glue records and
make both exanpl e.org and ot herdonain.org would fail to resolve

1. Wiy Strict G ue Was Necessary

In a child-centric resolver that stores all cached data in a shared
nanespace, sibling glue is dangerous because it can contamni nate

unrel ated del egations. |If a referral for exanple.org includes a glue
A record for nsl.exanple.net, that record enters the shared cache and
may be used when resol ving names under exanple.net -- even though the

gl ue was provided by the .org zone, which has no authority over
exanpl e. net addresses. An attacker who controls a delegation in .org
can exploit this to inject forged address records for naneservers in
.net, effectively poisoning the resolution of unrelated zones.

Strict glue checking prevents this cross-del egati on contani nation by
rejecting all sibling glue. However, this strict policy causes
significant operational problens:

* When sibling glue is rejected, the resolver performs nore
iterative | ookups, each of which traverses additional delegation
chains. Any parent/child NS m smatch al ong those chains can cause
resolution failures or inconsistent behavior

* |n pathol ogical cases, the conbination of strict glue rejection
and nested sibling del egations can produce resolution failures
that succeed on retry (after internediate records have been
cached), nmaking the problemintermttent and difficult to
di agnose.

* The increased query volune puts additional |oad on authoritative
servers and increases resolution |atency for end users.
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2.5.2. How Parent-Centric Behavi or Resol ves This

3.

3.

The parent-centric nodel elimnates the underlying security problem
that strict glue checking was designed to address, because del egation
information is self-contained per zone cut and is not shared across
del egati ons.

When a parent-centric resol ver accepts sibling glue for
nsl.exanple.net in a referral for exanple.org, that address is
recorded as part of the exanple.org delegation information. It is
used only when contacting servers for exanple.org and is never used
when resol ving names under exanpl e.net or any other zone. The

del egation information for exanple.net is a separate entry, popul ated
fromreferrals received fromthe .net zone's parent, and is

compl etely unaffected by glue received in referrals for exanple.org.

Thi s scoping nmeans that a parent-centric resolver can safely accept
sibling glue again without risk of cross-del egation contam nation

The operational problens caused by strict glue rejection -- increased
query vol ume, resolution failures due to nested out-of-bailiw ck
del egations, and sensitivity to parent/child NS m smatches -- are

avoi ded, because the sibling glue is used directly fromthe
del egation information without requiring additional iterative
resol ution.

Resol ver inplementations adopting the parent-centric nodel NMAY
therefore accept sibling glue fromreferral responses, provided that
the glue is stored as part of the delegation information for the
specific zone cut and is not used for any other purpose.

Speci fication
1. Core Behavioral Requirenent

A conform ng resol ver MJUST use del egation information received from
parent zones (via referral responses) as the basis for all del egation
deci sions. Delegation informati on MUST NOT be overwitten, replaced,
or suppl enented by child-side NS RRsets observed in authoritative
responses fromthe del egated zone.

Thi s requirenment applies regardl ess of how the resolver organizes its
internal data structures. Any particular cache architecture, data-
structure choice, or |lookup strategy is an inplenentation detail and
out - of -t he-scope for this docunent.
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3.2. Processing Referrals

When a resolver receives a referral (a response with no answer,
containing NS records in the authority section and optional glue in
the additional section), it MJST process the del egation as follows:

1. Extract the zone cut nane fromthe owner name of the NS RRset in
the authority section.

2. Record the delegation information: the nameserver nanes fromthe
NS RRset, and any A/ AAAA gl ue records present in the additiona
section for those naneserver names. Because del egation
information in the parent-centric nodel is scoped to the
i ndi vidual zone cut and is not shared across del egations, both
i n-domai n glue and sibling glue can be safely accepted; see
Section 2.5 for the security analysis. The effective TTL of the
del egation informati on SHOULD be the m ni mum of the NS RRset TTL
and the accepted glue record TTLs.

3. Use this delegation information for subsequent resol ution of
nanes under the zone cut, until it expires or is replaced by a
newer referral for the same zone cut.

The resol ver MJUST NOT use the referral NS RRset to respond to the
ordinary DNS clients. The referral NS RRset is parent-side data and
MJUST be treated as del egation information only.

3.3. Processing Authoritative Responses

When a resolver receives an authoritative response (AA bit set) that
includes a child-side NS RRset (either in the answer section for an
NS-type query, or in the authority section as part of the response),
the resol ver MIST cache the child-side NS RRset as answer dat a,

subj ect to normal cache admi ssion policies. This cached child-side
NS RRset is used to answer explicit NS queries fromclients
(Section 3.4) but MJST NOT be used to update, replace, or suppl enent
the del egation information used for del egati on deci si ons.

The child-side NS RRset is authoritative data fromthe child zone and
is the correct answer to an NS query. The parent-side NS RRset
received in referrals is non-authoritative del egation information and
MUST NOT be returned as the answer to an NS query.
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3.4. Answering Explicit NS Queries

When a recursive resolver receives a query for the NS RRset at a zone
nane (QTYPE=NS, (NAME=<zone apex>), it MJST resolve and return the
child-side (authoritative) NS RRset, not the parent-side del egation
data. This is a fundanental distinction of the parent-centric nodel
parent-side NS data drives del egati on decisions internally, but the
child-side NS data is the authoritative answer to NS queri es.

The resol ver processes this query through normal recursive
resol ution:

1. Using its delegation information, the resolver contacts an
authoritative server for the queried zone.

2. The authoritative server returns the apex NS RRset with the AA
(Authoritative Answer) flag set.

3. The resolver caches this child-side NS RRset as answer data and
returns it to the client.

The response to the client MJUST accurately reflect the properties of
the child-side NS data:

AA flag: The child-side NS RRset is authoritative data fromthe
child zone. When a resolver that is also configured as an
authoritative server for the queried zone returns this data, it
MUST set the AA flag. Wen a purely recursive resolver returns a
cached child-side NS RRset, it SHOULD set the AA flag to indicate
that the data originates fromthe authoritative child zone,

di stinguishing the response froma referral (which would contain
parent-side NS data without the AAflag). This is consistent with
the principle that the answer to an NS query at a zone apex is
authoritative data, regardl ess of how the resolver obtained it.

AD flag: |If the child-side NS RRset has been DNSSEC-validated, the
resol ver SHOULD set the AD (Authenticated Data) flag in the
response, subject to the normal AD flag rules ([RFC4035]

Section 3.2.3 and [ RFC6840] Section 5.8). DNSSEC validation of
the child-side NS RRset provides the client with cryptographic
assurance that the naneserver set is authentic, a property that
parent -si de del egation NS data (which is unsigned glue) can never
provi de.

The resol ver MUST NOT return the parent-side del egation NS data as
the answer to an NS query under any circunstances. The parent-side
data is non-authoritative and would provide the client with incorrect
i nformati on about the zone's published naneserver set.
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Note that the child-side NS RRset returned to the client may differ
fromthe parent-side NS RRset used for delegation. This is expected
and correct: the two serve different purposes. The child-side NSis
the zone’'s own statenent of its naneservers (answer data), while the
parent-side NS is the parent’s statenment of which servers are

del egat ed (del egation data).

3.4.1. Interaction with M niml Responses

When ONAME minim zation [ RFC9156] is enabl ed (as RECOVMMENDED f or
cached responses in Section 5.2), the resolver omts the NS RRset
fromthe authority section of non-NS-type responses. This has no
effect on explicit NS queries: when the client queries for NS records
specifically, the full child-side NS RRset is returned in the answer
section regardl ess of the mininmal responses setting.

3.4.2. NS Queries Wien Child-Side NS Is Not Cached

If the resolver receives an NS query for a zone name and does not
have the child-side NS RRset cached, it MJST resol ve the query

t hrough normal recursion (contacting the zone's authoritative
servers) rather than returning the parent-side del egation data from
its delegation information. The parent-side data is not a valid
answer to an NS query.

3. 5. Best Zone Cut Sel ection

When a resol ver needs to determ ne the closest enclosing zone cut for
a query nanme (the "best zone cut"), it MJST select anong the
followi ng sources in this order of preference:

1. Locally configured zones: forward zones, stub zones, static-stub
zones, and ot her policy-configured del egations.

2. Delegation infornmation learned fromreferrals, as described in
Section 3. 2.

3. Root hints, if no other delegation information is avail abl e.

When both a locally configured zone and referral -1 earned del egati on

i nformati on exi st for overl appi ng nanes, the nore specific (closer to
the query nane) delegation is preferred, with the exception that
static-stub zones al ways take precedence over referral -1 earned

del egati ons at the same nane.

Chil d-side NS RRsets cached fromauthoritative responses

(Section 3.3) MJUST NOT be consi dered when selecting the best zone
cut.
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3.6. TTL and Expiration

Del egation information |earned fromreferrals is subject to TTL-based
expiration. The TTL is conputed as described in Section 3. 2.

Expi red del egation informati on MUST NOT be used for del egation

deci sions; the resolver MIST fall back to the next avail able

del egation source (a less specific referral-1earned del egation, a

| ocally configured zone, or root hints).

I mpl enent ati ons SHOULD NOT apply neither a mininum TTL floor or a
maxi mum TTL ceiling to delegation information that differs fromthe
floor applied to cached answer data, as the two serve different

pur poses and have different operational characteristics. The

i mpl ement ati ons MAY have a seperate configuration options to apply
the limts to the TTL received for the del egation information

3.7. Delegation Infornmation Repl acenent

When a resolver receives a new referral for a zone cut for which it
al ready hol ds unexpired del egation information, the newreferra

repl aces the existing delegation information. This ensures that the
resol ver tracks changes in the parent zone's del egation

A resol ver MUST NOT nerge del egation information fromnultiple
referrals for the sane zone cut. Each referral provides a conplete
del egation, and the nmost recently received del egati on supersedes any
previ ous one.

3.8. DELEG Integration

When a resol ver supports the DELEG record [I-D.ietf-deleq],

del egation information for a zone cut may include DELEG paraneters
(server addresses, server nanes, DELEGPARAM references, transport

paraneters) in addition to or instead of NS-based del egation data

A conforming resolver that receives a referral containing DELEG
records at a zone cut MJST use the DELEG based del egation information
to populate its delegation information (per [I-D.ietf-del eqg]

Section 5.1.3 and Section 5.1.4) and MJST NOT use NS records for that
zone, even if DELEG based resolution fails (per [I-D.ietf-delegq]
Section 5.1.1).

The parent-centric nmodel naturally accommopdates DELEG because

* DELEG data is exclusively parent-side and arrives in referrals,
which is exactly the data the parent-centric resolver trusts.
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* DELEG records can carry server addresses directly (via server-ipv4
and server-ipv6 parameters), elimnating the need for glue records
and the associated trust questions. DELEGPARAM records can
provide an additional layer of indirection for shared del egation
configurations.

* DELEG records are signed on the parent side, enabling DNSSEC
val i dation of del egation paraneters -- a capability fundanmentally
i mpossi ble with unsigned parent-side NS records.

4. Interaction with G her Mechani sns
4.1. ONAME M nim zation

QNAME mini mi zation [ RFC9156] relies on knowi ng the current best zone
cut in order to construct mninmzed queries. A parent-centric

resol ver provides nore reliable zone cut infornmation for QNAME

m nim zation because the del egation data used for zone cut
determination is never polluted by child-side NS data that night
indicate a different (and potentially incorrect) zone boundary.

When resum ng QNAME mininmzation after receiving a referral, the
resol ver uses the updated del egation information as the basis for
subsequent mi nim zed queri es.

4. 2. DNSSEC Val i dati on

Parent-side NS records are not signed (they are glue), so del egation
information | earned from NS-based referrals is not directly DNSSEC
validated. This is consistent with current practice: even child-
centric resolvers use unsigned referral NS data to |ocate
authoritative servers

The DNSSEC chain of trust for a delegated zone is established through
DS records, which are authoritative on the parent side and are
validated normally. The parent-centric nodel does not change DS
record processing.

VWhen DELEG records are depl oyed (Section 3.8), the del egation
paraneters are signed on the parent side and can be validated as part
of the delegation. This provides a cryptographic bindi ng between the
del egati on paranmeters and the parent zone's DNSSEC chain -- a
significant security inprovenent over the current unsigned NS-based
del egati on nodel
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4.3. Delegation Linmts

Resol vers typically inpose a limt on the nunber of nanmeservers or
addresses they will process froma single del egation, to prevent
excessi ve resource consunption fromvery | arge del egations. The
parent-centric nodel preserves this limt. |nplenentations SHOULD
make this limt configurable with a reasonable default (e.g., 26).
Q?: is 2 * 13 good nunber?

5. Operational Considerations
5.1. Conpatibility with Existing Infrastructure

The parent-centric nodel is fully conmpatible with the existing DNS
infrastructure. No changes are required to authoritative servers,
registries, registrars, or stub resolvers. The change is entirely
within the recursive resolver’'s internal processing.

Thi s approach has been deployed in production by multiple resol ver
i mpl ement ati ons, includi ng Nom num Vanti o and Googl e Public DNS,
wi t hout causi ng wi despread operational issues.

Mor e i npl enent ati ons here???
5.2. Inpact on Responses to Recursive Cients

A child-centric resolver that has both parent-side and child-side NS
data may include the child-side NS in the authority section of
responses to recursive clients (when mninal responses option is

di sabled). A parent-centric resolver that does not use child-side NS
data for del egation has no reason to |l ook up the child-side NS RRset
during resolution; therefore, the child-side NS may not be readily
available for inclusion in the authority section

I mpl enent ati ons adopting the parent-centric nodel SHOULD treat
recursive responses served fromthe cache as if mniml response
option is enabled, omtting the NS RRset fromthe authority section
This is consistent with nodern best practice, reduces response size,
and avoids the need to perform additional |ookups solely for

popul ating the authority section

This only affects responses served fromthe cache by a recursive

resolver. Authoritative responses (where the server is authoritative
for the queried zone) are not affected by this change.
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TODO | amactually not sure if this is a correct nechani smor not

:shrug:. Alternative proposal bel ow, but since this only imnpact the
partial forwarders, | would say - it is a reasonable conmprom se to

make. . .

When a recursiver resolver receives a query with RD flag not set
(RD=0) for the NS RRset at a zone nane (QTYPE=NS, (NAME=<del egati on
point>), it MJUST resolve and return the parent-side (del egation) NS
RRset, not the child-side (authoritative) NS RRset.

There m ght be downstream forwardi ng resol vers (e.g. DNS resol ver
using this resolver for DNS resolution). Returning child-side NS
RRset is generally not a problem when the downstream DNS resol ver is
configured to do the forwarding for the whole DNS tree, but there

m ght be configurations where the forwarding is configured only for
certain parts of the DNS tree and the downstream DNS forwarder need
to receive the parent-side del egation information.

5.3. Zones with Differing Parent and Child NS Sets

Sone zones intentionally maintain different NS RRsets at the parent
and child, for exanple to include "stealth" nameservers in the child-
side NS RRset that are not registered at the parent. Under the
parent-centric nodel, these stealth naneservers will not be used for
del egation decisions. This is the intended and correct behavior: the
parent zone is the authority for del egation, and nanmeservers not
listed in the parent’s del egation are not part of the del egation

Al so this behavior was al ready breaking the existing DNS standards,
the parent-side and child-side NS RRset is supposed to be in sync.

The chil d-side NS RRset renmins avail able for answering explicit NS
queries (Section 3.4) and for any purpose other than del egation
decisions. Clients that query for the NS RRset at a zone apex wll
receive the child-side NS data (with the AA flag set), which may

i ncl ude naneservers not present in the parent-side delegation. This
makes the difference between the two NS sets visible and auditabl e by
zone operators.

5.4. Transition Considerations

Resol ver operators transitioning froma child-centric to a parent-
centric inplenmentation should be aware of the follow ng:

* After the transition, responses to queries with RD=1 may no | onger
include NS records in the authority section for cached answers.
Moni toring systens that check for the presence of authority-
section NS records in recursive responses shoul d be updat ed.
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* Zones that rely on child-side NS records to "override" the
parent’s delegation (e.g., to work around stale del egati on data at
a registry) will no | onger benefit fromthis override. Such zones
shoul d i nstead update their parent-side del egation

* RPZ rules that were tuned based on child-side NS data may need to
be reviewed, as the naneserver set visible to RPZ eval uation will
be the (more stable) parent-side set.

* Resol ver inplenentations that have previously deployed strict glue
checking (rejecting sibling glue) may relax this restriction after
adopting the parent-centric nodel, because del egation infornmation
i s scoped per zone cut and sibling glue can no | onger contam nate
unrel ated del egati ons (see Section 2.5). Accepting sibling glue
agai n reduces the nunmber of iterative queries needed to resolve
out -of -bailiw ck del egati ons and avoi ds the resolution failures
associated with strict glue rejection.

6. Security Considerations
6.1. Elimnation of Child-Side NS Overwite Attacks

The nost significant security benefit of the parent-centric nodel is

that a conprom sed or malicious child zone cannot redirect resolution
by publishing rogue NS records at its apex. Since the resolver never
uses chil d-side NS data for del egation decisions, such attacks are

i neffective.

This closes an attack vector that has been present in child-centric
resol vers since the inception of the DNS: an attacker who conprom ses
only the child zone (but not the parent) can add NS records pointing
to attacker-controlled servers, and a child-centric resolver wll
foll ow those NS records for subsequent queries.

6.2. Mtigation of Ghost Donain and Phoeni x Donmai n Attacks

As discussed in Section 2.2, the Ghost Donain [ GHOST- DOVAI N] and
Phoeni x Domai n [ PHOENI X- DOMAI N] attacks exploit the child-centric
cache update logic to keep revoked domai n names resolvable. A
parent-centric resolver is inmune to the Tl class of these attacks
because:

* It does not accept child-side NS RRsets as del egation data, so an

attacker cannot refresh a stale or renoved del egati on by
responding with a child-side NS RRset carrying a new TTL.
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* Once the parent-side delegation information expires (or is never
recei ved because the parent has renmoved the del egation), the
resol ver falls back to the next enclosing zone cut or root hints,
which will not lead to the revoked zone.

The T2 class of Phoeni x Donmai n attacks (which exploits protocol-|eve
TTL semantics in referral responses fromstill-del egated parent
zones) is not fully addressed by the parent-centric nodel al one, but
the attack surface is significantly reduced because the resol ver

mai ntains a cl ear separation between del egati on data and answer dat a.

6.2.1. Elinmnation of Cross-Del egation G ue Contani nation

In a child-centric resolver with a shared cache, the primary risk of
sibling glue is cross-del egation contami nation: an A/ AAAA record for
nsl. exanpl e.net received in a referral for exanple.org enters the
shared cache and can be used when resol ving exanpl e. net, even though
the glue was provided by the .org zone which has no authority over
exanmpl e. net addresses. This is the attack vector that strict glue
checking [ STRI CT- GLUE] was desighed to prevent.

In the parent-centric nodel, delegation information is self-contained
per zone cut. due received in a referral for exanple.org is part of
the exanple.org delegation and is used only for contacting servers
for that zone. It has no effect on the del egation information for
exanpl e. net or any other zone. This scoping elimnates the cross-

del egati on contam nation vector entirely, w thout the operationa

cost of discarding sibling glue.

A parent-centric resolver can therefore safely accept sibling glue
fromreferral responses (see Section 2.5), recovering the operationa
benefits of sibling glue (fewer iterative queries, faster resolution,
tol erance of out-of-bailiw ck del egation configurations) while

mai ntai ni ng security agai nst cross-del egati on poi soni ng.

6.2.2. Rermmining due Trust Considerations

Even wi th per-del egation scoping, glue records are still non-
authoritative data that can be forged by an on-path attacker between
the parent zone's authoritative server and the resolver. A forged
glue record woul d cause the resolver to contact an attacker-
controll ed server for the specific delegation that received the
forged glue. This risk is identical to the existing risk of forged
referral responses and is mitigated by the same mechani sms (source
port randoni zation, DNS cookies, DNSSEC validation of the subsequent
responses fromthe del egation).
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When DELEG records are used, server addresses included directly in
the DELEG RDATA are signed on the parent side, providi ng DNSSEC
val i dated address information. This elimnates the glue trust
problementirely for DELEG aware del egations, as the addresses are
aut henticated data rather than unsigned glue, and out-of-bailiw ck
resol ution of nameserver nanes is no |onger necessary.

St abl e Del egation Vi ew

By ensuring that del egati on decisions are always based on parent-side
data, the parent-centric nodel provides a nore stable and predictable
vi ew of the delegation hierarchy. This stability benefits security
mechani sms that depend on knowi ng the authoritative server set,
including RPZ, DNS firewall policies, and | ogging/auditing systens.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
| mpl enent ati on Status

*Note to the RFC Editor:* Pl ease renpve this section before
publi cati on.

The parent-centric resol ver behavior described in this docunment has
been inplenented in BIND 9 as part of a resolver refactoring. The
i npl ement ati on ensures that del egati on decisions are based on
referral -l earned data rather than child-side NS RRsets fromthe
cache. The fetch context uses a del egation set abstraction
(contai ni ng naneserver nanes, |Pv4/|IPv6 addresses, and DELEG
DELEGPARAM par aneters) instead of raw NS rdatasets throughout the
resol uti on process.

The i npl enentation passes the full BIND 9 systemtest suite with
adjustnents to tests that previously depended on chil d-side NS
records appearing in the authority section of recursive responses.

The parent-centric approach has al so been depl oyed i n production by
Googl e Public DNS and was previously used by Nom num Vanti o.

More i npl enent ati ons?
Ref er ences

Nor mat i ve Ref erences
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Appendi x A. Rationale for Delegations in Positive Responses

During i npl
i nformation
authoritati
Consider th

Zone

exanpl e
f 0oo. exanpl e

enmentation, the question arose of whether del egation

shoul d al so be recorded when it appears in positive
ve responses (AA set) rather than only in referrals.
e followi ng zone structure:

nanmeser ver

nsl
ns2

bar. foo. exanple ns2

To resol ve

1. Asks a
2. Asks ns
3. Asks ns
aut hori
Sur, et al.

a. bar. foo. exanpl e, the resol ver
root server for exanple, receives a referral to nsl
1 for foo.example, receives a referral to ns2.

2 for bar.foo.exanpl e/NS, receives a positive
tative answer (AA set) with the NS in the answer section

Expires 17 Septenber 2026 [ Page 21]



Internet-Draft Parent-Centric Resol ver March 2026

If the delegation fromstep 3 is not recorded, the closest zone cut
known to the resolver is foo.exanple, which still works because ns2
is authoritative for both foo.exanple and bar. foo. exanpl e.

However, not recording this delegation neans the resolver will not
have address information for bar.foo.exanpl e naneservers avail abl e,
so additional section data in subsequent responses may be inconplete.
VWhet her this trade-off is acceptabl e depends on the depl oynent
context and whether mniml responses options is in use.

I mpl enent ati ons MAY choose to record del egation information | earned
frompositive authoritative responses, but SHOULD carefully eval uate
the inpact on query vol une and consi stency.

Appendi x B. Relationship to DELEG

The DELEG record [I-D.ietf-deleg] defines an extensible del egation
mechani smthat is exclusively parent-side. The parent-centric
resol ver behavi or described in this docunment provides the necessary
behavi oral foundation for DELEG support:

* Delegation information as defined in this docunent naturally
acconmodat es DELEG data al ongsi de or instead of NS-based
del egati ons.

* Each del egation can contain DELEG entries with enbedded server
addresses (server-ipv4, server-ipv6), server names (server-nane),
and DELEGPARAM ref erences (i ncl ude-del egparam), in addition to
tradi tional NS nanmes and gl ue.

* \When DELEG records are present at a del egati on point, the parent-
centric nodel provides a natural enforcenent point for the rule
from[l-D.ietf-deleg] Section 5.1.1 that a DELEG aware resol ver
MUST use nane servers from DELEG records and MJUST NOT fall back to
NS records

* Because DELEG is signed on the parent side, a parent-centric
resol ver can validate del egati on paraneters through the norma
DNSSEC chain of trust -- a capability that is fundanmentally
i mpossi bl e with unsigned parent-side NS records.

The parent-centric behavioral nodel is a prerequisite for correct
DELEG i npl enmentation. A child-centric resolver that overwites
parent -si de del egation data with child-side NS data woul d | ose the
DELEG i nformati on and could not maintain the invariant that DELEG
t akes precedence over NS
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Appendix C. Intellectual Property Note

*Note to the RFC Editor:* Pl ease renove this appendi x before
publi cati on.

The authors are aware of U S. Patent 7,769,826 ("Systens and net hods
of providing DNS services using separate answer and referral caches",
filed June 26, 2003, assigned to Nominhum Inc., now held by Akama
Technol ogi es). That patent clains a specific cache architecture in
whi ch answer information and referral information are stored in
separate data structures (a flat/hash table for answers and a

hi erarchical/tree structure for referrals) with a particul ar | ookup
order and cl assification-based routing of responses to the
appropriate store.

Thi s docunent intentionally does not specify, recomend, or require
any particular cache architecture, data-structure choice, |ookup
ordering, or response classification schene. It specifies only the
behavi oral requirenment that del egati on decisi ons be based on parent-
side NS (or DELEG data fromreferrals and not be overwitten by
child-side NS data. Conform ng inplenentations are free to use any
internal organization -- including a single unified cache -- that
achi eves the required behavior.

The authors believe that this docunment is not Covered by the above
ment i oned patent.
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