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Abst r act

HACP (Har dware Agent Capability Protocol) is a JSONRPC 2.0
transport- agnostic protocol that |lets a Large Language Mdel (LLM
agent — or any programacting on its behalf — discover, plan,
execute, observe, and audit operations on physical edge hardware
(GPIO, 12C, UART, sensors, systemtelenetry, files) through a single,
stabl e, security-checked surface.

HACP sits bel ow hi gher-1|evel agent protocols such as the Mdel

Cont ext Protocol and above the operating system It is designed to
make het erogeneous edge devices interoperable with diverse Al agent
i npl ementations without requiring either side to know the details of
t he ot her.

Thi s docunment specifies the HACP wire format, core methods,
lifecycle, error nodel, security requirements, and audit senantics.
Stream ng, attestation, and MCP-bridge profiles are sketched as
optional or preview.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Novenber 2026.
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I ntroduction

LLM based agents are increasingly asked to operate on physica
hardware: read sensors, set GPIO lines, query systemtelenetry,
manage files. Today, each agent framework reinvents this surface,
often by shelling out to operating-systemprimtives. The result is
fragile, unauditable, non-portable, and hard to secure.

HACP defines a small, stable JSON-RPC 2.0 protocol that an agent or
an agent-side framework speaks to a host-side daemon. The daenon
owns the hardware, enforces security policy, and emits an audit
trail. The agent owns the intent, the planning, and the natural -

| anguage surface

CGoal s:

1. Capability contract, not a driver API. HACP describes what an
agent may ask for (read this GPIQ, |ist |12C buses, wite this
file under a safe path). It does not describe how the daenon
tal ks to silicon.

2. Safe by construction. Every operation passes through an
allowist, a path guard, a per-tool risk level, and an audit | og.
Agents cannot escape into a shell.

3. Plannable, not just callable. A request expresses an intent and
an ordered list of steps; the server executes themas a single
task with one task identifier, one status, and one audit trail

4. Transport-neutral. The wire encoding is JSONRPC 2.0 franed by
line-delimted JSON; the carrier may be a Unix domain socket, a
TCP socket over mutual TLS, an SSH stream or a WbSocket.

5. Portable across edge boards. A capability nane (e.g. "gpio.set",
"hw.i2c.list", "sys.thermal") neans the same thing on different
physi cal pl atforns.

6. Forward-conpatible. New nmethods, new tools, and new fields can
be added w t hout breaking existing clients.

Non- goal s: HACP does not prescribe an agent SDK shape, a hardware
description schema, a deploynment mani fest format, or an internal bus
bet ween daenons. Those are the subject of separate conpanion

speci fications outside this docunment’s scope.
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2
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1. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The following terns are used:

Agent: The conponent that initiates HACP requests. Typically an
LLM based programor a franework on its behal f.

Server: The host-side conponent that owns hardware access and serves
HACP. Also called the "daenmon” in this docunent.

Tool: A single naned capability registered at server startup. A
tool has a nane, a risk level, a JSON Schema for its argunents,
and a validate/execute pair on the server side

Task: An intent plus an ordered |ist of steps. Each step invokes a
single tool. A task has exactly one identifier and one ternina
stat us.

Session: An authenticated context between an agent and a server,
identified by a server-generated session identifier.

A conformant server is one that inplenents the nethods nmarked
"Required" in Section 3 and obeys the fram ng, error, and lifecycle
rules in Section 2 and Section 5.

A conformant client is one that issues only well-formed requests per
Section 2, honors the lifecycle in Section 5, and treats unknown
optional fields as defined in Section 2.5.

Wre fornat
1. JSON-RPC 2.0

HACP MUST use JSON-RPC 2.0 [JSONRPC] over UTF-8 encoded JSON
[ RFC8259]. Every request is a JSON object with at |east:

{ "jsonrpc": "2.0", "id": 7, "method": "tool.list",
"parans": { "session_id": "..." } }

Every response is either a result:

{ "jsonrpc": "2.0", "id": 7, "result": { ... } }
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or an error (see Section 6):

{ "jsonrpc": "2.0", "id": 7,
"error": { "code": -32602, "nessage": "lnvalid parans" } }

2.2. Framng

The default framing is line-delimted JSON: each request and response
is a single JSON docurment foll owed by exactly one LF (0Ox0A). dients
MUST NOT split a single docunent across multiple LF boundari es.
Servers MJST accept arbitrary whitespace between docunents.

Al ternative fram ngs (Content-Length headers, WbSocket franmes) MAY
be negotiated by transport bindi ng docunents (see Section 10).

2.3. ldentifiers

* id — JSON-RPC request identifier; MJST be unique per connection
whil e outstanding. Strings, integers, or null are allowed; nul
indicates a notification (no response expected).

* session_id — opaque server-generated string returned by
session.open. MJST be at nost 64 bytes drawn from [0-9a-zA-Z -]

* task _id — opaque server-generated string returned by task.submt.
Same constraints as session_id.

2. 4. Encoding

UTF-8 only. Nunbers fit in | EEE 754 doubl e precision unless
explicitly declared otherwise in a nethod' s schena. Binary payl oads
(for exanmple file.read contents) MJST be encoded using base64 as
defined in [ RFC4648].

2.5. Forward conpatibility
Servers MJST ignore unknown fields in paranms. Cients MJST ignore
unknown fields in result. New error codes MJST be additive (no re-
pur posi ng of existing nunbers). Tool authors SHOULD version
br eaki ng- change tools by appending .v2 (for exanple gpio.set.v2)
rat her than nutating the original

3. Core nethods

The foll owi ng net hods nake up the HACP Core and MJST be i npl enent ed
by every confornmant server.
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| Met hod | Required | Purpose |
[} e ————— e pp—p—p————— s p—p—p—_—_———————————(———————r
| session.open | Yes | Establish an authenticated session
oo S o m e e e e e e e e eeee e +
| session.close | Yes | Tear down a session |
oo S o m m e e e e e e e e ee oo +
| tool.list | Yes | Enunerate capabilities avail able
T TS o e e e e e e e e e e e e e e +
| task.subnit | Yes | Submit an intent and ordered steps
oo S o m e e e e e e e e eeee e +
| task. get | Yes | Poll a task’s status and per-step

| | | results |
o m e e e oo - Fomm oo - o e e e e e e e e e e e e e e e e e o +
| task.cancel | Yes | Request cooperative cancellation |
S TS o e m e e e e e e e e e e +

Table 1

e s o
Pur pose |
:::::::::::::::::::::::::::::+
Server-sent task progress |
(see Section 8) |

Device or agent attestation |
(see Section 11) |

MCP- bri dge i ntrospection |
(see Section 10.1) |

3.1. session.open

Establi sh a session. The server MJST allocate a fresh session_id and
MAY advertise capability flags.

Request par ans:
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| Field | Type | Required | Notes |
[} e ———————— _p—————— L —p——_—_— Ll —p—_———————(——————————r
| client_nane | string | SHOULD | Free-forme.g. "ai-shell" |
S I RpIDR e +
| client_version | string | SHOULD | Semantic version |
IR Fommmaa - T Fom e meemeeeeeeeccieeaaaaaa +
| protocol _version | string | MAY | Hi ghest HACP version |
| | | supported |
o e e e e oo oo S SRR TS o e e e e e e e oo +
Tabl e 3

Resul t:
{ o

"session_id": "01J9...XYZ",

"capabilities": ["CAP_GPI O RW, "CAP_FILE READ'],

"protocol _version": "0.1.0"
}

The server NMAY reject session.open with RPC PERM SSI ON DENI ED i f
authentication fails. Authentication is transport-bound (see
Section 10).

3.2. session.close
Request parans: { "session_id": "..." }
Result: { "ok": true }
Cl osing a session MJST cancel any tasks still owned by it.

3.3. tool.list

Request parans: { "session_id": "..." }

Resul t:
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"tools": [
"nanme": "gpio.set"
"version": 1,
"risk _level": 2,

"timeout_ns": 1000,
"supports_rollback": true,
"description": "Set a GPIOline to 0 or 1.",

"parans_schema": { "type": "object" }
}

]

}

risk | evel is one of:
[ el el et
| Level | Nane | Meaning |
| O | safe | Pure read; no side effects |
R, Fomm oo oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +
| 1 | 1ow | Local nutation, easily reversible |
S D S I e +
| 2 | medium | Physical actuation or cross-process effect |
Fommma - Fommmaa - T Tt +
| 3 | high | Irreversible, destructive, or safety-critical
R, Fomm oo oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +

Tabl e 4

Clients MJST treat unknown additional tool fields as opaque and
preserve them when forwardi ng.

3.4. task.subnmt
Atask is an intent plus an ordered list of steps. Each step is a
single tool invocation. Steps run sequentially within a task. Two
tasks in the same session MAY run concurrently if the server supports
it.

Request par ans:
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{
"session_id": "...",
"task": {
"intent": "Read sensor and toggle status LED',
"steps": |
{ "tool": "i2c.read",
"args": { "bus": 1, "addr": "0x48", "reg":
{ "tool": "gpio.set",
"args": { "line": 17, "value": 1} }
1,
"constraints": {
"max_duration_ns": 5000,
"abort_on_step_failure": true,
"max_risk _level": 2
}
}
}
Resul t:

{ "task_id": "01J9...ABC', "status": "QUEUED' }

" 0X00|| ,

May 2026

"l en":

2} 1},

The server MJUST validate every step’s tool nane and argunent schenm

before returning. |If any step fails validation, the entire

submission is rejected with RPC_| NVALI D_PARAMS and no step is

execut ed.

The server MJST reject any step whose tool’s risk_|eve

session’s permtted maxi mum (default 2; configurable via
constraints.max_risk level only if the session is permtted to rel ax

it).

3.5. task. get
Request paranms: { "session_id": "...", "task_id":
Resul t:

Sun Expi res 2 Novenber 2026
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{
"task_id": "01J9...ABC',
"status": "SUCCESS',
“intent": "...",
"steps": |
{ "tool": "i2c.read", "status": "SUCCESS",
"result": { "data": "ABcd" }, "latency_ms": 4 },
{ "tool": "gpio.set", "status": "SUCCESS",
"result": { "line": 17, "value": 1}, "latency_ns": 1}
]
}

Task status is one of: QUEUED, RUNNI NG SUCCESS, FAILED, CANCELLED.
Step status uses the sane enum (w t hout QUEUED) .

A failed step MIUST include an "error" string. The whole task fails
fast unless abort_on _step failure: false was set.

t ask. cancel
Request paranms: { "session_id": "...", "task_id": "..." }
Result: { "task_id": "...", "status": "CANCELLING' }

Cancel l ation is cooperative. Steps in progress are signaled; the
task moves to CANCELLED only after the current step yields. Servers
MJUST NOT force-kill a step that has begun a hardware transaction (for
exanple, an in-flight 12C wite) just because cancel arrived.

Capabi l ity namespaces (infornmative)
Tool names are dot-separated. The first segment is a nanespace; the

rest is inplementation-defined. The foll ow ng nanmespaces are
reserved by this specification
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| Namespace | Purpose | Exanpl es |
[ et ——gy Cp—p—p—_——————————_——(—————————————_ Ll p—p—_——r L
| hw * | Read-only hardware discovery | hw.gpio.list, |
| | | hwiZ2c.list |
Fom e oo o e e e e e e e i e o +
| gpio.* | GPlOread/wite | gpio.get, |
| | gpio.set |
R o e e e e e e e e e o T +
| i2c.* | 12C transactions | i2c.read, |
| | | i2c.wite |
Fom e oo o e e e e e e e i e o +
| uvart.* | Serial / UART | uvart.wite, |
| | | uart.read |
R o e e e e e e e e e o T +
| file.* | Path-guarded fil esystem | file.read, |
| | | file.wite |
Fom e oo o e e e e e e e i e o +
| sys.* | Linux systemtelenetry | sys.cpuinfo, |
| | | sys.thernmal |
R o e e e e e e e e e o T +
| proc.* | Process control | proc. exec, |
| | | proc. signal |
Fom e oo o e e e e e e e i e o +

Table 5

Vendors SHOULD prefix custom nanespaces with their reverse-DNS, for
exanpl e com acne. nodbus.read, to avoid collisions.

5. Lifecycle
A session begins with session.open and ends with session.close or an
idle tineout. Wiile a session is active, an agent MAY subnmit any
nunber of tasks. Each task progresses through:
QUEUED -> RUNNING -> { SUCCESS | FAILED | CANCELLED }
Idl e sessions SHOULD be reaped after a server-defined tinme-to-live
(default 300 seconds); reaping MJIST run session.close semanti cs,
i ncluding cancelling any in-flight tasks.

A server MJST reject any post-close request that uses the closed
session identifier with RPC SESSI ON | NVALI D.
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6. Error nodel
HACP reuses the JSON-RPC 2.0 standard codes:
[ bty sty el
| Code | Narme | Meaning |
| -32700 | Parse error | Malfornmed JSON |
Fomm oo o e e e e oo oo o e e e e e e e e a oo - +
| -32600 | Invalid Request | Not a valid request object |
T o e e e oo o e e e e e e ee oo s +
| -32601 | Method not found | Unknown net hod |
R Fom e e e oo o m e e e e e e oo +
| -32602 | Invalid parans | M ssing/wong parans |
Fomm oo o e e e e oo oo o e e e e e e e e a oo - +
| -32603 | Internal error | Server bug |
T o e e e oo o e e e e e e ee oo s +
Table 6
Pl us HACP-specific codes (range -32099 to -32000):
[ ety sy et
| Code | Nare | Meani ng |
| -32000 | RPC _SESSION_INVALID | session_id unknown or expired
Fomm oo o e e e e o e e e e e e e e e e aa o - +
| -32001 | RPC_TASK_NOT_FOUND | task_id unknown for session |
T e o m e e e e e e e aaao o +
| -32002 | RPC_TOOL_NOT_FOUND | Step references unregistered |
| | | tool |
Fomm e - o - Tt o e e e e e e e meme oo +
| -32003 | RPC_ PERM SSION DENIED | Allowist or risk guard |
| | | rejected |
T e o m e e e e e e e aaao o +
| -32004 | RPC_RESOURCE_BUSY | Hardware contention |
R o o m e e e e e e aaa oo +
Table 7

| npl enent ati ons MAY add codes in -32099 to -32005. They MUST NOT re-

use the codes above with different neaning.

The optional error.data field MAY carry a structured detai

{ "code": -32003, "nessage": "Perm ssion denied",
"data": { "tool": "gpio.set"
"reason": "max_risk_level=1 < tool=2" 1} }
Sun Expi res 2 Novenber 2026
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Audit semantics

Every accepted task.submt, every step start, every step finish, and
every session.open and session.cl ose MIST generate an audit event.

The recommended event shape is illustrative; a full audit |og fornmat
is the subject of a separate conpani on docunent:
{

"ts": "2026- 04-19T22: 48: 01. 234Z2",

"event": "task. step.finish",

"session_id": "...",

"task_id": oo,

"step_index": O,

"tool": "gpi 0.set",

"status": " SUCCESS",

"latency_ns": 1,

"args_hash": "sha256:..."
}
Audit | ogs SHOULD be append-only and rotation-friendly (newine-
delimted JSON). |Inplenentations MAY chain consecutive records

cryptographically (for exanple, by including the SHA-256 hash of the
previous record in the next record) to provide tanper evidence.

Stream ng extension (optional)

The polling pattern (task.submt followed by repeated task.get) is
sufficient but verbose. A server MAY advertise the

CAP_STREAM NG TASK EVENTS capability in session.open. |f present,
clients MAY call

{ "method": "task.events.subscribe",

"parans": { "session_id": "...", "task_id": "..." } }

The server then sends one or nore notifications (JSON RPC objects
with no id):

{ "jsonrpc": "2.0", "nethod": "task.event",
"parans": { "task_id": "...", "step_index": O,
"phase": "start",

"ts": "2026-04-19T22:48:01.234Z7" } }

Phases: start, progress, finish, task finish. The subscription ends
implicitly when the task reaches a term nal status.
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Ver si oni ng
The protocol uses Semantic Versioning [ SEMER] as MAJOR M NOR. PATCH
* PATCH clarifications and editorial fixes only.

* MNOR additive — new nethods, fields, or error codes. Q der
clients still work.

* MAJOR breaking. Servers MAY support nultiple majors side by side
via protocol version in session.open

Servers MJST advertise their highest supported version in the
sessi on. open result.

Transport bindi ngs
1. Unix Domain Socket (default)
* Default path: inplementation-defined; the reference inplenentation
uses /run/ hearth/ hearth.sock when started as a system service or

[tnp/ hearth/ hearth. sock for unprivil eged use.

*  Perm ssions: 0660 owned by the server’s user, with a dedicated
group. Adding a user to that group is the authentication act.

* Framing: line-delimted JSON
2. MCP bridge (informative)

A smal | adapter MAY present a HACP server as an MCP server [ MCP]
Mappi ng:

[ s e femsfemely e
| MCP | HACP |
| tools/list | session.open then tool.list |
Fomm e oo - o e e e e e e e ememao - +
| tools/call | task.submt (single step) |
R oo e e e e e e e e oo - - +
| MCP error | HACP error per Section 6

Fom e e o - o mm e e e e e e e i +

Table 8
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3. TCP plus mutual TLS (infornmative)
For multi-host deploynents, HACP MAY be served over TCP wapped in
mutual TLS. Authentication is by client certificate; the
certificate's subject is mapped to a session policy. The sane |ine-
delinmted fram ng applies

Fut ure Consi derations

Future revisions of this specification nay explore:

* Renote operation across network boundaries with stronger
aut hentication and confidentiality requirenents.

* Mitual authentication and authorization between agents and
capability providers based on hardware identities

* Hardwar e- backed attestation of capability providers (for exanple,
via TPM 2.0 quotes binding the running daenon binary, the kernel,
and the device identity to a client-supplied nonce).

* Catal og versioning and capability negotiation evolution as the
agent ecosystem mat ures.

The detail ed mechani snms are out of scope for this docunent.
Security Considerations

HACP exposes physical hardware to prograns that act on behal f of
LLMs. This is inherently security-sensitive.

A conformant server MJST:

1. Alowist tools at startup. The set of registered tools is fixed
per process; agents cannot install new tools at runtine over
HACP

2. Path-guard every filesystemoperation. file.* and any tool that
accepts a path MJST consult a configured read/wite allowist;
reject with RPC PERM SSI ON DENI ED on ni ss.

3. Enforce per-tool risk caps. A session MJST NOT execute a too
whose risk_| evel exceeds the session’s configured maxi mum

4. Audit every accepted task (Section 7).

5. Bound resource use. Server MJST reject task.subnmit when interna
queues are full.

Expi res 2 Novenber 2026 [ Page 15]
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A conformant server SHOULD

* Run as an unprivileged user, joining only the groups required for
the buses it exposes.

* Apply rate limts per (session_id, tool) pair.
*  Apply per-tool timeouts.
* Drop privileges and apply syscall filtering before serving.

Servers MJST NOT expose a proc. exec-style escape hatch in the default
tool set. Operators that need shell access MJST opt in explicitly
and MJST flag such tools as risk_|evel: 3.

The default Unix Domain Socket transport relies on filesystem

perm ssions for authentication. Operators deploying HACP over
network transports MJST apply nmutual TLS or an equival ent

aut henti cati on mechani sm as the JSON- RPC envel ope itself carries no
confidentiality or integrity protection

The audit log is the primry mechanismfor detecting and

i nvestigating abuse. Operators SHOULD store audit |ogs on append-
only media or use cryptographic chaining (Section 7) to detect
tanmpering after the fact.

A malicious or comprom sed agent that gains a HACP session is limted
by the configured tool allowist, risk cap, and path guard. HACP
does not protect against an attacker who can reconfigure the server
itself (for exanple, by editing its configuration file as root);
operators are expected to apply standard host hardening to the
server’s runtine environnent.

Privacy Consi derations

The audit 1og records the full sequence of operations performed on
behal f of an agent, including a hash of argunents. Operators SHOULD
treat audit logs as sensitive: they may incidentally correl ate
hardware events with user activity (for exanple, notion sensor reads
taken at specific tines). Standard |log retention, access control,
and nminimzation practices apply.

HACP itself does not transmt personally identifiable information as
part of the protocol envelope. |Inplenentations that expose tools
returni ng personal data (for exanple, a mcrophone capture tool) MJST
classify those tools at an appropriate risk | evel and SHOULD require
explicit operator opt-in.
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| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.

A future revision may register a nedia type for line-delimted HACP
fram ng and a default port nunber for the optional TCP transport. No
registrations are requested at this tine.

| mpl enent ati on Status

A reference inplenentation, the HEARTH project [ HEARTH], includes a
server (hearthd, witten in C) and an agent client (ai-shell). The
reference inplenentation covers all six core nethods, the audit |og
format, the Unix Domain Socket transport, and the MCP bri dge.
Stream ng task events and attestation are partial.

This section is intended to be renoved by the RFC Editor before
publi cati on.
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