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Abst r act

Thi s docunent describes the use of PQ T conposite signatures for the
Secure Shell (SSH) protocol. The conposite signatures described
combi ne M.- DSA as the post-quantum part and the elliptic curve

si gnature schenes ECDSA, Ed25519 and Ed448 as the traditional part.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://exanpl e. coml LATEST. Status information for this docunment may
be found at https://datatracker.ietf.org/doc/draft-sun-ssh-conposite-
sigs/.

Di scussion of this docunent takes place on the Secure Shell

Mai nt enance (sshm) Working Group mailing list (mailto:ssh@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/ssh/.
Subscribe at https://ww.ietf.org/mailman/listinfo/ssh/.

Source for this draft and an issue tracker can be found at
https://github. coml USER/ REPO

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction
The devel opnent of quantum conmputers has raised concern towards
traditional asymmetric cryptographic algorithnms. A Cryptographically

Rel evant Quant um Conputer (CRQC) will break RSA and elliptic curve
signature schenes. There is a need to migrate to quantumresistant
si gnature schenes.

Recently, NI ST publised the M.-DSA [FI PS204] algorithm which is a
post - quant um si gnature schenme. However, when using relatively new
crypt ographi c schenes, the |ack of nmaturing time nakes people worry.
Many hybrid solutions are thus proposed, which conbine a traditiona
algorithmw th a post-quantum al gorithm
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[ FI PS204] defines both pure M.- DSA and pre-hash M.-DSA. This
docunent only uses pure M- DSA

Thi s docunent describes how to conbine M.-DSA with the elliptic curve
si gnature schenes ECDSA, Ed25519 and Ed448 for authentication in the
SSH [ RFC4251] prot ocol

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent is consistent with the term nol ogy for hybrid
signatures defined in [I-D.draft-ietf-pquip-pqt-hybrid-term nol ogy].

The key and signature formats follows the notation introduced in
[ RFC4251], Section 3, and the string data type format foll ows the
notation from[RFC4251], Section 5

3. Conposite Al gorithns

A conposite al gorithm has one post-quantum al gorithm and one
traditional algorithm

3.1. Conposite Key Generation

Conposite public and private keys are generated by calling the key
generation functions of the two conponent algorithnms and
concatenating the keys in an order given by the registered conposite
al gorithm

For the conposite al gorithns described in this docunent, the Key
Generation process is as foll ows:

(pk_1, sk 1) <- M.-DSA KeyGen()
(pk_2, sk_2) <- ECCSi gAl g. KeyGen()

Conposite Public Key <- SerializePublicKey(pk_ 1, pk_2)
Conposite Private Key <- SerializePrivateKey(sk_1, sk_2)

It makes use of the serialization routines from

[I-D.draft-ietf-Ianps-pqg-conposite-sigs] to obtain the byte string
encodi ngs of the conposite public and private keys.
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ECCSigAlg is an elliptic curve signature scheme, i.e., ECDSA, Ed25519
or Ed448.

3.2. Conposite Sign

A conposite signature’s value MJST include two signature conponents
and MJST be in the same order as the conponents fromthe
correspondi ng signi ng key.

For the conposite algorithns described in this docunent, the
signature process of a nessage Mfollows Section 4.2.1 of
[I-D.draft-ietf-Ianps-pqg-conposite-sigs], with an enpty application
context string:

M <- Prefix || Domain || 0x00 || r || PH(M

sig 1 <- M.-DSA. Sign(sk_1, M, ctx=Domain)
sig_2 <- ECCSi gAl go.Sign(sk_2, M)

Conposite Signature <- SerializeSignatureValue(r, sig 1, sig_2)

It makes use of the serialization routines from
[I-D.draft-ietf-Ianps-pqg-conposite-sigs] to obtain the byte string
encodi ngs of the conposite signature.

A signature random zer r is used to prevent specific attacks unique
to conposite signhature schenes. More details can be found in
[I-D.draft-ietf-Ianps-pqg-conposite-sigs].

The prefix "Prefix" string is defined as in
[I-D.draft-ietf-Ianps-pq-conposite-sigs] as the byte encoding of the
string "CompositeAl gorithnSi gnatures2025", which in hex is
436F6D706F73697465416C676F726974686D5369676E61747572657332303235. It
can be used by a traditional verifier to detect if the conposite

si gnature has been stripped apart.

The domain separator "Domain" is defined in the sane way as
[I-D.draft-ietf-Ianps-pqg-conposite-sigs] as the DER encodi ng of the
O D of the specific conposite algorithm The specific val ues can be
found in Table 1.
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| Key Format identifier | Domain Separator (in Hex encoding) |
| ssh-mi dsadd-e5256 | 060BG0B64B0186FAGBS0090103 )
| Sshoni dsab5-es256 | 0BOBGOB64BOLB6FAGES0090108 ]
| Ssh-mi dsaB7-es3s4 | 060BGOB64B0L86FAGES008010C )
| Ssh-mi dsadd-ed25519 | 060BGOB64B0186FAGE50000102 )
| Ssh-ni dsab5. ed25510 | 0BOBGOB64BOLB6FAGES009010B ]
| Ssh-mi dsaB7-ed4ds | 060BGOB64BOLB6FAGES008010E )
g T +

Tabl e 1: Conposite Domai n Separators
Conposite Verify

The Verify algorithm MIST validate a signhature only if all conponent
signatures are successfully vali dated.

(pk_1, pk_2) <- DeserializePublicKey(pk)
(r, sig_1l, sig 2) <- DeserializeSignatureVal ue(sig)

M <- Prefix || Domain || 0x00 || r || PH(M

if not M.-DSA. Verify(pk_1, M, ctx=Donai n)
output "Invalid signature"

i f not ECCSi gAl go. Verify(pk_2, M)
output "lInvalid signature"

if all succeeded, then
output "Valid signature"

It makes use of the serialization routines from
[I-D.draft-ietf-Ianps-pqg-conposite-sigs] to obtain the conponent
public keys, the random zer r, and the conponent signatures.

Public Key Al gorithm
This section gives the concrete conposite signature algorithnms and
their conmponent algorithms. Their usage within SSH fol | ows
Section 6.6 of [RFC4253].

The following table defines a |ist of algorithns associated with
specific PQ T conbi nations.
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B oo sy oo e el s s o}
| Key For mat | First | Second | Pre- | Description |
| Identifier | Algorithm| Algorithm]| Hash | |
[ bty ety - ey ety s e gy o
| ssh- | M.- DSA-44 | ecdsa- | id- | Conposite |
| mM dsad4-es256 | | with- | sha256 | Signature |
| | | SHA256 | | with M- |
| | | with | | DSA-44 and |
| | | secp256r1 | | ECDSA using |
| | | | | P-256 curve |
| | | | | and SHA- 256 |
Fom e S S S S +
| ssh- | M.-DSA-65 | ecdsa- | id- | Comnposite |
| m dsa65-es256 | | with- | shab512 | Signature |
| | | SHA256 | | with M- |
| | | with | | DSA-65 and |
| | | secp256r1l | | ECDSA using |
| | | | | P-256 curve |
| | | | | and SHA- 256 |
o e e e e oo - N N Fomm e - o - oo o - +
| ssh- | M.-DSA-87 | ecdsa- | id- | Conposite |
| mdsa87-es384 | | wth- | shab12 | Signature |
| | | SHA384 | | with M- |
| | | with | | DSA-87 and |
| | | secp384rl | | ECDSA using |
| | | | | P-384 curve |
| | | | | and SHA-384 |
o e e e e oo S S S SRR S +
| ssh- | M.- DSA-44 | Ed25519 | id- | Conposite |
| m dsad4-ed25519 | | | sha512 | Signature |
I I I I | with M- I
| | | | | DSA-44 and |
| | | | | Ed25519 and |
I I I I | SHA-512 I
Fom e U U S R Fom e +
| ssh- | M.-DSA-65 | Ed25519 | id- | Composite |
| m dsa65-ed25519 | | | sha512 | Signature |
| | | | | with M- |
| | | | | DSA-65 and |
| | | | | Ed25519 and |
I I I I | SHA-512 I
Fom e S S S S +
| ssh- | M.-DSA-87 | Ed448 | id- | Conposite |
| m dsa87-ed448 | | | shab512 | Signature |
| | | | | with M- |
| | | | | DSA-87 and |
| | | | | Ed448 and |
I I I I | SHA-512 I
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5.

Tabl e 2: Conposite M.-DSA Signature Al gorithms for SSH
Public Key For nmat

The key format for all parameter sets defined in this docunent
follows the encoding pattern from [ RFC4253], Section 6. 6.

*string* identifier

*string* key

The 'identifier’ is the key format identifier given in Table 2

The 'key' is the conposite public key generated as defined in

Section 3.1. It is the concatenation of the public keys of the
conmponent schenes.

For M.-DSA, the public keys are defined in [FIPS204].

For ECDSA with curves secp256rl or secp384rl, the public keys are
defined in [ RFC5656], Section 3.1. The public key is encoded from an
elliptic curve point into an octet string as defined in Section 2.3.3
of [SECL1]; point conpression MAY be used.

For Ed25519 and Ed448, the public keys are defined in [ RFC3709],
Section 6.

The "ssh-nml dsad44-es256" key format has the foll owi ng encodi ng:
*string* ssh-n dsad44- es256
*string* key

Here, "key' is the concatenation of the 1312-octet M.-DSA-44 public
key and the ECDSA public key using the secp256rl1 curve.

The "ssh-nm dsa65-es256" key format has the foll owi ng encodi ng:
*string* ssh-ml dsa65- es256
*string* key

Here, 'key’ is the concatenation of the 1952-octet M.-DSA-65 public
key and the ECDSA public key using the secp256rl1l curve.

The "ssh-m dsa87-es384" key format has the foll ow ng encoding:
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*string* ssh-m dsa87-es384
*string* key

Here, 'key' is the concatenation of the 2592-octet M.- DSA-87 public
key and the ECDSA public key using the secp384r1l curve.

The "ssh-nm dsa44-ed25519" key format has the foll owi ng encodi ng:
*string* ssh-nl dsa44-ed25519
*string* key

Here, 'key' is the concatenation of the 1312-octet M.-DSA-44 public
key and the 32-octet Ed25519 public key.

The "ssh-m dsa65-ed25519" key format has the foll ow ng encodi ng:
*string* ssh-nm dsa65- ed25519
*string* key

Here, 'key' is the concatenation of the 1952-octet M.- DSA-65 public
key and the 32-octet Ed25519 public key.

The "ssh-nl dsa87-ed448" key format has the foll owi ng encodi ng:
*string* ssh-nl dsa87-ed448
*string* key

Here, 'key' is the concatenation of the 2592-octet M.-DSA-87 public
key and the 57-octet Ed448 public key.

6. Signature Fornat

The signature format for all paraneter sets defined in this docunent
follows the encoding pattern defined in Section 6.6 of [RFC4253].

*string* identifier

*string* signature

The 'identifier’ is the key format identifier given in Section 4.
The ’'signature’ is the conposite signature generated as defined in

Section 3.1. It is the concatenation of a random zer and the
signatures of the conmponent schenes.
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For M.-DSA, the signatures are defined in [FIPS204].

For ECDSA with curves secp256r1 and secp384r1l, the signatures and
their encodings are defined in [ RFC5656], Section 3.1.2.

For Ed25519 and Ed448, the signature are defined in [ RFC8709],
Section 6.

The "ssh-nm dsad44-es256" signature format has the foll ow ng encoding:
*string* ssh-ml dsa44-es256

*string* signature

Here, ’'signature’ is the concatenation of a 32 bytes random zer and

the 2420-octet M.-DSA-44 signature and the ECDSA signature using the
secp256rl1 curve

The "ssh-nl dsa65- es256" signature format has the foll ow ng encodi ng:
*string* ssh-m dsa65- es256

*string* signature

Here, ’'signature’ is the concatenation of a 32 bytes random zer and

the 3309-octet M.-DSA-65 signature and the ECDSA signature using the
secp256rl curve

The "ssh-nm dsa87-es384" signature format has the foll ow ng encoding:
*string* ssh-m dsa87-es384

*string* signature

Here, ’'signature’ is the concatenation of a 32 bytes random zer and

the 4627-octet M.--DSA-44 signature and the ECDSA signature using the

secp384r1 curve

The "ssh-m dsad44-ed25519" signature format has the follow ng
encodi ng:

*string* ssh-nl dsa44-ed25519
*string* signature
Here, 'signature’ is the concatenation of a 32 bytes random zer and

the 2420-octet M.- DSA-44 signature and the 64-octet Ed25519
signature.
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The "ssh-nl dsa65- ed25519" signature format has the follow ng
encodi ng:

*string* ssh-nl dsa65-ed25519

*string* signature

Here, ’'signature’ is the concatenation of a 32 bytes random zer and
the 3309-octet M.-DSA-44 signature and the 64-octet Ed25519
signature.

The "ssh-nm dsa87-ed448" signature format has the foll ow ng encoding:
*string* ssh-m dsa87-ed448

*string* signature

Here, 'signhature’ is the concatenation of a 32 bytes random zer and
the 4627-octet M.-DSA-44 signature and the 114-octet Ed448 signature.

7. Security Considerations

The Security Considerations section of [RFC4251] al so applies to this
docunent .

The user can refer to [FIPS204] for security issues related to the
M.- DSA post - quant um conponent of the conposite algorithmand to the
Security Considerations sections of [RFC5656] and [ RFC8709] for the
traditional conponent.

For the specific security issues raising fromthe use of a hybrid
composite signature schene, the user can refer to
[I-D.draft-ietf-pquip-hybrid-signature-spectruns].

For nore information about hybrid conposite signature schenmes and the
different hybrid conbinations that appear in this docunent, the user
can read [I-D.draft-ietf-Ianps-pq-conposite-sigs]

8. | ANA Consi derations
I ANA is requested to add the following entries to "Public Key

Al gorithm Nanmes" in the "Secure Shell (SSH) Protocol Paraneters”
registry [1ANA. SSH):
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S===================+4-SSSSSSS=SS=SS-======+4-=-=-=-=======+
Key Al gorithm Name | Key For nmat | Reference |
dsadd-es256 | ssh-m dsadd-es256 | TH S RFC |
dsa6s-es256 | Ssh-n dsags-es256 | THSREC |
dsag7-es3gd | ssh-m dsas7-es3s4 | THSREC |
dsadd-ed25519 | ssh-m dsada- ed25510 | TH S RFC |
dsa6s-ed25519 | Ssh-n dsags- ed25519 | TH S RFC |
dsag7-eddds | ssh-mi dsas7-edads | THSREC |
-------------------- Fom e e e e e e e oo}

Table 3: SSH Public Key Code Points
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