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1. Introduction

The advent of quantum conputing poses a significant threat to the
security of traditional cryptographic systens. C assica
cryptographi c al gorithns, such as RSA, ECDSA, and their elliptic
curve variants, rely on the conputational difficulty of certain
nunber-theoretic problens. However, these algorithns are vul nerable
to attacks by adversaries with access to a Cryptograpically-Rel evant
Quantum Conputer (CRQC), which can efficiently solve these problens
and conpromi se the security of the entire system

To address this vulnerability, there is a pressing need to mgrate to
post - quant um crypt ogr aphy (PQC), which enploys algorithns resistant
to quantum attacks. This transition presents uni que chall enges, as
the security of PQC algorithms is not yet fully established and

requi res extensive evaluation. Additionally, during the migration
peri od, systems nmust mmintain conpatibility with | egacy devices that
do not support PCQC.

Thi s docunent introduces new Certificate Signing Request (CSR)
attributes and X 509v3 certificate extensions to facilitate the

m gration of post-quantum signature algorithns while ensuring
compatibility with existing systens. A key design requirenent for
this scheme is to enable the coexistence of two public keys and two
signatures within a single certificate, and allowi ng for switching
bet ween four distinct certificate forns during transm ssion w thout
i mpacting verification.

By enbedding an alternative public key and an alternative signature
into extensions, nultiple certificate chains can be effectively
enbedded within a single chain. This enables | egacy devices to
continue using traditional cryptographic algorithns, while upgraded
devices can utilize PQC algorithnms and renain interoperable with

| egacy devices. The schene also allows for the flexible selection of
certificate forms, including both "by reference" and "by val ue"
options, to accomodate different device scenarios and optim ze
bandwi dt h usage.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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1.2. Termi nol ogy
Al ternative Subject Public Key: The keys, whose usage is profiled in
this docunment, which can be used to verify a signature instead of, or
in addition to, the traditional keys.
Alternative Signature: The signature, whose usage is profiled in this
docunent, which can be used to validate a certificate instead of, or
in addition to, the traditional signature.
Subscriber: An entity that applies a signed certificate.
Relying Party: An entity that receives and verifies certificates.

Issuer: An entity that signs and issues certificates;

Upgraded Device: An entity which is capabl e of understanding and
usi ng the extensions introduced in this document.

2. Design Overview

A + CSR (pk_1, pk_2, sig_1, sig_2) A +
| Subscriber | -----------mii > | | ssuer |
| Sk_1, SK 2 | <--cmmmmmmmm e | sk_3, sk_4
R + Certificate (pk_1, pk_2, sig_3, sig_4) R +

N N N

[

| | | ByRef Certificate (pk_1, hash(pk_2), hash(sig_3), sig_4)

| | IS +

| I

| | Byval Certificate (pk_1, pk_2, sig_3, sig_4) |

| | or ByRef Certificate |

| T + |

I I I

% % %
A + Download data +------------------ S e +
| Store | <-----memae--- > | Upgraded Devices | | Legacy Devices
| pk_2, sig 3 | | pk_3, pk_4 | pk_4 |
S + o e e e e oo oo SRR RSy +

Figure 1. Design Overview
To achieve hybrid signatures in a PKI system a subscriber needs to
apply a certificate that contains two public keys to use hybrid
signature schenes. Meanwhile, the issuer needs to sign a certificate
with two secret keys and include two signatures in the certificate.

The design of this docunment is outlined as foll ows:
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1. A subscriber selects two signature algorithns and generates two
key pairs (pk_1, sk 1) and (pk_2, sk_2). It then uses sk_1 and
sk _2 to generate sig_1 and sig_2, respectively. The signatures
are proof-of-possession of the secret keys sk 1 and sk 2. The
two public keys and signatures are included in a Certificate
Si gni ng Request as defined in Section 4.1.

2. An issuer holds two key pairs (pk_3, sk _3) and (pk_4, sk_4).
Upon receiving a CSR, the issuer uses its two secret keys to sign
the information provided in the CSR and constructs a certificate
as defined in Section 4.3. A certificate has at nmost four forns
as defined in Table 1. The issuer signs Form4 of the
certificate, which includes the values of pk_1 and sig_4, and the
hashes of pk_2 and sig 3. The issuer converts the certificate to
Form1l as in Section 4.4, which includes all plain values, and
sends the certificate in Form1l to the subscri ber

3. Upon receiving the certificate, a subscriber puts the alternative
public key pk_2 and the alternative signature sig 3 into specific
| ocai t ons.

4. For | egacy devices that have not been upgraded, only traditiona
algorithnms are used to establish communication with the
subscriber. |In this case, certificates in Form4 are transfered,
whi ch only include pk_1, sig_4 and hashes of pk_2 and sig_3.

5. For upgraded devices, both traditional algorithns and post-
quantum al gorithnms can be used. 1In this case, the devices can
sel ect a proper certificate formbase on their preferences.

3. Alternative Public-Key Al gorithm Cbjects
3.1. QADs

The following O Ds are used to identify the CSR attributes and
X.509v3 extensions defined in the subsequent sections.

i d-al t SubPubKeyHashAl gAttr OBJECT | DENTI FI ER :: = { TBD}
i d- al t SubPubKeyLocAttr OBJECT | DENTI FI ER :: = {TBD}
i d- al t Si gVal ueHashAl gAttr OBJECT | DENTI FI ER :: = {TBD}
i d-al t Si gval ueLocAttr OBJECT | DENTI FI ER :: = {TBD}
i d- al t SubPubKeyExt OBJECT | DENTI FI ER :: = {TBD}
i d-al t Si gnat ur eExt OBJECT | DENTI FI ER :: = { TBD}
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3.2. CSR Attributes

Four new CSR attributes are defined. The first two attributes are
used to submt associated informati on about the alternative public
key of the subscriber for certification. The latter two attributes
specify paranmeters related to the alternative signature generated by
the issuer. A CSR MAY include any one or nultiple of these
attributes.

3.2.1. Alternative Subject Public Key Hash Al gorithm Attribute

This attribute specifies the identifier for the algorithmused to
hash the alternative public key of a subscriber. The
Algorithmdentifier type is defined in Section 4.2 of [RFC2986].

This attribute is identified using the id-altSubPubKeyHashAl gAttr
aD.

al t SubPubKeyHashAl gAttr ATTRI BUTE ::= {
W TH SYNTAX Al gorithm dentifier
I D id-altSubPubKeyHashAl gAttr }

3.2.2. Alternative Subject Public Key Location Attribute

This attribute specifies a URl indicating the |ocation where the
alternative public key will be stored. This attribute MAY be
omtted, if the subscriber and the relying partiy wish to establish a
mut ual |y agreed-upon | ocation through external means. The details of
this negotiation are outside the scope of this docunent.

This attribute is identified using the id-altSubPubKeyLocAttr O D.

al t SubPubKeyLocAttr ATTRIBUTE ::= {
| ocation UR
I D i d-al t SubPubKeyLocAttr }

3.2.3. Aternative Signature Value Hash Al gorithmAttribute

This attribute specifies the identifier for the algorithmused to
hash the alternative signature generated by an issuer.

This attribute is identified using the id-altSigval ueHashAl gAttr QO D.
al t Si gVal ueHashAl gAttr ATTRI BUTE :: = {

W TH SYNTAX Al gorithm dentifier
I D id-altSigVal ueHashAl gAttr }
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3.2.4. Aternative Signature Value Location Attribute

This attribute specifies a URl indicating the | ocation where the
alternative signature generated by the issuer can be stored. The
subscriber will store the alternative signature once received from
the issuer. This attribute MAY be onitted, if the subscriber and the
relying party wish to establish a mutually agreed-upon | ocation
through external means. The details of this negotiation are outside
the scope of this docunent.

This attribute is identified using the id-altSigVvalueLocAttr QO D.

al t Si gval ueLocAttr ATTRIBUTE ::= {
| ocati on UR
I D i d-altSigval ueLocAttr }

3.3. X 509v3 Extension

Two new X. 509v3 extensions are defined. One is designed to include a
subscriber’s alternative public key in the certificate, while the
other is designed to include an issuer’s alternative signature. Both
extensions have a sinmilar structure.

3.3.1. Alternative Subject Public Key Extension
This extension is identified using the id-altSubPubKeyExt QO D.
Conform ng issuers MUST mark this extension as non-critical

Thi s extension, containing the alternative public key and associ at ed
met adata, is the DER encoding of the follow ng structure:

Al t SubPubKeyExt ::= SEQUENCE {
byVal BOOLEAN DEFAULT FALSE
pl ai nOrHash BI T STRI NG
al t Al gorithm Al gorithmdentifier,
hashAl g Al gorithm dentifier OPTI ONAL
| ocati on URI OPTI ONAL }

The fields of extension Al tSubPubKeyExt have the foll ow ng nmeanings:
* byVal is a boolean with a default value of FALSE. This field
i ndi cates whether the alternative public key is transferred by its

actual value or by reference, and determ nes the content of the
pl ai nOr Hash fi el d.
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3.

3.

* plainOrHash stores the alternative public key or its hash val ue.
When byVal is FALSE, the plainOHash field stores the hash val ue
of the alternative public key. When byVal is TRUE, plainOHash
stores the actual value of alternative public key.

* altAlgorithmidentifies the algorithmof the alternative public
key.

* hashAl g and location fields are optional. hashAlg field indicates
the algorithmused to hash the alternative public key and | ocation
field represents the | ocation where the actual val ue of
alternative public key is stored.

2. Alternative Signature Extension
This extension is identified by the id-altSignatureExt O D.
Conformng issuers MUST mark this extension as non-critical.

Thi s extension contains the alternative signature generated by the
i ssuer, which is the DER encoding of the follow ng structure:

Al t Si gnat ureExt ::= SEQUENCE {
byVal BOOLEAN DEFAULT FALSE,
pl ai nOrHash BI T STRI NG,
alt Si gAl gorithm Al gorithm dentifier,
hashAl g Al gorithm dentifier OPTI ONAL,
| ocati on URI OPTI ONAL }

The fields of the AltSignatureExt extension have the follow ng
meani ngs:

* byVal is a boolean with a default value of FALSE. This field
i ndi cates whether the alternative signature is transferred by its
actual value or by reference, and determ nes the content of the
pl ai nOrHash fi el d.

* plainOrHash stores the alternative signature or its hash val ue.
VWhen byVal is FALSE, the plainOHash field stores the hash val ue
of the alternative signature. Wen byVal is TRUE, plainO Hash
stores the actual val ue of signature.

* altSigAlgorithmidentifies the algorithmto generate alternative
si gnature.
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* hashAl g and location fields are optional. hashAlg field indicates
the algorithmused to hash the alternative signature and | ocation
field represents the | ocation where the actual val ue of
alternative signature is stored

4. Scherme Wrkflow. From CSR to Signed Certificate
4.1. Creating CSRs

A Certificate Signing Request (CSR) has three fields, as defined in
Section 4.2 of [RFC2986].

Certificati onRequest ::= SEQUENCE {
certificati onRequestinfo CertificationRequestlInfo,
signatureAl gorithm Al gorithm dentifier{{ SignatureAlgorithns }},
signature BI T STRI NG

The signature is the result of signing the ASN.1 DER encodi ng of the
certificati onRequestinfo field with a subcriber’s private key.

CertificationRequestinfo ::= SEQUENCE {
version I NTECER { v1(0) } (vi,...),
subj ect Nane,

subj ect PKI nf o Subj ect Publ i cKeyl nf o{{ PKI nf oAl gorithns }},
attributes [0] Attributes{{ CRIAttributes }}

}

The syntax of CSR all ows a subscriber to proof possession of one
secret key. To prove possession of two secret keys, there are nany
possi bl e ways. This docunent adopts the conposite signhature schenes
as defined in a recent | ETF draft
[I-D.draft-ietf-I|anps-pqg-conmposite-sigs]. Namely, two public keys
are concatenated to obtain a single public key, and two signatures
are concatenated to obtain a single signature. So the syntax of CSR
does not need to be changed. In the follow ng description, the terns
Conposi t eKeyGen, ConpositeSign, and ConpositeVerify refer to the
KeyGen, Sign, and Verify algorithms defined in Section 4

of [I-D.draft-ietf-|anps-pg-conposite-sigs], respectively.

At the sane time, the subscriber is allowed to select one hash
algorithmand a location for the alternative subject public key, and
anot her hash algorithmand | ocation pair for the alternative
signature generated by the issuer. These four fields are included as
additional CSR attributes.

The process of generating a CSR is detailed as foll ows:
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1. Select two signature algorithms Al and A2 and calls
Conposi teKeyGen al gorithnms to generate a key pair (pk, sk).
Internally, pk consists of pk_1 and pk_2. sk consists of sk_1 and
sk 2. Sone conbinations and their identifiers have already been
defined in Section 7. of
[I-D.draft-ietf-Ianps-pq-conposite-sigs]. Specially, pk 2 is the
al ternative public key.

2. Construct a ConpositeSi gnaturePublicKey object fromthe pk as
defined in Section 5.2. of
[I-D.draft-ietf-Ianps-pq-conposite-sigs].

Conposi t eSi ghat urePubl i cKey ::= SEQUENCE SI ZE (2) OF BIT STRI NG

3. Construct a SubjectPublicKeylnfo object fromthe
Conposi t eSi gnat ur ePubl i cKey object and the algorithmidentifier
of the selected conposite signature schene.

4. Select two hash algorithnms: one for hashing alternative public
key pk_2, specified in the altSubPubKeyHashAl gAttr attribute, and
anot her for hashing alternative signature, specified in the
al t Si gVal ueHashAl gAttr attribute. The subscriber MAY | eave these
two attributes enpty, in which case the hash al gorithm specified
in the selected conposite signature schenme will be used

5. Select two locations: one for storing the plain alternative
public key pk_2, specified in altSubPubKeylLocAttr attribute, and
anot her one for storing the alternative signature, specified in
al t Si gval ueLocAttr attribute. The subscriber MAY | eave these two
attributes enpty.

6. Construct a Certificati onRequestlnfo object fromthe constructed
Subj ect Publ i cKeyl nfo object, the four new CSR attri butes
(Al t Publ i ckeyHashAl gorithmAttr, altSigVal ueHashAl gAttr
al t SubPubKeyLocAttr, and altSigVal ueLocAttr), and other
attributes

7. Sign the CertificationRequestinfo object with the al gorithm
ConpositeSign using the private key sk

8. Construct a CertificationRequest object fromthe
CertificationRequestinfo object, the identifier of the conpsite
signature schene, and the signature.

4.2. Verifying CSRs

An issuer verifies a CSR by verifying the conposite signhature using
the al gorithm ConpositeVerify with the pk extracted from CSR
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4.3. Creating Certificates

An X. 509 digital certificate is a sequence of three fields as defined

in [ RFC5280] .

Certificate ::= SEQUENCE ({
tbsCertificate TBSCertificate,
signatureAl gorithm Al gorithmdentifier,
si gnat ur eVval ue BIT STRI NG }

The tbsCertificate field contains the subject and i ssuer nanmes, a
public key associated with the subject, a validity period, and other
associ ated i nformati on and extensi ons.

To include two subject public keys in a certificate, the
Al t SubPubKeyExt extension is used to hold the alternative public key.

Meanwhile, if an issuer wants to use two different cryptographic
algorithms to sign a certificate, the AtSignatureExt extension is
used to hold the alternative signature.

To facilitate understanding, a preTbsCertificate is defined, which
has the sane type as TBSCertificate:

preThsCertificate ::= TBSCertificate

The preTbsCertificate is signed by the alternative private key to
generate the alternative signature. This alternative signature is
then used to construct the AltSignatureExt extension, which is
appended to the end of the extension list in the preThsCertificate,

resulting the tbsCertificate object. In other words, thsCertificate
is essentially preTbsCertificate appended with the AltSignatureExt
ext ensi on.

After verifying a CSR, the issuer proceeds with the certificate
creation process, which can be divided into 3 stages:

1. Creating AltSubPubKeyExt extension and preTbsCertificate.
2. Creating AtSignatureExt extension and tbsCertificate.
3. Creating certificates.

4.3.1. Creating AltSubPubKeyExt extension and preTbsCertificate

To create an Al t SubPubKeyExt extension, an issuer does the follow ng
st eps:
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Extract the two public keys pk_1 and pk_2 fromthe pk in CSR
otain the two conponent algorithmidentifiers fromthe conposite
signature schene as defined in Table 2. of
[I-D.draft-ietf-Ianps-pqg-conposite-sigs].

Construct a Subject PublicKeylnfo object frompk_1 and the
algorithmidentifier of the first public key.

Determ nate the hash algorithmto be used to generate a hash of
the alternative public key by checking the

Al t Publ i cKeyHashAl gorithmAttr attribute in the CSR If this
attribute is not present, use the hash algorithmdefined in the
composite signature schene.

Conput e a hash by hashing pk_2 with the determ ned hash
al gorithm

Construct an Alt SubPubKeyExt extension: a) Set the byVal field to
FALSE. b) Set the plainOrHash field to the hash calculated in
step 4. c) Set the altAlgorithmfield to the algorithmidentifier
of the alternative public key. d) Set the hashAlg to the
identifier of hash algorithmdeterm nated by step 3. e) Set the

| ocation field to the location field given in the

al t SubPubKeyLocAttr attribute in the CSR If this attribute is
not present, leave the location field enpty.

After creating an Al t SubPubKeyExt extension, an issuer constructs a
TBSCertificate object fromattributes in the given CSR foll ow ng
exi sting standards, e.g., [RFC2986] and [ RFC5280]. The constructed
TBSCertificate object is the preThsCertificate field, which MJST

i nlude the created AltSubPubKeyExt extension

4. 3. Creating Al'tSignatureExt extension and tbhsCertificate
To create an AltSignhatureExt extension, an issuer does the follow ng
st eps:
1. Deternmine the hash algorithmto be used to generate a hash of the

Sun,

alternative signature by checking the altSigVval ueHashAl gAttr
attribute in the given CSR If this attribute is not present,
use the hash algorithmdefined in the conposite signature schene.

Sign the preTbsCertificate constructed in Section 4.3.1 with the
issuer’s alternative private key to obtain the alternative
si gnature.

Conpute a hash by hashing the alternative signature (obtained in
step 2) with the hash algorithmdetermined in step 1.
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4. Construct an AltSignatureExt extension: a) Set the byVal field to
FALSE. b) Set the plainOrHash field to the hash calculated in
step 3. ¢) Set the altAlgorithmfield to the algorithmidentifier
of the alternative signature. d) Set the hashAlg field to the
identifier of the hash algorithmdetermined in step 1. e) Set the
location field to the location field given in the
al t Si gval ueLocAttr attribute in the CSR If this attribute is
not present, |leave the location field enpty.

After creating an AltSignatureExt extension, an issuer obtains a new
TBSCertificate object by appending the created extension to the
extension list of preTbhsCertificate.

4.3.3. Creating Certificate

An issuer signs the tbsCertificate with its first private key and
algorithm and then constructs the digital certificate as defined in
[ RFC5280] .

Note that the certificate has both the Al tSubPubKeyExt and

Al t Si gnat ureExt extensions with byval fields set to FALSE, indicating
that the certificate is signed with the hashes of the alternative
public key and the alternative signature.

4.4. Converting Forms of Certificates
4.4.1. Converting Forns of Extensions

The two newl y introduced extensions, AltSubPubKeyExt and
Al't Si gnat ureExt, are independent and each can exist in one of two
forns:

* ByValue: The extension provides the actual value of a public key
or a signature. Nanely, the plainOrHash field is set to the
actual value, and the byval field is set to TRUE

* ByReference: The extension provides the hash of a public key or a
signature. Nanely, the plainOrHash field is set to the hash of
the plain value, and the byVal field is set to FALSE

The exact formof a given extension object can be determ ned by
checking the byVval field.

To convert a ByValue formto a ByReference form an entity sets the

byVal field to FALSE, conputes the hash of the plainOHash field, and
repl aces the plainOHash field with its hash
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To convert a ByReference formto a ByValue form an entity sets the
byVal field to TRUE, replaces the plainOHash field with the actual
value. The entity MJST have the actual value of the alternative
public key or the alternative signature.

Note that the other fields in the extensions remain the sanme in both
f orns.

4.4.2. Converting Forns of Certificates

A certificate contains the two proposed extensions can exist in 4
forns as follows.

[ ool oo s s sl sl ]
| | Al'tSubKeyVal ueExt | AltSignatureExt |
B bt Cbemsjems s fums s g pu et e pe e p—p—j—r U
| Form 1 | ByVal ue | ByVal ue |
R ppe—— T Iy +
| Form2 | ByVal ue | ByReference |
B o e e e e m e i oo o e e e e e o +
| Form 3 | ByReference | ByVal ue |
E o e e oo oo oo R +
| Form4 | ByReference | ByReference |
R ppe—— T Iy +

Table 1: Formof Certificate

To convert a certificate fromone formto another form an entity
converts the included extensions fromone formto another form
followi ng the Section 4.4.1.

During the issuance of a certificate, Form4 is the signed form
After constructing a certificate as in Section 4.3, an issuer MJST
send the certificate in FORM 1 or FORM 3 to the subscri ber.

QO herwi se, there is no way for the subscriber to obtain the val ue of
the alternative signature.

During the conmunication of a subscriber and a relying party, all of
these forms MAY be used to transfer a certificate. However, all
other forms MJST be converted to Form 4 before certificate
verification. Meanwhile, an entity MAY fetch the alternative public
key and/or the alternative signature fromthe given |l ocations. The
entity MAY also cache the alternative materials locally. Figure 2
shows the exanpl e process:
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| ssuer Subscri ber Rel ying Party Locati on
| <---e-- CSR --------- | | |

| [Sign on Form 4] | |

| Certificate /Form 1/3--> | |

[extract pk_2,sig 3] |

I Upl oad pk 2, sig 3----------- >

I

I

Certificate /Form 1--> |

[ Convert to Form 4]

[ Construct Form 1/ 2/ 3/ 4]

[verify]
I
Certificate /Form 2--> |
[ Convert to Form 4]
. I
Certificate /Form 3--> |
| <----Fetch pk_2------ >
[ Convert to Form 4]
[verify]

I
Certificate /Form4--> |

| <--Fetch pk_2,sig_3-->

|
I
I
I
I
I
|
I
I
I
I
I
| <----Fetch sig_3----- > |
I
I
I
I
I
|
I
I
I
[verify] |

I
I
I
I I

| |

I I

I I

I I

I I

I I

| |

| | ,

| | [verify]
I I

I I

I I

| |

I I

I I

I I

I I

I I

Figure 2: Transmission and Verification of Different Certificate
For s

4.5. Verifying Certificates

Gven a certificate, a relying party MAY downl oad the actual val ue of
a public key or a signature if a extension is given in ByReference
form

1. Retrieve the external reference address fromthe location field
in the extension, and fetch the actual value fromthat address.
If the |location attribute is absent, the actual value can be
obt ai ned t hrough ot her agreed-upon neans, i.e., from previous
| ocal cache. |[|f the actual val ue cannot be obtained, this
procedure fails.

2. Determne the hash al gorithm by checking the hashAlg field in the
ext ensi on.

3. Conpute the hash of the actual value and conpare it with the
pl ai nOrHash field. |If they do not match, this procedure fails.
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To verify a certificate, a relying party MJST convert it into FORM 4
as described in Section 4.4. After the conversion, the relying party
verifies the signature field using the issuer’s public key follow ng
[ RFC5280]. Meanwhile, the relying party MAY construct the
PreTBSCertificate object by renoving the AltSignatureExt fromthe
extension list of the TBSCertificate object, and verify the

al t SignatureValue field using the issuer’s alternative public key.

4.6. Revoking Certificates

In certain situations, certificates nust be revoked. This can occur
due to various reasons, such as key conprom se, CA conpronise, or
changes in affiliation. GCenerally, Certificate Revocation Lists
(CRLs) are authenticated lists of revoked certificates, as defined in
[ RFC5280] .

In the context of certificates with nultiple keys and signatures, the
conprom se of any private key (whether traditional or alternative)
MUST result in the revocation of the entire certificate. Conversely,
if acertificate with nmultiple keys and signatures is revoked, both
the traditional and alternative keys SHOULD be treated as revoked.
Thi s approach prevents the unnecessary conplexity of managing a
certificate where one key is conprom sed while the other renains
secure

5. Use Case: Post-Quantum M gration

During the post-quantummgration, there is going to be a | ong period
of time where | egacy devices and upgraded devices coexist. In this
scenari o, when applying for a certificate, the subscriber selects a
traditional signature algorithmfor the first public key and a post-
quant um signature algorithmfor the alternative public key. The

i ssuer also uses a traditional signature algorithmand a post-quantum
signature algorithmfor its first and alternative public keys,
respectively.

Assume that a device have some nechanisns to share its capabilities
with a subscriber. For exanple, in TLS, the client sends a
ClientHell o nessage, which includes its supported algorithmlist and
a set of extension requests.

Legacy devices only support traditional algorithnms and do not
recogni ze the AltSubPubKeyExt extension. |In this case, the
subscriber sends a certificate in Form4 to | egacy devices. Then,
the | egacy device ignores the proposed two extensions, verifies the
certificate with the issuer’s traditional public key, and retrieves
the subject’s traditional public key fromthe certificate. The

| egacy device can then use the subject’s traditional public key to
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verify the identity of the subscriber. This allows |egacy devices to
continue using traditional algorithns as before, ensuring backward
compatibility.

Upgr aded devi ces, which support both traditional and post-quantum

al gorithms, recognize the proposed two extensions. An upgraded
device can request any formof a certificate according to its
preference. Gven a certificate, the device deternmines its form and
verifies the certificate follows Section 4.5. After the
verification, the device can use subject’s one or two public keys to
verify the identity of the subscriber

An upgraded device can obtain the actual value of the alternative
materials by requesting a certificate in FORM 1 during the first
communi cation with the subscriber and cache the alternative public
key. Later the device can select certificates in other forns to save
transm ssi on over head.

6. | ANA Consi derations
TODO. ADD a table to include the required QA Ds.
7. Security Considerations

Many of the security considerations for this docunment closely follow
those of [RFC5280] and [I-D.draft-truskovsky-| anps-pqg-hybrid-x509].
However, the extension introduced in this document does bring rise to
addi ti onal considerations.

The certificate issued as in this docunent MAY has | ocation fields to
allow the relying party to download the alternative materials. It is
possible that a malicious actor replaces the content at the refered

| ocation, but this action will be detected since the hash of the
actual value is given in the certificate.

Thi s docunent uses the conposite hybrid signature schene in CSR
follows the description in
[1-D.draft-truskovsky-1amps-pg-hybrid-x509]. It achieves the Non-
Separability security property, which is defined in Section 1.4.3. of
[I-D.draft-ietf-pquip-hybrid-signature-spectruns]. So an attenpt to
renove any of the public key or signature of a subscriber will be

det ect ed.

For the certificate issuance, the issuer uses the nested hybrid
signature schene to sign the information of a certificate with two
private keys. To achi eve backward-conpatibility, the subscriber
SHOULD use a traditional signature algorithmand a post-quantum
signature algorithmfor the outer and inner signature algorithns,
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8.

8.

respectively. One of the main drawback of nested hybrid signature is
that the outer signature can be stripped. But in the case of a
certificate, the strpping attack will be detected. Another problem
is that if a malicious actor with a CRQC breaks the outer traditiona
signature algorithm it can alter all the inner nessage, including
the location, flag and hash for the inner signature. 1In this
powerful attack, a relying party will downl oad a forged signature
froma location controlled by the attacker and passed the hash
comparison. But when the relying party use the issue’s alternative
public key to verify the downl oaded signature, the verification will
certainly fail.

For certificate transparency services, certificates in FORM 4 SHOULD
be | ogged and nonit ored.

For a | egacy device, to achi eve backward-conpatibility, it uses the
signature field to verify the certificate and the first public key of
the subscriber to authenticate handshake transcripts. In this case,
there is no post-quantum security.

For an upgraded device, the situation is nore conplicated. 1t can
only use the first public key or two public keys. It can only verify
the signature field or verify two signatures. Al these choices
depend on the comuni cation parties’ preferences and/or
configuration. The nmechani smdescribed in this docunent gives 4
forns of a certificate. However, the upper-layer applications or
protocol s needs to decide the strategy when applying the proposed
mechani sm
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