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Abst ract

Encrypted CientHello (ECH requires clients to have the server’s ECH
configuration before connecting. Currently, when ECH fails, servers
can send updated configurations but clients cannot authenticate them
without a certificate for the public nane, limting depl oynent
flexibility.

Thi s docunent specifies an authenticated ECH configuration update
mechani sm  Servers can deliver signed ECH configurations during the
TLS handshake, allowing clients to authenticate and i medi ately use
themfor retry. The nechani sm decoupl es ECH key distribution from

transport, enabling the sane signed configuration to work via DNS or
TLS delivery.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-sullivan-tls-signed-ech-
updat es/ .
Source for this draft and an issue tracker can be found at
https://github.com grittygrease/draft-sullivan-tls-signed-ech-
updat es.

Status of This Menp

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Depl oyment of TLS Encrypted CientHello (ECH) requires that clients
obtain the server’s current ECH configuration (ECHConfig) before
initiating a connection. Current mechani sns distribute ECHConfi g
data via DNS HTTPS resource records [ RFC9460] or HTTPS wel | - known
URIs [I-D.ietf-tls-wkech], allow ng servers to publish their
ECHConfi gLi st prior to connection establishnment.

Wil e ECH includes a retry nechani sm where servers can send updat ed
ECHConfi gLi st val ues during the handshake (via Hel |l oRetryRequest or
Encrypt edExt ensi ons), the base ECH specification instructs clients
not to cache these configurations [I-D.ietf-tls-esni]. |Instead,
servers must authenticate the outer handshake using a certificate for
the public nane, and clients nust obtain updated configurations

t hrough out - of - band nechani sns for future connections.

This approach limts ECH depl oynent in two key ways. First, it
restricts the usable public names to those for which operators can
obtain certificates, reducing the potential anonymty set. Second,
it creates delays in key rotation recovery, as clients cannot

i medi at el y use updated configurations received during the handshake.
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Thi s docunent introduces an Authenticated ECH Config Update mechani sm
to securely deliver and rotate ECHConfig data in-band, during a TLS
handshake. The goal is to allow servers to frequently update ECH
keys (for exanple, to limt the lifetine of keys or respond to
conprom se). This nechani sm does not prescribe or rely on fallback
to cleartext; when ECH fails with this mechanism the connection is
term nated and retried with updated configurations rather than
exposi ng the protected nane.

The nechani sm supports two authentication nmethods through the
ech_auth ECHConfi g extension

1. Raw Public Key (RPK) - SPKI hashing for configuration-specific
trust

2. PKIX - Certificate-based signing with a critical X 509 extension

Each ECHConfig carries at nbst one signature using the specified

met hod. By authenticating ECH configs i ndependently, the mechani sm
makes ECH key distribution orthogonal to transport. The sane signed
ECHConfig artifact can be conveyed via DNS, HITPS, or the TLS
handshake itself. The client will accept it only if the acconpanying
signature or proof is valid under one of its trust nobdes.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and "MNAY'
in this docunent are to be interpreted as described in BCP 14
[ RFC2119] [ RFC8174] when, and only when, they appear in all capitals.

Thi s docunent assunes familiarity with TLS 1.3 [RFC8446] and the ECH
specification [I-D.ietf-tls-esni], referred to here as sinmply "ECH

The foll owi ng acronyns are used throughout this docunent:

* RPK: Raw Public Key - A public key used directly without a
certificate wapper

* PKIX: Public Key Infrastructure using X 509 - The standard
certificate-based PKI used on the web

* SPKI: SubjectPublicKeylnfo - The ASN. 1 structure containing a
public key and its algorithmidentifier

* HPKE: Hybrid Public Key Encryption - The encryption scheme used by
ECH as defined in [ RFC9180]
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Sul

* DER Distinguished Encoding Rules - A binary encoding format for

ASN. 1 structures

* OCSP. Online Certificate Status Protocol - A nethod for checking

certificate revocation status

* CRL: Certificate Revocation List - Alist of revoked certificates

published by a Certificate Authority

* CA: Certificate Authority - An entity that issues digita
certificates

Ter mi nol ogy

ECHConfig: An individual ECH configuration structure as defined in
[I-D.ietf-tls-esni], which includes fields such as public_nane,
public_key (HPKE key), and extensions.

ECHConfi gList: A sequence of one or more ECHConfig structures as
defined in ECH (a byte string that starts with a 16-bit |ength and
may contain nultiple concatenated ECHConfig val ues).

ECHConfi gTBS (To-Be-Signed): The serialized ECHConfig structure with
the ech_auth extension, but with the signature field within
ech_auth set to zero-length. This includes all ECHConfig fields
and the ech_auth extension’s nmethod and trusted_keys fields.

aut henti cated ECHConfig: An ECHConfig that contains an ech_auth
extension with a valid signature in the signature field, allow ng
clients to verify its authenticity.

public name: The value of the public_name field in the ECHConfi g,
i.e., the authoritative DNS nane for updates and validation
associated with that configuration. This nane is not required to
be the CientHelloOQuter SNI, though depl oynents soneti nes choose
to align them

retry_configs: The ECHConfigList sent by a server in
Hel | oRet ryRequest or Encrypt edExt ensi ons when ECH is rejected, as
defined in [I-D.ietf-tls-esni].

outer SNI: The Server Nane |ndication value sent in the outer
(unencrypted) CientHello when ECH is used. This is typically the
ECHConfi g’ s public_nane or another name that preserves client
privacy.
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The reader should recall that in TLS 1.3, the server’s

Encr ypt edExt ensi ons nmessage is encrypted and integrity-protected with
handshake keys [I-D.ietf-tls-esni]. New extensions defined as part
of EncryptedExtensions are not visible to network attackers and
cannot be nodified by an attacker w thout detection. Additionally,
"certificate verification" refers to the standard X 509 validation
process (chain building, signature and expiration checking, nane

mat chi ng, etc.) unless otherw se specified.

3.  Mechani sm Overvi ew

This specification defines three methods for authenticating ECH
configuration updates:

3.1. Raw Public Key (RPK)

The ECHConfigLi st update is authenticated by a Raw Public Key (RPK).
The ECHConfig’'s ech_auth extension carries a set of trusted_keys,
each val ue bei ng SHA-256(SPKI) of an RPK that is authorized to sign
an update.

A client receiving an authenticated update (e.g., in HRR EE
retry _configs) MJST

1. Extract the authenticator key' s SubjectPublicKeylnfo (SPKI) and
comput e sha256(spki). Verify nenbership in trusted_keys.

2. Verify that not_after is strictly greater than the client’s
current tine.

3. Verify the signature over the to_be_signed input using the
aut henti cat or key.

Clients MAY cache trusted _keys only for the lifetinme of the

associ ated ECHConfig and solely to authenticate a single retry-
configs update per fresh connection attenpt. Upon successfu
installation of a new ECHConfi gLi st (via an authenticated update or a
fresher out-of-band fetch), or upon expiration of the cached
configuration, clients MIJST clear any RPK state | earned fromthe
prior configuration.

Thi s specification defines no | ong-term pinning and no public-nane
aut henti cation via RPK
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3.2. PKIX (Certificate-Based)

The update is signed with the private key corresponding to an X 509
certificate that chains to a locally trusted root and is valid for
the ECHConfig public _nanme (i.e., appears in the certificate s SAN)

The leaf certificate MJST include a new, critical X 509 v3 extension
i d- pe-echConfigSigning (O D TBD) whose presence indicates

aut hori zation to sign ECH configuration updates for the DNS names in
the certificate’s SAN. Cdients:

* MJST validate the certificate chain according to |local policy;
* MUIST confirmthe SAN covers the ECHConfig public_nane;

* MJST confirmthe critical id-pe-echConfigSigning extension is
present in the |eaf; and

*  MUIST verify the ECH update signature with the |eaf key.

When this critical extension is present, clients MJST NOT accept the
certificate for TLS server authentication. The not_after field in
ech_auth. signature MJUST be 0 for PKI X

4. Benefits of Signed ECH Configurations

By treating ECH configurations as signed objects, this nechani sm
decouples trust in ECH keys fromthe TLS handshake's certificate
validation of the origin. This enables several inportant
capabilities:

4. 1. Di stinct Public Nanes Wthout CA Certificates

A server can use many different public hostnanes (even per-client,
per-connection uni que ones) to maxim ze the anonynity set or for

ot her operational reasons [I-D.ietf-tls-esni], without having to
obtain certificates for each. The RPK method allows the client to
authenticate the server’s ability to update ECH keys for those public
nanes via a key hash, rather than via a CA-issued certificate. This
was not possible under the original ECH design, which required a
valid certificate for any public name used [I-D.ietf-tls-esni].
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4.2. Faster and Safer Key Rotation

The server can proactively push a new ECHConfig to clients shortly
before rotating keys, ensuring clients receive it immedi ately. The
updat e objects include an expiration tinmestanp (not_after), allow ng
servers to bound the lifetime of configurations to coordinate key
rollover. dients will reject expired configurations.

4.3. CQut-of-Band Distribution Synergy

Because the sanme authentication nethods are defined for in-band and
out - of -band, an ECHConfi g obtained via DNS can carry the sane
signature that a TLS i n-band update would, allowing clients to verify
it even if their DNS channel is not fully trusted. For instance, a
client mght obtain an ECHConfig via DNS; if that ECHConfig has RPK
trusted _keys, subsequent updates via TLS will be signed by that key,
protecting against any earlier undetected DNS tanpering.

4.4. Design Sinmplicity

This design attenpts to minimze conplexity. 1t does not use
explicit key identifiers or conplicated pin rotation netadata. For
the RPK nethod, the pinning nodel is kept sinple (a list of allowed
signing keys established froman authenticated initia
configuration); pin revocation or addition is handled by sinmply
signing a new update that changes the list (clients trust the new
list if it is signed by a currently trusted key). There is no "next
update tinme" field that requires clients to preenptively fetch

updat es; instead, updates are fetched when provided by the server or
when the client next connects. The nmechanismis agnostic to the
transport by which the client obtained the initial ECHConfig

whet her via DNS SVCB/HTTPS RR (as in [I-D.ietf-tls-svcb-ech]), via a
wel | - known HTTPS endpoint [I-D.ietf-tls-wkech], or via sone

provi sioni ng protocol, the subsequent updates use the sane
verification process.

5. Protocol Elenents
Thi s section specifies the new extensions and data structures in
detail. Al multi-byte values are in network byte order (big-

endi an). The syntax uses the TLS presentation | anguage from
[ RFC8446] .
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5.1. ECH authentication extension (ech_auth)

The ech_auth information is carried as an ECHConfi g extension inside
the ECHConfig structure and is used both when distributed via DNS and
when delivered in TLS (HRR'EE) as part of retry configs. This single
ext ensi on conveys policy (which signature nethods and pins are
supported) and, when present, a signed authenticator that allows
clients to verify and install the ECHConfig i mredi ately.

The ech_auth extension MJST be the |ast extension in the ECHConfig's
extension list. This ensures that the signature in the extension
covers all other extensions in the ECHConfi gTBS. | nplenentations
MUST pl ace this extension |ast when constructing an ECHConfi g, and
MUST rej ect ECHConfigs where ech_auth is not the |ast extension

The ech_auth extension has the follow ng structure:

enum {
none(0),
rpk(1),
pki x(2),
(255)

} ECHAut hMet hod;

/1 W reuse the TLS HashAl gorithmregistry values (though TLS 1.3 itself

/] doesn’t use this enumdirectly, the registry still exists)

/1 For now, inplementations MJST use sha256(4). Future specs may allow others.
opaque SPKI Hash<32..32>; // SHA-256 hash of DER-encoded SPKI

struct { ECHAut hMet hod net hod; // Single authentication nethod

SPKI Hash trusted_keys<0..2716-1>; // RPK-only; SHA-256 hashes per

| ANA TLS // HashAlgorithmregistry value 4; // zero-length if nethod
= rpk

/1 Optional signed authenticator. Present when the sender w shes
/1 to provide a signed ECHConfig (e.g., in TLS retry _configs, or
[l pre-signed in DNS). struct {
opaque aut henticator<1..2216-1>; // method-specific material (see bel ow)
ui nt 64 not _after; /1 Unix timestanp; used by RPK
/1 MUST be 0 for PKI X SignatureScheme al gorithm
opaque signature<l..2”16-1>;
} signature; /1 Optional; zero-length if not present
} ECHAut h;

5.1.1. Signature Conputation

The signature is conputed over the concatenation
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context label = "TLS-ECH AUTH v1" // ASCI |, no NUL
to_be signed = context_|abel || ECHConfigTBS
wher e:

*  ECHConfi gTBS (To-Be-Signed) is the serialized ECHConfig structure
i ncluding the ech_auth extension, but with the signature field
within ech_auth set to zero-length. This neans it includes:

- Al ECHConfig base fields (version, length, contents, etc.)
- Al extensions including ech auth (which MJST be | ast)

- Wthin ech_auth: the nmethod, trusted_keys, and the
aut henticator/ not_after/algorithmfields fromsignature, but
NOT the actual signature bytes

* The signature is conputed over this entire structure, avoiding
circul ar dependency by zeroing out only the signature bytes
t hensel ves

* Al multi-byte values use network byte order (big-endian)

* The serialization follows TLS 1.3 presentation | anguage rules from
RFC 8446

Including a fixed, schene-specific context |abel prevents cross-
protocol reuse; covering the to-be-signed ECHConfig and all ech_auth
fields (except the signature itself) ensures integrity of paraneters
and pins. The not_after tinestanp provides freshness by bounding the
configuration’s validity period.

Met hod- speci fic authenti cator

* RPK (nmethod=1): the DER-encoded SubjectPublicKeylnfo (SPKI) of the
signing key. The client MJST conpute the SHA-256 hash of the
SPKI, verify that it matches one of the hashes in trusted_keys,
check that the current tine is before the not_after tinestanp, and
then verify the signature with this key. The not_after field is
REQUI RED and MUST be a tinmestanp strictly greater than the
client’s current time at verification
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* PKIX (method=2): a CertificateEntry vector (leaf + optiona
intermediates) as in TLS 1.3 Certificate; the |eaf MJST include
the critical id-pe-echConfigSigning extension and be valid for the
ECHConfig public_nanme. The client validates the chain, confirns
the SAN includes the ECH public_nane, confirms the critical id-pe-
echConfi gSigning extension is present in the leaf, and verifies
the signature with the leaf key. The not_after field MJST be set
to 0 (absent).

Not es:
* trusted keys is only used by RPK; clients MJUST ignore it for PKIX

* |If method is rpk(1), trusted_keys MJST contain at |east one SPKI
hash; otherwi se it MJST be zero-Iength.

* A server publishing nmultiple ECHConfigs MAY use different nethods
for each to maximze client compatibility.

Cont ext -speci fic requirements

* \When carried in TLS (Hel | oRetryRequest or Encrypt edExtensions), an
ech_auth extension in each delivered ECHConfi g MJUST include a
signed authenticator in signature, and the client MJST verify the
aut henti cator before installing the ECHConfi g.

* \When carried in DNS, an ech_auth extension MAY omt the signature
field (unsigned), in which case it conveys only policy (nethod,
trusted keys). dients MAY use such information to attenpt ECH
and to bootstrap trust, but MJST NOT treat it as an authenticated
update. |If signature is present in DNS, clients SHOULD verify it
per the indicated nmethod and MAY treat the ECHConfig as
aut henti cat ed upon successful verification.

The SPKI hash uses SHA-256 (value 4 in the | ANA TLS HashAl gorithm
registry). The rationale for using a hash rather than the full SPKI
is to keep the extension conpact in DNS and on the wire, and to avoid
exposing full public keys in the clear. SHA-256 is universally
supported and provides sufficient security. The drawback is that
hash col | i sions or second-prei mage attacks could underm ne the pin
this is considered cryptographically infeasible for SHA-256 at the
time of witing.

Note: Wiile TLS 1.3 noved to SignatureSchene and doesn’t directly use
the HashAl gorithm enum we reference the 1 ANA registry value for
clarity. Future versions of this specification could add a hash
algorithmfield using the TLS HashAl gorithmregistry if algorithm
agility becones necessary.
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5.

5

5.

Client behavior: Wen a client obtains an ECHConfig that contains an
ech_auth extension, it SHOULD store this information along with the
configuration. |If the client subsequently uses this ECHConfig to
initiate a connection, it relies on delivery of signed ECHConfigs in
HRR/ EE for in-band updates.

If an ECHConfig does not include ech_auth, the in-band update
mechani sm defi ned here is not used for that configuration

Server behavior: A server that w shes to allow in-band updates MJST
i nclude ech_auth in the ECHConfig it publishes via DNS or other
means. The server MUST set the nmethod field to the authentication
method it will use for this configuration. The server MJST ensure
that it actually has the capability to performthe indicated nethod:

* |f method is rpk(1l), the server needs a signing key whose SPK
hash is in trusted keys. (It may have nultiple keys for rotation;
all keys that m ght sign an update before the next ECHConfig
change should be listed. Pins can be added or renoved by
generating a new ECHConfig with an updated |ist and distributing
it out-of-band or via an update.)

* |f nmethod is pkix(2), the server nust have a valid certificate
(and chain) for the public name with the critical id-pe-
echConfi gSi gni ng extension (Section | ANA Consi derati ons
(Section 9) defines the extension) available at runtime to use for
signing. The certificate' s public key algorithmdictates what
signature algorithns are possible.

2. TLS Extensions for ECH Config Update
2.1. EncryptedExtensions / Hell oRetryRequest Delivery

This specification reuses the ECH retry _configs delivery mechani sm
the server sends an ECHConfi gLi st where each ECHConfig contains the
ech_auth extension with a signed authenticator. The server MAY
include multiple ECHConfigs with different authentication nethods
(e.g., one with PKIX and one with RPK) to maxim ze client
compatibility. There is no separate TLS extension for negotiation

2.2. Server Behavior
When a server receives a CientHello with the encrypted_client_hello

extension, it processes ECH per [I-D.ietf-tls-esni]. |If the server
has an updat ed ECHConfi gList to distribute:
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1. ECH Accepted: If the server successfully decrypts the
ClientHellolnner, it conpletes the handshake using the inner
ClientHell o. The server MAY include authenticated ECHConfigs in
Encrypt edExtensions if an update is avail able.

2. ECH Rejected: If the server cannot decrypt the dientHellolnner,
it SHOULD proceed with the outer handshake and incl ude
aut henti cat ed ECHConfigs in EncryptedExtensions. This allows the
client to immediately retry with the correct configuration

The server prepares authenticated updates by:

* Using the authentication method specified in the ECHConfig' s
ech_aut h. met hod

* Creating the appropriate authenticator (RPK signature or PKIX
certificate chain)

* Including the authenticator in the ECHConfig' s ech_auth. signature
field

* Sending the ECHConfigList via the existing retry_configs mechani sm
5.2.3. dient Behavior

When a client retrieves an ECHConfig (e.g., fromDNS), it exani nes
the ech_auth extension and records:

* The authentication nethod (RPK or PKIX)
* Any trusted_keys for RPK validation
* Any pre-distributed signature for inmedi ate validation

During the TLS handshake, upon receiving an ECHConfigList in HRR or
EE:

1. Validation: The client validates the authenticator according to
its method:

* RPK: Conputes the SHA-256 hash of the provided SPKI, verifies
it matches one in trusted keys, then verifies the signature

* PKIX: Validates the certificate chain, verifies the |eaf
certificate covers the ECHConfig' s public_name, checks for the
critical id-pe-echConfigSigning extension, then verifies the
signature
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2. Validity Checking: The client checks tenporal validity:
* For RPK: Verifies current tine is before not_after

* For PKIX: Verifies certificate validity period (the not_after
field MIUST be 0)

3. Installation and Retry (see Appendix A for state diagram

* |f validation succeeds and this was an ECH rejection (outer
handshake) :

- The client treats the retry_configs as authentic per
[I-Dietf-tls-esni], Section 6.1.6

- The client MUST terminate the connection and retry with the
new ECHConfig

- The retry does not consider the server’s TLS certificate
for the public name

* |f validation succeeds and this was an ECH accept ance:
- The client caches the new ECHConfig for future connections
* |f validation fails:

- The client MUST treat this as if the server’s TLS
certificate could not be validated

- The client MUST NOT use the retry_configs
- The client term nates the connection without retry

Not e: Regardl ess of validation outcone in an ECH rejection, the
client will termnate the current connection. The difference is
whether it retries with the new configs (validation success) or
treats it as a certificate validation failure (validation failure).

I mpl enenters should refer to the state diagramin Appendix A for the
conplete retry logic flow.

5.2.4. Backward Conpatibility
Clients that do not inplenent this specification continue to process
retry configs as defined in [I-D.ietf-tls-esni], ignoring the

aut henti cation extensions. Servers that do not inplenent this
specification send unauthenticated retry _configs as usual
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6

6

6

1.

Exanpl e Exchange

Initial Setup

Consi der api.exanple.comas a service protected by ECH with public
nane ech. exanpl e. net. The operator publishes an ECHConfig via DNS
HTTPS RR with the ech_auth extension containing:

*

2

Met hod: RPK (val ue 1)
Trust ed keys: SHA-256 hash of an Ed25519 signing key's SPKI
Optional: A signed authenticator for inmediate validation

Successful ECH wi th Update

Client connects: Sends ClientHello with ECH using cached config
* Quter SN : ech. exanpl e. net

* Inner SN : api.exanple.com

Server accepts ECH. Decrypts inner CientHell o successfully

*  Prepares updated ECHConfig wi th new keys

* Selects PKIX nethod for signing

* Signs the update with certificate containing the critical id-
pe- echConfi gSi gni ng extension

Server response

* ServerHell o (ECH accept ed)

* Encrypt edExt ensi ons cont ai ni ng aut henti cated ECHConfig
* Certificate for api.exanple.com (inner origin)

* CertificateVerify, Finished

Client validation

* Verifies ECH acceptance

* Validates PKIX certificate chain and critical extension

* Verifies signature over ECHConfig
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* Caches new config for future connections
6.3. ECH Rejection with Recovery
1. dient connects: Uses outdated ECHConfig
2. Server rejects ECH Cannot decrypt inner CientHello
3. Server continues outer handshake:
* Sends authenticated ECHConfig in EncryptedExtensions
* Uses certificate for ech. exanpl e. net
4. Cient recovery:
* Validates and caches new ECHConfi g
* Closes connection (not authenticated for inner origin)
* Imrediately retries with new ECHConfig
7. Security Considerations
This section anal yzes security properties by threat nodel.
7.1. Passive Attackers
Thi s mechani sm preserves ECH s protection agai nst passive
observation. ECHConfig updates are delivered within encrypted TLS
messages (Hel |l oRetryRequest or Encrypt edExt ensi ons), preventing
passi ve observers from | earning about configuration changes. The
mechani sm ensures that even during retry scenarios, the client’s
i ntended server nane is never exposed in cleartext.
7.2. Active Network Attackers
7.2.1. Initial Trust Bootstrap
The security of this mechani smfundanentally depends on the
authenticity of the initial ECHConfig. |If an attacker can inject a
mal i cious initial configuration, they may be able to pin their own
keys in the trusted_keys field, enabling persistent interception
VWhen ECHConfigs are obtained via DNS, an on-path attacker could
provide a fake ECHConfig with the attacker’s key in trusted keys.

Wil e the attacker cannot decrypt ECH protected connections, they
coul d cause ECH to fail and then present their own certificate during
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fall back, potentially tricking the client into accepting and caching
a conprom sed configuration. Cients SHOULD prefer authenticated
boot strap nmechani sns when avai |l abl e.

Initial retrieval of ECHConfigList via DNS is unchanged by this
mechanism This specification authenticates updates in-band via RPK
or PKIX; it does not attenpt to authenticate the initial DNS fetch
ECHConfi gs obtained via HTTPS froma well-known URI benefit from Wb
PKI aut hentication. Pre-configured ECHConfigs in applications derive
their trust fromthe application’s distribution channel

7.2.2. Handshake Integrity

Si gned ECHConfigs delivered via Hell oRetryRequest or
Encrypt edExt ensi ons are protected by TLS 1.3’ s handshake encryption
and integrity nechanisns. The Finished nessage ensures that any
nmodi fi cation by an attacker woul d be detect ed.

A man-in-the-mddl e attacker without the server’s handshake keys
cannot nodi fy the EncryptedExt ensi ons nessage containing the
ECHConfi g update. The TLS 1.3 handshake itself provides replay
protection through its use of fresh random val ues and the Fini shed
nmessage aut hentication

7.3. Comprom sed Keys
7.3.1. Signature Verification

Clients MJST correctly inplenent signature verification for each
aut hentication nmethod. For RPK, servers and clients SHOULD use
cryptographically strong signature schenmes fromthe TLS 1.3

Si gnat ureScheme registry, such as Ed25519, ECDSA, or RSA-PSS. Wak
schenes |ike RSA PKCS#1 v1.5 SHOULD NOT be used.

The inclusion of not_after tinestanps (for RPK) or certificate
validity periods (for PKIX) ensures configuration freshness. These
tenporal bounds prevent clients fromaccepting stale configurations
that m ght use conprom sed keys or outdated parameters. dients MJST
verify these tenporal constraints and reject expired configurations.
Not e that these mechani sns depend on reasonably synchroni zed cl ocks
(within 5 minutes of actual tine is RECOMVENDED) .

Not e that signed ECHConfigs thensel ves are replayable - an attacker
could capture and resend a valid signed configuration. However, this
is not a security concern as the configuration is public data
intended for distribution. The freshness guarantees ensure that old
configurations eventually expire, limting the wi ndow during which
out dat ed keys remmi n acceptabl e.
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7.3.2. Key Managenent

Servers MJST protect their ECH update signing keys. |f an RPK
signing key is conprom sed, the server SHOULD renove its hash from
trusted _keys in subsequent updates, signing the transition with a
different trusted key. Servers SHOULD consider including nultiple
keys in trusted _keys to facilitate key rotation and recovery from
comprom se

For PKI X-based updates, normal certificate |ifecycle nmanagenent
applies. Servers SHOULD obtain new certificates before existing ones
expire.

For PKI X authentication, this specification | everages existing CA
infrastructure including revocati on nechani sns. A conproni sed ECH
signing certificate could be used to sign malicious updates, but this
risk is mtigated by the certificate's constraints (critica

ext ensi on and nanme bi ndi ng) and standard revocati on nmechani snms ( OCSP/
CRL). dients SHOULD apply the same revocation checks to ECH signing
certificates as they do for TLS server certificates.

7.4. Inplenentation Vulnerabilities
7.4.1. Failure Handling

When ECHConfi g update verification fails, clients MJUST NOT conprom se
the security or privacy guarantees of ECH |If ECH was accepted but
the update verification failed, the connection proceeds nornally

wi t hout caching the new configuration. This represents a safe
failure node where connectivity is maintained but key rotation is

del ayed.

If ECH was rejected and the update verification also fails, the
client lacks a valid configuration for retry. |In this case, the
client SHOULD NOT proceed with the connection using the outer SN for
application data, as this would violate ECH s privacy goals. The
client MAY attenpt to obtain a valid configuration through other
means (such as DNS) or treat the connection as failed.

Servers MAY include nmultiple ECHConfigs with different authentication
met hods to nmaxinize the probability of successful verification
Clients SHOULD process these in order and use the first configuration
that successfully verifies.

In distributed deploynents, only servers with access to the
appropriate signing keys can generate valid ECHConfig updates. This
prevents unaut horized internediaries (such as CDN nodes) from
injecting malicious configurations. |f a server sends an update that
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cannot be verified, the client sinply ignores it and continues with
its existing configuration. Wile this could potentially lead to the
use of outdated configurations, it prevents conprom se of the ECH
nmechani smitself.

Algorithmagility is provided through the TLS Si gnatureSchene
registry for RPK and standard PKI X certificate al gorithns.

I mpl enent ati ons SHOULD support comonly depl oyed al gorithns and MJST
be able to handle algorithmtransitions.

7.4.2. Denial of Service Considerations

9

Signature verification introduces computational costs. However,
these operations occur only during ECH configuration updates, not on
every connection. The additional data in EncryptedExtensions
(certificates) nmay increase nessage sizes, potentially causing
fragnmentation in sone scenarios. |Inplenentations SHOULD be aware of
message size limts, particularly in QU C depl oynments.

At t ackers cannot force servers to send signhed ECHConfigs without

est abli shing TLS connections. Standard TLS deni al - of - servi ce
mtigations (rate limting, stateless cookies) apply equally to this
nmechani sm

Privacy Considerations

Thi s mechani sm preserves and potentially enhances ECH s privacy
properties. By enabling the use of diverse public nanes through RPK
aut henti cation, servers can increase the anonynmty set beyond what is
possible with certificate-based authentication al one.

The ECHConfi g updates thensel ves are delivered within encrypted TLS
messages (Hel |l oRetryRequest or Encrypt edExt ensi ons), preventing
passi ve observers from | earning about configuration changes. The
mechani sm ensures that even during retry scenarios, the client’'s

i ntended server nane is never exposed in cleartext.

A potential privacy consideration is that failed ECH attenpts

foll owed by successful retries create a distinctive connection
pattern. However, this pattern only reveals that ECH was used with a
particul ar public nane, not the intended destination behind that

nane.

Thi s specification introduces no new tracki ng nmechani sns or
identifiers beyond those already present in TLS and DNS

| ANA Consi der ati ons

Sul livan & Jackson Expires 23 April 2026 [ Page 19]



I nternet-Draft Aut henti cated ECH Update Cct ober 2025

9.1.

ECHConfi g Extension

I ANA is requested to add the following entry to the "ECH
Configuration Extension Type Val ues" registry:

*

9. 2.

Ext ensi on Nane: ech_auth
Val ue: TBD1

Pur pose: Conveys supported aut hentication nethods, trusted keys,
and optional signed authenticators

Ref erence: Thi s docunent

X. 509 Certificate Extension O D

I ANA is requested to allocate an object identifier (O D) under the
"SM Security for PKIX Certificate Extensions (1.3.6.1.5.5.7.1)"
registry with the follow ng val ues:

*

9.3.

O D: id-pe-echConfigSigning (1.3.6.1.5.5.7.1. TBD2)

Nane: ECH Configuration Signing

Description: Indicates that the certificate’s subject public key
is authorized to sign ECH configuration updates for the DNS nanes

in the certificate’ s Subject Alternative Name (SAN)

Criticality: Certificates containing this extension MJST nark it
critical

Ref erence: This docunent.

ECH Aut henti cation Met hods Registry

I ANA is requested to establish a newregistry called "ECH
Aut hentication Methods" with the following initial values:

Sul livan & Jackson Expires 23 April 2026 [ Page 20]



I nternet-Draft Aut henti cated ECH Update Cct ober 2025

10.

10.

10.

10.

10.

[ el oo oo oo el s o}
| Value | Method | Description | Reference |
[S bbb fuml oo e e sy oo oo el sy o}
| O | Reserved | Not used | This docunent |
Foememm - LT T L L T L LT +
| 1 | RPK | Raw Public Key | This document |
Fommem - R LT L o +
| 2 | PKIX | X.509 with critical | This document |
| | | id-pe-echConfigSigning | |
S S e g +
| 3-255 | Unassigned | - | - |
Fommemm - Fom o L TP +
Table 1

New val ues are assigned via | ETF Revi ew.
Depl oynment Consi derati ons
1. Method Sel ection

Qperators SHOULD support at |east one widely inplenented nethod.

PKI X (critical extension) provides easier operational deploynent with
standard certificate issuance workflows and no client pin state. RPK
offers small artifacts and sinple verification; any client-side state
is bounded to the Iifetime of the current ECHConfig and a single

aut henticated retry per connection attenpt.

2. Size Considerations

When sendi ng aut henticated ECHConfigs in Hell oRetryRequest, servers
shoul d be mi ndful of message size to avoid fragnmentation or exceeding
anti-anplification limts. RPK signhatures are typically nore conpact
than PKI X certificate chains.

3. Key Rotation

Publ i sh updates well in advance of key retirement. |Include
appropriate validity periods for each nmethod. Consider overl apping
validity windows to allow graceful client mgration.

4. Pin Managenent

For RPK depl oyment s:

* Miintain nultiple valid pins to enable recovery from key
conprom se
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10.

11.

12.

* Renove conprom sed pins via authenticated updates signed by
remai ni ng trusted keys

* Consider using PKIXto re-establish trust if all pinned keys are
conprom sed

5. Update Consi stency

If sending updates in both HRR and Encrypt edExt ensi ons, ensure
consistency to avoid client confusion. Wen possible, send updates
in only one |ocation per handshake.
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